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Abstract

Audio deepfakes are becoming both more realistic and easier
to create. At the same time, several audio deepfake detectors
have been developed. While some of these have been evalu-
ated using real-world data, there has been no in-depth anal-
ysis of their performance in real-world settings. We evaluate
five SOTA detectors on two real-world social media datasets.
Currently, the equal error rate (EER) is mostly used to evalu-
ate audio deepfake detectors. However, when using the EER,
the threshold for classifying whether a recording is genuine or
not is calculated based on the prediction scores of the test set.
In real-world scenarios, this threshold must be set in advance.
We are the first to test the performance of SOTA detectors
using varying, beforehand set, thresholds, thereby creating a
real-world setting. We found degradations on the ITW test set
(e.g. F1: 91.35%- 64.65%) when using other thresholds as set
with EER calculation. The SocialDF dataset was found to be
especially challenging, with an F1-score of 52.92% achieved
using an EER threshold. Using pre-set thresholds resulted in
an even lower performance of 50.89%, demonstrating that
current detectors are unable to reliably detect real-world au-
dio deepfakes.

Introduction

In social media, deepfakes have emerged as a powerful
tool for spreading misinformation and disinformation. Ma-
licious actors can use deepfakes to portray individuals say-
ing or doing things they never actually did. These false nar-
ratives are designed to provoke emotional responses, rein-
force existing biases, or exploit societal divisions, thereby
amplifying the spread of misinformation (Chesney and Cit-
ron 2019). Recently, deepfakes have become more realis-
tic. Distinguishing between genuine and manipulated con-
tent becomes harder (Gosse and Burkell 2020). Therefore,
reliable detectors have to be developed. Several audio deep-
fake detectors have recently been developed, and they are
achieving increasingly accurate results. For example, incor-
porating self-supervised learning (SSL) as feature extraction
method in the detection pipeline led to improvements on un-
known data (Tak et al. 2022). Several works (Wang et al.
2023; Miiller, Sperl, and Béttinger 2023; Wang and Yamag-
ishi 2022; Xie et al. 2025; Wang and Yamagishi 2024; Pi-
anese et al. 2024) used the in-the-wild dataset (ITW) to test
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the performance of the detectors on real-world social me-
dia data. ITW (Miiller et al. 2022) was published 2022 and
contains real recordings and audio deepfakes of celebrities,
extracted from social media. SocialDF (Batra et al. 2025) is
a more recently created dataset (2025). SocialDF contains,
besides audio and video deepfakes, also metadata. This al-
lows further possibilities for future research, possibly incor-
porating multi-modal features for deepfake detection. In this
work, we will focus on audio data.

Audio deepfake detectors, normally, provide a score (pre-
diction score) for a given recording. Based on this score, the
recording is classified as spoof or bona-fide. For the classifi-
cation, a threshold has to be set. In recent work, mostly, this
threshold is calculated during equal error rate (EER) calcula-
tion. While being a good metric for balancing the amount of
false acceptance and false rejections, the threshold for clas-
sification is calculated during evaluation. For a detector be-
ing applied in real-world scenarios, this threshold has to be
set beforehand. In this work, we provide an overview of the
performance of five state-of-the-art detectors on social me-
dia data using four different thresholds. All detectors were
trained on the newly created ASVspoof5 dataset (Wang et al.
2024) and, besides the test on social media data, also tested
on the ASVspoof5 evaluation split (ASVS5 eval). As thresh-
olds, we used (1) the threshold of the EER calculation, as
baseline, and (2) the threshold calculated on ASVS5 eval us-
ing the EER calculation. Furthermore, we transformed the
prediction scores (logits) to probabilities using the sigmoid
function. Using the probabilities we calculated the detectors’
performances using (3) 50% as threshold (logits=0) and (4)
the threshold when calculating the maximum F1-score on
ASVS5 eval.

Two research questions will be analysed in this paper:
RQ1: How effective are SOTA detectors in identifying up-
to-date deepfakes obtained from social media? RQ2: To
what extent does the choice of threshold influence perfor-
mance evaluation? Therefore, to what extent do laboratory
conditions (using EER as a performance benchmark) reflect
real-world scenarios in which threshold values must be set
in advance?

Experimental Methodology

Five audio deepfake detectors were tested on three test sets.
For training, we used the official provided repositories. We



examined RawNet3 (Jung et al. 2022b) and AASIST (Jung
et al. 2022a) as often used baseline in audio deepfake de-
tection (ADD). Furthermore, AASIST with Wav2Vec2 (Tak
et al. 2022) and the Whisper-based detector (Kawa et al.
2023) were selected because they have shown to general-
ize better, probably due to their SSL-based front-end. Lastly,
Nes2Net (Liu et al. 2025) was incorporated due to its re-
cent emergence and its promising preliminary results. For
Nes2Net a pretrained checkpoint of the model trained on
ASVspoof5 is available online', which we used. The other
four detectors were trained by us.

For the Whisper-based detector, Kawa et al. (2023) tested
different combinations of feature input and classifier. We
used the best performing combination, being a combina-
tion of Whisper (fine-tuned) and MFCC with its delta and
delta delta and MesoNet as classifier. For AASIST with
Wav2Vec?2 (Tak et al. 2022) we used, as in the original paper,
the model Wav2Vec2.0 XLLSR 300m (Babu et al. 2022) for
feature extraction. For RawNet3, AASIST with Wav2Vec2,
and the Whisper-based detector we set the learning rate
to 1076, For AASIST we used a learning rate of 1074,
Following the original implementation, AASIST, AASIST
with Wav2Vec2 and Nes2Net were trained with cross en-
tropy loss. The Whisper-based detector and RawNet3 were
trained with BCE with logits loss. We trained all detectors
for 100 epochs with a batch size of 24. The training dataset
ASVspoof5 is highly unbalanced. Therefore, we weighted
the underrepresented class (bona-fide) higher during train-
ing (1:9). After each epoch, the models were tested on the
ASVspoof5 development set, the model with the best EER
on the development set was used for final testing. The au-
dio recordings were pre-processed using padding, resulting
in an input of 64600 samples (- 4 seconds).

Datasets For training and in-domain testing we used the
ASVspoof5S (Wang et al. 2024) dataset with its original
splits, containing SOTA audio deepfakes from a variety of
generation methods. For testing the performance of the de-
tectors for its real-world performance on social media data,
we used the widely applied ITW dataset and the newly re-
leased SocialDF dataset.

SocialDF (Batra et al. 2025) was introduced as bench-
mark dataset for deepfake content on social media plat-
forms. The dataset contains mainly content from Instagram,
and 6 YouTube links in the bona-fide part. Only links are
given, the content has to be scraped by oneself. Overall,
506 links to videos labelled as real and 1,066 links to deep-
fakes were available. While scraping, we encountered prob-
lems because some videos had been deleted, while others
were only available after log in. For privacy and legal rea-
sons, these videos were not included in the data set used
here for evaluation. Consequently, our Social DF dataset con-
sists of 967 deepfakes (instead of 1,055) and 497 real In-
stagram videos and 6 real YouTube videos. SocialDF con-
tains video deepfakes. We extracted the audio and split it
in the speech and accompaniment part using spleeter (Hen-
nequin et al. 2020). The speech part was used in the follow-
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ing for ADD. The speech data consists of recordings with
mean lengths of 16.48 seconds (spoof) and 51.85 seconds
(bona-fide). Overall, the recordings of SocialDF are longer
than the input used to train the models, being 4 seconds.
Therefore, in further tests, we tested the performance of the
detectors on SocialDF when (1) using the first 4 seconds, (2)
the whole recording being split in 4 seconds and calculating
the mean over the prediction scores of the splits, (3) using
the whole recording being split in 4 sec. with a 50% overlap
and again calculation the mean over the prediction scores
and (4/5) using the majority vote of the prediction scores of
the approaches (3) and (4).

The ITW dataset (Miiller et al. 2022) is known in ADD
as test set for evaluating detectors on real-world data. The
dataset contains real and deepfakes of celebrities, also ex-
tracted from social media. The recordings have a mean
length of 5.21/3.74 seconds (deepfake/real), fitting perfectly
in the trained input length of 4 seconds. Therefore, no further
tests were carried out.

Results and Discussion

We evaluated the performance of five detectors using the
EER, Accuracy, and F1-Score. Due to place restrictions we
only provide EERs and Fl-scores. The evaluation results
are given as the mean with its standard deviation over three
test runs. For real-world usability not only the performance,
which will be the main focus in this work, but also the re-
sources needed are important. Therefore, we included in-
formation about the size (# parameters) and inference time
of the detectors in Table 1. The inference time was calcu-
lated on an NVIDIA A100 GPU. Overall, AASIST with
Wav2Vec2 (W2V2) and Nes2Net have the highest number
of parameters and also needed the longest time for inference.
Both models have SSL-based front-ends, which increases
their resource requirements. RawNet3 (15.5M) is the small-
est model viewed, followed by AASIST (298K parameters).

Viewing the performance in terms of EER, W2V2 per-
formed in three of five settings the best, achieving an EER of
7.35% on the in-domain ASV5 eval set, 10.63% on ITW and
38.12/37.86% on SocialDF (all/all_withOverlap). Nes2Net
was superior to W2V2 on ASVS5 eval with an EER of 5.93%
and AASIST was superior to W2V2 on SocialDF (4 sec. in-
put) with an EER of 47.86%. RawNet3 and the Whisper-
based detector were outperformed by the other detectors.
Interestingly, for RawNet3 the highest deviations over the
three test runs were calculated. For the Whisper-based de-
tector no deviations were calculated, making Whisper the
most stable and RawNet3 the most varying detector.

Varying thresholds In Table 2 the F1-Scores on the test
sets using different thresholds are given. On ITW, all F1-
scores using other thresholds as the threshold of the EER are
worse (marked red). On ASVS5 eval and SocialDF, using the
probability of 50% as threshold worsened the F1-scores us-
ing all detectors. Using the threshold of the maximized F1-
Score (calculated on ASVS5 eval) the Fl-scores, unsurpris-
ingly, improved. The same can be viewed on SocialDF, with
the exception of RawNet3 and W2V2 as detector. Viewing
RQ?2, overall, the threshold used did impact the performance



Detector RawNet3 AASIST AASIST with Wav2Vec2 (W2V2) Whisper-based Nes2Net
Year 2022 2022 2022 2023 2025
# Parameters 15.5M 298K 318M 7.M 316M
Inference time (min) 78 91 169 133 156
&  ASV5eval 38.79+40.02 25.3240.04 7.3540.03 25.904¢ 5.9310.01
@ IT™W 62.1143.10 26.0810.07 10.63+0.04 22.854¢ 13.6940.08
§ SocialDF (4 secC. input) 60.58i1_39 47.86:(:0_41 49-62i1.86 52.97i1) 48.62:(:0_49
é SocialDF (all) 49.80+0.68 38.88+0 38.12.4¢ 50.59.4¢ 42.931¢
SocialDF (all_withOverlap) 50.2440.82 38.9310 37.8610 49.294¢ 43.844¢

Table 1: First evaluation of the detectors (EER; %). Inference time is given on the ASVS5 eval test set. Best result per test set are

highlighted in bold, second best are underlined.

F1 Score (%)
Test set Threshold RawNet3 AASIST AASIST with Wav2Vec2 (W2V2) Whisper-based Nes2Net
ASVS5 eval EER 39.13410.02 54.594.0.05 83.71+0.05 53.83+0 86.61.10.02
Prob. (50%) 36.3410.02 25.0240.01 80.40+0.02 24.48 ¢ 68.5310.01
Prob. maxF1 41.0440.02 55.0240.05 94.3813 34 53.841¢ 87.4040.01
IT™W EER 43.3743.23 78.07+0.06 91.3540.03 80.924¢ 88.7940.06
ASV5 42.7342.04a  48.5910.04 77.56+£0.05 68.89.4 84.77 1016
Prob. (50%) 39.6410.10 66.9940.06 64.6540.14 45.87+0 64.7540.07
Prob. maxF1 (ASVS5) 42.9140.73 44.0440.53 88.0540.11 68.694¢ 85.8540.11
SocialDF (4 sec. input) | EER 30.7941 .25 42.7140.42 41.0241.80 37.83+0 41.9640.46
ASV5 26.7610.32 48.51410.83 47.9941 54 42.621 ¢ 46.2941 45
Prob. (50%) 25.6540.18 27.2149.27 30.6440.54 25.494¢ 25.8810.28
Prob. maxF1 (ASV5) 25.97+0.06 45.9810.31 39.684¢ 42.9149 42.7840.38

Table 2: F1-Score (%) with various thresholds. Red/Green: worse/better than using EER threshold. Best result per test set and
threshold used are highlighted in bold, second best are underlined. Grey: real-world applicable.

scores, partially, heavily. For example, using the Whisper-
based detector on ITW, from an F1-Score of 80.92% using
the EER threshold to 45.87% using the 50% threshold, being
a degradation of 35.05%.

W2V2 performed over all test sets rather good, being in
five settings the best, and in three the second best (of 11 set-
tings tested). See Figure 1 for the distribution of the predic-
tion scores (logits) of W2V2 on all three test sets. On ASV5
eval, using the logits, an F1-score of 83.71% was calculated.
Viewing Figure 1 (a) one can see that the logits can be di-
vided comparable good, with several recordings of spoofs
(label 0) having rater low scores (hill around -3) while bona-
fide recordings being attributed to positive scores (around
3). This good separability is also reflected in the rather good
F1-scores. Viewing the performance on ITW in Figure 1 (b)
the separability is worse. Most recordings have prediction
scores around 2 and 3. Calculating the EER on this test set, a
threshold of 3.11 was determined. On ASV5 eval a threshold
of 2.51 was calculated, and used as pre-set threshold. This
resulted in a degradation of the F1-score of 13.79% (91.35%
- 77.56%), but an increase in accuracy (74.12% - 81.62%),
possibly due to the higher amount of bona-fide in ITW (see
also orange at score 3) which are now correctly identified
as bona-fide, whereby also several spoofs are now, wrongly,
classified as bona-fide. For SocialDF one can see in Figure
1 (c) that a clear separation cannot be made. Spoofs (la-
bel 0) and bona-fide recordings are, mainly, predicted with
scores higher 0 and over the whole range. This is also re-
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flected in poor F1-scores of 41.02%/47.99% and accuracies
of 35.92%/58.71% (EER threshold/ASV5 threshold).

Figure 2 visualizes the distributions of the logits for AA-
SIST (a) and Nes2Net (b) calculated on the ITW test set. For
Nes2Net, the thresholds of the EER calculation on the ITW
dataset and using the threshold of ASVS5 are rather close
(4.11/5.09). Still, the best F1-score is calculated with the
EER threshold, being 88.79%. Using the threshold of ASVS,
the Fl-score degrades to 84.77%. The accuracy increased
again using the ASVS5 threshold. Again, due to the smaller
number used as threshold (4.11) more bona-fide recordings
are labelled as such, with an increase in spoofs not being de-
tected, resulting in higher accuracies. Using Nes2Net most
bona-fide recordings were labelled with a positive score.
Whereby, for spoofs, the predictions are distributed over
scores from -4 to 6. Similar to W2V2 (see Figure 1 (b))
the bona-fide recordings are identified more clearly, with
higher scores, whereby spoofs are more spread out. AA-
SIST behaves differently. Two distribution hills of spoofs
and bona-fide recordings are built, but, overlapping each
other. Also, the threshold calculated on the dataset (using
EER) and ASVS5 differ more widely (1.94/5.61). leading to a
degradation of 29.48% in the F1-Scores (78.07%- 48.59%).

We examined the initial results for answering RQ1: How
effective are SOTA detectors in identifying up-to-date deep-
fakes obtained from social media? On ITW we calculated
satisfactory results with the best Fl-score, using pre-set
thresholds, being 88.05% (W2V2; ASV5 MaxF1 probabil-
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Figure 1: Logits distribution of AASIST with Wav2Vec2 on (a) ASV5 eval (b) ITW (c) SocialDF
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Figure 2: Logits distribution of AASIST (a) and Nes2Net (b)
on ITW.
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ity). For SocialDF the results are, overall, rather poor. The
best F1-score calculated being 48.51% (using AASIST and
the ASVS5 threshold). Until now, we only used the first 4
seconds of each recording. As the SocialDF recordings are
rather long, we will analyse the whole recordings in the fol-
lowing, potentially improving the results.

SocialDF: using whole recordings In Table 3 the FI-
Scores on SocialDF using the whole recordings and dif-
ferent combination strategies are given. Interestingly, using
the whole recording and setting the threshold at probabil-
ity 50%, all recordings were classified as bona-fide (marked
yellow), resulting in an F1-Score of 25.49%. The perfor-
mance improved using the whole sample size, but being
only slightly over 50% (bold). The best Fl-score using a
pre-set threshold was 53.11% (using W2V2, maxF1 ASV5
threshold; mean over the predictions of 4 seconds splits of
the whole recording). Using the EER threshold the results
are similar, with the best F1-Score being 52.92% (W2V2;
all_withOverlap). With this, the results on SocialDF are
rather poor. SocialDF consists, potentially, of more up-to
date audio deepfakes which could have led to this rather
poor performance, compared to ITW. Another explanation
of these results could be post-processing techniques, such
as transmission and compression commonly applied on so-
cial media recordings. Although some post-processing steps
are part of the ASVspoof5 dataset, on which the detectors
were trained, there are constant improvements and addi-
tional methods that may not have been included in the train-
ing set. Future work should examine Social DF more closely,
as it highlights potential new difficulties for detecting audio
deepfakes in social media.
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SocialDF using... Threshold AASIST Ww2v2 Nes2Net
first 4 seconds EER 42.7140.42 41.0241.80 41.9640.46
ASV5 48.5140.83 47.99+1.54 46.2947 45
Prob. (50%) 27.2149.27 30.64+0.54 25.88+0.28
maxF1 (ASV5) 45.981¢.31 39.6841¢ 42.7810.38
all EER 51.8510 52.6610 47.6440
mean ASV5 42.224¢9.17 30.02+0.06 49.06+0.24
Prob. (50%) 25.494¢ 25.494¢ 25.494¢
maxF1 (ASV5) 49.86+0.84 53.11+0.03 40.67+0.68
all ASVS5 40.2940.10 28.37+0.06 51.8510.10
majority vote Prob. (50%) 25.494 ¢ 25.4940 25.4940
maxF1 (ASV5) 47.07+1.02 43.79+0.05 41.0640.92
all_withOverlap ~EER 51.7710 52.92.¢ 46.744 ¢
(50%) mean ASV5 42.4740.10 28.30+0 46.9840.11
Prob. (50%) 25.494¢ 25.494¢ 25.49400
maxF1 (ASV5) 48.574+¢.79 50.894¢ 40.65+0.35
all_withOverlap ~ASVS5 40.4940.15 27.63+0 48.2140.03
(50%) Prob. (50%) 25.494¢ 25.494¢ 25.494¢
majority vote maxF1 (ASVS5) 46.8140.74 42.9640.05 40.6240.45

Table 3: F1-Scores (%) on SocialDF. Bold: better than 50%.
Yellow: all samples were classified as bona-fide.

Conclusion

We analysed five detectors on their performance in detecting
audio deepfakes in social media. W2V2 and Nes2Net per-
formed overall the best. On ITW, satisfactory results were
calculated, even with pre-set thresholds. Still, performance
degradations were visible when using other thresholds as the
one calculated with the EER, leading to further questions
about the real detection performance of other audio deep-
fake detectors in research, as mostly only EERs are given
as performance measures in related work. It is evident that
there is a discrepancy between the performance levels ob-
served in laboratory settings and those demonstrated in real-
world scenarios. Therefore, we recommend using evaluation
metrics other than just the EER when testing audio deepfake
detectors. We also recommend conducting experiments with
different thresholds and reporting these results whenever a
new detector is introduced. This will ensure that the detec-
tors are truly usable and can deliver good results on new, un-
seen data. SocialDF was identified as particularly challeng-
ing dataset, showing that even SOTA detectors still cannot
reliably detect audio deepfakes in the real-world.
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ity of findings? No, the work rather highlights prob-
lems with existing works.

(i) Have you read the ethics review guidelines and en-

sured that your paper conforms to them? Yes

2. Additionally, if your study involves hypotheses testing...

(a) Did you clearly state the assumptions underlying all
theoretical results? NA

(b) Have you provided justifications for all theoretical re-
sults? NA

(c) Did you discuss competing hypotheses or theories that
might challenge or complement your theoretical re-
sults? NA

(d) Have you considered alternative mechanisms or expla-
nations that might account for the same outcomes ob-
served in your study? Yes

(e) Did you address potential biases or limitations in your
theoretical framework? NA

(f) Have you related your theoretical results to the existing
literature in social science? NA

(g) Did you discuss the implications of your theoretical
results for policy, practice, or further research in the
social science domain? NA

3. Additionally, if you are including theoretical proofs...

(a) Did you state the full set of assumptions of all theoret-
ical results? NA

(b) Did you include complete proofs of all theoretical re-
sults? NA

4. Additionally, if you ran machine learning experiments...

(a) Did you include the code, data, and instructions
needed to reproduce the main experimental results (ei-
ther in the supplemental material or as a URL)? No,
but the training is based on the scripts used by the cre-
ators of the detectors. The corresponding links to the
GitHub repositories have been omitted for space rea-
sons, but can be found in the papers cited.

(b) Did you specify all the training details (e.g., data splits,

hyperparameters, how they were chosen)? Yes

(c) Did you report error bars (e.g., with respect to the ran-

dom seed after running experiments multiple times)?
Yes

(d) Did you include the total amount of compute and the
type of resources used (e.g., type of GPUs, internal
cluster, or cloud provider)? Yes, or partially. The in-
ference time of the various detectors (including hard-
ware) was specified.

(e) Do you justify how the proposed evaluation is suffi-
cient and appropriate to the claims made? Yes

(f) Do you discuss what is “the cost™ of misclassification
and fault (in)tolerance? Yes
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5. Additionally, if you are using existing assets (e.g., code,
data, models) or curating/releasing new assets, without
compromising anonymity...

(a) If your work uses existing assets, did you cite the cre-
ators? Yes

(b) Did you mention the license of the assets? Yes, see
papers.

(c) Did you include any new assets in the supplemental
material or as a URL? No

(d) Did you discuss whether and how consent was ob-
tained from people whose data you’re using/curating?
No, I used pre-existing datasets.

(e) Did you discuss whether the data you are using/cu-
rating contains personally identifiable information or
offensive content? No

(f) If you are curating or releasing new datasets, did you
discuss how you intend to make your datasets FAIR
(see FORCEI11 (2020))? No, no new dataset was cre-
ated.

(g) If you are curating or releasing new datasets, did you
create a Datasheet for the Dataset (see Gebru et al.
(2021))? No, no new dataset was created.

6. Additionally, if you used crowdsourcing or conducted
research with human subjects, without compromising
anonymity...

(a) Did you include the full text of instructions given to
participants and screenshots? NA

(b) Did you describe any potential participant risks, with
mentions of Institutional Review Board (IRB) ap-
provals? NA

(c) Did you include the estimated hourly wage paid to
participants and the total amount spent on participant
compensation? NA

(d) Did you discuss how data is stored, shared, and dei-
dentified? NA



