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Abstract

Internet users leave a range of digital traces that allow for au-
tomated profiling, often without their knowledge. Advance-
ments in artificial intelligence (AI) make it easier than ever
to automate the inference of user attributes that are not even
directly shared, exposing users to privacy risks. One means of
protection against this is the widespread promotion of Al lit-
eracy to social media users. As an example of how this might
be achieved, we present an interactive online simulation with
integrated Al tools, designed to raise awareness of Al capa-
bilities for user profiling. Within this experience, users can
take actions similar to those that they would everyday: make
a post, update their profile, and like existing posts. After the
users finish their experience, they may choose to receive a
report about an Al model’s inferences about their personal at-
tributes along with information about how similar inferences
are made about them when using major social media plat-
forms. We find that the level of interaction within the simu-
lation correlated with large language model (LLM) accuracy
in profiling. We also observe high accuracy in profiling de-
spite many participants self-identifying as protective of their
data. Finally, a majority of participants reported that as a re-
sult of taking part in our study, they expect to think more
carefully about their online interactions and what they might
reveal about themselves in the future. This aligns with our aim
to increase Al literacy and empower people to make more in-
formed decisions on what they disclose on the internet.

1 Introduction

As social media remains a prevalent part of our society, con-
cerns about data access and privacy continue to rise (Pew
Research Center 2023), even leading to US legislative ac-
tion against Chinese-backed companies (Congressional Re-
search Service 2024). As users become aware of privacy
risks, however, they often continue to share potentially per-
sonal information about themselves online in order to stay
connected with others (Kokolakis 2017; Lumare, Muradyan,
and Jansberg 2024). At the same time, Al tools such as Large
Language Models (LLMs) have demonstrated an unprece-
dented ability to deanonymize text in social media posts,
even reaching a level comparable to human investigators
(Staab et al. 2024). Even for users who may carefully choose
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Figure 1: Overview of the participant workflow (solid lines)
and data flow (dashed lines) throughout the experience. Par-
ticipants (1) complete a pre-survey regarding their social
media habits before (2) moving to the simulation, which pro-
duces (3) data records of their actions. Next, (4) they answer
questions about data privacy before being informed of the
LLM-based user profiling report and (5) having a chance to
opt-out. After (6) generating and viewing their report, they
(7) proceed to the final set of questions about the accuracy
of the model and their impressions of the experience and po-
tential effects on their future online behavior.

which details they explicitly share, LLM-based user model-
ing techniques can infer preferences and characteristics of
users from the content that they write (Tan and Jiang 2023).
This poses a scalable threat to the privacy, and even more so
when applied to the large-scale amounts of data social media
platforms so often have access to. Such automated analysis
of data is already being applied to mainstream social me-
dia, as seen in the case of targeted advertising on Facebook
(Smith et al. 2024). The combination of the ease of access
to LLMs and their and effectiveness in automated user pro-
filing (Kim et al. 2024) may create dangerous situations in
which average users, who are not fully aware of Al capabil-
ities (Scantamburlo et al. 2024), reveal more sensitive infor-
mation than they believe that they are through their online
behavior.

Our aim in this work is to explore how we can educate so-
cial media users about the capabilities of LLMs in terms of



automated user profile inference. We propose an interactive
experience as a firsthand demonstration of AI’s ability to in-
fer personal attributes from simple user interactions within
a simulated environment (Figure 1). Users are initially in-
formed that they are going to access a new social media
platform in order to provide feedback on their experience.
During their interaction, our platform records user activity
such as posts, comments, likes, and follows. After interact-
ing with the simulation, we introduce participants to the pos-
sibility that AI models can use this type of data to infer per-
sonal information, and with participants’ permission, use an
LLM to generate a sample report about inferred personal at-
tributes based on their interaction data from our platform.
We then survey all participants to understand how accurate
the report is and how this might influence their perceptions
of online privacy in the context of AI models. We choose the
modality of our experience to be through a simulation be-
cause there is evidence to suggest that a practical experience
can be more memorable than a simple verbal lesson (Wang
et al. 2024). Our main contributions can be summarized as:

1. Designing an interactive social media simulation through
which we can collect sample user behaviors;

2. Conducting a user study of more than 250 participants;

3. Analyzing resulting data to understand participants’ reac-
tions to the social media simulation and subsequent Al-
powered user profiling.

We find that LLMs can accurately infer user attributes and
personality traits from social media data. Furthermore, the
inclusion of network interactions significantly improves in-
ference accuracy beyond basic profile details and the context
of a single post. This scalable and efficient approach demon-
strates that even brief social media engagement can enable
easy and effective profiling of personal attributes. Partici-
pants expressed concerns about Al models’ inference capa-
bilities, and a majority of respondents reported that due to
their experience in our study, they expect to think more care-
fully about their online actions and what they might reveal
about themselves.

2 Model Selection

Our proposed participant experience requires the use of an
Al system to automatically infer user attributes from social
media interactions. In this work, our goal is not to conduct a
complete empirical analysis of the performance of user pro-
filing systems, however, we sought to evaluate the capabili-
ties of several popular text classification approaches in order
to verify that they are potentially able to infer user attributes
before conducting our user study. While we aim for reason-
able accuracy, misclassifications by these models are also
valuable in the context of our study, as it allows us to ex-
plore the reactions of participants to model failures.

Dataset Preparation In order to evaluate the feasibility
of using an Al model to perform user attribute prediction,
we used RedDust, a dataset of Reddit posts with labeled at-
tributes (Tigunova et al. 2020). As the dataset only contained
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Gender Age
RoBERTa 0.72 0.66
GPT-40 0.76 0.41

Table 1: Accuracy of a fine-tuned base RoBERTa model
compared to GPT-40 on gender and age classification tasks.
Verification dataset was on accuracy of 700 labeled posts
from Reddust dataset for RoOBERTa and 100 labeled posts
from Reddust dataset for GPT-4o0.

the labels along with post IDs, we used the Personal Red-
dit API Wrapper (PRAW) API! to retrieve the post texts.
Since the dataset referenced many older posts, some had
been deleted by the user, archived, or removed from the plat-
form for other various reasons. We successfully retrieved the
contents of 7745 posts. Of these 7745 posts, 3760 were posts
labeled with age, and 3985 were posts labeled with gender.
This formed our training (80% of the data) and model vali-
dation (the remaining 20%) dataset.

Benchmarking Model Accuracy We first considered
fine-tuning a RoBERTa (Liu et al. 2019) model for text clas-
sification, leading to the validation set results presented in
Table 1.

For the age classification task, rather than predicting ex-
act numbers, we binned ages according to optimal cutoffs
observed when plotting the distribution of the age data (Fig-
ure 2). This led to age bins of <19, 19-26, 27-45, 46-65, and
66+. Further, upon inspection of our data, we observed some
noisy data points (e.g., users labeled “99 years of age” dis-
cussing Minecraft) which we manually filtered out to avoid
learning less useful associations between post text and out-
lier age labels.

We also evaluated GPT-40’s (OpenAl 2024) effectiveness
in the same age and gender classification tasks using the first
100 entries of the RedDust dataset. This was much simpler
to accomplish. Using the OpenAl API, we provided GPT-
40 with a Reddit post and asked it to only respond with one
label from a given list. For gender, it was only able to re-

"https://praw.readthedocs.io
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Figure 2: Histogram of the first 100 entries of labeled posts
in our age classification dataset, specifically labeled posts
within the range of ages 15 to 30 years old.



spond with the labels that appeared in the dataset, “male”
or “female.” For age, we provided the prompt with the same
bins we had defined in our fine-tuning process. In gender
prediction, GPT-40 marginally outperformed our fine-tuned
RoBERTa by about 4 percent, and under-performed by 25
percent in the age classification task.

Despite the performance increase in age classification
from fine-tuning, GPT-40 became our preferred choice in
model, and we resolved to utilize an untrained LLM model
approach in our profiling as this providers greater flexibility
in terms of attributes that can be inferred (especially con-
sidering that existing datasets do not provide coverage of
all possible attributes), and using these models also allows
for the generation of explanations to present to users, which
is an important component of the overall participant expe-
rience. Moreover, upon further inspection, GPT-40’s errors,
even though incorrect, were often closer to the correct age
bins than the incorrect predictions made by the RoBERTa
model. GPT-40’s ability to perform well completely un-
trained also offered better scalability in terms of what at-
tributes we were able to explore, including those without cu-
rated validation datasets. Finally, the use of untrained LLMs
also aligned more thematically with our project goals of sim-
ply spreading awareness of commercial use of artificial in-
telligence models. Therefore, we opt to use an LLM-based
approach for our Al profiling reports, which has been shown
in prior work to be an effective approach for user profiling
across a range of attributes (Liu et al. 2025).

3 Platform Development

In order to accomplish our original experiment design, we
created two websites for our participants to interact with.
These websites were created through Express.js® to connect
to our MongoDB instance?, and then hosted on a domain
through Heroku*. The social media platform itself was an
extended version of the open-source code-base Truman Plat-
form introduced by DiFranzo et al. (2018) >.

Synthetic Content Generation

We wanted to design the content in our social media sim-
ulation to discuss a broad variety of topics in order to en-
courage user engagement. To accomplish this, we used gen-
erative language models to create user profiles, posts, and
replies to pre-populate the social media platform with con-
tent. Further, we use the same models to reactively simu-
late additional actions and reactions being performed by the
other “users” (bots) throughout the participants’ experiences
to create the feeling of a live, multiuser social media plat-
form.

Unique user profiles were generated using Llama3-70b
(Dubey et al. 2024) through the Groq API®. Each profile had

2https://expressjs.com

*https://www.mongodb.com

*“https://www.heroku.com

SThe Truman platform is licensed under the terms of the
MIT license available at https://github.com/cornellsml/truman/
blob/master/LICENSE.

Shttps://console.groq.com/docs/libraries
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the following information: username, first name, last name,
gender, age, location, and biography. We manually verified
that the model produced unique results for the requested at-
tributes and was not simply repeating the same set of user
information, and in cases of repetition, we re-prompted to
model to generate additional profiles.

We also use Llama3-70B to generate synthetic user posts
through the Groq API(Groq 2025), which allows for fast
replies during live interactions when required. To prepopu-
late the platform, we first generate a random number of posts
between O to 3 for each user that was created in the previ-
ous step. During the post generation process, we reference
a diverse list of prompts containing instructions about what
the post should be about. For example, “write a post about a
recent accomplishment” or “write a post about a project you
are working on.” Furthermore, we provide the corresponding
user profile information as context within the prompt. All of
this information forms a single, unique prompt in order to
diversify the model’s outputs and simulate a more dynamic
social media environment. We increase the temperature of
the model in this process to 1.8 to further encourage ran-
domness and diversity within our pool of synthetic content.
To diversify the lengths of the posts (which were initially all
fairly lengthy), we also generated approximately 650 posts
using our original prompt, and an additional batch of ap-
proximately 200 posts in which we modified the prompt to
restrict the model’s outputs to one to sentence. After the
synthetic posts have been written, we classify them using
the Tweet Single-Topic Classification Model (Antypas et al.
2022) and assign them appropriate values for the rest of the
database fields such as timestamps, ID, and the identity of
the user profile corresponding to the post.

Lastly, we used Llama3-70B through the Groq API to
generate replies to our synthetic posts with a similar ap-
proach. In order to simulate networks within the fake user
profiles, we group them by the topics they post about. These
simulated groups with shared “interests” form the pool of
users we randomly draw from to respond to each post given
the topic of the post. For each post, we generate either 0, 1
or 2 replies, using a weighted probability distribution such
that posts were more likely to have empty comment sec-
tions. These synthetic data objects were then assigned an
appearance time within an hour after the original post’s
assigned timestamp. Through this process, in response to
the 800+ posts generated through Llama3, we generate 422
pre-written replies which are set to automatically appear
throughout the first hour of a given user’s interaction with
the platform. For the purpose of our study, we do not expect
any users to spend more than, or even close to, one hour in-
teracting with the platform.

“The Neighborhood”

There were several steps required to create our social me-
dia simulation for our participants, which we named “The
Neighborhood.” To streamline development, we built our the
simulation from the Truman Platform codebase (DiFranzo
et al. 2018), which covered much of the essential function-
ality, such as user authentication, posting systems, and com-
menting systems. We maintained the overall architecture of
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Figure 3: Sample screenshots of our social media simulation.
Top: account creation page. Bottom: example from the main
feed.

the codebase, maintaining its Express.js framework using
PUG template syntax in order to maintain uniformity in the
code. However, we also needed to make a handful of key
modifications to the original Truman Platform to better serve
our purposes, which are outlined below.

Database Schema Updates Using our own MongoDB
instance, we were able to inject our synthetic content into
the database, which was served to the front-end to display
the content that we created in an interface that the user was
able to interact with.

To achieve this, we needed to customize the pre-defined
database schemas. This included, among others, removing
the email field (per IRB stipulations).

2640

Feed Curation One of our first objectives was the abil-
ity to curate the user’s feed according to which posts they
are interested in viewing in order to encourage user engage-
ment. The topics we chose were mapped from the Twitter
Classification Model’s original labels into a broader set, and
as a result, users could choose posts related to topics they
were interested in from the following list: arts, business, pop
culture, lifestyle, fashion, entertainment, health, food, gam-
ing, education, music, news and politics, science, sports, and
travel. To accomplish this , we extended the database schema
to include a “topics” variable, which resulted in the addition
of this field to the account creation page and the profile edit-
ing page. Each post was assigned a single “topic.” Using this
additional attribute, we reworked the feed algorithm such
that each user could choose to filter the feed by the topics
they had selected.

“Less Instagram, More Twitter” One of the limita-
tions of our untrained LLM-based approach was that it was
only able to process text. Therefore, in the event a user posts
a highly specific photo with a very vague caption, if we were
to try sending the contents of the post as an input, the LLM
would only have a vague caption to use for context. To avoid
abstracting too much context by providing pure text without
photo context, we removed the image feature of the posts
in the platform and made all of our posts text-based.. We
also made some modifications to the UI to move away from
the Instagram-like theme that the original Truman Platform
codebase was following, which contained a majority posts
focused on just a few topics (e.g., photos of food).

Dynamic Response System In the original Truman
platform codebase, when a user replies, they receive an au-
tomated notification of a fake user responding with a hard-
coded value. To make the environment simulate more re-
alistic social media conditions, we replaced this system of
hard-coded reply values to be more adaptive and receptive
to user activity. To accomplish this, we handle three cases
of user interaction: new user-made posts, user comments on
their own posts, and user comments on scripted posts. With
each of these three user interaction scenarios, we begin with
finding an appropriate fake user to respond. For instance, if
a user comments on a scripted post, we will check if they
are responding to the original post or if they are respond-
ing to a comment on the post. Then, we will fetch the de-
tails of the user that was addressed and put the relevant con-
text information (profile information, post details, etc.) into a
prompt for Llama3-70B through the Groq API to generate a
response. The generated response is then populated into the
database as a notification for the user and added to the appro-
priate post. In order for these responses to remain unique to
the user, we separate dynamically-generated responses from
scripted comments on generated posts by linking them to a
specific user ID. This separation by user ID prevents users
from seeing fake user comments that were not generated by
their own actions, maintaining a uniform study environment.



Report for Prolific ID: 616101

Select an LLM here.

Report Prompt

Here are the results of your report. We don't promise accuracy, but this is

what an LLM has inferred based off of your activity in the simulation.

Reasoning: The username "asimon2 @oakland.edu” and the display name "Alexander
Simon” strongly suggest that the user is male. Additionally, the interests and comments
made on gaming and pop culture align with stereotypical male interests, though this is not

Reasoning: The user is likely a college student, as indicated by the email domain
“oakland.edu,” which is associated with Oakland University. The interests in gaming, pop
culture, and entertainment, as well as the specific games mentioned (e.g., "Dead Rising 1,

“Dark Souls,” "Red Dead Redemption 2"}, are popular among young adults in this age range.
The language and tone of the comments also suggest a younger demagraphic.

Reasoning: The profile location is listed as Michigan, which is in the Midwest region of the
United States. The email domain also suggests a connection to Qakland University, which is

+ Gaming Enthusiast: The user is deeply engaged in gaming culture, as evidenced by
their post about attempting a challenging achievement in "Dead Rising 1" and their
numerous comments on games like "Dark Souls,” "NieR: Automata,” and "Red Dead

Redemption 2." They also provide detailed advice and share personal experiences

Figure 4: Example screenshot of an Al-generated profiling report.

Models

GPT-4o0

Llama 3
You currently have selected the model GPT-4o.
Gender: Male
definitive.
Age: 18-24
Regien: Midwest (Michigan)
located in Michigan.
Miscellaneous Traits:

related to these games.
. .
Al Profiling Website

Apart from the Neighborhood simulation, we develop a sec-
ond web platform to manage the Al profiling itself. We opted
not to centralize the Al profiling and social media simula-
tion into one website as it was possible that some users may
not consent to this use of their data afterthe user-profiling
element of the study was revealed to them. Additionally, in
the experiment’s narrative design, the social media simula-
tion and the Al-generated profiling report are divided by the
reveal of the study’s purpose. For these reasons, we deter-
mined that it would be better to separate the platforms alto-
gether.

In cases where users give permission to generate a report,
their interactions with the platform are first retrieved from
the database based on their Prolific ID. Then, these inter-
actions are formatted using our prompt template (details in
appendix A) and used as input to an LLM.

We use a temperature of 0.25 to balance between predic-
tions that were too conservative and maintaining good cover-
age of the details of the users’ interactions. The output report
is then saved to present to the user.

4 Participant Experience

Survey Setup We used Prolific to recruit and compen-
sate our participants, and Qualtrics to drive the main pro-
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gression through the social media experience and associ-
ated survey components. Participants, along with their Pro-
lific IDs, are routed to Qualtrics automatically, and these IDs
are used to track the user throughout the experience. At the
end of the experience, participants are routed back to Pro-
lific and a completion code is automatically submitted via a
URL parameter. Before payment was processed, we manu-
ally checked each completion to ensure that the participant
had actually interacted with the platform and answered the
required survey questions. The participants were paid $5.00
each and took, on average 18 minutes, resulting in an aver-
age hourly rate of $16.71 and a total participant budget of
approximately $1,747 when accounting for Prolific fees.

Participant Workflow Below, we outline the sequence
of steps that participants were directed through using the
Qualtrics survey (specific language used in the survey ques-
tions can be found in Appendix B).

1. Informed Consent and Pre-Simulation Survey Before
interacting with our platform, users were presented with
an informed consent page. It is worth noting that this
study included an element of deception: at this stage, the
users are not informed of the complete purpose of the
study — specifically that their interactions would poten-
tially be used as input to an Al model which would make



Welcome to our social media platform trial!

We have developed a mock social media platform. It may
remind you of other platforms that you have used in the past,
and we would like you to interact with it just as you would with
any other platform. You will begin with the account creation page,
then move to the main feed where you can browse, like or
comment on posts.

This is just a simulation and none of the other accounts and
content come from real users. Your profile and actions you take
will be recorded for the purposes of the study, but they will not

become part of any live social media platform’s content.

You may stop interacting at anytime to withdraw from the study.

I understand

(a)

Here is how it will go:
When you get to the simulation, you will do the following:
e Create an account for the website

e After reading this you will have around five minutes to interact
with the platform

Please follow the link below to begin. Continue interacting with the
site until the timer runs out:

https:/ /the-neighborhood herokuapp.com/
signup?prolific _id=

Please do your best to interact with the social media platform like
you normally would with any other platform.

After five minutes have passed, please return to this page to
continue the survey. You may spend more time if you wish.

(b)

Figure 5: (a) Brief informational page shown to participants before being directed to begin the simulation and (b) instructions
provided to participants along with link to “The Neighborhood” account creation page.

predictions about their personal attributes — to avoid bi- 4. AI User Profile Report At this stage, users were pre-

ased behavior and compromising the integrity of the data.
Instead, users were only told that they would be interact-
ing with an experimental social media platform. How-
ever, we request additional consent before using any
user data in a way that was not initially agreed-upon.
Users who agreed to the initial informed consent page
were subsequently asked questions related to their so-
cial media habits. Participants were first asked how fre-
quently they used social media platforms Instagram, Tik-
Tok, X, Reddit, Snapchat, Youtube, and Facebook, with
options that varied between “never” and “multiple times
per day.” They were also asked for reasons behind their
use of social media. Provided options for this question in-
cluded entertainment, sharing content, staying informed,
and maintaining connections with friends, alongside an
optional “other* text field where participants could share
additional reasons.

. Simulation After being presented with a set of instruc-
tions (Figure 5), users were directed to an isolated in-
stance (i.e., they would not interact with other partici-
pants in any way) of the live version of the social media
platform. Users would first create a basic profile, then be
directed to the main feed, where they could perform or-
dinary social media actions such as posting, liking, and
commenting. Users were required to spend five minutes
using the platform before continuing with the study, but
were allowed to spend longer if they wished.

. Pre-Debrief After the five (or more) minutes of interac-
tion, participants were asked about their basic familiar-
ity with artificial intelligence and how protective they are
about their personal information when using the internet.
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sented with a page explaining that Al models can be used
to automatically infer user traits based on social media
interactions, and in fact, such a model was available that
could be run on the data generated from their interactions
on our platform. Participants were then asked if they were
interested in producing a report of what an Al model
would have predicted about them based on their interac-
tions, noting that their data would need to be processed
by an Al model in order to achieve this, and that the Al
predictions would not be shared without their permission.
Users were also informed that refusing to generate the
report would not disqualify them from the study. Users
who agreed then received a report detailing their inferred
traits. Users who agreed to report generation were given
further questions about their sentiments and opinions on
accuracy of the Al models’ predictions before redirect-
ing them to the post-simulation debrief survey. The ques-
tions regarding model accuracy asked the user for a per-
sonal evaluation of the LLM’s accuracy regarding the at-
tributes of age, gender, region, and personality respec-
tively. Users who refused were immediately redirected to
the post-simulation debrief survey.

. Debrief Survey In this portion of the study, participants

were surveyed about their comfort levels regarding Al
automation of profiling using data harvested from their
social media activity. They were also asked whether their
understanding and perception of artificial intelligence
had changed over the course of the study. Furthermore,
to assess potential biases, participants were questioned
about the authenticity of their behavior on the mock so-
cial media platform. Finally, to evaluate the study’s im-



Age Group %
18-24 8.78
25-34 36.64
35-44 21.76
45-54 16.03
55-64 13.74
65-74 3.05
Ethnicity %
White 66.41
Black 14.50
Asian 6.87
Mixed 7.25
Other 4.96
Sex %
Female 46.95
Male 51.53
Unreported  1.52
Familiarity with Al %
Not familiar 1.15
Somewhat unfamiliar 2.67
Neither familiar nor unfamiliar 6.11
Slightly familiar 46.95
Somewhat familiar 26.72
Very familiar 16.41

Table 2: Participant Demographics (N = 262)

pact, participants were asked whether they anticipated
changing their online behavior as a result of their expe-
rience. The survey then concluded with questions about
consent for using anonymized data in future research and
an option to share additional feedback.

5 Results and Discussion

Through Prolific, we recruited 101 total participants who
consented to take part in the study between July 15-17th,
2024. Out of these 101 participants, 17 did not consent to
have their recorded data be used to generate a report and 8
experienced technical issues. A second run of the study with
169 participants was conducted between May 9-11th, 2025.
Of the 169 participants, 142 consented to the report. This
gives us 218 Al-generated reports from 262 participants in
total (Participant demographic information in Table 2).

How Accurate Were the Al-generated Reports?

We can see that the gender predictions were more accurate
(Figure 6), though this is to be expected given that there were
fewer labels. In terms of age, participant feedback indicates
that GPT-4o tends to be biased towards guessing younger
ages, which we theorize to be an association of most nor-
mal social media behaviors with younger demographics. We
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Gender Age

175+
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Figure 6: User Ratings of GPT-4 Profiling Predictions by
Attribute

Gender Age
0.78 0.43

Accuracy

Table 3: Accuracy of model ratings for gender and age based
off of Prolific demographic information.

also notice that the reported accuracy for region is higher
than age despite region proving to be a much more difficult
attribute to infer in other studies. However, upon further in-
vestigation, we notice that some participants explicitly label
their region in the location field of their profile. We hope to
explore the accuracy of such deanonymized profiles versus
profiles that are anonymized by not stating their location in
future data analysis.

In addition to evaluating the user ratings of the predictions
themselves, we looked to verify the accuracy of the model
according to the demographic data of each participant that
was associated with their Prolific account (Table 3). Look-
ing at these accuracy scores, we notice a marked improve-
ment over our preliminary accuracy results from the model
selection stage of our methodology, most likely due to the
more detailed and personalized information that the LLM re-
ceives from social media interactions on our platform com-
pared to those on Reddit. This suggests that supplementing
user-created content with other types of interactions, such as
liking posts or following users, augments the user attribute
inference capabilities of LLMs.

We also sought to understand how the amount of data pro-
duced by a given user impacted the ability of an LLM to
accurately infer information about them. In order to accom-
plish this, we first looked at the individual reported accuracy
of each attribute relative to the number of interactions the
user made with the platform (Figure 10). We define an “in-
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Figure 7: Heatmap of the number of user interactions with the platform versus user accuracy ratings of LLM predictions. User

ratings have been aggregated across all attributes.

teraction” with the platform to be any additional action be-
yond profile creation that gets used as additional context for
our LLM’s prompt. The actions that fall within this defini-
tion are user-created posts, user-created comments, follow-
ing other users, as well as flagging or liking content. Within
the individual charts, we observed a general trend where user
ratings of model performance improved with more interac-
tions. We then aggregated all of the ratings across attributes
into a heatmap to look at the data more broadly (Figure 7). In
this heatmap, we noticed that the rating distribution for users
who made zero interactions beyond account creation looked
more akin to what one would expect from random guessing.
However, for higher levels of interaction, we observe fewer
“completely wrong” ratings and many more “spot on” rat-
ings, highlighting the small positive correlation between the
number of interactions and the accuracy of the LLM’s infer-
ences (Spearman’s p = 0.093, p-value= 0.0064).

We also noticed that the trend does not hold for partic-
ipants with very high numbers of interactions, i.e., greater
than 25. We believe this is due to a trade-off between qual-
ity and quantity of data. Within our participant experience,
users are exposed to the platform for a minimum of five
minutes and typically do not take more than 15 minutes to
complete the experience. We observe that users with exceed-
ingly high numbers of interaction with the platform usually
exhibit “spammer behavior” where many of their interac-
tions come in bursts in the form of liking many posts (poten-
tially indiscriminately), rather than more direct interactions
by posting or commenting. As a result, the sheer amount of
posts that such users “like” will oversaturate the prompt be-
ing fed to the LLM, leading to more inaccurate predictions.

How did Participants React to Their Experiences?

Here we explore the impact that the experience had on our
participants and their general sentiment regarding data pri-
vacy and artificial intelligence. Based on their answers to the
Pre-Debrief survey component (Figure 8), we observe that
a majority of the participants considered themselves “very
protective” of their data, while only 2 percent of them con-
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How protective are you about your personal information when you
are using the internet?

56.8% I

W very Somewhat [l Not protective
protective protective atall

In terms of concern, how do you feel about the application of these

Al models to your everyday life?

I Moderate [l Severe
concern concern

No concern
atall

Slight
concern

Based on my experience with this study | expect to think more carefully
about my online actions and what they might reveal about me.

25.7% 31.0% 13.0%

Mistrongly M Somewhat | Neither agree JllSomewhat [l Strongly
agree agree nor disagree disagree disagree

Figure 8: Participant responses to questions related to data
privacy.

sidered themselves not protective of their data at all. To some
extent, an overwhelming amount of our participants consid-
ered themselves protective of their data, while also produc-
ing interaction data on our platform that led to highly accu-
rate predictions of their traits.

Additionally, we asked participants about their sentiments
regarding this application of LLMs to their daily lives, to
which the sentiments were a bit more mixed. We observe
a positive, yet non-statistically-significant relationship be-
tween level of concern regarding Al and data privacy among
older demographics 4.

We also want to examine the objective impact of our
methodology on the perspective of the participants, since
more than not people (56.7%) answered that they expect to
think more carefully about their online actions after the ex-
perience. Future work could explore this more quantitatively
through a follow-up study, or through additional questions
regarding what participants had learned through the process
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Concern Level Average Age
No concern 34.54
Slight concern 36.02
Moderate concern 37.06
Severe concern 47.00
No answer 46.50

Table 4: Distribution of mean participant age and reported
concern levels in the post-debrief survey.

to further analyze the impacts of the experience.

In order to characterize the types of reactions that par-
ticipants had to the correct and incorrect predictions of the
model, we compute the log odds ratio (Monroe, Colaresi,
and Quinn 2008) between the non-stopwords’ in the free
text fields completed for those who opted in to the LLM-
based profiling. This allows us to present the words that
were most likely to appear in one set of texts, but not the
other. Figure 9 shows the results. For correct classifications,
other than commenting on these classifications themselves,
users mentioned that they were “surprised”, “impressed”,
and “intrigued” by the accuracy of the models. Some ex-
pressed a desire to understand more about how the models
worked, and others were simply “freaked out” by the predic-
tions. Some participants mentioned that they were glad that

"using the English stopword list provided by NLTK (Bird and
Loper 2004)
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the model was able to accurately profile them. In terms of
incorrect predictions, some participants reported that they
“expected” this result (some even reporting that this was
because they had intentionally provided “fake” information
about themselves in their profile for the social media plat-
form). Several participants noted that they were happy that
the model predicted that they were “younger” than they ac-
tually were. Finally, others mentioned that even though the
models were incorrect, they were at least “close”.

6 Conclusion and Future Directions

Conclusions We presented an approach for improving
user awareness off Al-powered social media profiling ca-
pabilities though an interactive, simulated experience. We
measured participants’ perceptions of LLM-generated user
profiling reports and their overall experiences on the plat-
form. From our results, we observed that Al models are
capable of inferring user attributes through simple user in-
teractions, often in a way that is surprisingly accurate from
the perspective of everyday users. We also note that the in-
creased context of adding network interactions and profile
fields on top of “active user” activity of writing posts and
comments has increased the objective accuracy of LLM in-
ference capabilities, and that this network interaction-based
approaching to LLM profiling has greatly augmented it. Just
by having participants engage in everyday social media be-
havior for a short period of five minutes, an LLM was able
to profile their personal attributes fairly accurately and even



gauge more subjective descriptors such as their personality
traits. Additionally, the process of automating the data re-
trieval and prompting to get a profiling report was relatively
simple, proving that such a method to profiling is scalable
and efficient. Users noted their concern about the ability of
Al models to make these types of inferences so successfully,
and in many cases claimed that they expected to think more
carefully about how they interacted with others on social
media in the future.

Limitations and Future Work Opportunities Our
current study is limited to initial explorations of this ap-
proach, early findings, and a small sample size of partici-
pants. Further quantitative investigation into nuanced con-
nections between our variables, such as the correlation be-
tween reported Al familiarity and data privacy concern, may
yield new insights. It would also be worthwhile to study
the specific “clues” the the LLM models used to make in-
ferences, and measure how much inference is truly needed
compared to simple associations or even direct claims that
users shared about themselves. Conducting a follow-up
study with some of the past participants would shed light on
whether the experience truly changed their behavior, as op-
posed to only expecting to do so. Finally, exploring modal-
ities beyond text, and the capabilities of Vision-Language
Models (Bordes et al. 2024) to make similar inferences
based on image, video, or audio data would enhance the
realism of our dataset and align the user experience more
with many modern social media platforms that rely on these
modalities.
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Appendices

A Prompt Template

The prompt we used for the LLM-based user profiling sys-
tem has two components: the system prompt, which instructs
the model about the task in general, and the user prompt,
which provides details about a specific participant’s interac-
tions when using the mock social media platform. The sys-
tem prompt is shown below.

You are an expert investigator
familiar with social media behaviors.
Your job is to provide as many
details of the user as you can given
details of their behavior in a day of
scrolling. In particular, provide a
guess for their gender, age, and a
general idea of what region of the US
they may be from. Additionally,
provide a paragraph of any other
miscellaneous traits you may think of
the user given their online behavior.
Each of these attributes should be
separated by a new-line and each
section labeled (ex., 'x*xAge:xx
Please explain your reasoning in
order to arrive at the most logical
and holistic conclusion.

.

The user prompt, which was automatically generated and
filled in uniquely for each user, followed the structure shown
below.

The user you are profiling is someone
with the username <username>.

Their display name on their profile
is <display-name>.

Their location on their profile is
<location>.

Their bio on their profile is <bio>.
They have listed on their profile
that they are interested in seeing
posts about <interests>.

Over their time on the social media
simulation, they have
<interaction-type> the following
users: <list-of-users>.

During their time spent on the social
media simulation, they have made
<number-of-posts> post (s) on the
platform.

User-written Post
"<post-body>"

<post—number>:

On this post,
comments:
- <comment-1>

they made the following



— <comment-N>>

Here are the actions they took on the
posts of other users:
- <action-1>

- <action-M>

Where items surrounded by angle brackets are filled in with
the appropriate values according to the participant’s interac-
tions with the platform.

B Survey Question Wording

Specific language used in our survey questions and answer
choices are presented below.

Participant Intro Survey
(Before interaction with platform)

Before we begin, please tell us about your social media
usage.

1. How frequently, on average, do you use the following
social media platforms?
Choices:
* Never
* Used in the past but no longer use
* Once a month
* Once a week
* A few times per week
* Once per day
* Multiple times per day
e Prefer not to say

Platforms:

* Instagram

 TikTok

e X (formerly Twitter)

* Reddit

* Snapchat

* YouTube

» Facebook

What are the main reasons you use social media? (Check
all that apply)

* To learn or stay informed
* To connect with others

* To be entertained

* To share content

¢ None of these

* Prefer not to answer
 Other:
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Pre-Debrief Survey
(After interaction with platform, but before Al-generated re-
port)
1. Which of the following applies to your experience with
Al?
* I read news about it
* I worked with Al-related technologies
¢ I have used tools related to Al or have Al features
* I consider myself an expert
* Never heard of it
. How protective are you about your personal information
online?
» Not protective at all
* Somewhat protective
* Very protective
* Prefer not to say
* Other:

Permission for Data Processing

(After interaction with platform, but before Al-generated re-
port)

Beyond the information that you directly share, one way
that social media platforms, marketing companies, gov-
ernments, and other organizations may learn about you is
through the use of Al To illustrate this, we have developed
a sample system which can be used to try to guess things
about you based on your interactions with our social media
platform.

1. Do we have your permission to process your data (inter-
actions with our platform) in order to reveal what the Al
thinks about you?

* Yes
* No

Debrief Survey
(After Al-generated report)

1. Feedback on predictions (only for users who consented
to data processing) :

* Age: Very accurate, Mostly accurate, Mostly inaccu-
rate, Very inaccurate

* Region: Very accurate, Mostly accurate, Mostly inac-
curate, Very inaccurate

* Gender: Very accurate, Mostly accurate, Mostly inac-
curate, Very inaccurate

* Miscellaneous traits: Very accurate, Mostly accurate,
Mostly inaccurate, Very inaccurate

In general, how concerned are you about the fact that Al
models are making these kinds of predictions about you
in your daily life?

* Very concerned

* Moderately concerned

* Slightly concerned



¢ Not concerned at all
* Prefer not to say

3. Agreement with the following statements:

* “Based on my experience with this study I expect to
think more carefully about my online actions and what
they might reveal about me.”

* "My interactions with the mock social media platform
reflect real-life usage of social media platforms.”

Scale: Strongly disagree, Somewhat disagree, Neither
agree nor disagree, Somewhat agree, Strongly agree

C Attribute-level Relationships Between
Interactions and Accuracy

In the joint plots presented in Figure 10, we show how the
number of interactions related to the accuracy of the mod-
els, disaggregated by various demographic variables. These
plots also provide the overall distribution of these ratings.
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Figure 10: Joint plots of the four different attributes we examined for LLM profiling. The plots along the x and y axis represent
a histogram for the ratings and the interactions respectively. The numeric ratings along the y-axis correspond to the following
labels: “completely wrong”, “somewhat accurate”, “mostly accurate”, and “spot on” in ascending order. Bins with deeper
shades of blue indicate bins with more ratings, and bins with lighter shades of blue indicate fewer ratings.
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