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Abstract

Online Goal Recognition (OGR) is the task of recognizing
an agent’s goal while that agent is executing a plan. Several
OGR systems have been designed to observe and analyze an
agent’s actions in order to infer its goal. However, these sys-
tems generally assume that the agent is either unaware of be-
ing observed or is cooperating with the system. In this paper,
we analyze two scenarios in which this assumption does not
hold: Deception, where an agent deliberately hides its true
goal by computing a deceptive plan; and Interference, where
another agent tampers with the original plan. In particular, we
evaluate the performance of the two state-of-the-art systems
for OGR (ORL and CLERNET) in these two scenarios, gath-
ering and extending different types of deceptive and interfer-
ing attacks. Moreover, we propose a framework (PAC-OGR)
that mitigates the effect of the attacks by amending the manip-
ulated plan and reasoning about the agent’s behaviour. An ex-
perimental evaluation over several classical planning domains
shows that PAC-OGR can be effectively integrated into exist-
ing OGR systems, making them more robust and reliable.

Introduction

Online Goal Recognition (OGR) systems are designed to in-
fer an agent’s objectives by analysing its actions. The state-
of-the-art OGR systems, Online Recognition with Land-
marks (ORL) (Vered et al. 2018) and CLERNET (Serina
et al. 2025), assume keyhole recognition (Meneguzzi and
Pereira 2021). In this paper, we challenge these assumptions
considering two scenarios: Deception and Interference. In
Deception, a scenario inspired by the work in (Price et al.
2023), the agent is supposed to be malevolent and executes
a deceptive plan trying to hide its goal from the observer. We
consider two kinds of deceptive plans: guided by landmarks
(Hoffmann, Porteous, and Sebastia 2004) and by centroids
(Pozanco et al. 2019). The landmarks for a goal are fluents
that must hold at some point in the state trajectory of a valid
plan reaching the goal. In a landmark-guided deceptive plan,
the agent tries to achieve a fake goal that shares the highest
number of landmarks with the real one and, from that goal,
executes another plan towards the real goal. In a centroid-
guided plan, the agent tries to reach an intermediate state (a
centroid) that is equally distant from several possible goals,
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with the intention of not revealing its true goal (at least until
the centroid state is crossed). In the Interference scenario,
that we introduce in this work, an Intruder agent tampers
with the observations made by the OGR system by adding
fake executed actions, and by removing or replacing some
of the actions that are truly executed by the observed agent.
Our first contribution is an evaluation of the robustness
of the state-of-the-art OGR systems against different kinds
of attacks. Moreover, we introduce and evaluate two inte-
grable defence mechanisms which analyse both the observed
actions (in pre-processing) and the predictions provided by
the OGR systems (in post-processing). In the pre-processing
phase, a custom algorithm analyses the preconditions and
the effects of each observed action, trying to understand
whether it has been tampered by the Intruder. The post-
processing technique analyses the agent’s behaviour in terms
of the heuristic distances to each candidate goal after every
observed action. A significant increase of the distance for a
specific goal can indicate that the agent is no longer working
towards that goal. This provides a hint that is exploited to re-
vise the goal scores of the OGR system accordingly. An ex-
perimental analysis evaluates the robustness of state-of-the-
art OGR systems and the performance of our new defence
mechanisms over four well-known benchmark domains.

Background and Related Work

Goal recognition (GR) is the task of inferring an agent’s
objectives in an environment, based on a sequence of ob-
served actions O = (01,...,0,), where 0; € A and A is
the set of actions that the agent can perform (Ramirez and
Geftner 2009). An instance of the GR problem in a given
domain is then specified by: an initial state I of the agent
and environment; the sequence of observations O, and a set
G = {Gy, .., Gy, } of possible goals of the agent. The obser-
vations form a trace of the full sequence 7 of actions per-
formed by the agent to achieve a goal G* € G.

We consider the online setting of goal recognition (OGR),
as formulated in (Vered et al. 2018), where the observation
trace is complete, incrementally revealed action by action,
and forms a prefix of the agent’s plan. The candidate OGR
solution is generated every time a new action is observed.

In this work, we focus on two state-of-the-art systems for
OGR on discrete domains: ORL (Vered et al. 2018) and
CLERNET (Serina et al. 2025). Following the approach in



(Pereira, Oren, and Meneguzzi 2017, 2020), ORL precom-
putes ordered sets of landmarks for each goal, and incremen-
tally marks achieved landmarks as observations arrive. By
estimating goal completion and pruning incompatible goals,
it enables efficient and planner-free online goal recognition.
Similarly to GRNet for offline goal recognition (Chiari et al.
2023), CLERNET is based on LSTM Networks and, when-
ever it observes an action performed by the agent, it pro-
cesses the sequence of the actions observed so far to predict
the single fluents in a goal. Then an algorithm aggregates
these predictions to select the best candidate goal in G.

Deceptive Planning generates a sequence of actions such
that the observer is unable to determine the agent’s goal. A
first definition is introduced for path planning (Masters and
Sardifia 2017), while its generalisation for classical planning
is introduced in (Price et al. 2023). Most importantly, this
paper employs two techniques exploiting planning knowl-
edge: Landmark-based attacks, in which the Agent initially
acts to achieve the deceptive goal that has the most similar
landmarks (Hoffmann, Porteous, and Sebastia 2004) with
the real one, and Centroid-based attacks, where it acts to
reach a state close to several candidate goals. To the best of
our knowledge, in this context, there is no study on defence
mechanisms against Deceptive Planning.

Attacking OGR Systems

We study two types of attacks: our newly introduced Inter-
ference, and Deception (Price et al. 2023).

Interference

A standard OGR system considers two actors: an Agent per-
forming actions to reach a goal, and an Observer that analy-
ses the agent’s behaviour to infer its goal. In our Interference
scenario, we consider an additional malevolent agent, called
the Intruder. We assume that the Intruder has full knowl-
edge of the Agent’s action models and of the environment
(plan states), just like the Observer. The Intruder can tamper
with the observations received by the Observer without di-
rectly interacting with the Agent. Therefore, while the Agent
executes a plan 7 that achieves the correct goal G*, the ob-
servation sequence O perceived by the Observer may differ
from the true one. Since O is generated incrementally as the
Agent performs actions, any corruption introduced at obser-
vation o; persists for all subsequent observations. After each
action is performed, the Intruder may attempt an attack with
a certain probability p. We assume that p is fixed for any
given OGR instance.

Insert attack. The Intruder injects a spurious observation
(action) into @. The inserted action is drawn from A, but it
may be inapplicable in the state where it is inserted.

Remove attack. The Intruder prevents some actions from
being added to O, resulting in an incomplete observation
sequence. The Observer is unaware of these missing obser-
vations.

Replace attack. The Intruder substitutes a valid observa-
tion in O with a fake one. The fake action is drawn from A,
but it may be inapplicable in the state where it is inserted.
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Deception

In the Deception scenario, the OGR framework involves two
actors: the Agent and the Observer. Unlike the Interference
scenario, here the Agent itself is malicious and actively at-
tempts to hide its true goal from the Observer for as long
as possible. To this end, the Agent applies goal-obfuscating
strategies that influence its action choices. Note that, despite
these strategies, the Agent must act within the constraints of
the environment and cannot interact with or tamper with the
Observer. Thus, the observation sequence O fully reflects
the actions executed by the Agent. We consider two types of
deceptive strategies: Landmarks and Centroid attacks.

Landmarks. The landmark-based attack was introduced
in (Price et al. 2023). We adopt the Most Similar Landmarks
Goal approach (DLg;miiar) as it has been shown to yield
the strongest deception effects. The Agent initially executes
a plan that achieves a wrong goal G~ € G \ G*, chosen to
maximize the landmark overlap of G~ and the true goal G*.
Specifically, for each candidate goal in G \ G*, we compute
the set of its landmarks, and select G~ as the goal whose
landmarks have the largest overlap with those for G*. The
malevolent Agent executes a plan reaching G~, and then
proceeds toward G, thereby misleading the Observer re-
garding the true target at least until it reaches G~

Centroid. A centroid C for an OGR task is defined as the
state minimizing the average estimated cost (here the num-
ber of needed actions) of reaching each goal in G (Pozanco
et al. 2019). In this attack, the Agent first navigates toward
C, and then continues to the true goal G*. This delays ex-
plicit commitment to G* keeping the observation sequence
consistent with multiple goal hypotheses. Following (Price
et al. 2023), we adopt the DC strategy. To reduce computa-
tional cost and improve deception, we restrict the centroid
computation to a subset Go C G of fixed cardinality (in our
experiments, |Ge| = 3). The subset is constructed by rank-
ing goals according to their similarity with G* and selecting
the top |Gc| goals. We use the landmark overlap measure in-
troduced for Landmarks attack as similarity measure. Please
note that G* is always included in Ge¢.

Enhancing OGR Systems: PAC-OGR

To mitigate the adversarial effects of Interference and De-
ception attacks, we introduce the PAC-OGR (Pre-processing
and Analysis for Clean OGR) framework. PAC-OGR acts as
a tailored wrapper around the Goal Recognition system, pre-
processing the observation stream and re-scaling the output
scores using symbolic domain knowledge.

Pre-Processing In pre-processing, our defence mecha-
nism filters out potentially tampered actions. This process is
performed every time a new observation is added to O. First,
the observation sequence is validated using VAL (Howey,
Long, and Fox 2004). If the sequence is found to be invalid,
indicating tampering, we invoke a custom action-validation
algorithm.

Given the initial state I and a sequence O = (0y,...,0k)
of observed actions, we check the authenticity of each action
o; as follows. For every o; € O, we compute two scores:
P; and E;. P; indicates the percentage of preconditions of



o; that are satisfied in the state s;,_; generated by executing
O; = (01,...,0,—1). Note that we construct s;_; by apply-
ing all effects of the actions in O, starting from I, without
checking whether their preconditions are satisfied, and we
calculate the percentage of preconditions of o; that hold in
that state. E; indicates the percentage of effects of o; that
appear as preconditions for at least one subsequent action in
O;" = (0i41,...,0%). The intuition behind these scores is
that tampered actions — not belonging to the Agent’s orig-
inal plan — are unlikely to have their preconditions sup-
ported by prior actions, or produce effects that enable future
actions. We compare these scores against two thresholds ¢,,
and ¢, to classify actions as follows. If P; > ¢, we con-
sider o, authentic, as most of its preconditions are satisfied.
Otherwise, we check F;: if E; > ¢., we consider o; authen-
tic, since its effects contribute to the remaining execution. If
neither condition holds, o; is removed from O.

Post-Processing The post-processing component of PAC-
OGR evaluates and re-scales the predictions made by the
OGR system, which assigns a numeric score to each can-
didate goal entirely unaware of potential attacks. The idea
is to examine the sequence of the states generated by the
observed actions to access their coherence with each can-
didate goal, and weight the OGR predictions accordingly.
To do this we exploit the function f(s) = g(s) + h(s)
used in standard heuristic search to evaluate a search state
s. Specifically, for every candidate goal GG, we compute
fC(s;) = i + h%(s;), where i is the length of the obser-
vation sequence (o1, . .. 0;) (i.e., the number of observed ac-
tions executed by the Agent so far), s; is the state generated
at the end of the sequence, and h¥ (s;) is a heuristic estimate
of the distance from s; to G. Thus, for a goal (G, we obtain
the sequence F& = (f%(s1),..., f%(s:)).

Our method aims to penalize candidate goals for
which the heuristic distances tend to increase over time,
since this suggests that the Agent is moving away
from them. However, the sequence of heuristic distances
(h%(s1),...,h%(s;)) alone would not always be informa-
tive enough, as it may exhibit plateaus or small fluctuations
even when the Agent is actually pursuing G. By consider-
ing the f¢ values instead, we also incorporate the length of
the observation sequence, and a lack of heuristic-distance
increase can be compensated by the (increasing) first term
of f. The trend of the fs values can be quantified by com-
puting a linear regression over the sequence F'“ in the form
y = ax + b, and using the slope a as an indicator of goal
deception: the larger a is, the less likely G is the true goal.

To ensure that a captures a reliable trend, the regression is
performed only over the most recent portion of the sequence
that exhibits sufficiently strong linear correlation, measured
using Pearson’s coefficient. Starting from the first observa-
tion, earlier values are iteratively discarded until the absolute
value of the coefficient exceeds a threshold e. Finally, we
integrate this slope information with the score s9“F pro-
vided by the OGR: for each candidate goal (G, we compute

OGR

. arctan(a
its final score as sg = 55~ - (1 _ arctan(a)

/2
tive slopes a are set to O . Larger slopes thus penalize goals
whose f¢ trends make them increasingly implausible.

), where nega-
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Experimental Evaluation

For our experimental evaluation, we use the two main SOTA
OGR systems: ORL and CLERNET. We evaluate their ro-
bustness to Interference and Deception attacks, and PAC-
OGR can enhance it. The experiments are conducted over
four planning domains: BLOCKSWORLD, DEPOTS, DRIVER-
LOG, LOGISTICS. For each domain, we have a test set with
350 problems extracted from the test set provided in (Serina
et al. 2025), onto which we applied the described attacks.
For Interference attacks, we set p = {0.10,0.15,0.2} and
use an equal number of instances for each value. We evalu-
ate the performance using the standard OGR metrics Ranked
First (RF) and Convergence (CV) (Vered et al. 2018). For
an OGR instance, RF is defined as the number of predicted
goals (one per observation) correctly identified divided by
the total number of observations. CV expresses how early
the model can predict the correct goal, and it is calculated
similarly to RF, but also considering whether the system
does not predict another goal from that point onwards.

The thresholds ¢, and ¢. used to detect tampered ac-
tions are determined through an iterative optimization pro-
cess testing different values. This process is performed on
a dedicated validation set composed of 50 instances, where
30% of the observed actions have been tampered. The opti-
mal parameter pair is selected by comparing the actions pre-
dicted as tampered against the ground truth, to maximize the
Fpy 5 score. The Fy 5 score is specifically chosen to penalize
false positives, as the system considers false positives to be
particularly harmful. In fact, misclassifying a valid action as
tampered could exclude valid information, potentially caus-
ing performance degradation. For the post-processing com-
ponent, h¥ is computed as the average of admissible (hmax
(Bonet and Geffner 2001), LM, (Helmert and Domshlak
2009)) and inadmissible heuristics h¢ (Hoffmann and Nebel
2001), hg, (Keyder and Geffner 2007), in order to combine
conservative lower bounds with more informative but opti-
mistic estimates. € is set to 0.95.

Results for Interference attacks The results of our ro-
bustness analysis are shown in the left and central parts
of Table 1. These experiments demonstrate that ORL and
CLERNET possess high inherent robustness, particularly
against the Insert attack. For this type of attack, the av-
erage performance drop is modest: approximately 4 points
for ORL (e.g., RF drops from 43.6 to 39.7) and roughly 2
points for CLERNET in terms of both metrics. The Delete
attack causes comparable but slightly higher degradation.
However, the Replace attack poses more issues, diminish-
ing the RF and CV scores of several points for both ORL
and CLERNET. Domains DEPOTS and DRIVERLOG are the
most vulnerable. The worst result can be seen for the Re-
place attack in DRIVERLOG, where ORL dropped from 48.6
to 39.2 in RF. Conversely, LOGISTICS and BLOCKSWORLD
are the most resilient domains.

The application of PAC-OGR delivers the most signifi-
cant benefits against the Insert attack, yielding consistent
gains across all domains. We observed average increases of
approximately 1 point in both metrics for CLERNET and
ORL (e.g., ORL CV rose from 37.4 to 38.6). The impact



Domain System No Attacks
RF CV

ORL 36.8 34.7

ORL + PAC-OGR 36.8 34.7

BLOCKS  -GIERNET ~~ ~ ~ 432 " R0
CLERNET + PAC-OGR 43.2 42.0

ORL 453 44.0

ORL + PAC-OGR 453 44.0

DEPOTS = “GLERNET ~ =~~~ - 483 " 135
CLERNET + PAC-OGR 48.3 435

ORL 48.6 46.7

ORL + PAC-OGR 48.6 46.7

DRIVERLOG - BRNET ~ 583 “523
CLERNET + PAC-OGR 583 52.3

ORL 436 41.2

ORL + PAC-OGR 436 41.2

LOGISTICS -~ pRNET ~~ 512 481
CLERNET + PAC-OGR 51.2 48.1

ORL 436 41.7

All Domaing .ORL * PAC-OGR 43.6 417
omams "SI’ ERNET 0 503 ~465

CLERNET + PAC-OGR 50:3

Interference Deception

Insert Delete  Replace Centroids Landmarks
RF CV RF CV RF CV RF CV RF CV
34.5 32.2 32.0 29.8 30.9 28.3 257 239 115 7.0
34.7 32.5 31.2 29.1 30.6 28.2 31.1 273 195 115
42.4 39.6 40.3 38.2 39.1 36.1 334 324 173 115
42.8 40.3 39.5 37.3 38.8 355 36.0 31.1 20.3 13.2
40.6 38.1 39.1 37.7 37.4 344 31.2 29.0 11.3 59
42.0 40.1 38.0 36.3 37.5 354 40.0 33.3 154 8.2
46.1 39.4 44.4 394 43.3 36.2° 39.1 35.6 193 131
47.2 42.0 42.7 37.7 42.8 37.0 414 346 19.2 130
42.8 39.8 41.8 39.9 39.2 359 326 289 133 72
44.0 41.6 41.4 39.5 39.7 37.3 38.3 293 215 121
56.2 48.8 55.1 49.1 51.4 436 39.5 323 248 16.8
57.1 49.9 549 489 52.4 453 42.2 323 259 18.2
40.9 394 394 38.4 38.7 37.1 258 213 84 39
41.2 40.0 38.9 38.0 38.8 37.3 259 200 79 26
49.5 46.3 46.9 44.1 42.3 39.8° 36.2 26.1 131 5.8
50.7 47.4 46.5 43.6 46.7 43.6 35.1 234 128 55
39.7 37.4 38.1 36.5 36.5 339 28.8 258 11.1 6.0
40.5 38.6 37.4 35.7 36.7 34.5 33.8 27.5 16.1 8.6
48.6 43.5 46.7 42.7 44.7 39.5 37.1 31.6 18.6 11.8
49.4 44.9 459 419 45.2 404 38.7 304 19.6 125

Table 1: Experimental results comparing ORL and CLERNET without/with attacks, and considering the proposed defence
methods. Best values between the standard and defence configurations are shown in bold.

of the Replace attack is more nuanced. While the global
average indicates a slight overall improvement (e.g., ORL
RF increased marginally from 36.5 to 36.7), domain-level
analysis reveals that the defence is counter-productive in
BLOCKSWORLD, especially for CLERNET. In this domain,
our pre-processing component misclassifies some valid ac-
tions, causing information loss, and thus a slight perfor-
mance decrease. For the Delete attack, PAC-OGR produces
a slight performance drop in terms of both RF and CV.
This is expected because the pre-processing component is
designed only to remove tampered actions and not to in-
fer missing ones, which results in possible information loss
when the Delete attack is performed.

Results on Deception attacks The results of these exper-
iments are shown in the left and right parts of Table 1. Both
systems are vulnerable to deception attacks, as observed in
(Price et al. 2023) for ORL. For the Centroid attack, both
ORL and CLERNET exhibit an average loss of 15 points
in terms of RF (from 43.6 to 28.8 and from 50.3 to 37.1)
and CV (from 41.7 to 25.8 and from 46.5 to 31.6), as the
agent moves towards states compatible with multiple goals.
The Landmarks attack causes a much more pronounced per-
formance drop for ORL and CLERNET in terms of RF
(from 43.6 to 11.1 and from 50.3 to 18.6) and CV (from
41.7 t0 6.0 and from 46.5 to 11.8), since the agent moves to-
wards a fake goal, thereby misleading the system. However,
PAC-OGR mitigates the impact of these attacks, enhancing
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the robustness of OGR systems. The defence technique ap-
plied to ORL leads to a remarkable improvement: for Cen-
troid, from 28.8 to 33.8 RF, and from 25.8 to 27.5 CV; for
Landmarks, from 11.1 to 16.1 RF, and from 6.0 to 8.6 CV.
Both metrics increase consistently in BLOCKS, DEPOTS, and
DRIVERLOG, with only a slight decrease observed in LO-
GISTICS. A smaller gain (1 point) can be seen for CLER-
NET in Landmarks, whereas for Centroid RF slightly in-
creases (from 37.1 to 38.7) but CV decreases (from 31.6 to
30.4). Comparing the different domains, the best results are
in DRIVERLOG, where both metrics improve, whereas the
worst results are obtained in LOGISTICS.

Conclusions and Future Work

We have investigated the robustness of state-of-the-art OGR
systems (ORL and CLERNET) under Interference and De-
ception attacks. Our experimental results show that both sys-
tems are robust to action tampering, whereas they lose per-
formance against Deception, especially for the Landmarks
attack. We have also introduced PAC-OGR, a defence mech-
anism that (i) filters out tampered actions; and (ii) lever-
ages heuristic-based trend analysis to down-weight decep-
tive plans. Our experiments show that PAC-OGR enhances
the robustness of both OGR systems, especially ORL. As
future work, we aim to explore more adversarial settings and
design neuro-symbolic strategies to further enhance the ro-
bustness of OGR systems, as in (Chiari et al. 2024).
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