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Figure 1: Photorealistic adversarial driving videos generated by Challenger. Each scenario
includes an adversarial vehicle—highlighted with a white 3D bounding box in camera views—that
is designed to challenge the ego vehicle through aggressive or unexpected maneuvers. Challenger
autonomously produces these videos with an affordable computation budget. Readers are suggested
to zoom in for detailed inspection. Please refer to our project page for video demonstrations.

Abstract

Ensuring the safety of autonomous driving (AD) systems requires rigorous evalua-
tion under rare but challenging interactions. Recent photorealistic driving video
generators largely model everyday traffic, while many adversarial scenario gen-
eration methods operate only at trajectory/BEV levels and do not yield sensor
data that can stress-test end-to-end (E2E) AD models. In this work, we introduce
Challenger', a framework that generates physically plausible yet photorealistic
adversarial driving videos to support safety testing, and the collection of evidence
for safety arguments. The core difficulty is to jointly optimize over the space of
traffic interactions and high-fidelity sensor observations. Challenger makes this
affordable through: (1) a physics-aware multi-round trajectory refinement process
that narrows down candidate adversarial maneuvers, and (2) a tailored trajectory
scoring function that encourages realistic yet adversarial behavior while maintain-
ing compatibility with downstream video synthesis. As tested on the nuScenes

!The name Challenger refers to the framework’s role in challenging autonomous driving models with difficult
scenarios to probe robustness and expose vulnerabilities. It does not reference any specific vehicle or entity.
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dataset, Challenger produces diverse adversarial behaviors (e.g., cut-ins, sudden
lane changes, tailgating, blind-spot intrusions) and renders them as photorealistic
multiview videos. Extensive evaluations show that these scenarios significantly
increase the collision rate of state-of-the-art E2E AD models, with failures often
transferring across models. By providing controlled, repeatable, photorealistic
adversarial exposures, Challenger offers a practical instrument for safety testing,
pre-deployment audits, and continuous safety monitoring. Our code, model, and
dataset can be found at https://pixtella.github.io/Challenger/

1 Introduction

Autonomous driving systems operate in safety-critical environments where failures can cause harm
and erode public trust [37, 25]. Ensuring that autonomous driving (AD) systems are safe and
trustworthy requires extensive testing beyond average-case performance [34, 40]. However, these
systems are typically trained and evaluated on large-scale datasets such as nuScenes [7], OpenScene
[12], NAVSIM [13] and Bench2Drive [26], which predominantly reflect natural traffic flows and lack
the deliberately challenging interactions needed to probe safety margins and expose vulnerabilities.

To address this gap, researchers have explored adversarial or risk-targeted scenario generation. For
example, Feng et al. [17] model adversarial behavior in closed-loop simulation to analyze risk
patterns under controlled conditions; Ding et al. [15] synthesize rare-event distributions but limit
interactions to two vehicles and do not produce corresponding sensor data; NeuroNCAP [35] offers
closed-loop photorealistic testing but depends on manually constructed scenarios confined to a few
predefined adversarial categories. Photorealistic driving video generation has also advanced but still
focuses on everyday behaviors, leaving safety-relevant edge cases underexplored. In short, a key
capability remains missing: automatically generating diverse, physically plausible, photorealistic
adversarial driving videos in real-world scenes for systematic AD safety testing and auditing.

To fill this gap, we introduce Challenger, a framework that synthesizes high-fidelity multiview
videos where an adversarial agent challenges the ego vehicle in realistic urban scenes. Figure 1
shows generated adversarial scenarios. Each includes an ego vehicle (green) and an adversarial
vehicle (red), embedded within realistic traffic scenes replayed from nuScenes. The adversarial agent
executes physically plausible yet aggressive maneuvers—such as sudden cut-ins, blind-spot intrusions,
tailgating, and lane blocking—that are designed to interfere with the ego vehicle’s driving decisions.
While challenging, these scenarios remain solvable, ensuring meaningful safety tests of AD models.
They cover diverse urban conditions, including multi-lane traffic, intersections, roundabouts, and
parking areas. Beyond handcrafted corner cases, they provide an affordable automated approach for
assessing how autonomous driving models respond to unexpected and potentially unsafe behaviors.
Importantly, this is not a substitute for real-world testing, and the generated videos are not intended
for deployment training.

In summary, our key contributions are as follows:

* We introduce the task of adversarial driving video generation and propose Challenger,
a unified framework that makes it affordable via multi-round physics-aware trajectory
refinement and renderer-compatible adversarial scoring.

* We validate Challenger on the nuScenes dataset, generating diverse and photorealistic
adversarial maneuvers—such as cut-ins, tailgating, and blocking—across a wide range of
dynamic traffic contexts including intersections, roundabouts, and parking lots.

* Videos generated by Challenger significantly degrade the performance of state-of-the-art
AD models (UniAD [23], VAD [27], SparseDrive [45], DiffusionDrive [33]) and reveal
transferable failure patterns, supporting risk analysis and incident-prevention insights.

2 Related Work

2.1 Generating Driving Trajectories

Driving trajectory generation, prediction, and adversarial manipulation are central to AD safety
validation. Recent techniques [17, 16, 55, 57, 63, 46, 52, 32, 39] enhance scenario diversity, realism,

768


https://pixtella.github.io/Challenger/

and controllability. Feng et al. [17] integrate naturalistic and adversarial behaviors to reduce evaluation
mileage without sacrificing fairness. D2RL [16] densifies safety-critical events from real data to
accelerate validation. To increase realism, NeuraNDE [55] models multi-agent interactions and
rare-event conflicts via learned critics and safety mapping networks. Diffusion-based planners have
also emerged as effective trajectory generators. Diffusion-ES [57] employs gradient-free optimization
for instruction-conditioned synthesis, while Zheng et al. [63] introduce a transformer variant for multi-
modal behavior and generalization across driving styles. In parallel, language-conditioned methods
enable intuitive scenario customization. LCTGen [46], InteractTraj [52], and ChatSUMO [32]
employ LLMs for traffic scene and trajectory generation with controllable semantics. VLP [39]
integrates language and planning for robust long-tail scene understanding. These works typically lack
photorealistic sensor data or explicit adversarial intent. Challenger bridges this gap by combining
diffusion-based trajectory generation, physics-aware planning, and multiview rendering to produce
photorealistic adversarial driving videos that systematically stress-test AD models.

2.2 Driving Video Generation

Driving video generation synthesizes camera sensor observations, which have become a primary
sensing modality for many contemporary AD systems [1]. Recent advancements in this domain have
enhanced the realism and controllability of autonomous driving simulations [20, 21, 29, 19, 31, 51,
36, 48]. DriveDreamer [50] improves video and action prediction accuracy by enforcing real-world
traffic constraints. Its successor, DriveDreamer-2 [61], integrates large language models to enable
user-defined video generation with enhanced temporal coherence. MagicDrive [20] achieves high-
fidelity street-view synthesis via tailored encoding and cross-view attention mechanisms. Extensions
like MagicDriveDiT [19] and MagicDrive3D [18] address scalability through DiT architectures and
deformable Gaussian splatting with monocular depth initialization, respectively. UniScene [30]
unifies multi-modal data generation (e.g., occupancy, RGB, LiDAR) using progressive processes,
while DreamDrive [36] synthesizes 4D scenes via hybrid Gaussian representations for balanced visual
quality and generalizability. Drive-WM [51] pioneers multiview video forecasting by decoupling
spatial-temporal dynamics with view factorization. Stag-1 [48] advances 4D simulation through
spatial-temporal decoupling and point cloud reconstruction, achieving photo-realistic, viewpoint-
agnostic scene evolution. Meanwhile, StreetCrafter [56] and FreeVS [49] leverage diffusion models
for controllable novel-view synthesis, expanding capabilities for urban scene generation. These
methods primarily simulate natural traffic flows. In contrast, Challenger specifically targets adversarial
videos, combining diffusion-based trajectory optimization with multiview rendering to expose model
vulnerabilities under physically plausible yet deliberately challenging conditions.

2.3 End-to-End Autonomous Driving

End-to-end autonomous driving (E2E-AD) [5, 38, 62, 10, 23, 54, 58, 53] integrates perception,
decision-making, and control into a unified, holistically optimized framework. Pioneering work
by Bojarski et al. [5] demonstrated direct mapping from raw visual inputs to steering commands
using convolutional neural networks, bypassing modular pipelines. Subsequent research enhanced
robustness through uncertainty quantification [38] and adversarial training [9], with the latter intro-
ducing a two-stage paradigm where privileged agents guide vision-based policy learning, achieving
state-of-the-art results on CARLA/NoCrash benchmarks.

Recent advances emphasize multimodal trajectory prediction and interaction modeling. Methods like
R-Pred [11], EigenTrajectory [3], and SingularTrajectory [4] exemplify this trend. Safety validation
techniques, including adversarial 3D object optimization [43] and traffic condition manipulation [60],
generate challenging scenarios via closed-loop simulations. Neural rendering [2] further extends
adversarial testing by perturbing scene textures. Scalability and uncertainty management are addressed
through coverage-driven testing [47] and probabilistic trajectory prediction [28]. Architectural
innovations, such as SparseAD [59] and GenAD [62], improve multi-task efficiency. Attention
mechanisms [10] and multimodal fusion frameworks [42, 58] enhance interpretability and vehicle-
to-everything (V2X) coordination, with UniAD [23] achieving top performance via task-aware
planning.

Despite progress, E2E-AD systems remain vulnerable to adversarial attacks [6]. Mitigations include
reinforcement learning for sensor failure resilience [24] and large language model integration for
interpretable control [54]. OpenEMMA [53] promotes accessibility through multimodal toolkits.
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Figure 2: Challenger System Overview. 1) Challenger first takes 3D bounding boxes and BEV road
maps from a real-world dataset (e.g., nuScenes) to initialize a driving scene. 2) It then randomly
selects a background vehicle to act as the adversarial agent, while leaving all other participants
unchanged. 3) At fixed keyframes, Challenger plans the adversarial vehicle’s trajectory and executes
it continuously between keyframes. At each planning keyframe, a multi-round refinement process is
used to explore the trajectory space efficiently and generate an adversarial one. 4) To ensure physical
feasibility, a physics-aware planning simulator with an LQR controller and a kinematic model is used
to simulate the motion of the adversarial vehicle. 5) The simulated trajectories are then scored, and
the top-performing trajectories are resampled (with replacement), perturbed by noise, denoised via
the diffusion model, and fed back into the planning simulator for subsequent rounds. 6) Finally, a
multiview neural renderer synthesizes photorealistic video outputs of the final adversarial scenario.

|Pipeline Output ™

These models are evaluated under benign conditions and remain vulnerable to rare or adversarial
events. Challenger addresses this limitation by synthesizing photorealistic adversarial videos that
expose E2E-AD failure cases, offering a practical, scalable complement to existing evaluation
pipelines.

3 Method

Our proposed Challenger comprises three key components: a diffusion-based trajectory generator
(Section 3.1) that enables multi-round trajectory refinement (Section 3.4), a physics-aware planning
simulator (Section 3.2) with a trajectory scorer (Section 3.3), and a multiview neural renderer
(Section 3.5). Figure 2 provides an overview.

3.1 Diffusion Trajectory Generator

Diffusion Model Preliminaries. Diffusion models [14, 22, 44] are a class of generative models that
learn to synthesize data by reversing a gradual noising process. During training, a forward diffusion
process incrementally adds Gaussian noise to clean data over T steps, transforming an initial sample
To ~ p(7o) into a noise distribution 77 ~ A(0, I'). The model is trained to approximate the reverse
process by learning a denoising function py(7:—1|7¢), which estimates the distribution of the previous
step given the current noisy input. To generate new data, the sampling process begins with pure
noise 77 and iteratively applies the learned denoising function over 1" steps, ultimately producing a
sample 7 from the target data distribution. In the case of trajectory generation, diffusion models
are promising because they can learn the distribution of driving trajectories in a data-driven manner,
and are capable of generating diverse and complex driving behaviors.

Naturalness before Adversary. Inside Challenger, before the adversarial vehicle can learn to drive
adversarially, it must first acquire the fundamental ability to generate realistic driving behavior. To
this end, we train an unconditional diffusion model that captures the distribution p(7) of naturalistic
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driving trajectories, where each trajectory 7 € RT*? is represented as a fixed-length sequence of 2D
waypoints in the ego vehicle’s local coordinate system. The model is trained on the nuPlan dataset [8],
which provides a larger and more diverse set of real-world trajectories than nuScenes. This enables
the adversarial agent to implicitly learn the underlying distribution of human-like motion patterns.
Once trained, the diffusion model can generate plausible driving trajectories from noise via iterative
denoising. It can also refine existing trajectories through a truncated reverse process—adding partial
noise and re-denoising—yielding trajectory variants with controlled stochasticity. Placed inside the
Adversarial Trajectory Planner of Figure 2, its ability forms the foundation of the adversarial vehicle’s
learned behavior, enabling it to explore and execute diverse yet physically plausible maneuvers in
downstream planning.

3.2 Physics-aware Planning Simulator

While a trained diffusion model enables Challenger to sample diverse driving plans, they are not
guaranteed to be physically feasible for the selected background vehicle, nor inherently adversarial
to the ego vehicle. This is due to: (1) the selected background vehicle may have different size and
dynamics compared to the vehicles in the nuPlan dataset, where the model is trained; and (2) the
generated trajectories are sampled without explicit awareness of the surrounding driving context.

Guaranteeing physical feasibility. Therefore, we introduce a physics-aware planning simulator
inside the Adversarial Trajectory Planner of Figure 2. It first uses a linear-quadratic regulator (LQR)
controller to track each sampled trajectory by generating control commands (steering angle and
acceleration) for the adversarial vehicle, and then simulates the motion of the adversarial vehicle
using a kinematic bicycle model [41], which captures essential vehicle dynamics and produces the
resulting 3D bounding boxes over time. Parameters of the model are customized to match the selected
adversarial vehicle’s characteristics.

3.3 Trajectory Scorer

Gathering context. In order to incorporate contextual information and find the most adversarial
trajectory, we design a scoring function. Ideally, it needs to distinguish contextually feasible tra-
jectories from those that are not, while also identifying the most adversarial ones. Although it is
theoretically possible to render the resulting driving scenes for every trajectory in the batch and use a
surrogate AD model to find which trajectory is the most adversarial (resulting in the highest failure
rate of the AD model), this approach is computationally expensive and impractical. Instead, we
propose a scoring function that operates at an abstract level and thus can be computed efficiently.
Specifically, a composite score is calculated based on three criteria: (1) drivable area compliance,
which penalizes deviation from the legal road surface; (2) collision rate, which penalizes contact with
static or dynamic objects, including the ego vehicle; and (3) adversarial challenge, which rewards
close encounters with the ego vehicle that increase the likelihood of failure without directly causing a
collision. We place it right after physical simulation modules in the Adversarial Trajectory Planner of
Figure 2 to provide feedback for trajectory selection or refinement in Section 3.4.

3.4 Multi-round Trajectory Refinement

Why being affordable matters. Finding high-quality adversarial trajectories requires searching
the trajectory space, but naively sampling a huge batch and picking the best one is computationally
expensive. Instead, Challenger employs a multi-round refinement process inspired by diffusion-based
planning [57]. This iterative approach balances exploration and exploitation, enabling the adversarial
vehicle to find strategically challenging trajectories affordably, without a prohibitively large batch
size.

In the initial round, a batch of candidate trajectories 7 € RB*7*2 is sampled from the diffusion
model, simulated using the physics-aware planning simulator, and then scored. Subsequently,
a resampling step selects trajectories from the current batch with replacement, assigning higher
probabilities to those with superior scores. This results in a new batch 7 € RE*T*2 that emphasizes
promising candidates. To introduce diversity and facilitate exploration, Gaussian noise is added to
these trajectories, and the diffusion model denoises them, producing a mutated batch 7 for the next
round.
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Figure 3: Extending to Multiple Adversarial Vehicles. Challenger can be repeatedly applied to the
same initialized scene, sequentially designating different background vehicles as adversaries.

Challenging but solvable. This iterative process is conducted over a predetermined number of rounds.
In each iteration, the refinement progressively generates trajectories that are increasingly tailored
to challenge the ego vehicle while adhering to environmental constraints. Please refer to Figure 7
for an intuitive illustration. The trajectory yielding the highest final score is selected as the optimal
adversarial plan. Importantly, in the open-loop evaluation setting, adversarial scenarios are designed
to induce test-time failures of the AD model under test, rather than encoding inevitable collisions
into the scenario itself. To ensure this distinction, Challenger verifies that the final trajectory avoids
collisions with any objects and that the ego vehicle can safely navigate the scene by following its
original path in the dataset. If these conditions are not met, Challenger discards the scene entirely.
This filtering guarantees that every generated scenario presents a challenging yet solvable situation
for the ego vehicle.

System integration before rendering. Together, the diffusion-based trajectory generator, physics-
aware planning simulator, and multi-round refinement process enable Challenger to produce diverse,
complex adversarial driving scenarios efficiently and affordably: (1) the diffusion model captures a
wide spectrum of driving behaviors, generating varied trajectories that challenge the ego vehicle in
multiple ways; (2) adversarial trajectory planning operates at an abstract level without costly video
rendering; and (3) multi-round refinement progressively narrows and enhances candidates, creating
high-quality adversarial scenarios without human supervision.

3.5 Multiview Neural Renderer

To synthesize photorealistic, multiview driving videos for our generated scenarios, we need a neural
renderer after the Adversarial Trajectory Generator of Figure 2. The renderer should take BEV maps
and 3D bounding boxes of objects as conditional input, and generate photorealistic videos from
six cameras surrounding the ego vehicle. We use MagicDriveDiT [19], a diffusion-based model
trained on nuScenes that can generate high-fidelity videos long enough to cover the full driving scene.
Quantitative and qualitative results in Table 1, Table 3, and Figure 9 validate this choice.

3.6 Extending to Multiple Adversarial Vehicles

While our primary focus is single-adversary scenarios, Challenger naturally extends to multiple
adversarial vehicles in the same scene (Figure 3). Before rendering, we rerun Challenger on the
generated scene and designate another vehicle as adversarial, treating previously planned vehicles as
part of the environment; this can repeat as needed before rendering the complete scene. Although each
adversary is optimized independently (without explicit coordination), later agents react to earlier ones,
yielding complex multi-threat scenarios for stress-testing autonomous driving systems. Example
scenes with multiple adversarial vehicles are shown in Figure 5, with more on our project page.

4 [Experiments

4.1 Experiment Setup

Datasets. We adopt the widely used nuScenes dataset [7] as the foundation for our proposed
Challenger framework, enabling seamless integration with existing end-to-end autonomous driving
(AD) models. It is a large-scale dataset containing 1,000 scenes where each scene is 20 seconds long.
Each scene is annotated with 3D bounding boxes of objects, including vehicles, pedestrians, and
obstacles, at a frequency of 2Hz, and each annotated frame can serve as a sample for an E2E AD
system. Specifically, we use the nuScenes validation set, which contains 150 scenes (6,019 samples).
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Dataset | AD Model | s 2s 3s Avg Degradation

nuScenes-val 0.10% 0.15% 0.61% 0.29%
nuScenes-val-R UniAD [23] 0.07% 0.24% 0.64% 0.32%
Adv-nuSc 0.80% 4.10% 6.96 % 3.95% 12.6x 1
nuScenes-val 0.11% 0.24% 0.42% 0.26%
nuScenes-val-R VAD [27] 0.19% 0.32% 0.59% 0.37%
Adv-nuSc 4.46 % 7.59 % 9.08 % 7.05 % 26.1x 1
nuScenes-val 0.020% 0.063% 0.238% 0.107%
nuScenes-val-R SparseDrive [45] 0.010% 0.090% 0.370% 0.156%
Adv-nuSc 0.029% 0.618% 2.430% 1.026% 8.6x 1
nuScenes-val 0.059% 0.068% 0.169%  0.099%
nuScenes-val-R | DiffusionDrive [33] | 0.030% 0.055% 0.403% 0.163%
Adv-nuSc 0.068% 1.299% 3.646% 1.671% 15.9x 1

Table 1: Performance of End-to-End Autonomous Driving Systems Across Different Datasets.
We report the collision rate over 3 seconds and the average collision rate for each dataset. Tested E2E
AD models perform much worse on adversarial driving scenarios generated by Challenger.

(a) Surpassing from the right. (b) Cut-in from the left.

Figure 4: Failure cases of UniAD in adversarial scenarios generated by Challenger.

To investigate potential distributional differences between the original camera data and our rendered
outputs, we additionally re-render the original nuScenes validation set using our multiview neural
renderer. We refer to this rendered version as nuScenes-val-R. To evaluate adversarial robustness, we
generate a new dataset, Adv-nuSc, using Challenger. It contains 156 scenes (6,115 samples) and is
specifically crafted to challenge the ego vehicle by introducing adversarial traffic participants.

Autonomous Driving Models. We evaluate four state-of-the-art vision-based end-to-end AD models:
UniAD [23], VAD [27], SparseDrive [45], and DiffusionDrive [33]. For each method, we use official
pretrained models and use the default settings for evaluation. All models take multiview camera
images as input and predict the ego vehicle’s motion trajectory for the next 3 seconds. This unified
setup allows for a fair and direct comparison across models on both standard and adversarial test sets.

4.2 Results on the Adv-nuSc Dataset

We evaluate the performance of four end-to-end autonomous driving systems on three datasets: the
original nuScenes validation set, the re-rendered nuScenes-val-R, and our Adv-nuSc dataset. Results
are summarized in Table 1. We report the collision rate over 3 seconds—defined as the proportion of
evaluated samples in which the planned trajectory collides with any object.

Successfully challenging E2E AD algorithms. As shown in Table 1, all models perform compa-
rably on the original nuScenes dataset and its re-rendered counterpart nuScenes-val-R with limited
degradation, indicating that distribution shifts between these datasets do exist but are minimal. In
contrast, all models exhibit a substantial increase in collision rates on the Adv-nuSc dataset. These
results demonstrate that Challenger produces adversarial scenarios that serve as effective safety test
cases, exposing the failure modes of existing autonomous driving systems, and revealing critical gaps
in their robustness and generalization. We provide qualitative examples in Section 4.3 to analyze how
these adversarial driving scenarios challenge E2E AD systems under safety-focused testing.

4.3 Qualitative Examples of Adversarial Driving Scenarios

We present two representative adversarial scenarios generated by Challenger and analyze the behavior
of a representative E2E AD model, UniAD, as shown in Figure 4.
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(a) Being sandwiched. (b) Double overtaking.

Figure 5: Challenger can generate scenarios with multiple adversarial vehicles (white 3D bounding
boxes).
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In Figure 4a, the adversarial vehicle—outlined with a green bounding box—is positioned to the right
of the ego vehicle. Its actual intention is to surpass the ego vehicle from the right lane. However, the
UniAD model incorrectly predicts that the vehicle intends to turn right and thus fails to yield. This
misjudgment likely stems from dataset bias, as vehicles in the right lane typically perform right turns
during training, leading the model to generalize incorrectly.

In Figure 4b, the adversarial vehicle—highlighted in a purple bounding box—initiates a sudden cut-in
from the left lane. The UniAD model, expecting the vehicle to maintain a straight path, continues
forward without adjusting its trajectory. This behavior reflects the rarity of such aggressive maneuvers
in training data, limiting the model’s generalization to out-of-distribution scenarios.

These examples show how Challenger tests E2E AD safety and robustness under challenging
conditions, revealing vulnerabilities hidden in naturalistic testing.

4.4 Attack Transferability

Curating transferable test cases. We further show that the proposed Challenger framework can be
reformulated to perform transferable adversarial attacks on E2E AD models with significant success
rates. Concretely, we integrate a surrogate model (e.g., UniAD) into the pipeline, generate a pool of
adversarial driving scenes and filter them by only keeping those in which the surrogate model fails to
navigate safely in at least one sample (i.e., only retain scenarios where UniAD fails). This filtering
strategy is designed to select scenarios that are sufficiently challenging and thus more likely to induce
failure in other AD models. We subsequently evaluate the remaining victim models on this curated
subset. An attack is considered transferable if a victim model also experiences a collision in at least
one sample of a scenario that was selected based on surrogate failure.

Observed transferable safety failures. To quantify this effect, we conduct pairwise evaluations
across the four tested E2E AD models, using each model in turn as a surrogate and assessing the
failure rate of the remaining three as victims. Results, shown in Figure 6, reveal that a substantial
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Figure 7: Qualitative example of the multi-round trajectory distance and collision rate.
refinement process and trajectory scoring. Multi-round trajec- Tested on the Adv-nuSc dataset
tory refinement helps the candidate trajectories converge to better ~ with the UniAD model.
trajectories while trajectory scoring effectively gathers context

information. Please refer to Figure 1 for a legend.

nuScenes
nuScenes-R

Adv-nuSc

Figure 9: Representative frames from datasets. The comparison illustrates that the re-rendered and
adversarial datasets maintain photorealistic quality comparable to the original nuScenes dataset.

portion of the filtered scenarios lead to failure in models other than the one used for filtering. These
findings highlight Challenger’s ability to generate stressful test cases and raise critical safety implica-
tions, suggesting that current E2E AD systems may share vulnerabilities and remain susceptible to
transferable adversarial attacks.

4.5 Ablation Study.

To assess the contributions of the multi-round trajectory refinement and trajectory scoring processes
within Challenger, we conduct an ablation study. We randomly select 20 scenes from the nuScenes
validation set as initializations and run Challenger under various configurations. For each config-
uration, we report the percentage of samples that Challenger could successfully generate while
the representative UniAD model failed to navigate safely. The results are summarized in Table 2.
Additionally, we provide qualitative examples in Figure 7. Intuitively, with multi-round trajectory
refinement, the candidate trajectories gradually converge to better trajectories. Without trajectory
scoring, context information cannot be effectively gathered, and the generated trajectory is not chal-
lenging. Additionally, we analyzed the correlation between the distance to the adversarial vehicle and
the collision rate in Figure 8, validating our scoring function design that rewards close encounters.

4.6 Video Quality Evaluation

To evaluate dataset visual realism, we conduct qualitative and quantitative assessments. Representative
examples are provided in Figure 9, covering daytime, evening, and rainy weather. For quantitative
evaluation, we adopt two metrics: subject consistency and imaging quality, and report results in
Table 3. The protocol follows a two-stage adaptation of VBench for multi-object driving scenes.
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Comparable photorealistic quality. Our findings show that both the re-rendered nuScenes-val-
R and adversarial Adv-nuSc datasets have photorealistic quality generally comparable to original
nuScenes, qualitatively and quantitatively. This indicates that Challenger provides a high-fidelity
testing environment for evaluating E2E AD safety and robustness.

4.7 Runtime Analysis

We provide a runtime breakdown of Challenger, highlighting the computational cost of each compo-
nent for one adversarial driving scene. All experiments use a cloud server with dual Intel(R) Xeon(R)
Platinum 8457C CPUs, 4 NVIDIA L20 GPUs (48GB each), and 512GB RAM. During adversarial
trajectory generation, one GPU samples trajectories from the diffusion model, while physics-based
simulation and trajectory scoring run primarily on the CPU. Multiview neural rendering is distributed
across all four GPUs.

Affordable cost, with room for optimization. As shown in Figure 10 and Table 4, multiview neural
rendering dominates runtime (about half) because it synthesizes high-resolution, six-view videos over
hundreds of frames. This underscores the efficiency of our adversarial trajectory generation design:
multi-round refinement and scoring enable Challenger to generate high-quality adversarial plans
without rendering every candidate trajectory, which would be prohibitive. Physics simulation and
trajectory scoring are also non-trivial due to batched, multi-round evaluation, but remain cost-effective
versus full rendering. Current CPU-bound implementations could be further accelerated with GPU or
parallelization.

5 Conclusion and Future Work

Safety-critical systems require testing beyond average-case performance, and we introduced Chal-
lenger, a framework that generates physically plausible, photorealistic, and challenging yet solvable
driving videos to probe safety margins of end-to-end autonomous driving (E2E AD) models. By
combining a diffusion-based trajectory generator, a physics-aware planning simulator, and a multiview
neural renderer, Challenger provides controlled adversarial exposures that reveal safety-relevant
failure modes and transfer across state-of-the-art models. A key limitation is the fully open-loop
evaluation: models do not influence scenario evolution, which may deviate from real-world interac-
tion dynamics. We view this setting as a conservative, audit-friendly stress test, but not a substitute
for closed-loop and real-world safety validation; training on these videos alone cannot guarantee
safe deployment. Future work will pursue closed-loop integration, multi-modality rendering, and
alignment with certification practices and third-party audit protocols, with auto-regressive driving
video generation as a path to generate future frames based on model actions. We aim for Challenger
to ethically and rigorously pressure-test AD systems, contributing to safer and more trustworthy
autonomy.
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