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Abstract

Large Language Models (LLMs) are typically trained on vast amounts of data,
springing from various sources. Even when designed modularly, such as Mixture-
of-Experts models, LLMs can leak private information on their source training
data. Conversely, training such large models in isolation hinders generalization and
does not allow for the sharing of knowledge. Therefore, we propose a framework,
NOESsIs, which builds upon the desired properties of modularity, privacy, and
knowledge transfer. NOESIS integrates differential privacy with a hybrid archi-
tecture that combines domain-specific adapters, acting as experts, and common
prompt tokens, acting as a knowledge-sharing backbone. The results from our eval-
uation on CODEXGLUE show that NOESIS can achieve provable privacy guarantees
with knowledge transfer across domains, and empirically show protection against
Membership Inference Attacks. On code completion tasks, NOESIS bridges 84%
of the accuracy gap between a non-shared and a non-private baseline. This work
addresses the growing need for privacy-preserving Al systems that can operate
across institutional boundaries while respecting data sovereignty and preventing
unauthorized knowledge extraction.

1 Introduction

Large Language Models have brought significant disruption to the field of Artificial Intelligence and
have thoroughly transformed various use cases, from intelligent assistants [1] and code co-pilots [2]
to agentic web browsing [3] and enhanced tutoring [4]. Moreover, they demonstrate great scaling
potential, consuming petabytes of raw textual or multimodal data [5] without their performance
plateauing. As this trend continues, all public data resources will eventually be consumed [6].
Therefore, tapping into private data silos will become the next significant source of training data [7, 8].

However, copyright [9] and privacy laws [10, 11] may prevent large models from being trained and
served as-is, uniformly across the globe. This introduces the need to orchestrate model training
that is somehow separated per region or source. Maintaining separate models for each data source,
however, quickly becomes intractable and burdensome. At the same time, private organizations can
own data they want to use for their custom LLM but not contribute (or expose) publicly [12, 13]. For
instance, client institutions may wish to train domain-specific Copilots [14] while benefiting from
other repositories, without leaking proprietary information [15] to the public domain.
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Table 1: Learning approaches and deployment characteristics of each solution. NOESIS is the only
method that is modular, private and benefits from knowledge transfer among domains.

Modular Private Transfer | Approach Remarks
X X v Monolithic model [16] Leaking privacy in model parameters
X v v Private learning ([16]+[17]) Low performance
v v X MOoE (share-nothing) [18]  No benefit from knowledge transfer
v X v MOoE (shared-expert) [19]  Privacy leakage in shared expert
v v v \ NOESIS (ours) Addresses all three problems

To approach this problem, we draw from Modular Learning [20] for routing knowledge across parts
of a neural network and adaptively serve to different domains. While off-the-shelf Mixture-of-Experts
(MoE) models [21] adopt an architecture where different domains can share common parameters thus
enabling knowledge transfer, they can introduce privacy risks [22] — exactly because of this sharing. In
addition, training an entire MoE model under Differential Privacy (DP) significantly reduces its utility
as training a large shared backbone network over multiple domains requires adding large amounts of
DP noise. Therefore, there is an inherent tension between modularity, privacy, and knowledge sharing.

We propose a privacy-friendly architecture for differentially private modular learning, named
Nexus-of-Experts (NoE). This inherits a domain-routed mixture of low-rank adapters model
(Mix-LoRA), applied to the fully connected layer of each transformer block, further enhanced by
shared tokens obtained through a DP training algorithm for knowledge transfer (Fig. 1). To the
best of our knowledge, we are the first to explore the interplay between modularity, privacy, and
knowledge transfer in the realm of LLMs. Compared to conventional MoE methods [23], we enable
document-private learning without sacrificing efficiency. Compared to adaptive parameter-efficient
fine-tuning (PEFT) alternatives [24], we facilitate knowledge transfer between domains while
providing modularity at deployment time. The Al safety aspect of this work is to study data exposure
and unauthorized knowledge extraction in the multi-institutional setting. In addition to proposing
the new training method, we run a Membership Inference Attack to demonstrate the current safety
vulnerability when training multi-institutional Al
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Statement of Contributions: In summary, the contributions of this work are the following:

to achieve the properties of modularity, -

DP noise

privacy, and knowledge transfer.

* We demonstrate that existing routing-based models leak private information, especially
LLMs. This exposes the need for privacy-preserving training in such models.

* We propose NOESIS, a domain-routed, hybrid PEFT solution that utilizes a shared DP-
trained set of prompt tokens as a knowledge-sharing backbone.

* We analyze the balance between privacy and model expressiveness by varying the number
of trainable parameters and the corresponding noise required to ensure privacy. Our hybrid
method performs up to 1.4% accuracy points better than the non-hybrid, LoRA-only variant.

* We apply our technique to the problem of code generation, adopting different programming
languages as our domains and ensuring privacy at the document level. Our results show
that we can achieve from 1.4 to 4.9% points better downstream accuracy, averaged across
domains, while protecting our model against privacy leakage, both provably (with DP
guarantees) and empirically (against a commonly used Membership Inference Attack).
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2 Design choices

This paper studies the problem of fine-tuning a publicly pre-trained LLM for a downstream task (e.g.,
code completion) with training data that spans various private domains (e.g., programming languages)
and can be modularly served in each such domain. This section explains the three properties of this
problem and shows how NOESIS uniquely satisfies all of them (Table 1). As NOESIS introduces a
new paradigm to LLM training, it is important to understand the desiderata of this problem and how
they map onto the architectural choices and training process.

Knowledge Transfer. When training on multiple data sources, knowledge transfer refers to the
improvement in results achieved by learning a joint model from all data sources, rather than learning
a separate model for each data source [25]. It manifests in various settings, including continual
learning [26], federated learning [27], and model pre-training [28, 29]. Whatever the setup, the
goal is that the output model achieves higher accuracy on any dataset than a separate model trained
for that particular dataset in isolation. The opposite behavior can also manifest, i.e. catastrophic
forgetting [30, 31], where domain knowledge clashes and the network “forgets” backpropagated
knowledge. In our multi-domain setting, a design goal is to make more accurate predictions in each
domain, with the help of the potentially vast amounts of data in another domain. This must happen
while maintaining privacy with respect to potential adversaries from other domains (see Sec. 4.5).
This trade-off is particularly challenging in multi-domain settings where different domains may have
varying data sizes and data heterogeneity.

Modular Learning. Modular learning refers to models whose execution subgraphs can be specialized
in terms of function [20]. One such example is MoE models [21, 23], which are routed over their
input samples. For our purpose, the benefits of modularity are three-fold: i) computational and
ii) privacy-related, while also iii) enabling the potential of knowledge transfer explained above.
Computationally, modularity enables us to train once and serve model components everywhere,
eliminating the need to maintain multiple copies and replicate knowledge. Additionally, other
computational benefits are lower memory cost, lower cost of context switching when serving multiple
domains, and lower communication cost of the model and/or its updates in a federated setting. At the
same time, separating domain-specific and shared parameters enables a clear separation of concerns
by domain. This is particularly important for serving under different jurisdictions and providing
formal guarantees regarding the flow of information and the privacy of source data. Modularity also
makes the knowledge sharing between domains explicit, as dedicated experts for each domain are
trained to specialize in that domain, and other dedicated parameters are used for the shared knowledge.
This architectural separation is crucial for privacy preservation, as it allows us to apply different
privacy guarantees to shared versus domain-specific components.

Preserving privacy. Machine learning models can memorize and unintentionally leak information
about their training data [12]. This capability introduces a significant privacy concern when the
training data contains private information. Our goal is to improve model accuracy by training on
multiple private datasets from different domains, without compromising private data is one domain to
users/adversaries in the other domain. DP training algorithms provide a guarantee by bounding the
leakage of each individual data point that may occur during training [32]. Therefore, we formalize the
threat model when training a model on private datasets from multiple domains, where an adversary in
one domain should not be able to discern information about training data in another domain, and we
design a DP training algorithm for this setting?.

These requirements are essential in various real-world scenarios. An example is a globally operating
organization that wants to train a single model but wants to serve the model modularly across
different regions to ensure that the model does not leak information between regions due to different
copyright or privacy laws [33, 34]. Another example can be an institution that wants to train a model
on private data that resides in silos but needs to ensure that the model does not leak information about
the private data to the public [13]. Finally, the modular aspect can be helpful in scenarios where an
organization wants to train a model on multiple domains, such as legal, technical, and administrative
documents [35], but wants to ensure that the model does not leak information between such domains.

Mt is evident that utility in the form of positive knowledge transfer and privacy can be opposing factors, i.e.,
the best transfer is non-private, and the best privacy protection is not to share. Our method finds a balance.
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Figure 2: Training and deployment process of NOESIS. The training comprises a two-stage process:
Stage 1: Training of private prompt token parameters across domains; Stage 2: Training of expert
Mix-LoRA per domain. Deployment involves merging the LoRA parameters with the backbone and
sharing the trained, prompt tokens with the respective downstream client.

3 NOEsIs

3.1 Architecture & Training Process

Aiming for the properties of modularity, knowledge transfer, and privacy, we introduce NOESIS, a hy-
brid, DP-trained, domain-routed Nexus-of-Experts (NoE) solution that adopts a shared set of trainable
tokens and Mix-LoRA experts and enables knowledge transfer between domains. Conceptually:

NoE = DP-SGD(Prompt-Tuning(X7, ..., Xk)) + SGD(Mix{LoRA(X3),...,LoRA(Xk)}) ‘
ey

Domain-routed models. NOESTIS is fundamentally a modular architecture that enables the specializa-
tion of network components to different domains. To achieve this, we adopt a domain-level mixture
of experts model. Given dataset D®) from domain k, where k € [1, K], we route the data from
each domain to the respective expert, deterministically. Instead of operating directly on the backbone
model parameters, we use a Mix-LoRA [36, 24] architecture that keeps the backbone network frozen
and only tunes the adapters per domain, applied on top of feed-forward network (FFN) layers of the
transformer blocks. The rationale behind this decision is to enable the “logic” of the network to be
tuned per domain while keeping the attention intact [24], which has been shown to be effective in
routing-based neural networks [24, 37, 38, 39]. Formally for Mix-LoRA, let W € RP*? be the weight
matrix of a linear layer * in the FFN of a transformer with parameters §. We decompose this matrix:

K
W = W+aZB<k)A(k), )
k=1

where A*) € R"*% and B(*) € RP*" are the trainable (signified by the underline) low-rank matrices
for the k-th domain-specific adapter, out of K domains. The experimental section will refer to the
rank r as the adapter rank. o € R is a scalar constant to reduce the variance impact of the adapter.

Enabling Knowledge Transfer. Knowledge transfer has been shown to be valuable in routing-based
neural networks [40, 41]. By freezing the backbone network and specializing an expert LoRA per
domain, there are no trainable shared parameters to enable knowledge transfer [28, 42, 43]. This
means that data and the learning in each domain would not benefit from each other in terms of the
predictive task, which may be especially disadvantageous for scarce domains [44].

To facilitate knowledge transfer, we employ a differentially private prompt-tuning mechanism that
enables knowledge transfer between domains while minimizing the number of shared trainable
parameters and ensuring privacy. Prompt tuning has emerged as a promising method for efficiently
fine-tuning large language models (LLMs) by introducing differentiable prompts, which are real-
valued tokens that can be learned through back-propagation [45, 46]. Prior work has demonstrated

3In reality, there is a bottleneck structure in W of Wl-d‘““e‘ Xdirt and WA dmosel \where dimodel is the model
hidden size (dmodel = 768, di = 2048 for CodeT5+ ) and we have one LoRA for each.
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Table 2: An overview of datasets and domains used for the training and evaluation of NOESIS. We
chose code-completion as next-token prediction is a well-defined task with clear domains.

Domain Source Description Training Set Evaluation Set
Pre-training GitHub Code [50] Upstream data 3.7 million

Python PY150 [51] Published dataset 100,000 50,000

Java Java GitHub Corpus [52] Published dataset’ 12,934 8,268

Go CodeSearchNet [53] Extracted from CodeSearchNet T 2,000 1,559

T Dataset explicitly deduplicated in pre-training dataset [16].

that DP prompt-tuning can achieve substantial predictive accuracy even with stringent privacy budgets,
such as € < 1 [47]. By freezing the LLM backbone parameters and training only the differentiable
prompts, we can reduce the number of trainable parameters, thereby minimizing the amount of noise
required for DP.

Specifically, given input sample X = {x(()k), xgk), e ,x(Tk)} of T tokens, for a sample of domain k, a
common set of trainable prompt embeddings P is prepended to the input sequence, X’ = [P; X|. Dif-
ferentially Private Stochastic Gradient Descent (DP-SGD) [47] tunes prompts under the framework of
DP by clipping the per-sample gradient to a fixed norm and adding calibrated Gaussian noise to these
clipped gradients before applying them to update prompts. Concretely, this means P(*+1) « P(t) —
ng}ﬁ), where gg) is the noisy clipped gradient with respect to the input at step ¢ and 7 is the step size.
Using this hybrid of private prompt-tuning and routable low-rank adapters (NoE), we can efficiently
adapt the model to different domains while preserving the benefits of shared knowledge. At the
same time, the domain-specific adapters enable the model to specialize in the unique aspects of each
domain, resulting in improved performance on domain-specific tasks. This hybrid PEFT approach
enables lightweight fine-tuning and, therefore, permits efficient noise budgeting*.

Training Process. The training steps of NOESIS are outlined in Algorithm 1 and visually illustrated
in Figure 2 (left). It follows a two-stage procedure, where private learning is performed for the

shared parameters (Step 0) and then non-private learning is conducted for the domain-specific

adapters (Step e). The private parameters are collectively referred to as P. The parameters for the
expert LoRA are collectively referred to as E/ and comprise all B and A matrices in Equation 2. The
algorithm starts by computing the noise multiplier ¢ using the privacy accounting [48]. The dataset
is then augmented with domain labels, which are used for deterministic routing, and the training
loop is started. In each iteration, a batch of documents is randomly drawn from all domains, and the
gradients are computed for the domain-specific and shared parameters. In the case of private learning,
the gradients are clipped and noised according to DP-SGD [17]. In the second stage, SGD refers to
Stochastic Gradient Descent [49].

3.2 Deployment & Privacy Guarantees

Deployment Process. The deployment of NOESIS (Step 9) addresses the following use case: K
departments hold data for their own respective domain. For example, one department holds legal data,
another department holds technical documentation, and a third department has data on the supply
chain. All data relates to the same company and learning could thus benefit from positive transfer.
A trusted server receives all data to train the model with cross-domain insights, such as knowledge
transfer. The trusted server returns to each department the domain-specific model parts (LoRA) and
the shared parameters, which are then used for inference in each separate domain. The privacy of a
document in each domain is maintained, and the model can simultaneously benefit from the shared
knowledge. This process is illustrated in Fig. 2 (right).

Document-level DP. We recall the definition from Dwork and Roth [32]. A randomized algorithm
f(-) is (g, 6)-differentially private if the following holds for any two adjacent datasets D, D', and for

“We explore the sensitivity of NOESIS to the number of trainable parameters in Sec. 4.3, along with the
alternative using LoRA as the knowledge sharing architecture.
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Algorithm 1 Stepwise Training of NOESIS

Input: Pre-trained model 6y, training sets {Dk}kK:1 for K domains, collectively named D with Ny,
documents in domain % and total number of documents N, batch size B, learning rate 7, number
of iterations 77, T, privacy budget ¢, §, gradient clipping bound C

Output: Modular LLM with privacy guarantees

o + PRIVACCOUNTING(g, 6, B, N, T}) // Stage 0: Compute noise multiplier

Py < Randomly initialize prompt tokens // Stage 1: DP training of shared parameters
fort = 1to 711 do

Randomly draw batch B; of size B from D

Pt < Pt—l — DP-SGD(&(), Pt—17 Bt,a', C)
end for

FEy < Randomly initialize expert adapters // Stage 2: Training of domain-specific parameters
fort = 1to 71> do

Randomly draw batch B; of size B from D

Ey+ Ey_1— SGD(eo, PT, Ez_l, Bf)
end for

any subset S of outputs:
Pr[f(D) € 8] < e Pr[f(D’) € 8] + 6, 3)

where D = {d,;}, is a dataset that contains N documents. Each d; is a string of tokens of arbitrary
length. In our multi-domain setting, a dataset is all the documents in all domains. Two datasets D
and D' are adjacent if they are identical except for one document in any domain being removed. For
this privacy protection, we can calculate the noise multiplier as a function of total dataset size N and
batch size B in Algorithm 1. In keeping with prior work, we run all privacy-focused experiments with
e =1.0and § = 1075, which is smaller than the rule-of-thumb of one divided by dataset size [54, 55].

4 Evaluation

Our evaluation involves the task of code completion across different programming languages, which
we consider private domains. We build a set of assessments that illustrate the behavior of NOESIS.
The first set of experiments (Sec. 4.2) is designed to investigate the effectiveness of knowledge transfer
across domains, while preserving privacy over DP. This is compared to the status quo techniques
from PEFT and regular fine-tuning. Subsequently, we perform a sensitivity analysis (Sec. 4.3) and
ablation study (Sec. 4.4), which investigate the effect of different components to the behavior of
NOESIS. Lastly, we demonstrate that baseline MoE models are vulnerable to a Membership Inference
Attack and show that NOESIS mitigates this vulnerability (Sec. 4.5), thereby illustrating the practical
implications of our approach’s gains.

4.1 Experimental setup

Model. We use a decoder-only model architecture for our experiments, inspired by the GPT family of
models [28]. Specifically, we use the decoder part of the pre-trained CodeT5+ (220M) model. Given
the previous tokens as input, the model was pretrained to autoregressively predict the next token
in a sequence by using the softmax as log-likelihood, and cross-entropy as the loss function. This
setup is particularly suitable for machine learning tasks and evaluating our paradigm in programming
languages, where the goal is to auto-complete code one token at a time.

Datasets. We choose the Python, Java, and Go programming languages for our multi-domain training.
We chose these domains as they are varied in nature (statically and dynamically typed, weakly and
strongly typed), and, on a practical level, as the CodeT5+ model was trained on data specifically
deduplicated for datasets in these languages [16]. Such deduplication in the pretraining data is
crucial for simulating the setting of having private domains for fine-tuning. The dataset for Python
is the PY 150 dataset [51], and the dataset for Java is the JavaCorpus [52], which follows a setting
similar to Gong et al. [19]. The Go data comes from the CodeSearchNet dataset [53]. Table 2 notes
the respective sizes of these datasets. We obtain the data from the HuggingFace Hub, which is
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Table 3: The main experimental comparison of different models on modularity, privacy, and knowl-
edge transfer. NOESIS uniquely addresses all three aspects, achieving high accuracy while obtaining
DP at ¢ = 1.0 and enabling knowledge transfer across domains. (Knowledge transfer is the increase
in accuracy compared to “Share Nothing,” which does not have shared parameters between domains.)

Model | € |Modular Private Transfer | PEFT | Python Java Go
(i)  Share Nothing 0.0 v v X v 68.31 60.19 64.17
(ii)  Solo (separate models) 1.0 X v X X 30.19 14.84 4.84
(iii) Monolithic Fine-tuning [17] 1.0 X v v X 36.05 23.54 18.34
(iv) Single Common Adapter (rc=512)* [57] | 1.0 X v v v 4821 36.16 27.24
(v) Prompt-Tuning Only (pt32)t [47] 1.0 X v v v 35.03 2429 9.67
(vi) NOESsIs (pt32)* 1.0 v v v v 69.14 61.18 66.53

*rc, rank 7 of the common LoRA; "pt: number of trainable prompt tokens

provisioned by the CODEXGLUE effort [56]. More details about the datasets can be found in the
Appendix.

Training Setup & Hyperparameters. Our method is built with PyTorch (v2.4.1) and HuggingFace
transformers (v4.45.0), with the functionality for DP handled by Opacus (v1.5.2). We train our
models on 4x4090 GPUs. During training, we use a context length of 512 tokens and a learning rate
of 1073. For training under the DP guarantee, we apply gradient clipping with a norm of 1.0 and add
Gaussian noise with a standard deviation that is scaled according to the targeted privacy budget. We
utilize the privacy accountant of the Opacus library to calculate the noise multiplier constant [48]. A
private document within the dataset can be of any length. Therefore, an epoch is defined as sampling
one 512-token block for each document in the dataset. This ensures the optimal use of compute
resources and maintains the privacy guarantee, as each 512-token sequence is a subslice. Details
about our hyperparameter values can be found in the Appendix. The code and datasets are published
anonymously and will be open-sourced upon acceptance.

Baselines. We compare NOESIS against various trainable baselines, namely: i) Share Nothing: a mod-
ular model without shared parameters, which serves to simulate the effect of not having knowledge
transfer; ii) Solo: a separate model fine-tuned separately for each domain; iii) Monolithic Fine-tuning:
DP fine-tuning the whole model without any routable components [17], which is to compare with
Solo and confirm the effect of knowledge transfer in monolithic models [41]; iv) Single Common
Adapter: A common LoRA trained with DP across domains [57], which is to compare the influence
of using PEFT instead of monolithic fine-tuning; v) Prompt-Tuning Only: tuning only the prompts
under the DP guarantee, which serves to investigate the impact of knowledge transfer without any
modularity in the form of Mix-LoRA [47]. Details about the baselines can be found in the Appendix.

4.2 Experimental Results

The experimental results are presented in two parts. The modularity, privacy, and knowledge transfer
properties are treated first. Second, we analyze the privacy impact and run ablation experiments.

The results of comparing NOESIS against baselines are shown in Table 3. We compare our model
against the Share Nothing model, which has no shared parameters and thus no knowledge transfer. We
see that NOESIS achieves an improvement of 0.83% points on Python, 1.0% points on Java, and 2.41%
points on Go. This suggests that knowledge transfer is beneficial for next-token prediction, particularly
in domains with limited data, such as Go, which has 50 times less data than Python. Qualitative
examples of NOESIS versus Share Nothing across all three domains can be found in the Appendix.

Comparing NOESIS to Prompt-Tuning Only, we observe an improvement of more than 30% points
across the three domains. This shows the benefit of using modularity as a privacy-friendly model
architecture. Secondly, all models score higher accuracy than the Solo models and the Monolithic
Fine-tuning model, indicating the importance of modularity and privacy in multi-domain training.
Comparing, moreover, the experiments of the Solo models against the Monolithic training, we observe
the effect of positive knowledge transfer in the non-modular setting: the latter model achieves higher
accuracy than each of the Solo models. Finally, using the Single Common Adapter setting achieves
about nine accuracy points improvement compared to monolithic fine-tuning, which corroborates
earlier studies on parameter-efficient fine-tuning and DP [58, 57].
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Figure 3: Sensitivity analysis to the number of shared Figure 4: Ablation study. Removing
parameters. We find that prompt-tuning achieves the best the shared, common prompts impacts the
trade-off between utility and parameter count, achieving data-heavy domain most — Python. Re-
the highest accuracy across domains. ‘rc’ is the rank of moving the domain experts impacts the
the common LoRA, ‘pt’ is the number of prompt tokens. data-scarce domain most — Go.

Model | # Shared Params. |Python Java Go NOESIS w/out  w/out
(rc64) | 7680 x 768 — 5.9M [68.73 6032 6532 (pt32) common d°ma‘1‘
(rcd) | 480 x 768 = 369k |68.77  60.45 65.39 prompis experts
(rcl) 120 x 768 = 92k [68.74 60.43 65.26 |e=10 £=00 £=10
(pt120)| 120 x 768 = 92k |69.13  61.09 66.49  Python| 69.14  4.65  33.91
(Pt32) | 32x768=25k |69.14 61.18 66.53 Java | 61.19 1431 2430
(pt8) 8§ x 768 =6k [69.13 61.16 6649  Go 66.58 1542  19.13

4.3 Sensitivity of Shared Parameters

Investigating the effect of knowledge transfer, we ask “how many shared parameters are optimal for
knowledge transfer?” This optimal number of parameters is contended by three directions: there can
be too many shared parameters, vulnerable to overfitting; there can be too few shared parameters,
leading to underfitting; thirdly, more shared parameters require more DP noise [17], which negatively
affects the signal-to-noise ratio during learning [59]. For this experiment, we train with 4x more
and 4 x less trainable prompt tokens to highlight this trade-off. We also evaluate a variant with a
LoRA as a common knowledge-sharing backbone (explained in the Appendix) over variable ranks,
but find that such a design yields lower accuracy. Table 3 shows the analysis of parameter size.
The model with 32 shared prompt tokens (pt32) achieves the highest accuracy across all domains.
This indicates that a moderate number of shared parameters is optimal for knowledge transfer, as
using either 8 or 120 tokens has worse results. Using a LoRA as a common parameter generally
has lower accuracy than any prompt-tuning method. We hypothesize that this is due to the LoRA
requiring more parameters. For example, LoRA with rank 1 and 120 prompt tokens has the same
number of parameters, but the prompt-tuning method has overall better accuracy. This indicates that
prompt-tuning is a parameter-efficient option for providing knowledge transfer under differential
privacy. The same, however, cannot be stated for the domain experts (Table 3(v)).

4.4 Ablation Study

We run an ablation study to understand the impact of each component of NOESIS on the final
performance. We surgically remove parts of the training method to see the performance impact.
The results are shown in Table 4. Removing any of the components of NOESIS is detrimental to its
downstream accuracy, with a minimum drop of 36.89% points and an average of 50% for common
prompts and 30% for domain experts. This can be seen from the difference in the columns of Table 4).
The common prompt seems to be more important for accuracy, but this may be an effect of our
training stage ordering. However, it yields an important conclusion that LoRA experts do not learn
or “undo” the knowledge of prompt tokens, but rather incorporate it into their existing knowledge.
Moreover, the common prompts are not a nuisance and do encode important bits of information
across domains. Finally, and in line with the comparison with the Share-Nothing ((7)), it appears that
knowledge transfer (whether through the removal of common prompts or fine-tuning without them)
has a more severe impact on smaller datasets, particularly Go, which has 50 x fewer documents than
Python. Arguably, scarce datasets tend to benefit more from knowledge sharing.

Next, we quantify the “cost of privacy,” by comparing NOESIS in the same setup, but training without
the DP guarantee. This yields an upper bound in performance. NOESIS reaches 99.6% of that optimal
accuracy for Python, 99.8% for Java and 99.3% for Go. As shown in Fig. 6, between the Share
Nothing baseline (non-shared) and the non-private variant, NOESIS is able to achieve 84% of the
way on average, showing the benefit of knowledge transfer. The results from the last line of Fig. 6 are
particularly noteworthy, and further corroborate that scarce languages (i.e. Go) benefit most from the
knowledge transfer of NOESTS, boosted by more than 2.4% points over the Shared Nothing setup.
This highlights the effectiveness of our approach in leveraging shared knowledge across domains to
enhance token completion tasks, especially for a lower-resource domain.
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Figure 5: Mix-LoRA models have a privacy vulnera- Figure 6: Between the results of a
bility in the shared parameters that are shared between non-shared model, which is the baseline,
domains; we are the first to expose this privacy threat. and a non-private model, which obtains
NOESTIS reduces the vulnerability while maintaining good the highest accuracy, NOESIS bridges
predictive accuracy (Table 3). The results are shown as the gap in accuracy by about 84+%.
‘non-private result’ — ‘private result’.

Attack ‘ AUROC (%) H TPR@1 (%) Bmm ShareNothing @ NoEsis ™8 Non-private
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Java (from Go) 654— 557 | 26— 14
Java (from Python) | 64.8 — 55.0 || 23— 1.3

Go (from Python) 532— 506 | 1.1— 0.7
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Figure 7: The cross-domain Membership Inference Attack. The high TPR signifies a privacy leak in
modular models like Mix-LoRA. Table 5 also reports the TPR at a 1% False Positive Rate (FPR). In
terms of both AUROC and TPR, NOESIS (green) provides better privacy protection, compared to the
non-private baseline (red), while keeping the decrease in accuracy limited, as shown in Figure 6.

4.5 Empirical Assessment of Privacy

To complement the analytical privacy guarantees, we measure empirical privacy based on a Member-
ship Inference Attack (MIA) [60]. This attack aims to determine whether an input sequence, s, is
a member of the model’s training data. Several MIAs on LLMs have been proposed [61, 12]. We
leverage an MIA based on the predictive log-likelihood scores and extend the attack to a multi-domain
setting, named cross-domain MIA. The attack is particularly relevant in the context of routing-based
models [62, 19, 63, 18, 64, 38], where shared parameters can leak information between domains. To
the best of our knowledge, we are the first to uncover this cross-domain attack for modular deep
learning models like MoE.

The cross-domain attack follows the threat model where an attacker in a particular domain can make
arbitrary predictions with that domain’s parameters, and the attacker’s goal is to infer the membership
of a training sample in another domain. The scoring function is S(s) = L(s; M), the average
log-likelihood assigned to each successive token of the input text. The attacker compares this score
to a threshold 7 to guess the membership of the input text: s is inferred as a member if S(s) > 7.

The success of the attack is measured by two key metrics: the Area Under the ROC Curve (AUC) and
the True Positive Rate (TPR). True and false positives are further defined in the Appendix. Figure 7
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shows the results of the MIA, which demonstrates that the original Mix-LoRA models memorize and
leak private information and that NOESIS reduces this threat. Attacking Java, for example, from the
Go domain, NOESIS has less empirical privacy leakage, as measured by AUROC, decreasing from
65.4% to 55.7%. Following Carlini et al. [65], Table 5 reports the TRP at a 1% FPR, which measures
the attack when the attacker makes only 1% false positives. Across the six attacks, NOESIS has a
lower (better) TPR, compared to a Mix-LoRA model trained without DP guarantees.

5 Related Work

Routing-based models have been extensively studied to build composable and modular language
models [21, 23]. The mixture-of-experts architectures consist of multiple “expert” sub-models, each
specialized for a particular domain or task, and a “router” that dynamically selects which expert to
activate for a given input sequence or token. Towards parameter-efficient fine-tuning [66], multiple
works studied routed models with low-rank adapters [36]. Specifically, Li et al. [24] introduce
Mix-LoRA for memory efficiency in language modeling; Wu et al. [38] introduce Mix-LoRA to
study domain specialization; and Shen et al. [39] introduce Mix-LoRA for multi-modal instruction
tuning. Most similar to ours, Feng et al. [37] introduces Mix-LoRA for domain-based routing on
large language modeling domains, such as finance, medicine, and coding. However, those works
do not study privacy and knowledge transfer. Other PEFT approaches besides prompt-tuning [46]
include prefix-tuning [45], in-context learning [67] or adapter learning [68, 69]. We choose a hybrid
of Mix-LoRA and prompt-tuning, which has been shown to be effective for privacy-aware fine-tuning
on datasets like the ones in Section 4 [47, 38].

Preserving privacy in learning algorithms has been studied, with DP being a popular formalism [32].
DP has been used to train LLMs. However, these approaches have primarily focused on applying
DP to all model parameters [58, 70, 71]. Other work suggests using public data during private
fine-tuning [72, 73], showing that access to public data can improve the performance of DP-trained
models. In our case, we use public data as the pre-trained model initialisation, and fine-tune with
smaller, private datasets. Similar to our setting, Tholoniat et al. [74] studies DP in an MoE setting but
focuses on learning the routers and showing emergent expertise behaviour. In our case, we aim at
private PEFT with knowledge transfer between domains. Regarding the MIA, Hu et al. [75] explores
an attack in a multi-modal setting, but our work studies membership inference in the multi-domain
setting where access to predictive log-likelihoods is available.

Knowledge Transfer in Modular Language Models consists of interaction between multiple
domains to obtain better performance. In the context of Large Language Models, this has been
studied with large-scale pretraining with various data sources [28, 29, 76]. The term was introduced
by Hokamp et al. [41] and has been observed in the context of modular language models in the
MultiCoder model [19]. However, this work does not consider the privacy of each domain, nor does
it study the privacy vulnerability that occurs when training shared parameters in the backbone of a
neural network.

6 Conclusion

This paper introduces a first-of-its-kind, hybrid PEFT architecture for safe collaboration that we
call Nexus-of-Experts. Our method, NOESIS, establishes a framework for modular learning that
enables knowledge transfer across domains that should remain private. Our evaluation demonstrates
that NOESIS effectively balances privacy vs. utility, achieving high accuracy across domains while
providing strong guarantees at (¢ = 1.,0 = 10~%)-DP. At the same time, we uncover a real privacy
vulnerability in baseline modular models and show how our method can defend against such attacks
and protect training sources. The experimental results show that NOESIS bridges 84% of the accuracy
gap between non-private and non-shared models, demonstrating the effectiveness of our hybrid
approach. As Al systems increasingly operate across institutional and national boundaries, new
developments will be essential for ensuring that technological advancement proceeds in a manner that
respects privacy rights and enables safe collaboration between organizations. We believe NOESIS
with modularity, privacy, and knowledge transfer properties is one important step in that direction.
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