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Abstract

Generative Al systems are increasingly assisting and acting on behalf of end users
in practical settings, from digital shopping assistants to next-generation autonomous
cars. In this context, safety is no longer about blocking harmful content, but about
preempting downstream hazards like financial or physical harm. Yet, most Al
guardrails continue to rely on output classification, based on labeled datasets and
human-specified criteria, making them brittle to new hazardous situations. Even
when unsafe conditions are flagged, this detection offers no path to recovery: typi-
cally, the AI system simply refuses to act—which is not always a safe choice. In
this work, we argue that agentic Al safety is fundamentally a sequential decision
problem: harmful outcomes arise from the Al system’s continually evolving in-
teractions and their downstream consequences on the world. We formalize this
through the lens of safety-critical control theory, but within the AI model’s latent
representation of the world. This enables us to build predictive guardrails that (i)
monitor an Al system’s outputs (actions) in real time and (ii) proactively correct
risky outputs to safe ones, all in a model-agnostic manner so the same guardrail
can be wrapped around any Al model. We also offer a practical training recipe
for computing such guardrails at scale via safety-centric reinforcement learning.
Our experiments in simulated driving and e-commerce settings demonstrate that
control-theoretic guardrails can reliably steer LLM agents clear of catastrophic out-
comes (from collisions to bankruptcy) while preserving task performance, offering
a principled dynamic alternative to today’s flag-and-block guardrails.

1 Introduction

Autonomous agents powered by modern generative Al promise to assist users across a wide range
of settings. Typically built around a large language model (LLM), these systems can process rich
context and produce sophisticated outputs to negotiate financial deals [1, 2], make purchases [3],
write software [4, 5], provide driver assist suggestions [6, 7], and even issue control commands to
robots and autonomous vehicles [8—10]. Their rapid progress and widespread availability raise urgent
questions about Al safety [11, 12].

Among approaches to Al safety [13], guardrails are appealing because they are simple, post-hoc
mechanisms that filter model inputs or outputs at deployment time [14—16], refusing generations
deemed “unsafe” (e.g., step-by-step instructions to build a bomb). Unfortunately, today’s guardrails
are typically trained on textual proxies [17, 18] or labels from one-step simulation [1]. These signals
miss what ultimately matters: not just the content of an Al output, but its downstream consequences,
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Figure 1: Overview of Control-Theoretic Predictive Guardrails for AI Agents. This guardrail,
which shields an LLM agent, operates on text-based observations of the world, but learns a latent-
space predictive safety monitor and recovery policy from real-world signals reflecting the outcomes
of its actions (e.g., obstacle collisions).

such as financial loss, privacy breaches, or physical harm. Moreover, when a guardrail flags an unsafe
situation, the default response is refusal, blocking the agent’s output altogether. Yet inaction can itself
be dangerous: an Al agent that refuses to steer a self-driving car approaching an obstacle at high
speed can cause an accident through inaction.

In this paper, we argue that generative Al safety is inherently a sequential decision problem: harmful
outcomes arise from an Al agent’s evolving interactions with its environment. This agentic view
applies whether the Al outputs executable commands (e.g., function calls) or user-facing content
(e.g., text), and we demonstrate its value in both settings. It also connects directly to safe control
theory [19], especially safety filters [19-23], which detect when a base policy’s proposed actions will
violate safety constraints and replace them with safe alternatives.

We instantiate our control-theoretic predictive guardrail through a scalable safety-centric reinforce-
ment learning framework that learns (i) a monitor predicting whether current LLM agent generations
will cause future safety violations, and (ii) a fallback policy that supplies safe alternatives. Crucially,
the resulting guardrail is model-agnostic: the same guardrail can shield multiple LLM agents without
access to their weights or training data. We evaluate this synthesis approach in three simulated do-
mains where LLM actions affect world outcomes: autonomous vehicle control, agentic e-commerce,
and Al driver assistance. Figure 1 shows the autonomous vehicle domain (a standard toy problem in
control systems safety), where we can measure ground-truth downstream consequences and compare
against optimally safe behavior. We use e-commerce to study whether control-theoretic guardrails
can be learned in an agent’s latent world representation, and driver assistance to test whether they
can learn safe strategies when actions only indirectly affect the environment. Across all settings,
consequence-aware guardrails trained on downstream outcomes are more reliable monitors than
proxy-based guardrails, achieving higher predictive accuracy without sacrificing task performance.

Our work bridges two traditionally disjoint communities. For control systems experts, it shows
that safety filters can extend to text-based world representations rather than only physical state
representations. For Al safety experts, it shows that guardrails can do more than refuse: they can
jointly learn to detect danger and recover with safe alternatives, using safety-centric RL instead of
supervised proxy labels or hard-coded heuristics.

Statement of Contributions. To summarize, our contributions are: 1) We formalize generative Al
safety as a sequential decision problem and introduce predictive guardrails as a generalization of
control-theoretic safety filters to LLM-based representations. 2) We propose a scalable recipe for
training LLM guardrails via safety-centric reinforcement learning, yielding a single safety mechanism
that can filter any base LLM agent model. 3) In experiments with state-of-the-art LLMs, we show
that predictive guardrails trained on downstream outcomes reliably detect and correct unsafe behavior
in self-driving, e-commerce, and assistive Al settings, surpassing flag-and-block baselines in both
safety and performance.

2 Related Work

Safety Guardrails for LLMs and LLM Agents. Al guardrails are deployment-time mechanisms
for ensuring that pre-trained foundation models behave safely [15]. Input guardrails act before
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inference, analyzing user prompts to identify or reject malicious, unsafe, or policy-violating inputs
[24]. Output guardrails act after generation, preventing unsafe outputs from being shown to users or
executed [25]. For non-agentic LLMs, guardrails have used string perplexity [26] or text classifiers
[14, 17, 27-29] for detection. Recent control-inspired methods steer LLM generations toward safer
output regions [18, 30-32] and learn enforceable decoding constraints [33]. For agentic LLMs,
existing work mainly classifies and blocks unsafe actions using text proxies or one-step outcome
labels [34-36]. These guardrails rely on refusal: rejecting inputs or blocking generations, without
recovering from unsafe states. We instead co-optimize detection and recovery for LLM agents via
safety-centric reinforcement learning over multi-step outcomes, yielding guardrails that identify
unsafe behavior and prescribe corrective actions.

Safety-Critical Control. Safe control studies how embodied systems can make safe decisions,
often using tools from dynamical systems and differential games. A central mechanism is the safety
filter, which detects and minimally modifies actions that risk future constraint violations [19, 20, 37].
Safety filters combine a value function that identifies states from which failure is unavoidable [22,
38-45] with a fallback policy that steers away from violations [23, 46]. They can be implemented via
Hamilton-Jacobi reachability [21, 47], control barrier functions [48, 49], or model predictive shielding
[50]. Recent work has scaled these methods using reinforcement learning [51-53], self-supervised
learning [54], and high-dimensional observations such as LiDAR [55, 56] or RGB images [57, 58].
We extend this line of work by computing safety filters directly in the high-dimensional rextual
representation of LLM agents.

Reinforcement Learning for LLLMs. Reinforcement learning from human feedback (RLHF) has
largely focused on single-turn preference optimization [59, 60], a paradigm inherited by early agentic
LLMs. However, LLM agents often require multi-step environment interaction to accomplish complex
tasks. Recent work applies multi-turn RL to elicit such behaviors [61-65], training agents to navigate
web environments, use tools, and plan over long horizons. While this work uses multi-turn RL to
improve fask performance, we use it to train safety-focused guardrails. Our approach learns agents
that explicitly pursue safety objectives: detecting states from which violations are unavoidable and
executing recovery policies that steer back to safety.

3 Formalism: A Control-Theoretic Model of LLM Agent Guardrails

In this work, we argue that agentic Al safety is fundamentally a sequential decision-making problem:
unsafe outcomes arise from the evolving sequence of actions and their downstream consequences
on the world. We first formalize the necessary components of this model as a partially observable
Markov decision process (POMDP). We then characterize the conditions under which an LLM agent
can maintain safety (i.e. abide by constraints) and prescribe the most effective Al policy to do so.
This culminates in our formulation of LLM agent guardrails as control-theoretic safety filters.

3.1 Dynamical System Model of LLM Agent Interaction

To formulate the computation of generative Al guardrails as a decision-making problem, we use the
terminology of POMDPs. Let our safety-crticial POMDP be a tuple (S, A*, U, T, O* (x, p,~).

World State. s € S is the true state of the world. For example, this can include the physical
geometry of the environment in the case of the Al controlling a physical robot, or the human’s true
internal state (e.g., how risk tolerant they are) in the case of an Al assistant.

Al Agent Action. a*! € A* is the agent’s action for interaction with the world. For LLM agents,
this is a sequence of tokens (up to a max length K) representing their desired action, like clicking on
a webpage element, and A*! is the set of all sequences of length < K from the agent’s vocabulary.

Physical Action. u € U is the physical action. In many (particularly embodied) environments,
the AI agent’s action a*! must be converted to a physical action that changes the world state, s. For
example, if the Al agent is placed in direct control of a car, its text output (e.g., ¢! = ““steer left’’)
will be converted to physical steering commands (e.g., u = —1 rad/s). Or, if the Al acts as an assistant
providing advice to a human user (who could be, e.g., driving a car), then the physical actions will
be the human’s control commands executed in response to the AI’s output (e.g., the human driver
deciding to steer left based on the AI’s suggestion).
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Dynamics. T(St+1 | st, fu(st, aﬁl)) is the discrete-time dynamics function (or state transition
map) which evolves the state of the world based on the physical action, which itself is influenced by
the AI’s actions. For example, in the case of an LLM agent participating in e-commerce, then the true
dynamics include the outcomes of the agent purchasing items, like the total amount of money in the
user’s checking account decreasing. The world state and Al action induce a physical action via the
action map, fi; : S x AM — U.

Al Observation. o € O* is the Al agent’s observation. The agent never gets perfect access to
the true world state s but instead observes it via a suite of sensors. For example, for LLM agents,
which operate primarily on text inputs, o** would be a textual description of the world, like the
HTML of a website or a textual description of a physical scene. The corresponding observation
model P(o*! | s) produces these textual observations of the world, conditioned on the true state.

Failure Margin Function. /- : S — R is akin to the reward function in traditional POMDPs, but
in safety-critical control is called a margin function. It encodes distance to the failure set # C S,
which defines the safety specification. For example, if an LLM shopping assistant must keep the
user’s bank balance above their monthly cost of living, then F contains balances below that threshold,
and ¢z returns the signed distance to it. Crucially, failure is specified in outcome space, not text-token
space, allowing the guardrail to account for long-term real-world consequences, such as how digital
purchases affect the user’s bank balance.

Initial State & Discounting. p € A(S) is initial state distribution and 7 € [0, 1] is discount factor.
3.2 When Can A Guardrail Ensure Safety? Characterizing an AI Agent’s Safe Set

When can we rely on a guardrail to prevent an Al agent from causing harm? The answer requires us
to characterize the set of states from which a sequence of safe actions exists at all. This also forms
the foundation for our connection to control-theoretic safety. In this subsection, we formalize the
Al agent’s safe set, i.e., the maximal region of states from which safety can be maintained, along
with the associated notion of optimal safety policy. These two entities—safe set and optimal safety
policy—will establish our control-theoretic guardrail instantiated in Section 3.3.

Latent Agent State & Policy. While the true state and transitions from Section 3.1 are not generally
known to the AL, the Al may (explicitly or implicitly) estimate them during interaction. Specifically,
we model the Al agent as maintaining an internal state representation of the world based on its
experience (e.g., all prior conversations, textual descriptions of the state of the world, and any sensor
measurements). Formally, let this latent state at any time ¢ be denoted by 21T := E(oft 1., att 1y 1)
which is the encoding of the H-step history of observations and actions up to time ¢ (e.g., H can be
the context window size of the LLM). Thus, we can denote any agent policy by m(af® | z21).

Maximal Latent Safe Set. Recall that in our formulation from Section 3.1, safety was encoded as a
state constraint s ¢ F C S; for example, a person’s bank account being depleted, or an autonomous
vehicle colliding with obstacles. Since from the AI’s standpoint it is only making decisions within its
latent representation of the world, z*I, then we will characterize the safe set from it’s perspective.
Specifically, we want to find the set of all safe latent states z§* € Z*! from which there exists a
best-effort Al policy which can keep the system away from a future failure. Mathematically, this
maximal latent safe set is characterized as

QO = {2t € 28 I vr > 0, D(22Y) ¢ F, (1)

where D : Z* — S is a decoder which maps from the latent space into the world state space'. If
241 € O, then there exists some Al policy w2 : zAT 5 a*! that keeps the Al agent within 22! € O,
and thus away from the failure set F for all time 7 > 0. In other words, if the Al agent’s initial latent
state is within the latent safe set, then there exists a safety-preserving action the guardrail can take.

'In general, the mapping from latent space to real state space could be set-valued, since one latent state can
imply multiple real states due to the agent’s uncertainty. In this case, Equation (1) would require D(z2")NF = 2.
To streamline the paper’s exposition, we treat the decoded state as a singleton estimate, noting that the robust
set-valued case corresponds to the well-studied minimax safety value function [40, 66].
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Safety Value Function. We now turn to the computational question: how can the maximal safe set
from Equation (1) be determined? It turns out that both this set and its corresponding safety-preserving
Al policy are jointly characterized by the solution of an optimal control problem. Specifically, we
will utilize the failure margin function ££(s) from Section 3.1 to encode distance to failure in S.
Then, the control problem is to determine the closest the Al agent ever gets to failure starting from
any initial latent state 23" and trying its hardest to avoid this failure. This is captured by the safety
value function [38, 40, 66—69]:

VO(4) := max (rgigh(sﬁ) ;= {zSI € ZM VoA > 0}7 2

where D(2#1) = s and the super-zero level set of the value function encodes the maximal safe set. If
the value VO(ZSI) is negative (i.e., 2T & Q*), this means that, no matter what the Al agent chooses to
do, it cannot avoid eventually entering F. Critically, the optimization posed in Equation (2) quantifies
the best the Al system could ever do to maintain safety—hence, the maximal safe set.

The value function defined above satisfies the fixed-point Bellman equation relating the current safety
margin £ to the minimum-margin-to-go V" after one discrete timestep, and enables the extraction of
a corresponding safety-centric policy:

VO (AT = max min {tx(sy), E VO(AD)]}, 7w (z*) = argmax Q9(M, a*), (3)
atle A ofl sy arle AN

QO(ZAI Jahl)

where 24! is the encoding including the most recent observation o' ~ P(- | s ) generated from the
next state s, ~ T'(- | s,a*!) that is influenced by the AI’s actions.

3.3 Al Predictive Guardrails as Control-Theoretic Safety Filters

The systematic detect-and-recover Al guardrail we aim to achieve parallels the safety filter mecha-
nisms long established in control theory [19, 20]. A safety filter continuously monitors an agent’s pro-
posed actions and, when necessary, overrides them with safe alternatives to prevent future constraint
violations. Formally, a safety filter is a tuple (7q, A, ¢) where: the fallback policy mg = Z* — AM
provides last-resort recovery actions; the safety monitor A: Z* x A* — R evaluates whether a
candidate action preserves safety; and the intervention scheme ¢: Z* x AM — A* implements the
intervention when the monitor detects an unsafe action.

Our framework from Equation (3) provides a principled derivation of all three components jointly.
The safety value function and its optimal policy implicitly define the least-restrictive safety filter—one
granting maximal autonomy to the task policy while preempting all safety violations. Specifically,
we obtain mg from the safety value optimization, A <= Q9(-,-), and ¢ <~ Laso - T4 + La<o - T -
This distinguishes our approach from existing LLM guardrails [14, 17, 36], which typically provide
only detection mechanisms (i.e., A) without prescribing recovery policies (7T‘A7I), leaving the critical
question of “what to do when unsafe” unresolved.

4 A Practical Training Recipe for Computing LLLM Agent Safety Guardrails

Section 3 characterizes the ideal safety guardrail, but leaves open the question of how to practically
compute it. Here, we establish a safety-centric reinforcement learning (RL) methodology that
approximates the safety value function and its corresponding policy, resulting in our control-theoretic
predictive guardrail. We adopt the terminology and structure of double deep Q-learning (DDQN) [70],
although many ingredients we present here naturally extend to a broader class of RL algorithms. We
discuss a few key details here.

Time-Discounted Safety Bellman Equation. Since Equation (3) does not inherently induce a
contraction mapping, we cannot directly apply off-the-shelf RL solvers. Following prior work [51,
52], we instead train the model to minimize the time-discounted safety Bellman equation, which does
induce a contraction and is therefore compatible with a large suite of RL solvers:

QY (M, a*) = (1 — 4)lr(s4) 4+ ymin {E}-(s+), n&;gj QO(ZiI’ af)} . 4)
ot
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Figure 2: Environments. Three LLM agent environments where we evaluate our guardrails.

Training-Time vs. Inference-Time Decoding. At training time, we generate tokens directly from
the safety-centric LLM model: a’ , ; = argmax,cy, Q¥ (24}, a). This enables the RL optimization
to focus purely on maximizing the safety objective. At inference time, we blend samples from the
base model—to generate diverse, coherent text—but guide the sampling based on the learned safety
value. Specifically, a*! is generated by blending the safety value function’s logits with the base
model’s logits for standard stochastic generations:

1
ot~ w1 ) e { - (Qulethoalf) + 5Q0CHR ath) b, ®
where T, 5 € R are the temperature parameter and blending hyperparameter respectively.

S Experimental Setup

We study our approach in three scenarios: (1) a LLM agent that directly controls an embodied
system, (2) digital LLM commerce agent, and (3) a LLM agent that assists a user doing an embodied
task. Throughout, our proposed control-theoretic LLM agent guardrail is a fine-tuned Llama-3.2-1B-
Instruct model [71] with LoRA (Low-Rank Adaptation [72]).

Agentic Driving. The LLM agent steers a planar vehicle through obstacles (Fig. 2). The state
s = [pa, Dy, 0] follows discrete-time dynamics. Each step, the agent answers a multiple-choice query
a* mapped to u € {—Umax, 0, Umax } [73, 74]. The goal is to drive rightward. The observation oM is
a text-only summary of the task, pose (position, heading), relative angles/distances to obstacles, and
distances to road boundaries, tokenized into z*! as a 370 x 1024 embedding sequence for Llama-3.2-
1B-Instruct. Safety requires no collisions or off-road; the failure margin ¢ is the minimum distance
to any obstacle or boundary. Details of the environment and prompts are in the appendix.

Agentic Commerce. Building on WebArena [1] and inspired by the recent ChatGPT’s e-commerce
integration [3], we simulate a shopping site. The observation o*! is the page’s accessibility tree in text
(= 500-900 tokens), encoded as z*I. The LLM agent guardrail must keep the cart under the user’s
budget, with a fixed window to modify the cart before checkout , inducing time-critical, long-horizon
reasoning. The failure margin function £z (z%!) = budget — cart total.

Backseat AI Driver. Extending the Agentic Driving scenario, the LLM now serves as an advisor
rather than the actuator. We model a user who takes physical actions in the environment after receiving
advice from the Al Let the human be modeled by the policy 7" : O x A — A® mapping from
the human’s observations and the Al agent’s recommendation to the human’s action space. The
Al’s available actions, a* € A*L, are full open-vocabulary sentences and the transition function
T(sty1 | 8¢, 7™ (oM, a*l)) is influenced implicitly by the Al assistant through the human.

6 Experimental Results

Our experiments study the following series of questions: (1) How well can control-theoretic LLM
guardrails be learned within a textual representation of the world?, (2) How well do guardrails balance
safety and efficiency when used in-the-loop with LLM agents?, and (3) Can control-theoretic LLM
guardrails learn safety strategies when actions indirectly influence the environment?
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Table 1: Agentic Driving. Quantitative metrics show that training with long-term consequences
yields a more accurate and less conservative guardrail.

Model \ Success Rate (1)  Failure Rate (])  Value F1 (1) Accuracy (1) Conservativeness (/)
Privileged 85.2% 13.2% 1.00 TP: 1.00 TN: 1.00 FN: 0.00
Myopic-Privileged 81.9% 16.2% N/A N/A N/A

GPT-5 (Think: minimal) 39.5% 59.4% 0.29 TP: 0.02 TN: 0.92 FN: 0.94
GPT-40 31.7% 68.2% 0.29 TP: 0.00 TN: 0.01 FN: 1.00
GPT-40-mini 23.4% 70.2% 0.29 TP: 0.25 TN: 0.74 FN: 0.77
Llama-3.1-70B-Instruct 22.8% 76.8% 0.0 TP: 0.95 TN: 0.05 FN: 0.03
Qwen-2.5-72B-Instruct 22.3% 72.5% 0.78 TP: 0.52 TN: 0.58 FN: 0.58
Myopic-Realistic 44.4% 55.6% N/A N/A N/A
ReGuard (ours) 77.3% 18.8% 0.99 TP: 0.99 TN: 0.56 FN: 0.01

6.1 Control-Theoretic Guardrails Learn Safe Sets and Recovery Policies from Text Inputs
6.1.1 Agentic Driving

Setup In the Agentic Driving environment, we can tractably approximate the ideal safety filter
(which intervenes only when necessary to prevent a future failure) assuming privileged access to the
true world space. Our prompts used for all models are in the Appendix.

Baselines. We compare ReGuard (Recovery Guardrail) against eight baselines. Privileged is
an upper-bound guardrail with access to the true world state s. It uses the same reach—avoid RL
algorithm as our method, but its safety filter observes s directly and outputs physical controls u. We
also evaluate five zero-shot foundation-model baselines, ZeroShot-X, where X € {GPT-5, GPT-4o,
GPT-40-mini, Llama3-70B, Qwen2.5-72B}. We prompt each ZeroShot-X baseline to act as a
safety filter by implicitly inferring both a monitor A and a safety-preserving policy 77:71. Finally, we
compare to Myopic, inspired by prior work [18, 32, 33], which uses a text-based reward to classify a
single generation a*! as safe or unsafe, then finetunes the recovery policy to produce high-reward
action generations. We train two variants: one policy that is supervised by the action labels from
the Privileged policy ﬂ“; (Myopic-Privileged), and one that is trained via an LLM-as-a-judge [75]
which scores whether a*! will keep the system safe in the future (called Myopic-Realistic). Both
approaches are fine-tuned via PPO with the tr1 library [76].

Metrics. Value F1: the predictive quality of any monitor and comparing it to the Privileged
monitor. ZeroShot-X models are asked a yes/no questions (e.g., “Is there an action that can keep the
system safe in the future?”’) while we look at the sign of the largest Q-value for ReGuard. Monitor
accuracy: true positive/negative rates of the safety assessment for each proposed action along the
evaluation trajectories, compared to the true outcome of attempting to keep the system safe by using
the guardrail’s recovery policy allowing the candidate action. Monitor conservativeness: false
negative rate of the safety assessment compared to whether it would have been possible for the best
recovery policy to maintain safety after allowing the candidate action. Success rate: fraction of
trajectories safely reaching the goal. Failure rate: fraction of trajectories that fail.

Results. Table 1 shows the results. The Myopic baselines are trained purely to be recovery policies,
so we do not measure their performance on monitor metrics. ReGuard has the highest success
rate, lowest failure rate, highest value F1 score, and lowest conservativeness compared to all non-
Privileged baselines. ReGuard has the highest true positive rate on accuracy, but a relatively low
true negative rate. This means that while the value function is close to the privileged policy’s value,
it overestimates the fallback policy’s ability to recover. The performance of the Myopic policies
depends heavily on the reward model since it serves as a proxy for the true downstream outcome of
the multi-step interaction between the agent and the environment, which occurs in the true state space.
When the reward model has perfect information about the downstream outcome from the Privileged
7T€7I, this signal is sufficient to learn a high-quality recovery policy. However, this paradigm is highly
unrealistic, since even the best ZeroShot models are unable to properly judge the safety of actions on
their own, as seen in the value F1, accuracy and conservativeness metrics in Table 1. Indeed, when the
Myopic policy is trained without this privileged reward function, its performance drops significantly.
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Figure 3: Agentic Commerce. One rollout of the base LLM agent vs. ReGuard vs. GPT-4o.

6.1.2 Agentic Commerce

Setup. We next study an agentic commerce setting where we can measure whether the agent has
successfully avoided failure by keeping the user’s shopping cart under the specified budget ($50).

Baselines. We compare ReGuard to four foundation
models of varying sizes zero-shot, ZeroShot-X, where Taple 2: Agentic Commerce. Success
X € {GPT-40, Llama-3.1-8B-Instruct, Llama-3.1-3B- 14te across 8 initial cart conditions.

Instruct, Llama-3.1-1B-Instruct}. Detailed prompts are

included in the Appendix. Model | Success Rate (1)
Llama-3.1-8B-Instruct 62.5%

Metrics. We measure the Success Rate as the percent of ~ Llama-3.2-3B-Instruct 50%

initial conditions where the cart total at the final timestep Ié'}’;‘}r“i'lz'm'lns“ua gggg?

. -40 D70

is under the allotted budget of $50. ReGuard 87.5%

Quantitative Results. Table 2 shows a ~ 25% improve-

ment in the safety success rate for ReGuard compared to

the ZeroShot-Llama- X baselines. GPT-40 matches the

performance of our control-theoretic guardrail that is obtained after fine-tuning a significantly smaller
open-sourced model for safety. This suggests that for some classes of tasks and safety constraints, par-
ticularly those well-represented in public web data used to train GPT-4o [77], near-optimal recovery
policies may emerge zero-shot.

Qualitative Results. We visualize the decisions of Llama-3.1-8B-Instruct, ReGuard and GPT-40
from one initial condition of the cart in Figure 3. The agent is only able to remove a maximum of 5
items from the cart, so this requires removing 5 of the largest items from the cart to stay within the
user’s budget. The Llama-3.1-8B-Instruct model removes items without understanding that it will
leave larger items in the cart at checkout at ¢ = 5, leading to failure. ReGuard removes items that
will allow the final state of the cart to stay under budget, and GPT-40 removes the same five items,
but additionally prioritizes removing the highest-price items first.

6.2 Control-Theoretic Guardrails Balance Safety & Efficiency When Shielding LLM Agents

Setup. We study the Agentic Driving setting. We deploy all guardrails to safeguard three increas-
ingly large open-source LLM agent models, treating them as the task-driven policy: mgl € {Llama-
3.2-1B-Instruct, Llama-3.2-3B-Instruct, Llama-3.1-8B-Instruct}. All guardrails are implemented via
the switching mechanism from Section 3.3 where they only activate when the safety monitor says
failure is imminent; otherwise 7r1 is executed.

Baselines. We compare to a state-of-the-art LLM guardrail, LLlamaGuard [17]. We note that
LlamaGuard is only a monitor (A) and does not come with a recovery policy 77“71; its implicit

policy is wiamaGuard — ston Since our driving setting is out-of-distribution for the off-the-shelf

LlamaGuard model, we train an equivalent model in our setting by generating a supervised learning

dataset from rollouts of the Llama-3.1-1B-Instruct model. The label y € {0, 1} for the state-action

pair (2%, a*) in physical state s is 0 if s ~ T(- | s, fu(s,a?)) € F and is 1 otherwise. The
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Figure 4: Agentic Driving: Shielding. Success rate, failure rate, rollout f1 score, intervention rates.

LlamaGuard model uses the same base model as ReGuard—a Llama-3.2-1B-Instruct model fine-
tuned with LoRA and an MLP head to output the probability of safety. We also compare to a baseline
where LlamaGuard is the monitor and Myopic from Section 6.1.1 is the recovery policy.

Metrics. Success Rate is the fraction of trajectories that safely reach the goal, the Failure Rate is
the fraction of trajectories that result in failure. Rollout F1 is the F1 score of successful trajectories
compared to the Privileged policy, and the Intervention Rate is the fraction of timesteps where the
monitor intervened. Note that a high intervention is not necessarily bad, since a strong guardrail will
have to intervene frequently when shielding a very weak base policy.

Results. The results are shown in Figure 4. We note that the same ReGuard guardrail (trained
with the 1B model) was deployed to safeguard all LLM agent models. Across all base models,
ReGuard has the highest success rate and highest rollout F1 score. The failure rate is lowest for the
LlamaGuard model, but this is because the model gets to “cheat” by shutting off the simulation
before failure occurs (since wHamaGuard — st op). Conversely, this results in the success rate being no
higher than the base models, since LLlamaGuard only refuses to generate an action when it detects
danger rather that suggesting a recovery action. In reality, it is not feasible to stop the trajectory of an
embodied system when imminent failure is detected—some fallback policy still needs to be executed.

We also find that the safe success rate does not substantially improve when LlamaGuard is paired with
either the Myopic-Realistic or Myopic-Privileged recovery policies. Despite Myopic-Privileged
reaching nearly as high a success rate as the Privileged policy when it is always executed (as seen
in Section 6.1.1), it is still not useful as a fallback policy when paired with LlamaGuard. This is
because the LlamaGuard monitor is trained myopically—it learns whether the immediate next action
will result in failure, but not if the next action may lead to an inevitably unsafe state. This means
it cannot reliably detect critical states early enough for recovery to be possible. In contrast, since
ReGuard co-trains both the safety monitor A and the fallback policy wg, the guardrail intervenes at
times where the fallback policy has time to correct the base LLM agent away from failures.

6.3 Consequence-Aware Safety Specifications Result in Contextual Recovery Behaviors

Finally, we study an Al assistant scenario where the LLM agent needs to give textual advice on what
physical actions the user should take to stay safe. Importantly, the LLM agent’s actions only have
indirect influence on the environment through the human proxy.

Setup. We focus on the Backseat AI Driver environment. The user is simulated via a human
proxy LLM, which is a fixed Llama-3.1-8B-Instruct model. The AI’s advice is a full sentence of text
passed on to the human proxy. We focus on the safety guardrail’s ability to generate open-vocabulary
advice that can influence the human-AlI system towards safe outcomes; as such, we provide it with
the correct multiple choice physical action to take to stay safe (computed via the Privileged baseline
from Section 6.1) appended to the prompt. We test two personas for the human proxy: 7 € {none,
urgent }, where the urgent persona only listens to the AI’s advice if it is convinced that the advice is
particularly urgent. In the first set of experiments (called Full Backseat Driving), we allow ReGuard
to generate actions at every timestep. In the second set of experiments (called Shielded Backseat
Driving), we evaluate ReGuard as a safety shield, only intervening when the safety monitor’s
Q-value of the human’s intended action a® is less than a small value €. Prompts are in the Appendix.

Baselines. In the Full Backseat Driving setting, we compare to the base model that ReGuard was
fine-tuned on—Llama-3.2-1B-Instruct. In the Shielded Backseat Driving setting, we compare to
just the human proxy acting in isolation.
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Figure 5: Backseat Driving: Shielding. Shielded rollouts of ReGuard influencing the none and
urgent human proxy personas to stay safe.

Table 3: Backseat Driving: Full. Success rate, failure rate, rollout F1 score

Model \ Persona  Success Rate (1) Failure Rate (J) Rollout F1 (1)
Llama-3.2-1B-Instruct none 82.4% 16.6% 0.97
ReGuard none 84.9% 15.1% 0.99
Llama-3.2-1B-Instruct | urgent 42.9% 56.7% 0.66
ReGuard urgent 53.3% 46.5% 0.76

Table 4: Backseat Driving: Shielding. Success rate, failure rate, rollout F1 score, intervention rate
Model \ Persona  Succes Rate (1) Failure Rate () Rollout F1 (1) Interventions

Llama-3.1-8B-Instruct | none 44.9% 54.7% 0.68 N/A
+ReGuard | none 64.2% 25.4% 0.84 62.1%

Llama-3.1-8B-Instruct | urgent 26.4% 67.8% 0.47 N/A
+ReGuard | urgent 41.6% 57.1% 0.65 72.4%

Metrics. For Full Backseat Driving, we again measure the Success Rate, Failure Rate and
Rollout F1 score. For Shielded Backseat Driving, we additionally report the Intervention Rate.

Results: Full Backseat. Table 3, shows ReGuard has higher success rates, lower failure rates and
higher rollout F1 scores than the base model when the human has no persona and also when they
have the urgent persona. ReGuard is able to learn textual recovery policies even when the physical
outcomes are only indirectly influenced by the Al action a*L, via the highly nonlinear human proxy.

Results: Shielded Backseat. Table 4 shows ReGuard improves the success rate, failure rate and
rollout F1 score without needing to intervene at every timestep. In Figure 5, we see that the safety
shield activates close to obstacles and the goal, but the advice generated by 7! is adapted to the
context. With no persona, ReGuard convinces the human to steer left to bring them closer to their
goal, whereas it convinces the urgent persona human to avoid the obstacle by highlighting the
danger of the obstacle and capitalizing its suggested safe action.

7 Conclusion & Limitations

In this work, we propose that generative Al guardrails can be computed as solutions to a specific
class of sequential decision problems. We formalize predictive guardrails as control-theoretic safety
filters operating in learned latent representation spaces. Our scalable training framework based on
safety-centric reinforcement learning enables the synthesis of Al agent guardrails that can filter
arbitrary base agent models without retraining. In experiments across simulated autonomous driving,
e-commerce, and Al assistants, we demonstrate that our control-theoretic guardrails trained on real
outcome data reliably detect and correct unsafe LLM agent behaviors, surpassing output-centric
flag-and-block guardrail baselines on both safety enforcement and task performance.

Limitations. Our approach assumes access to simulators that provide reliable safety outcome
signals during training, which remains an open challenge for many agentic domains. Additionally,
our current guardrails are computed for a fixed safety specification; future work should investigate
how to generalize guardrails for test-time safety specifications that meet different stakeholder needs.
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