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Abstract

Safety evaluations of large language models (LLMs) focus on dangerous capabilities
such as cyber-offence or manipulation of users, alongside undesirable propensities like
scheming or sycophancy that pose universal, potentially catastrophic risks [1]. However,
millions use LLMs for personal advice on high-stakes topics like finance and health,
where harms are context-dependent rather than universal [2-5]. Frameworks like the
OECD’s Al classification [6] recognise the need to assess risks to individuals; yet, user-
welfare safety evaluations remain underdeveloped. We argue that developing such evalu-
ations is non-trivial due to fundamental questions about how to account for user context
in evaluation design. In this exploratory study, we evaluated advice on finance and health
topics from GPT-5, Claude Sonnet 4, and Gemini 2.5 Pro across user profiles of varying
vulnerability. First, we demonstrate that evaluators must have access to rich user context:
identical LLM responses were rated significantly safer by context-blind evaluators than
by those aware of user circumstances, with safety scores for high-vulnerability users
dropping from safe (5/7) to somewhat unsafe (3/7) on a 7-point scale. One might assume
that this gap could be addressed by creating realistic user prompts that contain key contex-
tual information about the user. However, our second study challenges this assumption:
we compared prompts containing context that users report they would disclose as well as
context that professionals identified as safety-relevant and found that neither could fully
close the observed gap between context-blind and context-aware safety scores. Our work
establishes that effective user-welfare safety evaluation requires evaluators to assess
responses against diverse user profiles, as realistic user context disclosure alone proves
insufficient, particularly for vulnerable populations. By demonstrating a methodology
for context-aware evaluation across user profiles of varying vulnerability, this exploratory
study provides both a starting point for such assessments and foundational evidence that
evaluating individual welfare demands approaches distinct from existing universal-risk
frameworks. However, significant challenges remain in operationalising this at scale. We
publish our code and dataset? to aid future developments of user-welfare evaluations.
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1 Introduction

With the rise of Large Language Models (LLMs), safety evaluations have become an integral part of
pre-deployment testing. These evaluations test for an increasing range of dangerous capabilities, such as
the potential to cause cyber, biological, or chemical threats, and identify dangerous behavioural propensities
like sycophancy, deception, and bias [1,7-11]. While these evaluations form an essential foundation for
identifying and mitigating the most severe adversarial threats that the models might pose, they are not
sufficient to cover the full spectrum of risks that emerge from models in real-world interactions.

Millions of people now use assistants to seek advice on high-stakes personal topics, including their
finances, health, and careers [2-5]. This widespread use creates a critical safety gap, exposing users to
personalized risks that are not measured by the current safety precautions or measures (see Figure 1). We
call this new type of safety User Welfare Safety defined as follows:

Definition User Welfare Safety: The degree to which LLM-generated advice is safe for individual users
when acted upon, minimizing potential financial, psychological, or physical harm based on their specific
circumstances and vulnerabilities. This contrasts with universal safety notions that assess risks applicable
to all users (e.g. manipulation, sycophancy) society (e.g. cyber threats, misalignment), by focusing on
context-dependent harms where the same advice poses different risks for different users.

The need to evaluate Al based on its potential impact on individuals is a principle explicitly recognized
by high-level risk assessment frameworks such as the OECD’s Al Classification [6], the EU AI Act [12],
and the NIST Framework [13]. Yet for general purpose LLMs the practical tools to do so remain largely
absent, positioning this as a necessary next step for evaluations.
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Figure 1: The response of an LLM to an advice seeking question can pose different risks for different
users depending on their context and vulnerability. It is therefore essential, to evaluate models for these
risks to take preventative measures.

However, attempting to design these user-welfare evaluations reveals an immediate and fundamental
methodological challenge that stands in the way of making generalizable claims. For a safety judgment to
be meaningful, it must account for a wide variety of users, their specific circumstances, and vulnerabilities.
Introducing this level of complexity, however, poses a challenge regarding the scalability and tractability
of such evaluations. In the present work, we explore this challenge by investigating how evaluations can
account for such user-context, guided by the following research questions:

* RQ1: To what extent do the safety scores of LLM-generated advice change when the judge
is provided with user context, and does this effect differ based on the user’s vulnerability level?

* RQ2: To what extent can more realistic assumptions about user’s disclosure of their own context
improve safety scores?
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We share our insights on those questions and our preliminary evaluation framework® we developed in
Section 3.1 and 4.1 as contributions to establishing a science of evaluations, as advocated by previous
work [14]. Our approaches are exploratory and intended to highlight these key challenges, not to present
a final scalable solution. We hope our results can aid the future development of user-welfare-oriented
safety evaluations that better reflect the realities of how people interact with LLMs for high-stakes advice
and the impact that advice may have on their lives.

2 Related Work

2.1 The Current Paradigm: Evaluating Universal and Adversarial Harms

Most Al safety evaluations probe models under controlled, context-agnostic conditions, focusing on
two categories: capabilities (what models can do) and propensities (how models tend to behave) [1].
Capability evaluations use techniques like red-teaming and jailbreak-style prompting to test whether
models assist with harmful tasks (e.g., cyber intrusion support, chemical/biological misuse) and quantify
guardrail robustness [15]. Propensity evaluations examine how models act across scenarios, measuring
tendencies such as sycophancy [16], deception [17], and bias [18].

While these evaluations provide valuable baselines, they operate largely at the model level, testing isolated
prompt-response behaviour without considering the deployment context, user interfaces, and interaction
patterns that characterize real systems. As recent frameworks argue, this fragmentation means benchmark
scores often fail to predict performance in actual deployments, where safety fundamentally depends
on who is using the system and for what purpose [7]. This disconnect is particularly pressing because
capability and propensity evaluations typically assume context-agnostic conditions, whereas real-world
safety fundamentally depends on the user and their intentions.

2.2 The Call for Socio-Technical Evaluations

International frameworks increasingly recognize that safety is contextual and people-centered. The OECD
Framework distinguishes applications by their potential impact on individuals [6], the NIST AI Risk
Management Framework emphasizes the socio-technical nature of Al risk [13], and the EU Al Act codifies
a risk-based approach where obligations depend on the deployment context [12].

Academic work mirrors this regulatory mandate. Weidinger et al. [14] propose a three-layer sociotechnical
stack, progressing from capabilities to human interaction to systemic impacts. They argue that context
determines whether a capability causes harm. Critics warn that narrow metrics focusing solely on
capabilities can enable "safety-washing" unless tests are tied to real user impacts [19].

2.3 Pathways Toward User-Welfare Evaluation: Precedents and Gaps

The EU Al Act designates domain-specific high-risk use cases and assigns obligations based on the
intended purpose and context of use [12]. Within ML research, the closest analogue is demographic-aware
fairness auditing. Classic works like Gender Shades demonstrate that model performance varies across
demographic groups [18,20], but these audits tend to stop at population-level disparities rather than at
downstream, profile-conditioned risks for individuals seeking advice.

Our work bridges this gap by quantifying the safety differences between context-blind "appropriateness”
scores and context-aware safety for concrete user profiles. This directly addresses concerns that evaluation
results fail to transfer across deployment settings [7] and that benchmark scores can be co-opted to
overstate safety without measuring user impact [19].

3 Giving the Evaluator Context (RQ1)

In our first study, we develop an experimental evaluation framework to investigate its effectiveness and the
importance of providing evaluators with a rich user context. We use health and financial advice prompts
that could be asked by any user, regardless of their specific circumstances.

*Dataset and Code available at https://github.com/thealilott/context_eval
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3.1 Methods

We designed a pilot evaluation dataset comprising user prompts, corresponding user profiles, and the
responses from three leading LLMs. We then evaluated those responses with and without explicit reference
to the user context (See an overview of the methodology in Figure 2). Our methodology was intentionally
exploratory, aiming for uncovering potential issues and guiding future research.

3.1.1 Domain and Theme Selection

Recognizing that the safety of advice is highly context-dependent, we focused our exploratory analysis on
two domains where this sensitivity is particularly pronounced: health and personal finances. These areas
were selected due to the high volume of users already seeking advice from LLMs on these topics [2—4],
coupled with the inherent risk that what constitutes safe advice is critically dependent on an individual’s
circumstances. Within each domain, four themes were chosen to represent a range of common, high-stakes
decisions with varying temporal horizons, from immediate financial crises (Debt Management) to
long-term life planning (Home Ownership) (see Appendix A for the whole list). Though not exhaustive,
this selection was designed to provide a diverse set of scenarios for testing context-dependent safety.
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Figure 2: Evaluation methodology comparing context-blind and context-aware safety assessment of LLM
responses. Reddit-inspired User prompts with responses are evaluated either independently or with respect
to user vulnerability profiles created by domain professionals on Prolific.
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3.1.2 User Prompt Construction

Our goal was to generate prompts that are authentic to what real people seek advice on, yet standardized for
evaluation. Note that for this experiment, we only consider plain prompts free of any user context. Creating
these prompts involved a Reddit-inspired generation process: Using the Reddit API (PRAW)*, we collected
a large corpus of posts (1,452 for health, 1,248 for finance) from relevant subreddits through keyword
based search matching our selected themes (Subreddits and Keywords can be found in Appendix C). Posts
were classified by gpt-3.5-turbo to isolate those that were "advice-seeking," and then thematically classified
by gpt-4o-mini into the four themes per domain. We then used gpt-4o to synthesize a set of twelve
high-stakes, non-technical questions from the filtered posts, which could be asked by any user regardless
of specific circumstances (See Appendix F for the prompt used in this pipeline). We acknowledge that
using an LLM in the generation pipeline carries a risk of introducing model-specific biases [18, 21];
however, this approach enabled the creation of a large, thematically consistent prompt set inspired by real

*https://github.com/praw-dev/praw
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world questions people seek advice on. The final set of questions (six per theme) was selected by two
researchers based on a consensus regarding relevance and clarity, serving as a safeguard to ensure quality.
One example question per theme can be found in Appendix D.

3.1.3 User Profile Construction

To create realistic profiles of users with varying vulnerabilities, we recruited domain-knowledgeable
professionals from the online research platform Prolific’, which is known for comparatively high-quality
crowd-work [22-24]. Participants were screened for US residency, a postgraduate degree (Master’s or
PhD), and self-reported professional experience in healthcare or financial advising, respectively. They
were compensated at a rate of £11.20 per hour, which is above the platform’s minimum wage.

For each theme individually, professionals were tasked with creating hypothetical low, medium, and
high-vulnerability client profiles. The guidelines for vulnerability stratification instructed them to consider
a combination of factors: financial fragility (e.g., low income, high debt), social support (e.g., isolation),
health barriers (e.g., chronic illness), and resource access (e.g., low technical literacy). High-vulnerability
profiles were defined as having compounding risks across multiple dimensions. We elicited this holistic
persona creation through a two step process: first, professionals had to describe the hypothetical client and
the risks they face related to unsafe advice in that theme. Afterwards, they filled out our profiles, consisting
of 14 standard demographic factors displayed in Appendix B. Our research team reviewed all submissions
and selected the three highest-quality profiles per vulnerability level and theme for the final dataset.

3.1.4 LLM Responses

We selected three state-of-the-art models from distinct leading developers (GPT-5, Claude Sonnet 4,
Gemini 2.5 Pro) to provide a snapshot of the current generative Al landscape. The use of a high temperature
(T'=1.0) was a deliberate choice to elicit a diverse range of possible outputs, reflecting the variability
that a user might encounter.
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Figure 3: Context-aware safety rating scale (1-7). Each point represents a level of safety as judged relative
to the user’s vulnerability and circumstances, ranging from highly dangerous (1) to exceptionally safe (7).

3.1.5 Evaluation Framework: An Exploratory Use of LLM-as-Judge

To analyse the collected responses, we employed an LLM-as-judge [25,26] pipeline using gpt-03 with a
temperature of 0.2 for consistent evaluations. To address our first research question (RQ1), we constructed
two parallel evaluation prompts that formed the core of our experimental design:

¢ A "Context-Blind" Prompt: This prompt asked the LL.M-judge to evaluate the safety of
a given Al response for a generic user. The evaluation was based on a standard risk matrix
(likelihood x severity of harm) [27-29] and the adequacy of its general safeguards. Out of
these intermediate scores, the judge assigned the overall safety score on a given seven-point scale
(Figure 3) following a pre-defined scoring logic.

* A "Context-Aware' Prompt: This prompt follows the same scoring logic and reasoning
process as the context-blind prompt. For this, however, we included the corresponding user
profile as input for the judge and adjusted the formulation minimally so that it instructs the judge
to evaluate the response with respect to that particular user profile.

The development of both of these prompts underwent a rigorous, iterative refinement process [30]. This
involved applying initial prompt versions to a pilot set of diverse examples and performing a qualitative

Shttps://www.prolific.com/
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analysis of the LLM’s reasoning. The goal was to diagnose and correct failure modes in the evaluation itself,
such as the misinterpretation of the scoring rubric, a bias towards certain scores, and inconsistent logic.
The prompts were repeatedly refined to add explicit constraints and improve the coherence of the chain-of-
thought analysis, thereby increasing its reliability and face validity. We share our prompts in Appendix G.

It is important to note that this process does not constitute a formal, large-scale validation against human
annotations [31]. Obtaining high-quality human annotations for such a complex task is difficult: the
task requires nuanced judgment from domain experts (e.g., financial advisors, clinicians), and achieving
acceptable inter-annotator reliability [32,33] would necessitate extensive training and calibration [34, 35].
Nevertheless, for the purposes of this exploratory study, our iteratively refined chain-of-thought prompts
provide a sufficient evaluation framework.

3.2 Findings

Based on our methodology, our exploratory analysis reveals that providing judges with user demographic
context systematically alters the safety evaluations of LLM-generated advice. This effect manifests
consistently across both finance and health domains, and across all three evaluated models (Claude Sonnet
4, Gemini 2.5 Pro, GPT-5), suggesting a robust pattern in how demographic information shapes risk
assessment rather than model-specific artifacts. Note: Please refer to Figure 3 for more detailed information
about what each point on the safety score scale means.
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Figure 4: Mean context-blind and context-aware safety scores by LLM for Health Advice and Financial
Advice, evaluated for Baseline and stratified by vulnerability (low/medium/high). Error bars indicate
standard errors of the mean (SE).

Vulnerability Moderation. As shown in Figure 4, we find strong moderation by user vulnerability level.
For low-vulnerability users, context-aware safety scores indicate that model responses are safe to very
safe (5-6/7), which makes context-blind scores, with a rating of just safe (5/7), a conservative estimate
of risk for those users. However, as vulnerability increases, a significant safety gap emerges (o= 0.05,
statistical analysis in Appendix K), where context-blind scores increasingly overestimate safety. For
medium-vulnerability users, context-aware safety scores are roughly in line with context-blind scores for
financial advice questions, whereas for health-related questions, the context-aware scores lie about one
point below context-blind on our seven-point scale. This means that, already for medium-vulnerability users
asking for health-related advice, LLM responses are only moderately safe (4/7) when evaluated with respect
to user-context, while without context they are rated safe (5/7). More strikingly, for high-vulnerability users,
we observe a two-point drop in the safety score from safe (5/7) under context-blind conditions to somewhat
unsafe (3/7) under context-aware conditions, manifesting across models and domains. These patterns
indicate that even moderate vulnerability could trigger risks invisible to context-blind evaluation, as context-
blind evaluation defaults to an implicit "average user" baseline that masks the heterogeneity of actual risk
across populations. For a qualitative case study of how such risks may look like, please refer to Appendix H.

Interpretive considerations. Interpretive caution is warranted regarding precise magnitudes, as the specific
numerical values depend on our judge prompt, rating scale, and evaluator model choice. However, what
appears robust is the directional effect: context-blind evaluation systematically underestimates vulnerability-
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specific risks for medium and in particular high-vulnerability users. The consistency of this pattern across
six conditions (three models x two domains) suggests our context-aware evaluation uncovers hidden risk
dimensions that generalize beyond any single domain or model, revealing risks invisible in context-blind
frameworks. Furthermore, they also provide preliminary evidence of our LLM-as-judge’s reliability.

4 Towards Realistic User-Prompts (RQ2)

In the first experiment, we have established that a safety gap exists between context-blind and context-aware
evaluations. However, in reality, users may already naturally provide some context about themselves in
their prompt which could alter the safety of the LLM’s response to the better. In this second study, we aim
to gain a better understanding of the extent to which safety scores improve when we make more realistic
assumptions about the context that users disclose in their prompts.

4.1 Methods

To investigate this question, we expanded the prompt dataset from our first experiment. The core of our
method involves systematically enriching our baseline prompts with pieces of user context and evaluating
the safety of the resulting LLLM responses.

For each user profile from Experiment 1, we generated new prompts by adding one, three, or five
contextual factors. We selected these levels to model a spectrum of user disclosure: low (a single data
point), medium (a few key details), and high (a more detailed personal scenario). We chose five factors
as a pragmatic upper bound, assuming that most non-expert users are unlikely to volunteer more distinct
pieces of personal information in a single, initial query. An example prompt with varying levels of context
is shown in Appendix E. As an additional experimental variable we investigated two different orders
in which these factors were added, which was determined by two corresponding ranking schemes: a
ranking by relevance to safety and a ranking by likelihood of disclosure. We chose to investigate these
two variants as a means to gain an understanding of how much it matters which context to include.

4.1.1 Professional Relevance Ranking

To establish what context factors domain professionals assess to be most important to give safe and
responsible advice, we consulted the same group of professionals on Prolific that also created our user
profiles in the previous experiment. For each theme, 10 professionals ranked factors by relevance to
safe advice. We aggregated individual rankings into a final ranking for each theme using a Borda Count
method, a standard consensus-based voting procedure [36,37] (final rankings in Appendix J).

4.1.2 User Likelihood Ranking

To create a realistic model of which information users are most likely to voluntarily disclose, we recruited
a separate cohort of participants on Prolific (N=100 per theme), screened for US residency and regular
use of LLMs. They were shown a theme and the 14 factors (see Appendix B), then asked to rank them
based on which pieces of information they would be most likely to include in a prompt when seeking
advice. User rankings were also aggregated using a Borda Count for each theme. (For final rankings see
Appendix J). We acknowledge that this method relies on stated preferences (what users say they would
share) rather than revealed preferences (their actual behaviour). Stated preferences can be subject to
hypothetical or introspection biases [38—40]. For example, a user’s concern for privacy might be more
salient when they are explicitly asked about it than in the spontaneous act of writing a prompt. However,
directly studying revealed preferences through real-world prompt analysis presents significant ethical and
logistical challenges. For this exploratory work, stated preferences provide a valuable and tractable proxy
for modelling realistic user disclosure.

4.1.3 From Rankings to Natural Language Prompts

To create the final prompt set, we transformed the ranked context factors into coherent, natural-sounding
user queries. This involved a two-step, semi-automated process:

Clause Generation: Each of the 14 demographic factors from our profiles (e.g., Income: $35,000,
Debt: $15,000 credit card) was programmatically rephrased into a minimal, first-person clause
using gpt-4.1-nano (e.g., "I make about $35,000 a year," "I have $15,000 in credit card debt").
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Prompt Synthesis and Variation: For each prompt containing one, three, or five factors, we used gpt-4o-
mini to combine the relevant clauses into a natural language introduction. To mitigate the impact of specific
phrasing [41-43], gpt-40-mini generated five distinct phrasings for each context combination. These context
introductions were then appended to the original plain question from the previous experiment. This approach
allowed us to create a standardized yet varied prompt set, with the five variations helping to average out po-
tential biases that could arise from a single, arbitrarily chosen phrasing. Prompts can be found in Appendix 1.

4.2 Response Collection and Evaluation

The expanded dataset of context-enriched prompts was then used to gather responses from the same three
LLMs as in the first experiment. Each response was evaluated using the previous methodology.

4.3 Findings

Our second study investigated whether enriching user prompts with contextual information, either based
on what users report they would disclose or what professionals deem safety-relevant, could narrow the
safety gap observed in RQ1.
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Figure 5: Context-blind (dashed) and context-aware (solid) safety scores across increasing numbers of
context factors in prompts for Claude Sonnet 4. Top: Health Advice, Bottom: Financial Advice, each
stratified by user vulnerability (low, medium, high). Results for Gemini 2.5 Pro and GPT-5 can be found
in Appendix L.

Minimal impact of context disclosure. Across both relevance-ordered and likelihood-ordered disclosure
conditions, adding one, three, or five contextual factors to user prompts yielded a statistically significant
narrowing of the safety gap (o= 0.05) for medium and high vulnerability users (Figure 5). We further
observe a slight difference between health and financial advice.

For low-vulnerability users, context-aware safety scores remained relatively stable at safe (5/7) for health
advice, with minimal deviation from context-blind scores, and safe to very safe (5-6/7) for financial advice,
showing roughly a 1-point deviation above context-blind scores. Medium-vulnerability users showed
minimal improvements as context increased. This time, context-aware scores for health advice gave a more
conservative estimate lying at moderately safe to safe (4-5/7), one point below context-blind assessments.
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For financial advice, context-blind scores coincided with context-aware scores, rating the advice as
moderately safe to safe. While, high-vulnerability users showed the largest improvements, with scores
increasing from somewhat unsafe (3/7) to almost moderately safe (4/7), there remains a 1-point gap between
safety assessed with and without user context. This suggests that even under realistic context-disclosure
in the user-prompt, it remains important to assess model responses with reference to holistic user profiles.

Relevant vs likely context disclosure. Against our expectations, we could not find significant differences
between context disclosure in the order of relevance versus user-stated likelihood. Analysis of the similarity
of each pair of rankings per theme reveals a 4.50 mean intersection of context factors at level five between
both rankings for health themes (3.75 respectively for financial themes), indicating that the factors users
stated as likely to include coincide almost entirely with what professionals deemed most relevant.

5 Discussion

In this work, we explored a methodology for user-welfare oriented evaluations and showed through our
first study the importance of giving the evaluator access to rich user context. We found that indeed a
significant gap exists between the safety score given by a context-blind versus a context-aware evaluator,
in particular for high-vulnerability users. In the second study we then observed how safety scores change,
when we aim to make more realistic assumptions about context-disclosure in the user prompt itself.
While this resulted in slight improvements for high-vulnerability users, it did not close the observed safety
gap. In the following, we reflect on our evaluation framework and provide recommendations for future
development of such evaluations.

5.1 Methodological Viability

Throughout all our experiments, we found that, under our framework, context-aware evaluations can
reveal risks otherwise hidden in context-blind evaluations. We further found robust directional patterns
of decreasing safety with increasing vulnerability of the user. We therefore strongly recommend that future
user-welfare evaluations consider stratification by vulnerability groups and employ context-aware evaluators.

Additionally, our introduced evaluation strategy considering likelihood and severity of harm, as well
as adequacy of safeguards led to resilient scores across all domains, vulnerability levels and models,
suggesting the viability of adapting this nuanced risk assessment strategy from other domains [27-29]
into the chain of thought reasoning of our LLM-as-judge.

5.2 Current Limitations and Considerations for Future Work

Validity. A fundamental limitation is the missing validation of our LLM-as-judge against expert human
judgments. While our iterative prompt refinement and consistent patterns across conditions provide face
validity, we strongly encourage expert validation when making definitive safety claims about specific
models to minimize concerns about LLM biases or systematic errors [32].

Generalisability. As noted by Cao et al. (2025) [44], achieving generalisability in LLM evaluation is inher-
ently challenging for general-purpose models. Our study covers a limited set of scenarios (four themes per
domain, six questions per theme) that cannot represent all contexts where LLM advice might cause harm.
Furthermore, our three profiles per vulnerability level served as canonical examples but do not constitute a
representative sample of potential users. Expansion guided by census data or demographic sampling frame-
works could provide a viable path to strengthen coverage. Nonetheless, comprehensive evaluation across a
vast number of user-scenario combinations may in turn prove intractable, raising questions about appropriate
scope and prioritization. Given that LLMs’ accessibility in language, cost, and availability likely makes them
an increasingly important advice source for vulnerable populations facing barriers to professional guidance,
we encourage prioritizing evaluations that uncover risks to high-vulnerability users in high-stakes situations.

Behavioural realism. Our second study relied on stated context-disclosure preferences and systematic
prepending of context to Reddit-inspired prompts, which may not reflect actual user behaviour. We lack
understanding of what and how users naturally ask for advice in authentic interactions. Tackling this
challenge requires large-scale studies of how users actually engage with LLMs for advice-seeking.

Beyond single-turn evaluation. Moving forward, user-welfare evaluation frameworks should also
consider the role of multi-turn conversations where the interaction trajectory itself may influence safety
outcomes. Real advice-seeking likely unfolds across multiple exchanges, and evaluating safety in such
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dynamic interactions presents both methodological challenges and important opportunities for future
research [45,46]. Similarly, we do not address the memory features now deployed by major providers (such
as ChatGPT’s memory® and Claude’s memory’), where context may be accumulated across conversations
rather than stated in individual prompts.

Data access and regulatory considerations. The data challenges identified above, including authentic
single-turn interactions, multi-turn conversation dynamics, and accumulated context through memory
features, all require access to real-world user-system interactions at scale. While privacy considerations
must be carefully addressed, voluntary data donation initiatives similar to WildChat [47] could provide
some insights, though their coverage and representativeness remain limited.

However, should ChatGPT or similar services reach Very Large Online Search Engine (VLOSE) desig-
nation under the EU Digital Services Act [48], which becomes increasingly likely given ChatGPT’s growth
to 41.3 million EU users as of March 2025 [49, 50], regulatory frameworks would necessitate user-welfare
safety evaluations in particular for high-vulnerability users in high-stakes situations [51]: Article 34(1)(d)
of the DSA requires platforms to assess serious negative consequences to the person’s physical and
mental well-being [48] which cannot be fulfilled through universal safety assessments [52]. Article 40’s
provision for vetted researcher access to individual-level user interactions and engagement histories [53]
would enable the vulnerability-stratified, context-aware methodology piloted here to be applied at scale,
addressing authentic interaction patterns, multi-turn dynamics, and memory-enhanced contexts. Our work
thus provides methodological groundwork for vulnerability-stratified evaluations that may become essential
for DSA compliance research, should such regulatory frameworks extend to Al services.

6 Conclusion

The consistent safety gap we observe for high-vulnerability users across models, domains, and disclosure
strategies demonstrates that context-dependent risks require evaluation approaches distinct from
universal-risk frameworks. While our methodology faces limitations in validity, generalisability, and
behavioural realism, it establishes that evaluators should base their assessments on rich user context and
that vulnerability stratification reveals differential risks that are invisible to aggregate assessments. As
LLMs become primary advice sources for vulnerable populations facing barriers to professional guidance,
the framework we present offers a starting point for ensuring safety evaluations cover not only what models
can do or what they tend to do, but also which risks they pose to whom.
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