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Abstract

Graph Neural Networks (GNNs) are increasingly applied to
socially consequential tasks, such as disease surveillance on
contact graphs, and credit scoring and fraud detection on fi-
nancial transaction networks. In these settings, biased or un-
fair predictions can restrict access to opportunities and re-
sources, while privacy leakage can expose sensitive infor-
mation, leading to substantial individual and societal harms.
Consequently, fairness and privacy have become central
concerns for trustworthy GNN deployment. Fairness-aware
GNNss seek to reduce biased predictions across sensitive en-
tities, whereas privacy-preserving GNNs aim to protect pri-
vate graph information. However, these objectives are of-
ten interdependent: fairness interventions can affect privacy
outcomes, while privacy mechanisms may impose additional
constraints on fairness. This paper systematically reviews 19
studies to investigate the interplay between fairness and pri-
vacy in GNNs. We propose a two-dimensional orthogonal
taxonomy that organizes existing work according to fairness
objective and privacy target, and use it to analyze dominant
research patterns as well as the synergies and trade-offs be-
tween fairness and privacy. To the best of our knowledge, this
is the first systematic review to provide a structured analy-
sis of fairness—privacy interactions in GNNs and to identify
open challenges and future research directions for trustwor-
thy graph learning systems.

1 Introduction

Graph-structured data are pervasive in real-world scenar-
ios, ranging from social networks (Yin et al. 2026), trans-
portation systems (Ali et al. 2025; Jin et al. 2024), to finan-
cial transaction networks (Cheng et al. 2025). Graph Neural
Networks (GNNs) have become a widely adopted learning
paradigm for such data because they can learn representa-
tions by combining node attributes with relational structure,
enabling models to capture dependencies, similarities, and
influence patterns that are difficult to represent with indepen-
dent feature-based learning. As a result, GNNs are increas-
ingly applied to critical and sensitive domains involving
complex relationships, such as disease surveillance on con-
tact or mobility graphs (Xue et al. 2022), credit scoring and
fraud detection on financial transaction networks (Cheng
et al. 2025; Feng et al. 2022), and predictive policing on
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criminal records (Wang et al. 2022). These tasks are socially
consequential because their predictions can influence vital
access to healthcare resources, financial opportunities, pub-
lic support, or institutional decisions.

At the same time, the deployment of GNNs in such
domains raises significant fairness and privacy concerns.
Fairness-aware GNNs seek to reduce biased predictions
across sensitive entities, while privacy-preserving GNNs
aim to protect private graph information. In terms of fair-
ness, the message-passing mechanism of GNNs can propa-
gate historical biases and amplify disparities through neigh-
borhood aggregation, particularly when the graph structure
is correlated with sensitive attributes such as gender or in-
come (Chen et al. 2024; Zhang et al. 2024a). From a privacy
perspective, learned embeddings and model outputs can leak
sensitive information, including private attributes and mem-
bership information (Zhang et al. 2024a; Liu et al. 2025;
Zhang and Tal 2025). These concerns are especially inter-
twined in GNNs, as message passing enables both bias and
private information to propagate and intensify through the
graph structure (Dai et al. 2024). Therefore, understanding
how fairness and privacy interact in GNNs is essential to de-
velop socially responsible graph learning systems.

Although fairness-aware and privacy-preserving GNNs
have both received increasing attention, their interaction re-
mains insufficiently understood. Fairness interventions may
require access to sensitive attributes or group-level statistics,
potentially increasing privacy risks. In contrast, privacy-
preserving mechanisms may alter graph structure, obscure
node attributes, or introduce noise into model training,
thereby affecting fairness outcomes. While existing surveys
have provided valuable overviews of fairness-aware and
privacy-preserving GNNSs separately (Dai et al. 2024; Chen
et al. 2024; Duricic et al. 2023; Guo et al. 2025; Ge et al.
2024; Zhang et al. 2024a,b; Liu et al. 2025; Zhang and Tal
2024), these topics are often examined independently or dis-
cussed primarily in relation to utility trade-offs. As a result,
the literature lacks a structured understanding of how fair-
ness and privacy objectives interact, conflict, or constrain
each other in graph learning.

Motivated by the concerns discussed above, we conduct a
comprehensive literature review of fairness—privacy interac-
tions in GNNs. The main contributions of this review are as
follows:



* We provide the first focused review of fairness—privacy
interactions in GNNs, covering 19 studies that explicitly
examine fairness, privacy, and their relationships.

* We propose a two-dimensional orthogonal taxonomy that
organizes the existing body of work according to fairness
objectives and privacy targets.

* We conduct a cross-dimensional analysis to identify
dominant research patterns, underexplored intersections,
and fairness—privacy trade-offs in the current GNN liter-
ature.

* We highlight open challenges and future research di-
rections for developing socially responsible, fair, and
privacy-preserving GNN systems.

The structure of this paper is organized as follows. Section
2 reviews the relevant background on existing fair-aware and
privacy-preserving GNNs. Section 3 describes the method-
ology employed in conducting this systematic review. In
Section 4, we propose a two-dimensional orthogonal taxon-
omy that organizes existing work according to fairness ob-
jectives and privacy targets, while Section 5 analyzes domi-
nant research patterns as well as synergies and trade-offs be-
tween fairness and privacy. Section 6 discusses the identified
open challenges and proposes future research directions. Fi-
nally, Section 7 concludes the paper with a summary of our
findings and their implications for future development.

2 Background
2.1 Graph Neural Networks and Graph Learning

Graph Neural Networks (GNNs) have become the dominant
framework for representation learning on graph-structured
data. GNNs learn node, edge, or graph representations
through iterative message passing and neighborhood aggre-
gation. Graph Convolutional Networks (GCNs) (Kipf and
Welling 2016), for instance, draw on ideas from spectral
graph theory and approximate graph convolutions by aggre-
gating information from local neighborhoods. Subsequent
models further improved the expressiveness and flexibility
of this aggregation process. GraphSAGE (Hamilton, Ying,
and Leskovec 2017) introduced an inductive learning frame-
work that samples and aggregates features from local neigh-
borhoods, enabling generalization to previously unseen
nodes. Graph Attention Networks (GATs) (Velickovié et al.
2017) incorporated attention mechanisms to assign adaptive
importance weights to neighboring nodes during aggrega-
tion. Graph Transformer models, such as Graphormer (Ying
et al. 2021) and GraphGPS (Rampasek et al. 2022), com-
bine graph structural encodings with global attention mech-
anisms, enabling richer modeling of long-range interactions
beyond local neighborhoods.

2.2 Fairness-Aware GNNs

Unlike conventional IID learning settings, fairness issues in
graphs arise not only from biased node attributes or labels,
but also from graph topology, homophily, neighborhood ag-
gregation, and the propagation of information through mes-
sage passing (Mehrabi et al. 2021). As a result, sensitive
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attributes such as gender, race, age, nationality, or socioe-
conomic status may influence learned representations even
when such attributes are not explicitly used as input features.
Recent surveys therefore characterize fairness-aware GNNs
as a distinct research area concerned with identifying, mea-
suring, and mitigating unfair outcomes at the graph, neigh-
borhood, embedding, and prediction levels (Dai et al. 2024;
Duricic et al. 2023). Recent studies address fairness directly
within GNN models. FairGNN (Dai and Wang 2021) is a
representative in-processing method that learns fair node
representations under limited sensitive attribute annotations.
It combines sensitive attribute estimation, adversarial debi-
asing, and GNN-based prediction to reduce discrimination
while maintaining classification utility. Other approaches
consider fairness from a counterfactual (Guo et al. 2025) or
stability-oriented perspective. These methods aim to ensure
that learned embeddings and predictions are less sensitive to
perturbations of protected attributes or their graph-induced
proxies.

2.3 Privacy-Preserving GNNs

The message-passing mechanism introduces distinctive pri-
vacy risks: node attributes, links, labels, and even member-
ship information may be inferred from trained models, em-
beddings, gradients, or prediction outputs. Recent surveys
categorize privacy-preserving GNN methods according to
both the attack surface and the defense mechanism, includ-
ing approaches based on differential privacy (DP) (Abadi
et al. 2016), federated learning (FL) (McMahan et al. 2017),
homomorphic encryption (HE) (Lou et al. 2020), and adver-
sarial defense (Zhang and Tal 2025).

Among these strategies, DP is one of the most widely
adopted mechanisms because it provides formal privacy
guarantees by bounding the influence of any individual data
record on the released output (Sajadmanesh and Gatica-
Perez 2021; Zhang et al. 2021). In the context of GNNs, DP
can be applied at different stages of the learning pipeline,
including perturbing node features, graph structure, gradi-
ents, labels, embeddings, or model parameters. These meth-
ods aim to reduce the risk of membership inference, attribute
inference, and model inversion attacks, although they often
introduce a trade-off between privacy strength and predictive
utility (Dai et al. 2024).

FL (Rocco di Torrepadula et al. 2025; Zhang et al. 2025;
McMahan et al. 2017; Kairouz et al. 2021) offers a com-
plementary privacy-preserving paradigm by enabling mul-
tiple clients to collaboratively train GNN models without
directly sharing raw graph data. This is particularly useful
when graph data are distributed across users, institutions,
or platforms. However, federated GNNs remain vulnerable
to information leakage through gradients, embeddings, or
exchanged neighborhood representations (Dai et al. 2024).
Therefore, FL is often combined with DP, secure aggre-
gation, or cryptographic mechanisms to strengthen privacy
during collaborative training (Zhang and Tal 2024).

3 Methodology

Our structured approach to conducting a literature survey in
this paper draws inspiration from (Kitchenham 2004) and



(Pai, McCulloch, and Colford 2004), adhering to the broadly
recognized processes for survey research. Our methodology
unfolds across three phases: 1) survey planning, 2) conduct-
ing systematic review and reporting results, and 3) exploring
research challenges existing in the field.

The subsequent portions of this section are dedicated to
elaborating on the survey planning phase, including our re-
search questions, and delineating the procedure for identi-
fying relevant studies. This structured approach ensures a
comprehensive systematic review of the existing literature,
allowing for a thorough understanding of fairness-privacy
trade-offs in GNNSs, and identifying gaps and challenges for
future exploration.

3.1 Research Questions

For this survey, we have identified several critical research
questions to guide our exploration into the interplay of fair-
ness and privacy in GNNs:

* Q1: How do fairness and privacy objectives interact in
graph neural networks?

* Q2: How can existing fairness—privacy GNN studies be
categorized according to fairness notion and privacy tar-
get?

* Q3: What trade-offs emerge among fairness, privacy, and
utility across different GNN learning settings?

* Q4: How do privacy-preserving mechanisms, such as dif-
ferential privacy, data perturbation, and federated learn-
ing, affect fairness outcomes in GNNs?

* QS: And conversely, how do fairness interventions influ-
ence privacy?

¢ (Q6: What limitations and future directions can be identi-
fied from the current literature?

Addressing these questions will facilitate a structured un-
derstanding of fairness—privacy interactions in GNNSs, high-
lighting both open challenges and future research directions
for trustworthy graph learning development.

3.2 Search Strategy

The initial phase of the study involves the development of
a carefully constructed search query, centering on the theme
“Fairness, Privacy, and Their Relationships in GNNs.” This
search query encompasses three parallel elements: GNNs,
Fairness, and Privacy. The research database employed for
this study was the Web of Science. The search was con-
ducted within the metadata fields (author, title, source, and
abstract) and among specific publishers including IEEE,
Springer Nature, Assoc Computer Machinery, Elsevier,
Mdpi, Wiley, Sage, and Taylor & Francis. The paper col-
lection was restricted to the period up to May of 2026.
The search string is as follows:

TS =(fairness OR fair) AND
TS = (privacy OR private) AND
TS = (graph OR GNN OR "graph

neural network")
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The initial search returned 121 records. These records
were first screened to remove duplicates and studies that
were clearly outside the scope of the review. Following this
preliminary screening, 25 papers were retained for closer ex-
amination.

In the subsequent phase, we additionally applied back-
ward snowballing to the retained papers by examining their
reference lists. This process identified 4 additional candi-
date studies. The candidate set was then assessed against the
inclusion and exclusion criteria described in the following.
Therefore, a set of 19 studies was established for systematic
review within the defined scope of our research.

Inclusion Criteria A study was included if it met all the
following criteria:

* It focuses on GNNs, graph representation learning, or a
related graph-learning setting.

* Fairness is explicitly considered as an objective, con-
straint, evaluation criterion, or analytical concern.

* Privacy is explicitly considered as an objective, threat,
protection mechanism, data-access constraint, or analyt-
ical concern.

* It either explicitly examines fairness-privacy interactions
or provides sufficient evidence to analyze how one ob-
jective is affected by the other, even if this relationship is
not explicitly discussed in the original study.

Exclusion Criteria A study was excluded if it met any of
the following conditions:

* It considers fairness without substantively addressing
privacy.

* It considers privacy without substantively addressing
fairness.

* It mentions both fairness and privacy but provides no
meaningful basis or implications for analyzing their in-
teractions.

e It falls outside the scope of GNNs or related graph-
learning methods.

4 Proposed Taxonomy

We propose a two-dimensional taxonomy for organizing
fairness—privacy trade-offs in GNNs. The taxonomy is de-
rived from a focused review of 19 papers that explicitly in-
vestigate fairness, privacy, and their potential interaction in
GNN-based learning. Rather than treating fairness, privacy,
and model design as a single flat classification, we orga-
nize the literature along two orthogonal dimensions: fair-
ness objective, and privacy target. The fairness dimension
distinguishes between group fairness, which aims to reduce
performance disparities across sensitive groups; individual
fairness, which seeks to ensure that similar nodes or users
receive similar outcomes; cross-client fairness, which treats
federated clients as fairness subjects and aims to reduce dis-
parities in client-level performance, utility, or benefit; and
client-aware fairness, which leverages client-level signals
to guide fair federated aggregation. The privacy dimension
captures the type of information that methods aim to pro-
tect, including node attribute privacy, link privacy, and local



data privacy. This taxonomy provides a structured lens for
comparing existing methods according to what fairness no-
tion they optimize, what privacy risk they address, and the
interaction patterns underlying these objectives.

4.1 Fairness Objectives

Group Fairness Recent studies on group fairness in graph
neural networks converge on the observation that graph
topology and message passing can amplify demographic dis-
parities, yet they address this issue at different stages of
the GNN lifecycle. One study (Dai and Wang 2023) pro-
poses FairGNN and NT-FairGNN for fair node classifica-
tion under limited and private sensitive-attribute informa-
tion, using a GNN-based sensitive attribute estimator, adver-
sarial debiasing, and fairness regularization to reduce Sta-
tistical Parity and Equal Opportunity gaps while preserv-
ing predictive accuracy. In contrast, MAPPING (Song and
Palanisamy 2024) adopts a model-agnostic pre-processing
perspective: it jointly debiases node features and graph
topology through masking, reconstruction, fair message
passing, pruning, distance-covariance-based constraints, and
adversarial training, thereby extending group fairness to
multiple sensitive attributes and reducing sensitive-attribute
inference risks. The study of FROG (Chen et al. 2025)
works on a complementary setting, fair graph unlearning,
and shows that edge/node deletion requests may increase
sensitive homophily and degrade dyadic fairness. To ad-
dress this, FROG jointly performs fair edge augmentation,
sparse structure pruning, and model updating so that forget-
ting can be achieved without exacerbating group disparity.
ReCUR (Yang and Li 2026) removes the influence of se-
lected user—item interactions through contrastive unlearning
and influence estimation, and then applies fairness-aware re-
ranking with group-specific promotion weights to compen-
sate for long-tail or under-represented user/item segments.

These methods share a common motivation—mitigating
bias induced or amplified by graph structure—but differ sub-
stantially in their intervention points, with FairGNN operat-
ing in-processing, MAPPING operating as pre-processing,
and FROG operating during unlearning; they also differ
in their fairness definitions, privacy assumptions, and task
settings, covering node classification, multiple-sensitive-
attribute debiasing, and link-level fair unlearning, respec-
tively.

It is worth noting that group fairness is frequently adopted
in federated settings. Two studies (Agrawal et al. 2024;
Wang et al. 2024) treat group fairness primarily as a local
data fairness constraint rather than proposing FL-specific
fairness notions. Specifically, both define group fairness in
terms of disparities in average recommendation performance
across user groups and incorporate fairness objectives into
model training, thereby jointly optimizing recommendation
utility and inter-group performance parity in federated GNN
recommendation systems.

Furthermore, several studies (Tan et al. 2026; Cui et al.
2023; Wang, Yan, and Jin 2026; Lo et al. 2025) employ
group fairness metrics to support cross-client fairness and
client-aware fairness objectives in FL-specific applications.
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These approaches will be discussed in detail in later sec-
tions.

Individual Fairness Unlike group fairness, individual
fairness in graph learning refers to the expectation that simi-
lar nodes should receive similar predictions, thereby empha-
sizing node-level fairness. The reviewed studies consistently
indicate that the main challenge of individual fairness lies in
defining and measuring similarity between nodes.

Zhang, Yuan, and Pan 2024 constructs a Jaccard sim-
ilarity matrix based on graph structure rather than node
attributes, thereby reducing the influence of sensitive at-
tributes on fairness optimization. In contrast, Wang et al.
2025a, 2026, 2023 adopt ranking-based individual fairness
instead of similarity-matrix-based fairness. Ranking-based
methods focus only on the top-k most similar nodes accord-
ing to similarity rankings, rather than considering all pos-
sible node pairs. This approach reduces computational cost
while concentrating fairness optimization on the most rele-
vant node relationships. In addition, Wang et al. 2025a uti-
lizes group fairness to assist individual fairness calculations.

Notably, Wang et al. 2026 theoretically demonstrates that
distance-based individual fairness may compromise privacy.
Enforcing similar nodes to remain close in the embed-
ding space can unintentionally cluster nodes sharing the
same sensitive attributes, thereby facilitating attribute infer-
ence attacks. Ranking-based fairness mitigates this issue by
preserving relative similarity orderings without enforcing
absolute proximity in the embedding space. Furthermore,
PCFGR (Wang et al. 2025b) utilizes counterfactual fairness.
Using a top-k ranking approach, the method constructs con-
textual subgraphs for central nodes and performs counter-
factual augmentation by flipping the central node’s sensitive
attribute and randomly perturbing neighboring sensitive at-
tributes.

Overall, existing work on individual fairness is shift-
ing from similarity matrices based on absolute distances
to ranking-based methods that capture relative distances,
thereby enabling more locally focused similarity represen-
tations and reducing the risk of link leakage.

Cross-Client Fairness Cross-client fairness, also referred
to as client-level fairness, collaborative fairness, or partici-
pation fairness, is an important fairness concern in federated
settings. It generally refers to the goal of reducing perfor-
mance disparities across participating clients and ensuring
that the benefits and costs of collaborative model training
are distributed equitably. Their common strategy is to mit-
igate client-level performance disparity by explicitly mod-
eling inter-client heterogeneity, either through fairness regu-
larization, personalized aggregation, or adaptive reweighting
of client updates.

Recent studies on fairness-aware federated graph learning
reveal that cross-client fairness in GNNs is primarily chal-
lenged by graph-specific heterogeneity, including non-I1ID
topology, imbalanced subgraph overlap, unequal structural
informativeness, and heterogeneous client contributions. Al-
though all existing work aims to mitigate unfairness under
federated or decentralized graph learning, they differ sub-
stantially in how cross-client fairness is defined and oper-



ated.

FairGFL (Zhou et al. 2026) attributes unfairness to imbal-
anced overlapping subgraphs distributed cross clients, esti-
mates node/link overlap ratios via overlap-aware weighted
aggregation, and apply a composite-loss regularizer to im-
prove the fairness—utility trade-off. Tan et al. 2026 tar-
get macro-level client-graph restructuring, where clients are
represented as nodes in a macro graph built from privacy-
preserving structural statistics, and underperforming clients
are upweighted through graph-constrained aggregation with
macro embeddings. FedGraph-Fair (Khan 2026) further ex-
tends this client-graph perspective by combining personal-
ization, dynamic top-(k) client communication graphs, and
primal—dual optimization to control worst-case client loss
and group-risk parity, thereby emphasizing tail-client pro-
tection rather than only average client consistency. Pan
et al. 2024 reinterpret fairness as contribution-aware fair-
ness among self-interested graph federation agents, allocat-
ing gradient quality and payoff according to agent value es-
timated from gradient alignment and graph diversity, while
using motif prototypes to preserve the accuracy—fairness
trade-off under graph heterogeneity. In addition, Zhou et al.
2025 studies a domain-specific form of cross-agent fairness
in topology-aware federated reinforcement learning, where
GNN encoders model vehicle charging networks, and fair-
ness is achieved through reward shaping and fairness-aware
aggregation, evaluated by Jain’s fairness index for equitable
scheduling and resource allocation.

These works show that vanilla federated averaging (Fe-
dAvg) style aggregation is insufficient for federated fair-
aware GNNs because graph topology makes client disad-
vantage structurally persistent. Therefore, effective cross-
client fairness in federated GNNs requires explicitly model-
ing client relations or client disadvantage, while maintaining
utility and privacy through specific mechanisms.

Client-Aware Fairness We identify a distinct fairness-
related objective from the reviewed literature that can be
characterized as client-aware fairness. The fairness-aware
aggregation strategies of this objective uses client-level in-
formation to improve local and global group fairness in fed-
erated GNN optimization. Specifically, these methods incor-
porate fairness into federated optimization by reweighting
local updates or representations during aggregation accord-
ing to client-level fairness indicators, graph structural bias,
contribution estimates, or accuracy—fairness trade-off mea-
sures.

Client-aware fairness differs from cross-client fairness in
two key aspects. First, its fairness target is not being fair to
the clients themselves, but the group fairness, either within
local client models, in the global model, or both. Second,
federated aggregation is used as a mechanism to suppress
the propagation of biased local updates and improve group
fairness in the learned model, rather than to equalize perfor-
mance, utility, or loss across clients.

F2GNN (Cui et al. 2023) introduces a dual-stage frame-
work in which clients optimize local GNNs using fairness
penalties, while the server aggregates local models with
weights derived from fairness metrics and graph balance
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scores, thereby preventing biased clients from dispropor-
tionately influencing the global model.

FairWAG (Lo et al. 2025) extends this approach through
more sophisticated aggregation strategies. Specifically, it as-
signs adaptive client-level weights based on structural bias
and Shapley-value estimates of contributions to both ac-
curacy and fairness. In addition, it introduces neuron-level
weighting to reduce sensitivity to protected attributes during
server aggregation.

Similarly, FAVGNN (Wang, Yan, and Jin 2026) computes
server aggregation weights using client-level comprehensive
metrics. However, unlike F2GNN and FairWAG, FaVGNN
adopts a vertical federated learning setting, where clients
possess disjoint feature spaces for the same entities. Its pri-
mary objective is to address incomplete sensitive attributes
through local completion-driven adversarial fusion and ver-
tically weighted aggregation.

Introducing client-aware fairness as a separate classifica-
tion clarifies an intermediate category between conventional
group fairness and cross-client fairness. These methods are
more federated-specific than ordinary centralized fairness
regularization, since the fairness intervention occurs through
client update selection, weighting, or aggregation under pri-
vacy constraints.

This distinction helps explain how federated learning
changes the design space of fair GNNs: privacy restric-
tions prevent direct access to raw graph data and sensitive
attributes, so fairness must often be optimized indirectly
through aggregated client-level statistics, local fairness in-
dicators, or privacy-preserving representations. Therefore,
fairness-aware aggregation provides a useful conceptual lens
for understanding how fairness objectives are adapted to fed-
erated and privacy-constrained graph learning settings.

4.2 Privacy Objectives

Node Level Across the reviewed studies, node-
level privacy in GNNs is treated as a coupled fair-
ness—privacy—utility problem, but the protected node infor-
mation and the privacy mechanisms differ substantially. A
common observation is that message passing can encode
sensitive node attributes into features, topology-derived
signals, and learned embeddings, thereby enabling attribute
inference, membership inference, or residual-data attacks
even when sensitive attributes are missing or partially
disclosed. NT-FairGNN (Dai and Wang 2023) addresses
privacy mainly at the sensitive-attribute level, which exploits
a sensitive-attribute estimator to compensate for limited
observed attributes, while the privacy-preserving variants
perturb sensitive attributes with LDP and use noise-tolerant
learning to recover useful fairness signals for adversarial
or counterfactual debiasing. LPF-IFGNN (Wang et al.
2023) shifts the protected object from sensitive attributes
to node features and labels, applying LDP directly on local
node data and then using multi-hop aggregation to denoise
perturbed features before enforcing ranking-based individ-
ual fairness. MAPPING (Song and Palanisamy 2024) and
FPGNN (Wang et al. 2026) instead focus more explicitly
on preventing sensitive information leakage from learned
representations. MAPPING (Song and Palanisamy 2024)



performs model-agnostic pre-processing by jointly debias-
ing node features and topology with dCov constraints and
adversarial training, targeting multiple sensitive-attribute in-
ference but without formal DP guarantees, whereas FPGNN
performs in-processing representation sanitization, using
differentiable ranking-based individual fairness together
with adversarial removal of sensitive information from
embeddings, and further handles LDP-protected sensitive
attributes via forward correction. F2PGNN (Agrawal et al.
2024) considers a federated recommendation setting in
which node-level user privacy is protected by keeping raw
user data local and adding LDP to model updates and group
statistics, thereby differing from centralized fair-GNN
methods that directly operate on the full graph. Finally,
FROG (Chen et al. 2025) and ReCUR (Yang and Li 2026)
formulate privacy as graph unlearning rather than attribute
hiding: FROG removes node/edge influence while rewiring
the graph to preserve fairness and avoid embedding distor-
tion caused by deletion-induced homophily shifts, whereas
ReCUR uses influence estimation and contrastive push—pull
objectives to erase user—item interactions or nodes from
recommender embeddings, validating forgetting through
membership-inference audits and ranking-based leakage
analysis. Thus, while all eight papers aim to reduce leakage
of node-level information under fairness constraints, they
instantiate privacy at different layers, including raw node
features, sensitive attributes, learned embeddings, federated
updates, graph topology, and memorized interactions.

Edge Level Edge-level privacy is treated as the protec-
tion or removal of relational information, but the threat
models and mechanisms differ. The study of PPFR (Zhang,
Yuan, and Pan 2024) explicitly examines the interaction
between node-level individual fairness and edge-existence
leakage, showing theoretically and empirically that improv-
ing individual fairness can increase link-stealing risk. Their
PPFR framework mitigates this tension through fairness-
aware loss reweighting and privacy-aware graph-structure
perturbation in a post-training fine-tuning stage, thereby tar-
geting hidden-edge inference while controlling utility loss.
While GRIF-PPGNN (Wang et al. 2025a) extends this line
by protecting edge privacy through differentially private
perturbed aggregations, so that downstream training can
proceed without directly exposing graph structure. In con-
trast, FROG (Chen et al. 2025) and ReCUR (Yang and
Li 2026) frame edge privacy mainly through graph un-
learning: FROG removes requested edges or nodes so that
the updated model behaves as if trained on the retained
graph, and further rewires the graph by deleting redundant
edges and augmenting fairness-preserving ones to avoid dis-
parate impact induced by edge deletion. ReCUR special-
izes this unlearning perspective for bipartite recommenda-
tion graphs, where user—item interactions are edges; it com-
bines influence estimation with contrastive push—pull un-
learning to erase forgotten interactions while preserving re-
tained interaction structure, and validates privacy empiri-
cally through membership-inference audits showing near-
retrain behavior. Thus, PPFR (Zhang, Yuan, and Pan 2024)
and GRIF-PPGNN (Wang et al. 2025a) primarily defend
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against edge-existence inference from GNN outputs or ag-
gregations, whereas FROG (Chen et al. 2025) and ReCUR
(Yang and Li 2026) focus on erasing the influence of speci-
fied edges after deletion requests.

Local Data Level Local data privacy or client-level pri-
vacy in federated GNNs is primarily achieved by data
locality, i.e., keeping raw client graphs, node/edge fea-
tures, sensitive attributes on local clients and communicat-
ing only model updates, embeddings, prototypes, or aggre-
gated statistics. F2GNN (Cui et al. 2023), FPFR (Wang
et al. 2024), (Pan et al. 2024), (Zhou et al. 2025) and Fair-
WAG (Lo et al. 2025) mainly inherit the standard FL pri-
vacy assumption: clients retain local graph data and up-
load parameters, gradients, fairness metrics, or contribu-
tion signals, thereby avoiding direct exposure of raw graph
structures and client records. In contrast, FairGFL (Zhou
et al. 2026) provides a stronger local-data privacy mech-
anism by explicitly perturbing sampled subgraph informa-
tion with local differential privacy: node features are en-
coded and obfuscated, and links are randomized before be-
ing used to estimate cross-client overlap ratios, which di-
rectly targets leakage from overlapping nodes and edges.
Similarly, (Wang et al. 2026) constructs a client-level macro
graph from privacy-preserving structural statistics and ap-
plies a Gaussian mechanism to differentially private macro
embeddings, thereby protecting topology-derived client rep-
resentations while enabling structure-aware aggregation.
FedGraph-Fair (Khan 2026) further formalizes privacy com-
patibility through client-level differential privacy and secure
aggregation, analyzing how DP noise affects convergence
and fairness in a dynamic client graph. FaVGNN (Wang,
Yan, and Jin 2026) differs from the horizontal-FL papers by
considering vertical federated GNNs.

Overall, these works share the common objective of pre-
venting direct raw-data transfer in federated graph learning,
but they differ in privacy granularity: some protect raw data
by protocol design through FL data locality, some protect
graph structure and client relationships through perturbed
structural summaries or macro embeddings, and only a sub-
set provides formal privacy semantics via LDP, DP, or se-
cure aggregation. Thus, the literature suggests a progression
from implicit privacy preservation by decentralized training
toward explicit protection of graph topology, overlap infor-
mation, sensitive attributes, and client-level statistics.

4.3 Taxonomy-Based Mapping of the Papers

After defining the two taxonomy dimensions, we map each
reviewed paper to the corresponding categories according to
its primary fairness objective and privacy target, as shown
in Table 1. Specifically, we identify whether a study focuses
on group fairness, individual fairness, cross-client fairness,
or client-aware fairness; and whether it protects node pri-
vacy, edge privacy, or local data privacy. When a study ad-
dresses multiple categories, we assign multiple labels where
appropriate and use the primary technical contribution for
summary-level analysis. The resulting mapping serves two
purposes: it makes the classification of the literature trans-
parent and it highlights dominant patterns and underex-



plored intersections in current research that will be discussed
in next section.

5 Taxonomy-Guided Literature Discussion

5.1 Group Fairness Under Node Attribute
Privacy Constraints

Group fairness under node attribute privacy constraints ex-
poses a fundamental tension in fair graph learning: sensitive
attributes are often necessary for estimating and correcting
demographic disparities, yet their collection and use may it-
self increase node-level privacy risk. Dai and Wang 2023
formalize this issue by showing that fair GNN training with
limited sensitive attributes is vulnerable to privacy leakage
when ground-truth sensitive attributes are directly used; N'T-
FairGNN addresses this by perturbing sensitive attributes
under local differential privacy and then learning fairness
constraints from noisy sensitive estimates, thereby treating
privacy as a constraint on fairness supervision rather than as
a post-hoc protection mechanism.

Song and Palanisamy 2024 further broaden this perspec-
tive by arguing that sensitive information is not only con-
tained in explicit node attributes but also recoverable from
non-sensitive features and graph topology; their MAPPING
framework therefore jointly debiases features and topology
with distance-covariance constraints and adversarial train-
ing, aiming to improve group fairness while reducing multi-
ple sensitive-attribute inference leakage.

In contrast, FROG (Chen et al. 2025) highlights a comple-
mentary privacy-driven setting—graph unlearning—where
removing user-requested nodes or edges can satisfy privacy-
oriented deletion requirements but may unintentionally alter
homophily and worsen dyadic group fairness; FROG miti-
gates this effect through fair graph rewiring and model up-
dating. Taken together, these works suggest that the fair-
ness—privacy relationship in GNNS is not a simple zero-sum
trade-off: privacy mechanisms such as local differential pri-
vacy may degrade the quality of sensitive supervision, while
fairness interventions may either expose or suppress sen-
sitive information depending on whether they account for
topology-induced leakage. A key implication is that trust-
worthy GNNs should jointly optimize utility, group fairness,
and node-level privacy, explicitly modeling sensitive at-
tributes as both fairness-critical signals and privacy-sensitive
information embedded in node features, graph structure, and
learned representations.

5.2 Individual Fairness Under Link Privacy
Constraints

Individual fairness under edge-level privacy constraints re-
veals an inherent tension in fairness-privacy GNN de-
sign: enforcing similar predictions for similar nodes re-
duces individual-level discrimination, but it can also am-
plify the distinguishability exploited by link-stealing at-
tacks. Zhang, Yuan, and Pan 2024 theoretically and empiri-
cally show that improving Lipschitz-based individual fair-
ness tends to decrease prediction distances among struc-
turally similar or neighboring nodes, thereby increasing the
separability between connected and unconnected node-pair
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distributions and raising edge leakage risk; they address this
via PPFR, which combines fairness-aware loss reweighting
with privacy-aware graph perturbation to jointly reduce bias
and edge inference risk with limited accuracy degradation.

Wang et al. 2025a extend this perspective to ranking-
based individual fairness, observing that fairness promo-
tion can similarly make posterior representations of linked
or similar nodes more alike, exacerbating edge-stealing at-
tacks, while also introducing group disparity in fairness
gains. Their GRIF-PPGNN framework therefore adds dif-
ferentially private noise to graph aggregations, avoids di-
rect graph-structure querying during inference, and opti-
mizes both ranking-based individual fairness and equality of
fairness promotion across sensitive groups. Taken together,
these studies suggest that individual fairness in GNNs
should not be optimized as an isolated objective; rather, fair
GNNs must be designed under explicit edge-privacy con-
straints, where the optimization objective jointly controls
prediction smoothness, structural leakage, subgroup-level
fairness disparity, and utility.

5.3 Fairness Degradation Induced by Differential
Privacy Noise

Differential privacy introduces a non-negligible source of
fairness degradation in graph neural networks because the
injected noise perturbs precisely the signals used to de-
fine or enforce fairness. Existing studies show that the
degradation mechanism depends on the privatized object:
LDP-protected sensitive attributes corrupt the supervision
required by group- or counterfactual-fair training, LDP-
protected node features distort the similarity matrix used
for ranking-based individual fairness, and edge-DP pertur-
bations alter the graph topology that governs both mes-
sage passing and fairness regularization. For example, NT-
FairGNN (Dai and Wang 2023) and PCFGR (Wang et al.
2025b) demonstrate that randomized-response noise on sen-
sitive attributes weakens fairness constraints unless noise-
aware estimation or forward correction is introduced, while
LPF-IFGNN (Wang et al. 2023) shows that feature-level
LDP can impair individual-fairness estimation but can be
partially mitigated through neighborhood aggregation under
homophily. In contrast, PPFR (Zhang, Yuan, and Pan 2024)
and GRIF-PPGNN (Wang et al. 2025a) highlight a struc-
tural privacy—fairness tension: enforcing individual fairness
may increase edge leakage risk, whereas DP-based edge per-
turbation can reduce privacy risk at the cost of degraded
fairness or predictive accuracy. Overall, these works suggest
that DP noise should not be treated as a fairness-neutral pri-
vacy layer in GNNG; rather, fair privacy-preserving GNNs
require explicit noise-aware fairness objectives, denoising
mechanisms, or robust estimators to prevent privacy protec-
tion from systematically degrading fairness.

5.4 Fairness Under Federated Privacy
Constraints

A key observation from the reviewed fair-aware federated
GNN literature is that federated learning is often adopted
as a privacy-preserving infrastructure, but its implications



Group fairness

Individual fairness

Cross-client fairness

Client-aware fairness

Node privacy

Edge privacy

Local data privacy

Song and Palanisamy
2024; Agrawal et al.
2024; Dai and Wang
2023; Chen et al.
2025; Yang and Li
2026

Wang et al.

2025a; Chen et al.
2025; Yang and Li
2026

Tan et al.

2026; Agrawal et al.
2024; Cui et al.

Wang et al.

2026; Wang et al.
2023; Wang et al.
2025b

Zhang, Yuan, and Pan
2024; Wang et al.
2025a

Zhou et al. 2026; Tan
et al. 2026; Khan
2026; Zhou et al.

Cui et al. 2023; Wang,
Yan, and Jin 2026; Lo
et al. 2025

2023; Wang, Yan, and
Jin 2026; Wang et al.
2024; Lo et al. 2025

2025; Pan et al. 2024

Table 1: Taxonomy: Fairness Objectives vs Privacy Targets

for fairness are not always explicitly theorized. Many fair-
aware GNNs use FL mainly to avoid centralized access to
user graphs, sensitive attributes, or organizational data, and
then study how this distributed setting affects utility, con-
vergence, personalization, or accuracy—fairness trade-offs.
However, in much of this literature, the federated setting
is treated primarily as a utility and optimization constraint,
such as non-IID data, incomplete sensitive attributes, feature
heterogeneity, or communication limitations, rather than as
a structural constraint that changes how fairness itself must
be measured and optimized.

This distinction is important when comparing client-
aware fairness aggregation with cross-client fairness. Cross-
client fairness is fundamentally a fairness constraint on per-
formance distribution among clients. Its central question is
whether the learned model serves different clients consis-
tently or equitably. By contrast, it is not primarily a pri-
vacy constraint on fairness: it does not necessarily arise be-
cause fairness information is hidden by privacy restrictions,
but because client-level outcomes may be uneven. There-
fore, cross-client fairness addresses the equity of the federa-
tion for utility, while most fair-aware GNNs address demo-
graphic or task-specific group fairness within the prediction
problem.

Client-aware fairness aggregation is a fairness mecha-
nism induced by federated privacy constraints. Unlike ordi-
nary group-fairness regularization, it is optimized through
the aggregation of client updates, rather than through di-
rect access to centralized data. These methods suggest
that fairness-aware aggregation should be understood as a
privacy-constrained fairness mechanism: because the server
cannot freely inspect or pool raw graph data and sensitive at-
tributes, fairness must be approximated, transmitted, and op-
timized through privacy-compatible client-level summaries,
intermediate representations, or weighted updates.

Client-aware fairness does not merely use FL as a privacy-
preserving training environment; it makes the aggrega-
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tion process itself part of the fairness intervention. Com-
pared with cross-client fairness, its target is still usually
demographic group fairness, not equality of performance
across clients. The client is not the protected subject, but
the privacy-bounded carrier of local fairness information.
Consequently, fairness-aware aggregation reveals a distinc-
tive fairness—privacy interaction in federated GNNs: pri-
vacy constraints limit the observability of global fairness-
relevant information, while aggregation becomes the mech-
anism through which local, partial, and privacy-preserving
fairness signals are transformed into global fairness im-
provements.

6 Open Challenges and Future Directions

6.1 Toward Unified Modeling of Fairness—Privacy
Interactions

Existing studies often analyze fairness and privacy interac-
tions in isolated settings, such as group fairness under node
attribute privacy or fairness degradation caused by differen-
tial privacy noise. However, the field still lacks a unified the-
oretical and methodological framework to characterize when
fairness and privacy objectives conflict, when they are mutu-
ally reinforcing, and when one objective imposes constraints
on the other. Future work should move beyond case-specific
solutions and develop frameworks that describe fairness-
privacy interactions across different graph structures, learn-
ing tasks, privacy threats, and fairness objectives.

6.2 Understanding Fairness Degradation Under
Privacy-Preserving Mechanisms

Privacy-preserving mechanisms may degrade fairness in
non-uniform ways. For example, differential privacy noise,
graph perturbation, or feature masking affect groups, nodes,
or clients differently depending on their structural positions,
data density, or label distributions. Minority groups or low-
degree nodes may be especially vulnerable because they



often have fewer reliable signals for representation learn-
ing. Future research should investigate how different privacy
mechanisms reshape fairness outcomes across graph sub-
populations and develop privacy-preserving methods that
avoid disproportionate fairness degradation.

6.3 Fairness-Privacy-Utility Tensions in
Federated GNNs

Federated GNNs introduce a distinctive fairness-privacy-
utility tension. Federated mechanisms protect local graph
data but reduce model utility by limiting the relational in-
formation needed for effective GNN training. At the same
time, cross-client fairness objectives impose additional util-
ity costs because they seek to reduce performance disparities
across heterogeneous clients rather than optimize only aver-
age global accuracy. More importantly, privacy constraints
may undermine fairness itself: client-aware fairness aggre-
gation requires information about local losses, subgroup
performance, sensitive attribute distributions, or client-level
data heterogeneity, yet such information may reveal pri-
vate properties of local datasets. Thus, privacy protection
can constrain the measurement and optimization of fair-
ness in federated GNNSs. Future research should develop ag-
gregation and auditing mechanisms that are both privacy-
preserving and fairness-aware, enabling the server to miti-
gate client-level disparities without exposing sensitive local
statistics.

6.4 Beyond Pairwise Trade-offs: Fairness,
Privacy, and Utility

Although utility is beyond the scope of this review, the lit-
erature screening process revealed a major limitation of ex-
isting work: the lack of systematic analysis of the three-way
relationship among fairness, privacy, and utility. Many stud-
ies report fairness and privacy metrics separately, while oth-
ers focus primarily on privacy-utility trade-offs without ex-
amining whether utility degradation is distributed unevenly
across groups or clients. Future work should evaluate fair-
ness, privacy, and predictive performance jointly, preferably
through trade-off curves, Pareto-front analysis, and sensi-
tivity studies over privacy budgets, fairness constraints, and
graph perturbation levels.

7 Conclusion

In this review, we analyzed the emerging literature on
fairness-privacy interactions in GNNs. Rather than treating
fairness-aware and privacy-preserving GNNs as indepen-
dent research directions, we emphasized their interdepen-
dence. To support this analysis, we proposed a literature-
derived taxonomy that organizes the existing body of stud-
ies along two orthogonal dimensions. We mapped the re-
viewed papers to identify dominant research patterns and
underexplored intersections. The mapping shows that the ex-
isting work is concentrated around several recurring themes,
including group fairness under node attribute privacy con-
straints, individual fairness under link privacy constraints,
fairness degradation induced by differential privacy noise,
and fairness under federated privacy constraints. According
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to the intersections that have not been sufficiently studied,
we identified potential directions of fairness-privacy interac-
tions in GNNSs. In conclusion, this review provides a foun-
dation for future research on fair and private GNNs in high-
stakes real-world applications.
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