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Abstract

The correctness and appropriateness of scientific references
is paramount for upholding the trust in and ethics of sci-
ence. This standard has come under pressure with the ad-
vent of artificial intelligence (Al) and Large Language Mod-
els (LLMs), which facilitate academic writing and peer-
reviewing. Leading venues have become flooded with Al-
enhanced manuscripts containing hallucinated references, en-
dangering the general ethics and high standards of scientific
practice. As researchers are under constant time pressure and
cannot be expected to identify “HalluCitations” manually, au-
tomated bibliographic verification (ABV) becomes integral.
Realizing the potentials of ABV, we introduce PAU (Paper
Analysis Utility), an open-source tool for automating the val-
idation of bibliographic information in scientific manuscripts.
PAU extracts references from a given publication and com-
pares them against major scholarly databases, while leav-
ing the final judgment and thus agency to human reviewers.
With hybrid verification, the tool detects and flags reference
discrepancies both in terms of metadata validity (checked
via pattern matching) and semantic alignment (leveraging
LLMs). Both the design and performance of PAU are eval-
uated against researcher expectations and on real-world ref-
erence hallucinations. Our work contributes a socio-technical
approach for establishing ABV in the research community to
ensure scientific integrity and ethics in the age of Al-assisted
academic publishing.

Code — https://github.com/DiePaupi/PaperAnalysisUtility

1 Introduction

Trust forms a fundamental pillar of scientific practice (Ior-
danou, Antoniou, and De Vos 2026). The credibility of re-
search depends not only on the rigor of methods and the
validity of results, but also on the transparency and trace-
ability of the knowledge claims made within scientific pub-
lications (Haven et al. 2022). However, science is increas-
ingly facing a broader crisis of trust, shaped by misinfor-
mation, epistemic polarization, and declining confidence in
institutions (van der Meer and Hameleers 2026). At the same
time, the rapid evolution and integration of generative arti-
ficial intelligence (Al) into academic workflows introduces
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new opportunities as well as new risks for maintaining re-
search integrity (Arar et al. 2025). Large language mod-
els (LLMs) have enabled researchers to automate or assist
in many aspects of the scientific work process, including
drafting text, summarizing literature, and suggesting refer-
ences (Eger et al. 2026). While these capabilities can sig-
nificantly improve productivity, they also introduce well-
documented challenges with respect to factual accuracy,
ethics, and trustworthiness (Cheng, Calhoun, and Reedy
2025).

In particular, LLMs are prone to generating so-called hal-
lucinations, corresponding to content that appears plausible
but is factually incorrect or unsupported (Ji et al. 2023).
In the context of scientific writing, this problem frequently
manifests in the form of fully hallucinated or inaccurate ref-
erences, so-called “HalluCitations”, as already observed at
major scientific conferences (Sakai, Kamigaito, and Watan-
abe 2026). Empirical evaluations indicate that this issue per-
sists through model generations. For example, while GPT-
4 improves upon GPT-3.5, it was still found to completely
fabricate 18 % of references and to additionally produce
substantive citation errors in 24 % of references (?). Incon-
sistencies in bibliographies undermine the traceability and
credibility of scientific claims and pose serious challenges
for authors and readers, who rely on accurate references to
evaluate and contextualize research.

Whether it be reviewers volunteering to check the in-
tegrity of submitted papers, supervisors evaluating student
theses, or authors preparing manuscripts for submission: re-
searchers face substantial time pressure and may easily over-
look inconsistencies in references or citations, especially
when lacking detailed familiarity with the topics, for exam-
ple in interdisciplinary works. Reviewing in particular is un-
paid community service relying on voluntary efforts under
limited time, and as such is incompatible with the manual
detection of AI (mis)use and hallucination artifacts. First sci-
entific repositories, associations, and publishers have started
to address the complacent use of generative Al in academic
publishing and in particular citations. While several venues,
such as AIES itself, rely on self-declaration of Al use, efforts
are under way to sanction ethical misconduct and enforce
human oversight and accountability. For example, arXiv has
recently announced their intent to penalize such scientific
misconduct by banning authors from posting further pre-



prints (Singh Chawla 2026). With more large scale reports of
detected hallucinations in scientific manuscripts being pub-
lished over the last months (e.g., Topaz et al. 2026) it can be
expected that more organizations will follow arXiv’s prece-
dent.

We argue that in the age of Al-assisted publishing, au-
tomated bibliographic verification (ABV), that is ensuring
the correctness, traceability, and contextual validity of ref-
erences via (semi-)automated tools, becomes imperative for
upholding the trust in and ethics of science. First approaches,
tools, and services for detecting HalluCitations have recently
emerged (e.g., GPTZero 2026; Stringhini and Blackburn
2026; Shi et al. 2026; Li, Lin, and Ma 2026; Zhao et al.
2026), however they are either of proprietary nature, not
(yet) published at peer-reviewed venues, or lack practical
evaluation with human feedback, thus limiting transparency,
accessibility, and trustworthiness. We address the need for
transparent and affordable tools and investigations via three
distinct but interconnected contributions that are summa-
rized in Figure 1 and reflect the structure of our work:

1. We approach the ABV problem from a holistic perspec-
tive and present a socio-technical literature background
that connects the ethics and trustworthiness of science
with the pros and cons of using generative Al in research.

We introduce the Paper Analysis Utility
(PAU), an open source tool that was developed via
requirement-driven design science methods and allows
users to tackle ABV with a hybrid verification approach.

3. We contribute practical insights for both the perceived
usefulness as well as the empirical performance of PAU
when performing ABV.

Our literature review highlights how ABV is becom-
ing central for ensuring research integrity, producing veri-
fiable artifacts whose importance for scientific argumenta-
tion would be otherwise diminished by hallucinations (see
Section 2). Drawing on this related work, informal discus-
sions with researchers in our department, and our analysis
of the ABV task, we formulate three primary requirements
for ABV: (1) verifying whether cited publications actually
exist; (2) detecting structural inconsistencies such as refer-
ences that are not actually cited within the manuscript; and
(3) assessing whether statements that cite a publication the-
matically align with the original work. Based on these re-
quirements and our method (see Section 3) PAU was de-
veloped as an open source, modular, and extensible Python
software that automates the paper analyses (see Section 4).

Not to be confused with the complex goal of formally ver-
ifying Al models themselves (Sélzer 2025), our tool trans-
parently validates the integrity of scientific papers by com-
bining traditional pattern matching with database lookup
techniques and LLM capabilities for performing metadata
and semantic alignment checks. Notably, we deem this
preferable to closed source or Al-only approaches because
deterministic checks against databases are more reliable
and reproducible, while Al-based functions should only be
used as assistive signals rather than trusted decisions. In
our proof-of-concept workshop, practitioners awarded high
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practical value to PAU and provided helpful input for its fu-
ture refinement and in subsequent experiments on real-world
papers, PAU did not produce false negatives (see Section 5).
Overall, our work is not only unique in connecting the timely
ABYV problem to ethical practices and the crisis of trust in
science, but it also equips researchers with an actionable
toolkit as well as empirical insights to uphold academic in-
tegrity in the age of Al-assisted academic publishing (see
Section 6).

2 Background
Trust in Science

Science and research face a crisis of trust, which is charac-
terized by the “simultaneous erosion of confidence in mul-
tiple institutions and a destabilized information ecosystem
marked by fears of misinformation and general pervasive un-
reliability” (van der Meer and Hameleers 2026, p. 2). As the
public cannot easily validate scientific procedures and publi-
cations, it has no alternative but to place trust in researchers
and their methods and practices, even though this trust “can
be easily eroded and destabilised [sic]” (Zeybek Kabakci
et al. 2025, p. 3). With spreading de-legitimizing narratives
and rising epistemic indifference — for example, observed
in the context of pandemics, climate change, and emerging
technologies such as Al (van der Meer and Hameleers 2026)
— it therefore remains imperative to uphold academic in-
tegrity and legitimacy. Importantly, the matter of trust also
directly connects to the potentials of open science prac-
tices (Iordanou, Antoniou, and De Vos 2026), which aim at
making research procedures and outcomes more transparent
and accessible (Haven et al. 2022). It is primarily fueled by
the observation that “epistemic practices that support trans-
parency” are commonly valued as being trustworthy (Ior-
danou, Antoniou, and De Vos 2026, p. 21), whereas negative
reputation is rooted in obscurity and lack of replicability.

For strengthening trust in science, Haven et al. (2022) ac-
cordingly conclude that open science approaches need to be
thoroughly linked to the academic backgrounds on research
integrity. It has various important dimensions, such as the
credibility of research publications as well as the method-
ological rigor in practices and tools used in academia.

Furthermore, as also discussed for the Connected and
Open Research Ethics Commons, participatory design ap-
proaches are fundamental to ensure integrity (Harlow et al.
2020). Similarly, practices and tools for supporting research
integrity should also be developed under careful attention
to their (participatory) design process (Spinuzzi 2005). The
overarching field of design science research (DSR) (Vaish-
navi and Kuechler 2015) offers methods and strategies for
involving future users and stakeholders early and iteratively
in the development process, to make sure that systems ad-
dress real-world needs and remain transparent and trustwor-
thy in practice. In the context of scientific infrastructures,
such collaborative requirements discussions can help align
technical solutions with established norms of academic in-
tegrity and the practical workflows and expectations of re-
searchers, reviewers, and supervisors.
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Figure 1: Schematic visualization of PAU’s development to automatically verify scientific bibliographies.

Using AI Models for Science

Over the last years, a technological evolution in the form
of widely available and easy-to-use Al services has further
destabilized the trustworthiness of science (Stokel-Walker
and Van Noorden 2023; Arar et al. 2025). Despite many
decades of prior work on natural language processing (Ju-
rafsky and Martin 2026), the power of generative deep
learning (LeCun, Bengio, and Hinton 2015), attention and
transformer mechanisms (Vaswani et al. 2017), and self-
supervised learning (Brown et al. 2020) has hit the sci-
entific community with an unexpected force. Researchers
actively explore the technical feasibility and limitations
of automating multi-discipline cognitive reasoning (Huang
et al. 2024b), generalizable abstraction and reasoning (Chol-
let et al. 2025; Fischer et al. 2020), or scientific discov-
ery (Zhang et al. 2024; Zheng et al. 2025) with AL. While
some know no borders when employing these new tech-
nologies, others are more cautious and demand researchers
“to be keenly aware of principles of academic integrity,
in interpreting and communicating about Al research out-
comes” (Altmeyer et al. 2024, p. 1). Be that as it may,
researchers have unprecedented means for automating and
streamlining their work via multi-modal cloud-based ser-
vices (Feuerriegel et al. 2024; Lins et al. 2021).

Whether in the form of proprietary services like
ChatGPT or open-weight LLMs that can be deployed
in custom environments, researchers across all disciplines
leverage Al to improve their manuscripts or review others
work in fully- or semi-automated workflows (Lund et al.
2023; Kim 2023; He et al. 2023; Kim 2024; Eger et al.
2026). Specific opportunities are, for example, seen for
generating scientific figures (Belouadi, Ponzetto, and Eger
2024; Belouadi, Lauscher, and Eger 2024), finding and inte-
grating existing publications (Babaei Giglou, D’Souza, and
Auer 2025; Scherbakov et al. 2025), alleviating the burdens
of academic peer-reviewing (Sun 2025), or even for the end-
to-end automation of Al research (Lu et al. 2026). This is
not the first example where technology automates research;
computers have enabled researchers to calculate statistics
more easily, while web searches and bibliography tools al-
lowed users to scale systematic literature reviews. However,
compared to the efficiency gained from these historic ad-
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vances, modern Al services “have the ability to produce
novel written content on their own” (Cheng, Calhoun, and
Reedy 2025, p. 2), which raises serious technical and ethical
questions with respect to verification, plagiarism, false in-
formation, and questionable legitimacy (Kim 2023; Stokel-
Walker and Van Noorden 2023).

Agnostic to their use case context, LLMs are generally
considered to lack safety and trustworthiness, mostly due to
their extreme parametric complexity (Huang et al. 2024a).
When used for intellectual tasks, it has therefore been ar-
gued that “significant social costs and disruptions could arise
if measures are not promptly put in place to verify the file
version, authorship, and authenticity of the generated con-
tent” (Kim 2023, p. 7). However, while different approaches
for formally verifying deep neural networks exist (Xie, Ker-
sting, and Neider 2022; Silzer et al. 2026; Zaid, Neider, and
Yalciner 2026), they remain non-trivial and computation-
ally infeasible to apply to large-scale transformer architec-
tures, as used in today’s LLMs (Silzer 2025; Huang et al.
2024a). Deeply rooted in their probabilistic nature (Ji et al.
2023), generative hallucinations, for example, also compli-
cate the automation of disinformation detection (Schmitt
et al. 2024). As such, it comes as no surprise that var-
ious studies have evidenced artifacts of Al-assisted writ-
ing in the form of HalluCitations in contemporary publica-
tions (Agrawal et al. 2024).

Despite the technical issues and acknowledged unethical-
ity, Al-assisted practices are becoming the new standard in
academic work (Huang et al. 2024a; Raman 2025). Strong
evidence for thousands of Al-generated or -enhanced papers
and reviews was, for example, observed at leading Al venues
such as ICLR (Naddaf 2025; Esau, Shmatko, and Adam
2025), ICDM (Kamath 2026; Gibney 2026), ACL (Sakai,
Kamigaito, and Watanabe 2026), ACM CCS (Cortier and
Lin 2026), and NeurIPS (Shmatko, Adam, and Esau 2026).
While researchers have made efforts to develop specialized
LLMs to decrease hallucinations and increase citation accu-
racy (e.g., Asai et al. 2026), these advances do not fully ad-
dress the problem, particularly if such models are not widely
adopted.

To uphold research integrity (Arar et al. 2025), re-
searchers demand fellow colleagues to “always crosscheck



any information [and] ensure the ethical and transparent use
of [AI models]” (Dergaa et al. 2023, p. 7), for which they
also expect and recommend “guidelines for the responsible
use of Al tools” (Kim 2024, p. 6), disclosure policies (Hos-
seini, Rasmussen, and Resnik 2024), as well as “integrity
standards and practices” (Arar et al. 2025, p. 19). Responsi-
ble AI use in science depends not only on individual ver-
ification and disclosure, but also on scholarly Al infras-
tructures designed to support inspection, understanding, and
user agency (Speckmann, Nadj, and Janiesch 2025). As sci-
entific publishers commonly agree to “establish and support
high standards of ethical conduct and reporting of academic
research” (Cheng, Calhoun, and Reedy 2025, p. 2), official
guidelines have early on been established by the Commit-
tee on Publication Ethics (Committee on Publication Ethics
2023) and similar stances are taken by top publishers (Na-
ture 2023; Kim 2024). To summarize, one must thus care-
fully weigh the “promises and perils” (He et al. 2023, p. 1)
of using LLMs for scientific writing and peer-reviewing (Gi-
ray 2024) and find appropriate operating principles.

Existing Approaches on Automated Bibliographic
Verification

In order of maintaining scientific integrity, the science com-
munity urgently requires support in the form of automated
verification of manuscripts, thus resulting in the ABV prob-
lem addressed with this work. Note that bibliography errors
do not necessarily stem from Al usage and could also be
rooted in sloppy writing, citation copying, outdated refer-
ences, or formatting errors, yet such issues are likely am-
plified by AI models. Moreover, ABV is not necessarily
restricted to unveiling reference errors, because respective
analyses can, for example, also explore the quality of aca-
demic foundations (based on scientific venue rankings) or
semantic matching (whether references actually support the
surrounding statements). Tackling ABV is needed and non-
trivial because the manual evaluation of references remains
time-consuming and its automation, as well as the funda-
mental parsing of documents, is a somewhat complex prob-
lem in itself (Zhang et al. 2026). As such, whether it be for
validating works of others (e.g., in peer-reviewing or litera-
ture reviews) or for finalizing their own papers, reliable au-
tomation will become imperative for manifesting scientific
integrity and adhering to Al-related publication guidelines
and expectations (Committee on Publication Ethics 2023).
While some suggest that LLMs can effectively spot hal-
lucinations (Agrawal et al. 2024), we argue that an Al-only
approach to ABV remains questionable, as it merely shifts
the problem of hallucinations and credibility. Moreover, for
effectively promoting trust in science (Iordanou, Antoniou,
and De Vos 2026), respective methodological frameworks
should be established as open, affordable, and transparent as
possible, with respect to both the final application as well
as the logic within the system. The former should ideally
be made available in the form of an open source software
toolkit that comes with rich documentation and can be eas-
ily used by both technical and non-technical practitioners.
With regards to internal logic, instead of using black-box
LLMs, a more interpretable and reliable approach could, for
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example, leverage string matching and semantic similarity
(like cosine similarity on word, sentence, or abstract embed-
dings) to compare references against a database.

While we worked on our own approach to ABV, oth-
ers have started similar endeavors that we want to quickly
shout-out. Shi et al. (2026) proposed CiteAudit, Li,
Lin, and Ma (2026) presented CiteTracer, and Stringh-
ini and Blackburn (2026) introduced Hallucinator,
while Zhao et al. (2026) have performed a large-scale ex-
ploration of HalluCitations with a non-disclosed detection
pipeline (Sakai, Kamigaito, and Watanabe 2026). Table 1
summarizes these related works to provide a brief overview
of currently available open source ABV systems (including
PAU).

In addition, there are two proprietary ABV tools that
we know of: the Citation Checker (https:/citely.ai/)
and the Hallucination Detector (https://gptzero.
me/hallucination-detector/). The latter was recently used
for analyzing ICLR (Esau, Shmatko, and Adam 2025)
and NeurIPS (Shmatko, Adam, and Esau 2026) papers.
While providing an “in-depth analysis highlighting specific
sentences likely to contain hallucinated or incorrect cita-
tions” (GPTZero 2026), this system can hardly be consid-
ered to be transparent or freely available. There is no infor-
mation on its internal workings, payed plans are needed for
processing more than 10,000 words, and the company has
been called out for false positives in Al detection (Fowler
2023), which limits practical usefulness and trustworthiness.
With PAU, we want to bridge this gap and offer fellow re-
searchers an open and extensible toolkit for ABV that was
also empirically evaluated with respect to detection rates and
human feedback.

3 Method

To guide the development of PAU, we followed the princi-
ples of DSR which is well-suited for developing and eval-
uating socio-technical artifacts that address practical prob-
lems (Vaishnavi and Kuechler 2015). In contrast to theory-
heavy DSR, our approach focuses pragmatically on iterative
artifact development and evaluation in a real research con-
text, as schematically summarized in Figure 1. Inspired by
the phases proposed by Vaishnavi and Kuechler (2015), we
began with a problem awareness stage which explored the
challenges of verifying scientific references through infor-
mal requirement discussions within our department. In par-
allel, we conducted an exploratory review of existing ABV
literature, synthesizing works on reference verification, hal-
lucinated citations, and Al-assisted scientific writing.

Based on this initial understanding of ABV and related
themes, we formulated initial requirements and features PAU
should facilitate during the suggestion phase. We proceeded
with the development by implementing PAU as a modular
prototype in Python (see next section).

After establishing a proof-of-concept, we conducted a
qualitative evaluation to gain initial insights into its prac-
tical usefulness. To this end, we organized a workshop with
four PhD students and one senior researcher, in which PAU
was demonstrated and subsequently discussed in terms of
potential use cases and improvements. Finally, we carried



System AI/LLM Use Output
. . A report listing each reference’s real/fake verdict, optional ground-truth match,
A . . . .
CiteAudit Necessary and verification details such as method, found status, and evidence note
. As fallback, A report listing each reference’s verdict, the taxonomy-aligned code, the of-
CiteTracer . . ..
necessary fending field(s), and the source(s) supporting the decision
. A report listing each reference’s classification into one of three categories: ver-
Hallucinator None . >
ified, author mismatch, not found
A report providing an overview of the document’s structure, flags of invalid
seeming Unicode use, a list of in-text references that were not found in the
For extended o1 . - . . .
PAU coverage bibliography, a list of bibliography entries that were not referenced in the main
op tionagl ’ text, a list of frequently cited authors, the results of the ABYV, optionally a list

of sentences where a reference was cited which seemingly does not support the

statement, and an overview of outlet rankings for all bibliography entries

Table 1: Overview of the ABV systems CiteAudit by Shi et al. (2026), CiteTracer by Li, Lin, and Ma (2026),
Hallucinator by Stringhini and Blackburn (2026), and PAU.

out an initial technical validation of PAU’s ability to detect
incorrect or hallucinated references by comparing its out-
puts with findings reported by GPTZero in their analysis of
NeurIPS papers containing HalluCitations (Shmatko, Adam,
and Esau 2026). This comparison provides an initial empir-
ical indication of the reliability of PAU’s reference verifi-
cation mechanisms (note that other open source tools were
not yet available, respective comparisons remain for future
work). Throughout the development process, feedback ob-
tained during the proof-of-concept workshop and insights
gained from the validation step informed incremental refine-
ments of the tool.

In line with the iterative nature of DSR, this continuous
improvement process contributes to the practical functional-
ity of PAU for performing ABV and to the broader under-
standing of how ABV can support research integrity, as well
as providing first insights on how researchers offering re-
views for free as community service can be best supported.

4 PAU: A Paper Analysis Utility

PAU is an ABV software whose goal is to assist authors,
reviewers, and educators in identifying issues related to the
correctness, consistency, and traceability of references used
in an academic manuscript. As a secondary goal, PAU can
serve an educational purpose by showing students which as-
pects to examine when critically reading and evaluating sci-
entific publications. By extracting and analyzing citations
and bibliographic entries, PAU helps detect problems such
as inconsistencies between in-text citations and the bibli-
ography, mismatching metadata, non-existent publications,
or semantic discrepancies between statements and the refer-
ences cited for them. Thus, rather than attempting to judge
the scientific contribution or methodological soundness of a
manuscript, PAU focuses on aspects of scholarly writing that
can be systematically verified.

PAU operates by processing manuscripts in portable doc-
ument format (PDF) and extracting and verifying textual
information using a document parsing pipeline, as summa-
rized in the logic diagram in Figure 2. The tool (PAU.py)
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starts by getting the global path to the PDF from the user, as
well as information about the document’s:

format, i.e., if there are header lines to consider

bibliography layout, referring to the order in which the en-
tries’ information (namely Lastname, Firstname, Year,
Title, and Qutlet) are listed

bibliography numbering style, referring to the numbering
preceding each bibliography entry (e.g., [1] or none)

in-text referencing style, referring to how bibliographic
entries are referenced within the text (e.g., by their num-
bering or by using the authors’ names and year)

To exemplify, this paper has no header lines (format = acm),
uses the LEYTO bibliography layout, has no bibliography
numbering (= natbib), and uses authors’ names and the
publication years for in-text referencing (= authoryear).

PAU then analyzes the document’s structure to identify
major sections and specifically the “References” section.
Based on the retrieved start and end points, it parses indi-
vidual bibliography entries to extract structured metadata,
including authors, year, title, outlet, and potential links (via
ReferenceChecker.py). Once parsed, PAU validates
each reference against well-established literature databases,
namely querying SemanticScholar (Kinney et al. 2023) and
DBLP (University of Trier 1993). This core ABV part of
PAU is completely deterministic. As a fallback, the user is
provided with a search-link to manually verify the refer-
ence’s given information. Mismatching information (such as
an author’s name missing or the publication years not match-
ing) and references that could not be found are flagged in the
output report (see Figure 3).

PAU next compares the parsed bibliography with the
in-text citations found throughout the document (via
RefIntextChecker.py). This allows the system to
identify inconsistencies such as citations that appear in the
text but are missing from the bibliography, as well as ref-
erences that are listed in the bibliography but never cited
within the main text (see Figure 4). Optionally, PAU in-
corporates LLMs to analyze the relationship between cited



- supported_formatting_templates

- supported_bib_layouts

- MAX_SCHOLAR_ENTRIES_TO_CHECK

+ check_document_structure() +main()

In PAU.py
* Get user inputs & check document structure

Via ReferenceChecker

1) Extract references (via check_page_text())

2) Extract and normalize reference
information (via parse_reference())

3) Validate references (via BibSearcher)

- USE_GS_AS_FALLBACK
+ search_bib()
1) Search on SemanticScholar (via
compare_sem_scholar_dicts_
to_reference ()

L

 Extract and validate references

Via UnicodeChecker
* Check for formal issues

- supported_ref_templates

2) Search on dblp (via
compare_dblp_dicts_to_reference())

Via RefintextChecker J_

* Match all in-text citations to bibliography entries

[

Via RankingChecker

1) compare_intext_references_to_bib()
(via IntextRefParser)

2) compare_bib_to_intext_references() -

3) * validate_sentence_references()
(with check_with_IIm())

- MAX_RETRIES
+ get_semantic_scholar_result_df()

* Compare outlets to rankings

+get_dblp_result_df()

V
v
N
;
M

i )i © IntextRefParser
* Identify most cited authors 2
+main()
In PAU.py 1) Load ranking files | +check_ref_against_references_df()
« Generate output report (as Markdown file) ] R 2) Get unique outlets | + check_sentence_for_ref()
3) Check outlets against rankings with check_full_sentence_for_numeric_ref()
or check_full_sentence_for_author_year_ref()

4) * Check unmatched outlets with LLM
(via fallback_check_ranking()
with check_with_IIm())

1
(via check_ranking_for_outlets()) ] :
1
1
1

- unicode_characters

+ replace_all_unicode()

+ replace_all_accent_marks()
+remove_accent_marks()

L

Ly

- MAX_AUTHOR_REFERENCES

- USE_CAMPUS_KI
+call_llm()

+ count_occurences()
+ get_unicode_line_lists()

+ normalize_authors_str()
+ get_frequent_authors()

with call_campuski()
or call_openai()

Figure 2: Architecture overview of PAU, its modules, important parameters, and their primary functions, where * indicates an

optional feature.

papers and the statements in which they are referenced in.
The LLMCaller.py currently supports OpenAl, known
for their GPT models, and CampusKI, a service provided by
TU Dortmund University within the broader KI:connect.nrw
initiative that provides access to different LLMs. All sen-
tences referencing the same bibliography entry are collected
and compared against the reference’s abstract (if available
from the aforementioned databases), to assess whether the
cited publication is thematically related and appears to sup-
port or contradict the statement being made. If cited pa-
pers seem to refute or disconnect from the sentences, they
are provided near the middle of the output report, while the
full list of all assessments (including statements without ab-
stracts of the referenced paper to match against) are reported
at the end. While this cannot replace expert judgment, it pro-
vides an additional signal that may help reviewers or authors
detect questionable or potentially misleading citations.

Furthermore, PAU analyzes the characteristics of the
venues in which cited works were published (via
RankingChecker.py). By comparing parsed outlet
names with established ranking datasets (e.g., iCORE rank-
ings and Clarivate’s journal impact factors), the system can
provide information about the quality or reputation of refer-
enced journals and conferences. For parsed outlet names that
could not be matched to any of the rankings (e.g., if abbre-
viations were used), users can optionally employ an LLM
for backup matching. This analysis offers an overview of
the distribution of cited literature across venues of different
rankings, which can help reviewers and authors better under-
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stand the composition of the paper’s literature base. Lastly,
PAU counts the frequency with which (co-)authors appear
in the bibliography of the paper that is being checked (via
AuthorsChecker.py).

While still in early development, PAU can re-
view the document’s text on a formal level (via
UnicodeChecker.py). By seeking sentences con-
taining Unicode characters (such as quotation marks and
dashes) deviating from the typical keyboard inputs, PAU
can flag inconsistent usages. The placement of each flagged
Unicode character is then subsequently checked against
heuristic rules of how each character should be used and if
the placement seems valid. Each sentence with a character
flagged as invalid is then listed in PAU’s output report.

In short, PAU provides an automated framework for an-
alyzing structural and bibliographic aspects of academic
manuscripts, augmenting the user’s ability to assess for-
mal as well as related ethical issues. By combining doc-
ument parsing, reference validation, citation analysis, op-
tional semantic assessment, and outlet overviews, PAU en-
ables ABV to (1) reduce manual efforts required for check-
ing validity of scholarly-written papers and (2) support a
more systematic evaluation of how literature is used within
a research paper. PAU is implemented in Python and de-
signed modular with readability and extensibility in mind,
allowing researchers to easily inspect and adapt the code
for their own use cases. Since most assessments are done
deterministically through traditional pattern matching and
LLM use is optional, PAU does not employ probabilistic



Reference Checker Results

Literature Search Results

No link provided
Unchecked links
Invalid links

Valid links

NO ENTRY FOUND
Mismatching infos
Successful searches
Skipped searches

C308%

40%

Searches

0%

References section starts on page 11.

No link provided: 57/65 = 87.69%
Unchecked links: 6/65 = 9.23%
Valid links: 0/65 = 0.00%

> *lnvalid link: 2/65 = 3.08%

Different links: 0/65 = 0.00%

Successful searches: 19/65 = 29.23%
Skipped searches: 0/65 = 0.00%
Mismatching infos: 20/65 = 30.77%
> = Entries with mismatching author information:
Entries with mismatching years (where the difference is > 1 year):
=> total = 1
[39] Ashwin K vijayakumar, Michael Cogswell, Ramprasath R.
selvaraju, Qing Sun, Stefan Lee, David Crandall, and Dhruv Batra.
Diverse beam search: Decoding diverse solutions from neural
sequence models. arXiv, 1610.02u24, 2018.
Year (2016) does not match expected year (2018)
> = Entries with mismatching years (where the difference is = 1 year):
No entry found: 26/65 = 40.00%
Unfound entries:
=> total = 26
[4] Franz Aichberger, Lily Chen, and John Smith. Semantically diverse
language generation. In International Conference on Learning
Representations (ICLR), 2025.
-> WARNING: None of the 10 results matched the expected title! |
WARNING: No results were found through the dblp search!
[5] Jacob Austin and et al. Diffuseq: Sequence to sequence text generation
with diffusion madels. In ICLR, 2022.
-> WARNING: None of the 6 results matched the expected title! |
WARNING: None of the 335 results matched the expected title!
[6] Nuo Lou and et al. Dsp: Diffusion-based span prediction for masked text
modeling. arXiv preprint arXiv:2305.XXXX, 2023.
-> WARNING: None of the 2 results matched the expected title! |
WARNING: None of the 998 results matched the expected title!
[7] Sheng Shi and et al. Maskgpt: Uniform denoising diffusion for language.
arXiy preprint arXiv:2401.XXXX, 2024.
-> WARNING: None of the 10 results matched the expected title! |
WARNING: No results were found through the dblp search!
[8] A. Sahoo and et al. inatk: Iterative noise aware text denoising. arXiv
preprint arXiv:2402 XXXX, 2024.
-> WARNING: None of the 10 results matched the expected title! |
WARNING: No results were found through the dblp search!
[9] X. Qu and et al. Tugdm: Token unmasking with quantized diffusion
models. In ACL, 2024.
-> WARNING: None of the 3 results matched the expected title! |
WARNING: No results were found through the dblp search!

Figure 3: Excerpt of PAU’s output report section for the re-
sults of the ReferenceChecker for paper no. 4 of the
dataset used for the technical validation. The yellow high-
lights were added manually for references that are validated
hallucinations based on the work of Shmatko, Adam, and
Esau (2026).
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References not in Bibliography

All references used in the document’s (main) text were also found in the 'References’
section.

Unused References in Bibliography

2 Note

The references listed below were listed in the 'References’ section but never used in
the document's main text (excluding appendices).

-> Total = 2

Please note that this list may contain false positives as, e.g., the references ID (e.g., first
author's lastname + year) was not correctly parsed or the in-text reference was not
recognized due to linebreaks.

Parsed Ref. ID: 43
Full reference: [43] Mikel Artetxe, Gorka Labaka, and Eneko Agirre.
Learning principled bilingual mappings of word embeddings while
preserving monolingual invariance. In Jian Su, Kevin Duh, and Xavier
Carreras (eds.), Proceedings of the 2016 Conference on Empirical

pp. 2289-2294, Austin, Texas,
November 2016. Association for Computational Linguistics. doi:
10.18653/v1/D16-1256. URL https://aclanthology.org/D16-1256/.

Parsed Ref. ID: 65
Full reference: [65] Ilya Loshchilov and Frank Hutter. Decoupled weight

Methods in Natural Language Processing,

decay regularization. arXiv preprint arXiv:1711.05101, 2017.

Technical Appendices and Supplementary Material A

Figure 4: Excerpt of PAU’s output report section for the re-
sults of the RefIntextChecker for paper no. 4 of the
dataset used for the technical validation.

reasoning for its core functions. The tool is available as
open source software under the CC BY-NC-SA license at
https://github.com/DiePaupi/Paper AnalysisUtility.

5 Evaluation & Results

Proof-of-Concept and Usability

To obtain initial insights into the practical usefulness of
PAU, we conducted a workshop with four PhD students (P1-
P4) and one senior scholar (P5). The workshop began with
an introduction to PAU and a live demonstration of its func-
tionality using example manuscripts. After presenting the
generated output report, participants were invited to discuss
their first impressions and potential use cases. The discus-
sion was guided by questions regarding the perceived prac-
tical benefits of PAU (e.g., in which situations they would
use the tool) as well as their evaluation of specific features.
Overall, participants perceived PAU as a useful tool for
supporting academic workflows. In particular, several par-
ticipants emphasized its potential value when reviewing pa-
pers outside their immediate field of expertise, with P2 fur-
ther noting that they could imagine using the tool for ev-
ery review. Participants also highlighted potential applica-
tions in the supervision and evaluation of student theses. As
P4 remarked, PAU could “make it easier to assess students’
theses,” and P3 indicated that they could envision using it
broadly for “theses, reviews, etc., in fact everywhere, [also]
as a last step for my own things.” Extending this educational
perspective, P1 suggested that students who are still unsure
how to handle citations could use PAU to verify the correct-
ness of their citations before submission. Regarding its influ-



ence on existing workflows, participants generally expected
PAU to complement rather than fundamentally change their
current practices. P2 described it as a tool that would “make
[the workflow] a bit better” by extending existing reviewing
routines, rather than replacing them.

When discussing specific features, participants expressed
differing views on which functionality they considered most
valuable. P4 emphasized the importance of detecting hal-
lucinated or incorrect references, whereas P1, P2, and P3
identified the comparison between citation contexts and the
referenced publications as the feature with the greatest fu-
ture potential. At the same time, they cautioned that seman-
tic analysis based on LLMs should be considered carefully,
as such models may occasionally misinterpret context.

Participants also provided some suggestions for further
improvements. Both P2 and P5 recommended enabling au-
tomatic detection of bibliography and citation formats, al-
though P2 noted that retaining the option for manual con-
figuration would remain desirable. In addition, P5 suggested
extending the analysis with more author-focused statistics,
such as giving more context about frequently cited authors
as well as the authors of the manuscript themselves (if non-
anonymous). P1 also mentioned the opportunity of PAU
for making forward and backward searches easier, since
cited references are looked up already anyway. Finally, P3
contributed several technical suggestions aimed at improv-
ing usability and performance, including the use of multi-
threading and hyperparameter optimization for LLMs.

Technical Validation

To assess whether PAU reliably detects HalluCitations and
bibliographic mismatches (e.g., in author names or pub-
lication years), we relied on the findings reported by
Shmatko, Adam, and Esau (2026). Their study analyzed
4,841 publications accepted at NeurIPS 2025 and identi-
fied 100 hallucinated citations across 51 papers using the
Hallucination Detector provided by GPTZero.
Because this analysis was published in January 2026, many
of the affected papers have already been revised by now, and
the HalluCitations were no longer present in the most re-
cent versions. Nevertheless, we were able to retrieve ear-
lier versions of 36 of the flagged papers that still con-
tained at least one of the HalluCitations identified by the
Hallucination Detector, providing us with ground-
truth data to validate PAU.

An overview of the results is shown in Figure 5. Across
the 36 analyzed papers, PAU successfully detected every
reference flagged as hallucination by Shmatko, Adam, and
Esau (2026), meaning that no false negatives were observed
in this technical validation. At the same time, PAU flagged
a larger number of references overall. Note that for this
validation, fallback functions during the validation process,
such as the manual search, were skipped in order to assess
PAU’s baseline. Across the 36 papers, which together con-
tain 2,172 references, PAU marked 910 entries (41.90 %) as
either containing mismatches in author names or not be-
ing retrievable through the database searches (i.e., possi-
ble hallucinations); including the year-mismatches, a total
of 1211 entries were flagged (55.76 %).
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A small portion of the author mismatches can be at-
tributed to formatting variations in author names, while
some of the unfound entries result from occasional parsing
errors; both issues can typically be resolved quickly by in-
specting the relevant section of the output report. However, a
substantial share of the flagged references appeared to repre-
sent legitimate inconsistencies or missing database matches.
For transparency and reproducibility, all validation materials
(PAU logs, generated output reports, and figures) are pub-
licly available in the PAU repository’s validation folder.

6 Discussion

Reflecting back on our ambitions, careful reviewing remains
a central yet often underappreciated component of scien-
tific practice that upholds ethical standards and research in-
tegrity. While largely performed as part of voluntary and un-
paid community service, the responsible verification of ref-
erences is of utmost importance for ensuring trust in sci-
ence (van der Meer and Hameleers 2026). As reviewers
and educators frequently operate under substantial time con-
straints, manually checking the validity and relevance of
dozens of references can quickly become impractical. Sim-
ilarly, some publications take years to materialize and re-
search is being done by multiple authors which contribute
parts of the manuscript. It can be challenging as the coor-
dinating author to vouch for the accuracy of all those parts
contributed by others. In these contexts, ABV tools such as
PAU can help alleviate parts of the burden by automatically
highlighting potential inconsistencies and providing a struc-
tured overview of how literature is used within a manuscript.
Rather than replacing expert judgment with proprietary Al
validation, PAU aims to support reviewers in focusing their
limited time on the most relevant aspects of a paper, instead
of redundant literature checks.

Verification Logic and Accuracy

A central design decision of PAU is the combination of
deterministic metadata checks with optional Al-based se-
mantic analysis against literature databases. We argue that
this provides a more transparent, interpretable, and repro-
ducible foundation for ABV compared to purely Al-based
approaches since, for example, LLMs alone may reproduce
the same hallucination issues they are intended to detect. In
PAU, Al-based functionality is therefore deliberately posi-
tioned as an assistive signal rather than a trusted decision
mechanism. The semantic comparison between citation con-
texts and publication abstracts can help highlight potentially
questionable citations, but its outputs should always be inter-
preted in conjunction with human expertise. Moreover, pat-
tern and string matching is less computationally demanding
than leveraging LLMs with billions of parameters, which
matters for the sake of environmental impacts and sustain-
ability (van Wynsberghe 2021). Instead of solving every-
thing with Al, responsible use of this technology also ne-
cessitates us to weigh practical benefits against resource de-
mands (Fischer, Liebig, and Morik 2024).

Our technical validation results provide initial evidence
that our hybrid approach can be effective. When evalu-
ated on a dataset of NeurIPS papers containing previously



GPTZero: verified hallucinations
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Figure 5: Comparison of the 36 papers with verified hallucinations by Shmatko, Adam, and Esau (2026), flagged references by
PAU, and the total number of references listed in each paper’s bibliography.

identified hallucinated citations (Committee on Publication
Ethics 2023), PAU successfully flagged all validated halluci-
nations present in the analyzed paper versions. This absence
of false negatives is encouraging, as overlooking HalluCi-
tations would undermine the primary goal of ABV. At the
same time, PAU flagged a comparatively large number of
references as potentially problematic. While some of these
cases stem from minor formatting differences, such as ac-
cent marks in author names, many appear to represent le-
gitimate inconsistencies or cases where references could not
be matched reliably against the consulted databases. How-
ever, it should be noted that the validation dataset consisted
exclusively of papers that were previously identified as con-
taining at least one hallucinated reference, which introduces
a selection bias and may therefore not reflect the distribution
of issues in typical manuscripts. Nevertheless, these find-
ings highlight both the potential and the limitations of ABV:
while automation can efficiently surface candidate issues, fi-
nal interpretation still requires human assessment.

Design and Usability

Going beyond technicalities, a specific design trade-off con-
cerns the strict matching of author names during reference
validation that was already mentioned by P1 during the
workshop. In its current implementation, PAU requires an
exact match between parsed author names and the corre-
sponding entries in literature databases. While this approach
reduces ambiguity, simplifies the verification process, and
excludes introducing false negatives, it also leads to false
positives in cases where names differ slightly due to translit-
eration or formatting variations. However this does not di-
minish the conceptual promise of PAU, as we intend to
extend it to perform similarity-based string matching tech-
niques (e.g., via Levenshtein distance) to make the compar-
ison more tolerant to minor variations while still preserving
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reliable verification. As such, this refinement illustrates the
benefits of an iterative, participatory DSR approach (Vaish-
navi and Kuechler 2015) for developing infrastructure such
as ABV tools, whose practicality requires careful evaluation.
Reflecting on the socio-technical impacts of our work,
tools like PAU may enable larger-scale analyses of citation
practices across research communities. By systematically
examining references across many manuscripts, it would be-
come possible to identify patterns such as unusually high
rates of unverifiable citations or systematic inconsistencies
in particular venues or subfields. Such large-scale assess-
ments could contribute to broader efforts aimed at identi-
fying and counteracting scientific misconduct or problem-
atic publication practices. As generative Al continues to re-
shape scientific workflows, developing transparent and scal-
able tools for safeguarding the integrity of scholarly com-
munication therefore appears both timely and necessary.

Limitations and Future Work

As expected from iterative development, PAU’s promising
results come with limitations and opportunities for refine-
ment. First focusing on implementation details, the current
application is purely terminal-based, which limits its acces-
sibility for users without a technical background. While this
design allows for simplified development and deployment, it
makes the usage and configuration of the tool less intuitive.
The PAU software currently also supports only a limited
number of bibliography and referencing formats. Although
the parsing routines were designed to accommodate sev-
eral common layouts used in computer science publications,
variations in document structure can still pose challenges. In
particular, differences in section formatting (e.g., numbered
versus unnumbered headings or template-specific structures
such as conference checklists) may affect the robustness of
automatic reference extraction. Lastly, PAU relies on exter-



nal online databases to retrieve bibliographic metadata and
abstracts for reference verification. While sources such as
SemanticScholar and DBLP provide open access and ex-
tensive coverage of computer science literature, their cover-
age is less comprehensive in other disciplines. This database
coverage bias may therefore lead to false positives when ref-
erences cannot be matched reliably against the consulted
sources. Similarly, the semantic comparison between cita-
tion contexts and publication abstracts depends on the avail-
ability of such metadata.

Another practical limitation concerns the runtime of the
analysis. Depending on the number of references contained
in a manuscript, the amount of manual fallback checks, and
the availability of specialized API keys, the majority of the
process runtime results from repeated database queries as
well as calls to the LLM used for semantic comparisons.
While acceptable for occasional manuscript checks, further
optimizations (e.g., by pre-downloading databases or evalu-
ating the performance of smaller Al models) would be de-
sirable for larger-scale analyses that could also investigate
trade-offs between detection performance and sustainabil-
ity of the tool (Fischer, Liebig, and Morik 2024). In addi-
tion, the current evaluation focuses primarily on the detec-
tion of hallucinated or mismatching references and does not
yet provide a systematic quantification of the false positive
rate. Although no false negatives were observed in the evalu-
ated dataset, future studies should investigate the accuracy of
PAU’s flagging behavior across more diverse (unbiased) cor-
pora, as well as comparisons against competing tools would
likely provide valuable performance insights for standardiz-
ing ABV. The same applies for the proof-of-concept eval-
uation, which was performed at a small scale — a broader
evaluation with more participants could offer more relevant
features to instantiate. Finally, PAU deliberately focuses on
reference-level integrity rather than attempting to evaluate
broader aspects of research quality such as methodologi-
cal rigor, citation intent, or plagiarism. While this may be
perceived as a limitation, it also reflects a conscious design
choice to address a well-defined and automatable subset of
research integrity checks.

Building on this, several directions for future work
emerge. A key next step is developing a graphical user in-
terface. An interactive front-end could allow users to con-
figure bibliography and citation styles and visualize results
through interactive plots. It could also enable users to inspect
referenced publications or author profiles within the tool.
Further improvements will focus on expanding support for
additional document templates, citation styles, and scholarly
databases in order to increase the robustness and disciplinary
coverage of the system. Future research should also aim to
strengthen the empirical evaluation of ABV tools. This in-
cludes larger validation studies across different venues and
disciplines, as well as systematic measurements of accuracy
and efficiency, such as the time saved when using PAU com-
pared to manual verification. In addition, community-level
studies could analyze citation integrity across journals or
conferences, potentially revealing patterns in the prevalence
of unverifiable references. Finally, the development of pub-
licly available benchmark datasets for ABV would greatly
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facilitate future research in this area. A curated dataset of
verified hallucinated or incorrect citations could serve as a
common evaluation resource for emerging tools. Beyond its
immediate application for manuscript assessment, PAU also
opens several promising avenues for future use. One partic-
ularly relevant extension would be the automated identifica-
tion of retracted publications within reference lists. Given
the record number of retractions reported in recent years, in-
tegrating checks against retraction databases could help au-
thors and reviewers detect problematic citations before pub-
lication. Such functionality would further strengthen the role
of ABV as a safeguard for research integrity.

7 Conclusion

The rapid integration of generative Al into scientific pub-
lishing comes with considerable opportunities but also crit-
ical risks for research integrity and ethics. Among the most
visible challenges are hallucinated or inaccurate references,
which undermine the traceability of knowledge claims and
place additional burdens on authors, reviewers, and super-
visors. As Al-assisted writing becomes increasingly com-
mon, systematic approaches for ABV are thus becoming
important tools of trustworthy scholarly efforts such as re-
viewing, writing, and communication. With our work, we
approached the ABV problem from a socio-technical per-
spective and introduced PAU, an open source tool designed
to support the automated verification of references in aca-
demic manuscripts. PAU combines deterministic metadata
checks with optional semantic analysis against literature
databases, to identify inconsistencies such as mismatching
metadata, non-existent publications, or non-consistent liter-
ature claims. Our evaluation suggests that this hybrid ap-
proach can effectively surface problematic references while
providing researchers with a structured overview of how lit-
erature is used within a manuscript. Beyond the technical
artifact itself, our study also provides insights into how re-
searchers perceive and might integrate such tools into their
workflows. Feedback from the proof-of-concept workshop
indicates that practitioners view PAU primarily as a sup-
portive instrument that complements existing reviewing and
writing practices rather than replacing expert judgment.

Overall, this work contributes both an actionable tool and
empirical insights toward improving the transparency and
reliability of scholarly communication. As generative Al
continues to reshape academic writing and publishing, de-
veloping open, transparent, and accessible infrastructures
for safeguarding research standards will become increas-
ingly important for ensuring trust in science. To that end,
PAU automates the verification of bibliographic informa-
tion in research manuscripts with an open and practitioner-
oriented strategy that can guide the community toward en-
suring academic integrity in responsible ways.
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