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Abstract

Large Language Model (LLM) tools are rapidly entering
workplaces, raising concerns around accountability, privacy,
security, and responsible use. While organizations increas-
ingly respond through appropriate usage policies, training,
and governance structures, less is known about how employ-
ees experience these efforts in everyday work. This paper
examines the gap between formal organizational guidance
and the practical realities of workplace LLM use. Drawing
on semi-structured interviews with 20 employees across di-
verse industries in Germany, we investigate how employees
use LLMs at work, how they perceive organizational readi-
ness and support, and how they manage risks when policies
or training are absent, unclear, or difficult to apply. Our find-
ings show that responsible LLM use is often governed infor-
mally by employees themselves. Participants relied on self-
directed learning, peer exchange, personal judgment, prompt
anonymization, output checking, selective disclosure, and
ad hoc decisions about what information was sensitive. Al-
though these practices helped employees address various con-
cerns related to LLM use, they also resulted in inconsistent
approaches shaped by individual confidence, expertise, and
workplace culture. We argue that responsible adoption re-
quires moving beyond formal policies toward situated gov-
ernance that combines clear, actionable guidance with role-
specific training, technical safeguards, open communication,
and employee participation in governance design.

1 Introduction
Large Language Model (LLM) tools, such as OpenAI’s
ChatGPT and GitHub Copilot, are increasingly becoming
part of everyday work. Employees use these tools to auto-
mate tasks and support writing, coding, research, commu-
nication, and decision-making across a range of workplace
contexts (Ferino et al. 2025; Balayn et al. 2025). Accord-
ing to the 2024 Work Trend Index Annual Report, 75% of
knowledge workers already use AI at work (Microsoft and
LinkedIn 2024), but 60% of leaders report that their organi-
zation lacks a clear plan for AI implementation (Microsoft
and LinkedIn 2024). This suggests a growing gap between
LLM adoption and organizational preparedness.

*Work done while at Ruhr University Bochum.
Copyright © 2026, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

The general-purpose nature of LLMs makes their work-
place adoption a distinctive governance challenge. Unlike
workplace technologies introduced for a specific depart-
ment, workflow, or expert group, LLMs can be used by em-
ployees across many tasks, roles, and organizational con-
texts (Balayn et al. 2025; Wagman, Dearing, and Chetty
2025). Some risks associated with LLM use, such as supply-
chain vulnerabilities, are primarily technical and require en-
gineering defenses (OWASP 2025; Sebastian 2024). Other
risks are use-centric: they emerge from how employees
prompt, interpret, and rely on LLM outputs, and therefore
require employee-facing governance measures such as ed-
ucation, training, and clear guidance (Prümmer, van Steen,
and van den Berg 2024; Grill et al. 2025). When such sup-
port is limited or difficult to operationalize, responsibility
may shift toward practitioners, who rely on informal learn-
ing and situated judgment to interpret and enact responsible-
use expectations (Gagua 2025; Madaio et al. 2024).

Responsible AI governance should not just be a static
checklist of principles, but a dynamic process embed-
ded in institutional, organizational, and sociotechnical con-
texts (Gagua et al. 2025). Accordingly, we define work-
place LLM governance as the formal and informal organi-
zational arrangements through which LLM use is guided,
supported, monitored, and held accountable. Such gover-
nance may include acceptable-use policies, practical guide-
lines, approved tools, training programs, technical safe-
guards, oversight teams, audit logs, responsibility assign-
ments, support contacts, and protocols for responding to fail-
ures or misuse (Balayn et al. 2025; Tavasoli, Sharbaf, and
Madani 2025). These mechanisms address what employees
may or may not do, how responsibilities are distributed, how
employees learn to recognize and manage risks, and what
happens when mistakes or uncertain situations arise (Jeong
et al. 2026; Zhang and Lee 2025).

Organizations have adopted various measures to address
LLM-related risks, ranging from policies and approved tools
to training programs and outright bans on applications such
as ChatGPT (Cardon et al. 2023; Tavasoli, Sharbaf, and
Madani 2025; Jöhnk, Weißert, and Wyrtki 2021). However,
the existence of such measures does not necessarily en-
sure responsible use. Organizational support remains un-
even, and employees often receive limited guidance on how
to manage the security, privacy, and context-specific risks
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they encounter in practice (Kimbel, Glas, and Pernul 2024;
Li et al. 2024; Zhang and Lee 2025). More broadly, re-
sponsible AI research shows that translating formal gov-
ernance into everyday work is difficult and can result in
fragmented implementation, improvised accountability, in-
formal learning, and communication gaps (Rakova et al.
2021; Jafari Meimandi et al. 2025; Gagua 2025; Madaio
et al. 2024; Fischer et al. 2025). Yet existing research has
focused primarily on the governance mechanisms organi-
zations should provide, rather than on how employees ex-
perience and interpret them. Building on workplace stud-
ies of AI policies, training needs, and context-dependent
risks (Jeong et al. 2026; Zhang and Lee 2025; Wagman,
Dearing, and Chetty 2025), we therefore examine whether
employees are aware of organizational guidance, find it use-
ful and trustworthy, and can apply it when rules are unclear
or workplace norms remain informal. This addresses an im-
portant gap in understanding how formal LLM governance
translates, or fails to translate, into everyday practice.

To address this gap, we conducted semi-structured quali-
tative interviews with employees from diverse industries in
Germany (n = 20) to examine how these forms of gover-
nance are received, interpreted, and put into practice by em-
ployees. Specifically, we study how employees use LLMs in
everyday work, how they perceive organizational prepared-
ness, and how they navigate unclear, missing, or difficult-
to-apply guidance. By foregrounding their perspectives, we
address the following research questions:

RQ1 How do employees incorporate LLMs into everyday
work, and how do they navigate the practical, so-
cial, and risk-related conditions of responsible use?

RQ2 What organizational governance mechanisms cur-
rently exist to support responsible LLM use, and
what challenges do employees perceive in their im-
plementation?

RQ3 What organizational support do employees consider
necessary to enable more responsible and confident
LLM adoption?

Our findings show that LLM use is already embedded in
everyday work across diverse roles, often through a mix of
official tools, personal accounts, and informal experimenta-
tion. However, organizational governance remains uneven:
policies and training are absent or unclear in many work-
places, and even when they exist, employees often perceive
them as too general, inaccessible, or insufficiently connected
to daily work. In response, employees develop informal gov-
ernance practices around privacy, security, reliability, dis-
closure, and professional legitimacy. These practices include
self-directed learning, peer exchange, personal judgment,
prompt anonymization, output checking, selective disclo-
sure, and ad hoc decisions about what information is safe
to enter into LLM tools. Our findings further show that or-
ganizational culture, including open communication, leader-
ship support, and the normalization of responsible LLM use,
shapes employees’ confidence and willingness to discuss
risks. Based on employees’ recommendations, we argue that
responsible LLM adoption requires moving beyond poli-
cies on paper toward actionable guidance, continuous and

role-specific training, technical safeguards, and participatory
governance processes that incorporate employee feedback.

2 Background

LLM tools are increasingly becoming part of everyday work.
Unlike specialist workplace software designed for a spe-
cific task or user group, LLMs can be used by employees
across many roles and levels of technical expertise. Devel-
opers may use them for coding, researchers for information
synthesis, and employees in legal, finance, or administra-
tive roles for drafting, summarization, translation, and rou-
tine communication (Shan and Shan 2024; Chkirbene et al.
2024; Ferino et al. 2025; Liao et al. 2024). Their variety
therefore concerns both who uses them and how they are
used. This broad user–task landscape makes organizational
adoption more difficult than introducing a specialized tool
with a clearly defined audience. Organizations must provide
training and guidance that account for different roles, skills,
use cases, and levels of risk, while also managing access,
privacy, compliance, and acceptable use (Uren and Edwards
2023; Tadimalla and Maher 2024; Diro et al. 2025).

Risks of Workplace LLM Use

This general-purpose nature of LLMs makes workplace gov-
ernance challenging. Responsible workplace use requires
attention to privacy, security, reliability, and ethical risks.
Some risks are primarily technical, including prompt injec-
tion, sensitive information disclosure, and supply-chain vul-
nerabilities (OWASP 2025). Others arise through everyday
use: employees may enter confidential business information,
customer data, proprietary code, or internal documents into
external tools, creating risks of data leakage or inappropriate
third-party processing (Vaishnav, Singh, and Cornell 2024;
Yan et al. 2024). LLM outputs can also be incorrect, fabri-
cated, biased, or overly persuasive, making verification and
human judgment essential (Sood, Zeadally, and Hong 2025;
Diro et al. 2025). However, prior work shows that users do
not always respond appropriately to erroneous or uncertain
AI advice: such failures can miscalibrate trust and reliance,
lead users to follow poor recommendations, and ultimately
impair decision quality or task performance (Saka et al.
2025; Klingbeil, Grützner, and Schreck 2024; Kim, Yang,
and Zhang 2023).

These risks are difficult to govern through technical safe-
guards alone. Emerging AI-specific regulations emphasize
accountability, transparency, human oversight, and protec-
tion of rights (Pathan and Shah 2025; Radanliev et al. 2024),
but they do not determine how employees actually use LLMs
in daily work. Because many risks emerge at the point of use,
responsible adoption also depends on practical employee-
facing support: employees need to understand what infor-
mation should not be entered into tools, how to evaluate out-
puts, when to avoid LLM use, and how to respond to un-
certainty or misuse. Thus, workplace LLM governance must
combine technical safeguards with clear guidance, training,
and support that employees can apply in everyday practice.
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LLM Governance Mechanisms

Recent work has proposed governance mechanisms such as
policies, guidelines, training programs, approved tools, tech-
nical controls, oversight structures, and, in some cases, re-
strictions or bans on public generative AI tools (Cardon et al.
2023; Tavasoli, Sharbaf, and Madani 2025). Responsible AI
governance may include assigning roles and responsibilities,
maintaining audit logs, defining approved tools, specifying
what data may be used, and establishing procedures for fail-
ures or misuse (Tavasoli, Sharbaf, and Madani 2025). Or-
ganizational AI readiness research similarly emphasizes up-
skilling, ethical awareness, and governance as prerequisites
for effective adoption (Jöhnk, Weißert, and Wyrtki 2021).

Li et al. study AI tool adoption in software development
and find that organizational rules, training, peer support, and
perceived risk shape whether individuals and teams adopt
AI tools (Li et al. 2024). They found that employees report
greater willingness to use AI tools when such provisions
exist. Such support may include instructions on approved
tools, data-handling rules, prompting practices, known lim-
itations, bias, and ethical issues (Li et al. 2024; Estaiteyeh
and McQuirter 2024). Yet existing evidence also suggests
that concrete guidance is often missing or uneven. Kimbel
et al. provide closely related interview-based evidence on
workplace ChatGPT use, showing that employees recognize
security and privacy risks but that few organizations provide
specific guidance (Kimbel, Glas, and Pernul 2024). While
they focus on risk perceptions and self-protective practices,
we examine multiple LLM tools and a broader governance
context, including organizational rollout, policies, training,
output reliability, openness about use, and employee recom-
mendations. Together these studies suggest that employees
often want clearer support, while organizational guidance re-
mains incomplete or uneven.

This points to a broader challenge in responsible AI: gov-
ernance mechanisms do not automatically translate into
practice. Responsible AI principles often remain difficult
to operationalize, requiring changes to incentives, processes
and everyday decision-making (Rakova et al. 2021), and
can become fragmented across organizational units and lo-
cal contexts (Jafari Meimandi et al. 2025). Gagua presents
preliminary findings on how accountability is improvised
around two purpose-built AI systems within a single public-
sector agency (Gagua 2025). We broaden this perspective by
examining employees across organizations who use general-
purpose LLMs in varied everyday work contexts, allowing
us to explore whether similar governance dynamics arise
across a wider and less bounded setting.

An essential research gap is understanding how work-
place LLM governance operates in practice. Examining
whether employees are aware of organizational provisions,
how they interpret and use them, and how they respond when
formal guidance is incomplete can reveal the gap between
governance as designed and governance as experienced. Our
study addresses this gap by examining employees as recipi-
ents and everyday enactors of workplace LLM governance.

3 Methodology
To gain an in-depth understanding of employees’ experi-
ences with organizational LLM adoption, we adopted a qual-
itative research design (Myers and Newman 2007; Creswell
and Poth 2016). Semi-structured interviews were appropri-
ate for eliciting detailed accounts of how employees use
LLM tools, how they perceive organizational support, and
how they navigate privacy, security, and ethical concerns in
everyday work.

Interview Guide
The interview guide was developed iteratively based on
prior literature and industry reports on LLM use, organi-
zational policies, training, and employee experiences. The
final guide included 24 main questions organized into five
thematic sections: Usage of LLM Tools in Daily Work, Poli-
cies & Training, Privacy & Security Risk Awareness, Per-
ceived Preparedness for Responsible Use, and Suggestions
for Improvement. These sections were designed to elicit
participants’ experiences with LLM tools, their awareness
of associated risks, their perceptions of organizational pre-
paredness, and their recommendations for improving sup-
port structures. Follow-up questions were used where ap-
propriate to clarify responses and explore emerging topics in
greater depth. To accommodate participants’ language pref-
erences, the interview guide was prepared in both English
and German, and interviews were conducted in the partic-
ipant’s chosen language. Before the main data collection,
we piloted the interview process with two participants, one
in English and one in German. Based on the pilot inter-
views, we reworded unclear questions, removed redundan-
cies, and added follow-up prompts to support more detailed
responses. The English version of the full interview guide is
provided in the supplementary material.

Participants and Recruitment
Participants were eligible if they were at least 18 years old,
worked in Germany, and were current or former users of
LLM tools in a workplace context. Recruitment took place
between July and August 2025. We distributed an invi-
tation email via companies, universities, and professional
networks, and encouraged recipients to forward the call
within their organizations. In addition, we shared the call
via LinkedIn and personal and institutional networks. Inter-
ested individuals registered through an online sign-up form,
where they consented to be contacted. They subsequently
completed a pre-interview survey collecting demographic
information and background on their LLM use, and provided
informed consent. Interviews were scheduled via Calendly
and conducted remotely via Zoom.

Data Collection and Piloting
Data collection involved a two-step recruitment and screen-
ing process. Interested participants first completed a sign-
up survey that provided study information, collected contact
details and preferred interview language, and assessed eligi-
bility. Eligible participants were then invited to complete a
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pre-interview survey, which included informed consent, de-
mographic information, professional background, and cur-
rent experience with LLM tools. This process supported par-
ticipant screening, scheduling, and communication in either
English or German.

In total, 20 semi-structured interviews were conducted
(17 in German, 3 in English). All interviews were con-
ducted remotely via Zoom and lasted approximately 30–
45 minutes (mean = 31:40 minutes). Participants selected
an interview time through an online scheduling tool and re-
ceived a meeting link by email. Interviews were conducted
in the participant’s preferred language. With participants’
consent, interviews were recorded, securely stored, tran-
scribed, pseudonymized, and anonymized prior to analysis.

Before the main data collection, we piloted the interview
guide and study procedure with two participants, one in En-
glish and one in German. Based on the pilots, we clarified
wording, removed redundant questions, and added follow-
up prompts to support deeper responses. The revised guide
was reviewed and approved by the supervisors before re-
cruitment began.

Data Analysis
We analyzed the interview data using thematic analysis fol-
lowing Braun and Clarke’s six-stage framework (Braun and
Clarke 2021; Ahmed et al. 2025). The analysis involved fa-
miliarization with the data, generating initial codes, review-
ing and refining themes, defining and naming themes, and
selecting illustrative quotations for reporting. This approach
allowed us to identify recurring patterns in employees’ ex-
periences while remaining attentive to variation across orga-
nizational contexts.

All interviews were transcribed using noScribe1, a local
transcription tool, and all transcripts were manually checked
and corrected. German transcripts were first thoroughly
anonymized and then translated into English using DeepL2.
The transcripts were then coded in MAXQDA3. Coding be-
gan with four randomly selected interviews, which were
coded iteratively to develop an initial codebook. This pre-
liminary codebook was refined as additional interviews were
analyzed, with new codes added when relevant and overlap-
ping codes merged during regular reviews. The coding pro-
cess combined deductive categories informed by the inter-
view guide with inductive codes that emerged from the data.

As analysis progressed, themes were organized around
the three research questions, including employees’ LLM
use and perceived preparedness, organizational policies and
training, privacy and security risk awareness, and recom-
mendations for improvement. Around the sixteenth inter-
view, no substantially new codes or themes emerged, indi-
cating thematic saturation (Hennink and Kaiser 2022). All
interviews were coded by a single researcher; to support
consistency and reduce interpretive bias, the codebook and
emerging themes were discussed regularly with the super-
vising researchers, and transcripts were reviewed iteratively

1https://github.com/kaixxx/noScribe
2https://www.deepl.com/en
3https://www.maxqda.com/

before finalizing the analysis. The full codebook is shared in
the supplementary material.

Study Limitations
Despite efforts to ensure methodological rigor throughout
the study design, data collection, and analysis, some lim-
itations remain. First, the sample includes 20 participants.
Although no substantially new themes emerged toward the
end of the analysis, indicating thematic saturation within this
sample (Hennink and Kaiser 2022), the study cannot repre-
sent the full range of workplace roles, industries, and orga-
nizational settings. Second, all participants worked in Ger-
many, where regulatory expectations, data-protection norms,
employee protections, and workplace cultures may have
shaped their experiences. The findings may therefore not
transfer directly to other national or institutional contexts.
Third, the study relies on self-reported experiences rather
than observed behavior, making the findings vulnerable to
recall and social-desirability biases, especially for sensitive
topics such as hidden LLM use, policy violations, and inci-
dent handling. Finally, most interviews were conducted in
German and translated into English. Although transcripts
and translations were carefully reviewed, some linguistic or
cultural nuance may have been lost (Verma 2024).

4 Study Findings
This section presents participants’ demographic summary
and our interview findings, organized by the three research
questions.

Demographic Summary
Table 1 summarizes the demographic composition of the 20
participants. The sample included employees across differ-
ent age groups, levels of work experience, and organiza-
tional sizes. Participants were predominantly women (70%),
with most aged between 20 and 39. Their experience in their
current roles ranged from less than one year to more than 15
years, and they worked in organizations ranging from small
companies to large organizations with more than 5,000 em-
ployees. The sample included technical, managerial, admin-
istrative, educational, compliance, and public-sector roles,
enabling us to capture diverse workplace perspectives on
LLM adoption. A detailed participant-level overview, in-
cluding professional roles and self-reported LLM use, ex-
perience, and confidence, is provided in the supplementary
material.

RQ1: How do employees appropriate LLMs in
everyday work?
Our findings show that employees’ use of LLMs in the work-
place cannot be understood only through the types of tasks
for which they use these tools, but rather through how em-
ployees incorporate LLMs within their everyday organiza-
tional contexts. Our findings show that workplace LLM use
was shaped by three interrelated processes. First, employ-
ees often developed their readiness through self-directed

2235



Gender
Woman 14 (70%)
Man 6 (30%)
Age Group [Years]
20–29 11 (55%)
30–39 4 (20%)
40–49 3 (15%)
50–59 2 (10%)
Experience in Current Job [Years]
Less than 1 2 (10%)
1–3 9 (45%)
4–7 6 (30%)
8–15 2 (10%)
More than 15 1 (5%)
Company/Organization Size [Employees]
1–10 1 (5%)
11–50 1 (5%)
51–200 4 (20%)
201–500 3 (15%)
501–1000 0 (0%)
1001–5000 5 (25%)
More than 5000 6 (30%)

Table 1: Demographic Summary of the 20 Participants

and informal learning. Second, LLM use was socially ne-
gotiated: participants described supportive, skeptical, or am-
biguous workplace cultures, and some hesitated to disclose
their use because they feared negative judgments. Third,
some employees engaged in everyday risk mitigation prac-
tices, such as anonymizing prompts, checking outputs, re-
lying on domain expertise, and discussing uncertain cases
with colleagues. Together, these findings suggest that em-
ployees were not merely adopting a new tool, but actively
constructing the conditions under which LLM use could be
experienced as competent, legitimate, and safe.

LLM use as employee-led appropriation: Participants
reported different patterns regarding their access to and use
of LLMs. Many participants used official company accounts,
while just as many used personal accounts. A few accessed
LLMs via free or open web platforms; some used both of-
ficial and personal accounts, depending on the tool; and
one participant used a combination of personal and fake ac-
counts. Adoption was not always initiated by the organiza-
tion. About half of the participants reported that they had
adopted their first LLM independently, while others encoun-
tered LLMs through company-provided tools or experienced
a mixture of self-initiated and organizational adoption.

Participants used LLMs for a wide range of tasks, in-
cluding research, coding, debugging, summarization, writ-
ing, structuring information, generating ideas, creating ta-
bles, seeking explanations, and supporting administrative or
decision-making work. Yet task type alone did not explain
their experiences. More important was how participants se-
lectively integrated LLMs into their routines, shaped by the
task, their topic familiarity, and their evolving understand-

ing of the tools’ capabilities. Many reported using LLMs
more over time as they became more comfortable with them.
However, they remained selective, turning to LLMs mainly
for complex, unfamiliar, or exploratory tasks, while relying
less on them for work they felt confident completing inde-
pendently.

Self-governed readiness: Participants’ self-assessed
readiness revealed a tension between confidence and
uncertainty. Many felt generally prepared to use LLMs
responsibly and were confident in their ability to protect
sensitive data. Several stated that they saw little need
for formal training, believing effective LLM use could
be self-taught. However, this confidence was often built
through informal, self-initiated learning rather than formal
organizational support. Participants described learning
through trial and error, online resources, webinars, external
training, peer exchange, and personal judgment or “gut
feeling,” while formal training and company guidelines
were mentioned less frequently.

This produced a form of self-governed readiness: em-
ployees often felt capable, but their preparedness depended
largely on individual experimentation. This became espe-
cially visible in relation to sensitive data and security-related
decisions, where some participants wished for clearer orga-
nizational rules. In contrast, those who had access to com-
pany guidelines or information classification systems de-
scribed them as a source of confidence. Thus, readiness was
not simply an individual skill, but was shaped by the em-
ployees’ own learning efforts and the clarity, or absence, of
organizational guidance.

Negotiating the Social Legitimacy of LLM Use Partic-
ipants described LLM use as a socially situated and, at
times, socially risky practice. Organizational cultures varied
substantially: while some participants perceived their work-
places as supportive, especially when management framed
LLMs as tools for efficiency and productivity, others de-
scribed more skeptical or critical environments. Such skepti-
cism was linked to generational differences, conservative or-
ganizational cultures, concerns about data leakage, and lim-
ited familiarity with digital technologies.

Beyond general support or resistance, participants raised
a more specific concern: whether LLM use would be recog-
nized as legitimate work. Some worried that using LLMs
could be interpreted as a lack of competence, effort, or
ownership. For instance, participants referred to the fear of
“looking stupid” (P15) or the perception that using an LLM
meant, “I didn’t do anything, I had someone else do the
work for me” (P7). These concerns suggest that LLM use
was evaluated not only in terms of utility, but also in relation
to professional identity, authorship, and accountability.

This ambiguity also shaped disclosure. Many participants
reported that LLMs were not discussed in depth within their
organizations. Some believed management was unaware of
employees’ LLM use, while others hesitated to disclose their
own use because they anticipated negative reactions. Thus,
employees did not only consider whether LLMs were use-
ful or formally allowed; they also assessed whether their use
would be viewed as acceptable, competent, and profession-
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ally appropriate. Where open discussion was limited, em-
ployees had to infer informal norms and decide whether dis-
closure felt safe.

Everyday risk mitigation as informal governance Par-
ticipants expressed high awareness of risks related to LLM
use. Privacy, data protection, security, and output reliabil-
ity were the most prominent concerns. Almost all partici-
pants could identify concrete risks, including accidental dis-
closure of sensitive data, unsafe or malicious code, external
data processing, and the use of AI meeting assistants by third
parties. Ethical concerns also extended beyond immediate
workplace risks. Participants mentioned environmental sus-
tainability, bias and discrimination, skill loss, overreliance,
academic integrity, copyright issues, the replacement of hu-
man judgment, and the use of LLMs as substitutes for hu-
man interaction or human labor. Environmental sustainabil-
ity was one of the most frequently mentioned ethical con-
cerns.

However, the most important pattern was not only that
participants perceived risks, but that they actively de-
veloped everyday mitigation practices. Most participants
anonymized or rewrote prompts to avoid entering sensitive
information. Others limited LLM use to public data, ad-
justed privacy settings, changed workflows, or avoided par-
ticular tools or use cases. These practices were often self-
directed rather than prescribed by formal organizational pol-
icy.

Participants also developed strategies for managing ac-
curacy risks. Many had encountered inaccurate outputs,
including faulty code, outdated information, hallucinated
facts, or responses that initially appeared trustworthy but
were later found to be incorrect. To address this, partici-
pants compared LLM answers with external sources, relied
on their own expertise, tested code, checked sources sug-
gested by the LLM, asked the LLM to provide references,
refined prompts iteratively, or discussed outputs with col-
leagues.

These examples show that employees’ risk mitigation
practices were not limited to technical safeguards. They
also involved professional judgment, role-taking, contex-
tual evaluation, and social review. In this sense, employees
were engaging in a form of informal governance: they trans-
lated broad concerns about privacy, reliability, and ethics
into practical decisions about when, how, and whether to use
LLMs.

The informality of this governance was also visible in
how incidents were handled. Most participants had no direct
knowledge of LLM-related incidents in their organizations.
Among those who did, incidents included sensitive data be-
ing entered into an LLM, concerns about AI meeting as-
sistants in external meetings, and data breaches related to
shared organizational accounts. Responses to such incidents
were often informal, ranging from peer warnings and brief
discussions to cases where superiors were not informed and
no significant consequences followed. Risk management of-
ten depended on individual caution, peer communication,
and ad hoc judgment, making it a very subjective process.

RQ2: Organizational Provisions and Support
Among the 20 participants, there are clear differences in the
availability of formal policies and training. Larger organi-
zations, especially those with more than 1000 employees in
fields like IT, education, and energy, tend to have both poli-
cies and structured training programs. On the other hand,
smaller organizations or those in sectors such as logistics,
media, and public administration often report not having
these formal provisions, highlighting a significant organiza-
tional gap. Additionally, a few participants reported training
without corresponding policies or guidelines, or vice versa.
The supplementary material provides an overview of the ex-
istence of organizational policies, guidelines, and training
initiatives among the study participants.

Uneven Policy Visibility and Limited Actionability
About half of the participants were unaware of any official
guidelines on LLM use in their workplaces. Although many
participants stated that official guidance could be important,
many also never inquired about them, either because they
saw no immediate need, felt disengaged from formal doc-
umentation, or perceived such policies as irrelevant or ob-
vious. However, a few who actively sought clarification re-
ported receiving no clear answer or being told that another
department was responsible for developing guidance.

By contrast, about half of the participants confirmed that
policies or guidelines existed in their organizations. These
documents most often addressed data processing, data pro-
tection, and general usage instructions, while issues such
as bias, transparency, prompting, incident response, and
broader risks were mentioned less frequently. Further, even
though existing guidelines are generally understandable and
helpful for broad tasks, they often cover only basics, lack
depth and comprehensiveness, and are designed more for
non-technicians. Many other participants stated that the doc-
uments are lengthy, too general, or hard to understand, with
some describing them as “dry” or “not helpful”. A few par-
ticipants even expressed uncertainty about where they can
access the guidelines. Consequently, awareness and engage-
ment remain rather low, as some participants reported not
having read the policies.

Where policies were more explicit, they often provided
clear “dos and don’ts,” particularly around data protection,
such as prohibiting the entry of private, confidential, inter-
nal, or personal data into LLM tools. Some organizations
also required employees to use only approved platforms, and
a few mentioned tools compliant with external regulations
such as the EU AI Act. However, a few organizations treat
these policies as optional, explicitly allowing unrestricted
use of provided versions, with employees being “allowed
to freely use the version that is made available to [them]”
and with no or minor restrictions.

Our findings also highlight that keeping policies current
and communicating changes are challenging. Some partici-
pants are unaware of recent updates, and others report that
updates are infrequent or poorly communicated, as they
“haven’t noticed anything” (P19), and are often shared only
through intranet articles or email distributions that few en-
gage with.
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Training Formats, Content, and Effectiveness Because
policies and guidelines are often consumed passively, train-
ing represents an important complementary mechanism
for translating organizational policies into practice. Unlike
static documentation, training can engage employees more
actively and support responsible behavior. In our study, or-
ganizations used a wide range of training formats, including
online courses, webinars, meetings, quizzes in which partic-
ipants “have to achieve a certain number of points” (P4),
workshops, gamified “serious games”, and hackathon-style
events such as “prompt-a-thons”. However, half of the par-
ticipants reported that their organizations offered no formal
training at all, indicating a substantial gap in support.

Even where training existed, participation was often un-
even. Most programs were voluntary, and only a few re-
quired or strongly encouraged attendance. In some cases,
organizations used reminders to encourage participation,
with employees receiving email alerts to “complete this e-
learning course” (P4). However, some employees had not
engaged with any training because they felt they had “man-
aged quite well” (P10) and did not expect to learn anything
new. Thus, training availability did not necessarily translate
into uptake, particularly among employees who already per-
ceived themselves as competent users.

Training content typically covered appropriate usage, po-
tential risks, safety considerations, prompting techniques,
and, in some cases, compliance with regulatory frameworks
such as the EU AI Act. However, participants frequently de-
scribed these offerings as too basic, overly general, or insuf-
ficient for developing deeper understanding. Some saw little
added value in the available formats, stating that they “might
as well just watch a YouTube video” (P6). Others reported
that formal training was limited in scope, frequency, and
availability, with restricted places or sessions that did not
reliably take place. As a result, many employees remained
responsible for developing their own competence.

Finally, organizations rarely assessed whether employ-
ees had understood LLM-related risks. Only a few partic-
ipants reported risk checks through seminar discussions or
e-learning quizzes, and even these were criticized as too sim-
ple to test meaningful understanding. Overall, training pro-
visions often lacked the depth, reach, and evaluative mecha-
nisms needed to reinforce responsible LLM use in practice.

Technical Controls and Human Support Systems Tech-
nical support mechanisms play a crucial role in encouraging
responsible use of LLM tools, complementing written poli-
cies and guidelines. Some organizations used automated so-
lutions such as pop-up warnings, URL blocking, data mask-
ing, and access controls to prevent inappropriate use and re-
inforce rules around safety, privacy, and ethical standards.
For example, one participant described data masking as a
system “where AI already recognizes what the employee is
entering” (P2).

Interestingly, human support systems were less devel-
oped. Although some participants reported having a clear
contact point for LLM-related questions, many indicated
that their organizations lacked a dedicated LLM contact
person or support team. This suggests that technical safe-

guards were sometimes more established than the human
support structures needed to help employees interpret and
apply responsible-use expectations in practice.

RQ3: Closing the Gap: Policy, Guideline, and
Training Improvements Proposed by Employees
Participants provided a wide range of concrete recommenda-
tions for organizational support, policy improvements, and
technical solutions to facilitate a more responsible and con-
fident use of LLM tools in the workplace.

Make Policies Understandable and Actionable Almost
all participants emphasized the need for clear, accessible,
and actionable policies to support responsible LLM use.
Rather than lengthy or abstract documents, participants
wanted guidance that was easy to find, concise, and under-
standable, so they could apply it without “this flood of in-
formation” (P4). They recommended written policies that
are regularly updated and include concrete risk scenarios,
explicit examples of permitted and prohibited use, and neg-
ative examples of misuse.

Participants also suggested embedding LLM guidance
into existing organizational, legal, and operational frame-
works. Several recommended checklist-style formats cov-
ering data protection, security, and procedures for acci-
dental uploads or other mistakes. Others called for more
context-specific guidance, including department-level poli-
cies, clearer rules around external LLM tools, and, in some
cases, bans on non-approved systems. A few also proposed
external standardization, such as EU-level certification, to
help organizations rely on vetted LLM tools without con-
ducting all assessments internally.

Design Practical and Effective Training Most partic-
ipants called for practical and engaging training formats
that move beyond passive information delivery. They rec-
ommended diverse online formats, including videos, short
courses, and demonstration-based sessions focused on con-
crete workplace use cases. Many also emphasized the value
of in-person workshops, interactive sessions, scenario-based
exercises simulating real incidents, and quizzes “just to
deepen people’s knowledge and ensure that they don’t just
listen to the information” (P4). Participants also requested
more advanced and regularly updated content covering sen-
sitive data disclosure, emerging risks, data protection, and
responsible prompting.

Risk awareness was a central training need. Some par-
ticipants suggested live Q&A sessions, while others wanted
training to include hallucinations, negative use cases, and
examples of organizational mistakes, finding “it quite inter-
esting when other entrepreneurs made mistakes, that [they]
could point out what consequences that can have” (P10).

Participants differed on whether training should be volun-
tary or mandatory. Some preferred voluntary participation,
while others argued that mandatory training was needed to
ensure a shared baseline of responsible LLM use. A few sug-
gested a hybrid model, where training is required only for
employees who use LLM tools at work. About half also rec-
ommended integrating risk-awareness checks into training,
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with some proposing random checks imilar to phishing sim-
ulations.

Embed Technical Safeguards into LLM Workflows Be-
yond policies and training, participants recommended tech-
nical safeguards that would make responsible LLM use eas-
ier to enact in practice. Most supported automated data san-
itization to prevent sensitive information from being en-
tered into LLM systems. However, some cautioned that
such tools should not block all potentially sensitive con-
tent, since employees may intentionally use fictional names
or anonymized examples. Instead, they suggested pop-up
warnings that prompt users to verify whether sensitive data
is being disclosed.

Participants also expressed mixed trust in automated safe-
guards. A few worried that data-sanitization tools would
themselves need to process sensitive content, noting that
“this tool also recognizes this sensitive data and can see
it” (P3). Others preferred secure-by-design LLMs, includ-
ing self-hosted models, task-specific functions, embedded
documentation references, and systems developed through
trusted institutional or European partnerships. One par-
ticipant argued for alternatives to free commercial tools,
explaining that “if it’s for free, [they’re] not the client,
[they’re] the product” (P1).

Additional recommendations included firewalls or access
controls to prevent unauthorized external LLM use, multi-
ple output options to support comparison, test-driven LLM
code generation to improve reliability, centralized informa-
tion hubs, and tighter integration of LLM tools into existing
organizational workflows.

Foster an Open and Transparent LLM Use Culture
Participants emphasized that responsible LLM adoption re-
quires not only policies, training, and technical safeguards,
but also an organizational culture in which employees can
discuss LLM use openly. Several called for greater aware-
ness and open-mindedness, “instead of just demonizing it”
(P14), and encouraged regular exchanges about both practi-
cal use and associated risks. Such communication was seen
as important for reducing uncertainty and helping employ-
ees feel “that they don’t have to be afraid to use these tools”
(P18). A few also suggested that officially introducing and
structurally rolling out LLM tools would help normalize
their use and reduce hidden or informal practices.

Participants also highlighted the need for continuous sup-
port infrastructures, including expert guidance, mentorship,
and designated contact persons who could answer questions
and help employees navigate responsible use. While a few
emphasized individual responsibility, most argued that orga-
nizations should actively support employees, since compa-
nies have “a responsibility to train, educate, and support its
employees so that [LLMs] can be used safely in everyday
work” (P8). Transparency and open communication were
therefore viewed as central to both confidence and account-
ability.

Finally, participants differed in how strongly LLM use
should be promoted. About half supported active promotion
to encourage innovation and competence, noting that these
tools are increasingly present in everyday life and can sup-

port even simple tasks. Others preferred a balanced approach
that combines encouragement with appropriate restrictions.
Overall, participants called for a culture that neither stigma-
tizes nor uncritically promotes LLM use, but instead enables
transparent, informed, and responsible adoption.

5 Discussion
This study examined workplace LLM adoption from the per-
spective of employees who are expected to interpret and
enact responsible use in practice. Our findings show that
responsible LLM governance can break down at the point
of everyday use. When policies, training, and communi-
cation are absent, unclear, or difficult to apply, employees
fill this gap through informal governance practices. These
practices help employees manage privacy, security, reliabil-
ity, and legitimacy concerns, but they also make respon-
sible use uneven, dependent on individual judgment, and
sometimes hidden from organizational view. In the follow-
ing sections, we discuss three implications of this finding.
First, the general-purpose nature of LLMs makes work-
place governance difficult because organizations cannot as-
sume a single user group, workflow, or risk profile. Sec-
ond, organizations need to move from implicit reliance on
employee self-governance toward actionable guidance and
role-sensitive training. Third, responsible adoption requires
workplace cultures where LLM use can be discussed openly
without normalizing overreliance.

LLMs Are Not Just Another Workplace
Technology
A key implication of our findings is that LLMs should not
be treated as a conventional workplace tool. Many enter-
prise technologies are introduced for specific departments,
workflows, or expert groups. LLMs, by contrast, are general-
purpose systems that can be used across many tasks, roles,
and organizational contexts (Eloundou et al. 2024; Calvino,
Haerle, and Liu 2025; Tabassi 2023). This makes their adop-
tion qualitatively different from the rollout of a specialized
software system: employees can use the same tool for writ-
ing, coding, summarizing, research, communication, deci-
sion support, or administrative work, often with different
types of data and different levels of risk.

This general-purpose character makes governance more
complex. Organizations cannot assume a single user group,
a stable workflow, or a bounded set of use cases. Instead,
they need to understand how different employees interact
with LLMs, what data they may enter, what outputs they rely
on, and what risks arise in different work contexts. Our find-
ings show that participants used LLMs through both official
and personal accounts, often experimenting before or along-
side formal organizational adoption. This bottom-up pattern
aligns with reports of bring-your-own-AI, where employees
adopt AI tools even when organizational strategies remain
incomplete (Microsoft and LinkedIn 2024).

Responsible adoption therefore requires more than grant-
ing access to a tool. Organizations need to assess the risks
associated with different user groups, tasks, data types, and
deployment contexts. This aligns with emerging expecta-
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tions around AI literacy, which emphasize that organizations
should consider users’ technical knowledge, experience, ed-
ucation, training, and the context in which AI systems are
used (European Union 2024; European Commission 2025).
In this sense, LLM governance must be organization-wide,
but not generic: it must be specific enough to address the
varied ways employees actually use these tools.

From Subjective Self-Governance to Actionable
Organizational Guidance
Our findings show that employees were often left to gov-
ern their own LLM use. In the absence of clear or accessi-
ble guidance, participants relied on trial and error, personal
judgment, peer exchange, anonymization, output checking,
and their own sense of what seemed safe or appropriate.
These practices show that employees were actively manag-
ing risk, but also that responsible use was often treated as an
individual burden. This aligns with prior work showing that
responsible AI learning often happens informally on the job,
through information seeking, interpersonal learning, and sit-
uated workplace practice (Madaio et al. 2024). It also ex-
tends prior studies of workplace generative AI use, which
find that employees want clearer guidance and that organi-
zational rules, training, and support shape how AI tools are
adopted in practice (Cardon et al. 2023; Li et al. 2024; Kim-
bel, Glas, and Pernul 2024).

This reliance on subjective judgment creates an ac-
countability gap. What one employee considers sufficiently
anonymized, ethically acceptable, or low risk may differ
from another’s interpretation, depending on their technical
knowledge, role, experience, and access to sensitive data.
This echoes broader responsible AI research showing that
high-level principles and governance structures are diffi-
cult to translate into organizational routines (Rakova et al.
2021; Jafari Meimandi et al. 2025). In decentralized or com-
plex organizational settings, governance may become frag-
mented across local contexts, producing variation in how re-
sponsibilities are interpreted and enacted (Jafari Meimandi
et al. 2025). Related work on everyday responsible AI prac-
tice similarly shows that when formal governance struc-
tures are limited, accountability may be improvised through
day-to-day work rather than applied through stable proce-
dures (Gagua 2025). Our findings suggest that a similar dy-
namic can occur among ordinary workplace LLM users:
employees become informal enactors of governance, even
though they are not formally responsible for designing or
overseeing it.

Organizations should therefore move from implicit re-
liance on employee judgment to actionable guidance. Poli-
cies and guidelines should be released alongside LLM tools,
clearly communicated, easy to access, and specific enough
to cover realistic workplace use cases. Rather than only stat-
ing broad principles, they should explain what is allowed,
what is prohibited, what is ambiguous, and what employees
should do when mistakes occur (Kawakami, Wilkinson, and
Chouldechova 2024). This is particularly important because
several participants were unaware of whether policies ex-
isted, did not know where to find them, or perceived existing
documents as too vague, superficial, or detached from every-

day work. Governance cannot be effective if employees do
not know that it exists or cannot translate it into action.

Training Must Move Beyond Generic Awareness
Training was another major gap. About half of the partic-
ipants reported no formal training, and where training ex-
isted, it was often described as too basic, superficial, or in-
sufficiently engaging. Some participants felt they already
knew the content, while others wanted more practical and
interactive formats. This suggests that training cannot be
treated as a one-time introduction to LLMs or as a generic
awareness exercise.

The need for better training follows directly from the
general-purpose nature of LLMs. Because employees use
these tools for different tasks, with different data, risks, and
levels of expertise, training must be contextual rather than
one-size-fits-all. A baseline module may be useful for all
employees, but it should be complemented by role- and
task-specific training for higher-risk or higher-frequency use
cases. For example, developers, educators, administrators,
managers, and employees handling customer or confidential
data may require different examples, risk scenarios, and ver-
ification practices.

Participants’ recommendations point toward more engag-
ing forms of learning, including scenario-based exercises,
live Q&A sessions, quizzes, workshops, gamified formats,
and concrete examples of policy violations or harmful out-
comes. Such formats are valuable because they move train-
ing from passive information delivery to practiced judg-
ment. Personalized and adaptive training approaches from
usable security similarly suggest that content is more effec-
tive when it reflects users’ prior knowledge, work context,
and risk exposure (Schöni et al. 2025; Šeda et al. 2021). For
LLM adoption, this means training should not only teach
employees how to use the tools, but how to decide when not
to use them, how to verify outputs, and how to respond when
something goes wrong.

Usage Stigma, Selective Disclosure, and
Governance Blind Spots
A further implication of our findings is that concerns about
professional legitimacy and stigma surrounding LLM use
can create a governance blind spot. Participants worried that
disclosing their use of LLMs could make them appear lazy,
less competent, or less accountable for their work. These
concerns are not necessarily unfounded: recent work shows
that AI assistance can influence how others judge the person
behind a message, making disclosure reputationally sensi-
tive (Khadpe et al. 2025). When employees perceive LLM
use as socially risky, they may disclose it selectively, use
these tools “secretly,” or avoid reporting mistakes. This is a
significant governance concern because stigmatized use can
become hidden use, limiting organizational oversight and
opportunities to identify risks or learn from incidents.

This finding relates to Zhang et al.’s distinction between
passive non-disclosure and active concealment of LLM
use (Zhang et al. 2025). Their study shows that people are
more likely to hide LLM use when they expect negative
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judgments from others. Our study extends this idea to or-
ganizational governance. When employees fear reputational
harm, they may disclose their use only selectively or keep
it outside formal organizational view. This creates a gov-
ernance blind spot. Organizations may underestimate how
often and in what ways LLMs are used, remain unaware
of risky practices, and miss opportunities to learn from un-
certainty, mistakes, or near misses. In our study, some inci-
dents were handled through peer warnings or informal dis-
cussions, while supervisors were not always informed. A
culture that discourages disclosure may therefore weaken
incident reporting, organizational learning, and the improve-
ment of policies and support.

Organizations should treat disclosure as an important part
of responsible governance, rather than only as an individ-
ual duty. Employees need clear guidance on when disclo-
sure is expected, accessible channels for asking questions
and reporting mistakes, and reassurance that honest disclo-
sure will not automatically be treated as incompetence or
misconduct. This does not mean that organizations should
promote LLM use without limits. Instead, they should dis-
tinguish responsible assistance from inappropriate delega-
tion or overreliance. Employees should be able to discuss
how they used an LLM, what uncertainties arose, and when
human review was needed.

One practical mechanism is the introduction of desig-
nated AI champions, similar to security or privacy champi-
ons. These employees could act as local contact points, sup-
port peer learning, encourage responsible experimentation,
and help reduce stigma around LLM use. They would not
replace formal governance, but could make it more visible
and usable by connecting policies, training, and everyday
practice. More broadly, our findings suggest that responsi-
ble LLM adoption requires a shift from generic governance
to situated enablement: organizations must not only define
rules, but also create the cultural, educational, and technical
conditions that allow employees to follow them in practice.

6 Conclusion and Future Work
This study examined responsible LLM use in the workplace
from employees’ perspectives. Drawing on semi-structured
interviews with 20 employees across diverse industries in
Germany, we investigated how employees use LLMs in ev-
eryday work, how they experience organizational policies,
training, and support, and what forms of guidance they con-
sider necessary for responsible adoption. Our findings show
that responsible LLM governance currently breaks down at
the point of everyday use. When policies, training, and com-
munication are absent, unclear, or difficult to apply, employ-
ees fill this gap through informal governance practices: they
anonymize prompts, check outputs, seek peer advice, decide
what information is safe to enter, and judge whether LLM
use is professionally acceptable. These practices help em-
ployees manage privacy, security, reliability, and legitimacy
concerns. However, they also make responsible use uneven,
dependent on individual judgment, and sometimes hidden
from organizational view.

We argue that responsible LLM adoption requires mov-
ing beyond policies on paper. Organizations need to make

governance visible, actionable, and integrated into every-
day work. This includes clear and practice-oriented poli-
cies, role-sensitive training, technical safeguards, accessible
support channels, and open communication cultures where
employees can discuss uncertainty, disclose mistakes, and
share responsible practices. Importantly, employees should
not only be treated as recipients of governance, but as key
stakeholders whose experiences can help shape more realis-
tic and usable policies and training.

Future work should evaluate which support mechanisms
most effectively improve responsible LLM use in practice.
Comparative studies could test different training formats,
such as short e-learning modules, scenario-based work-
shops, role-specific training, live Q&A sessions, gamified
exercises, or phishing-style risk simulations, and examine
their effects on employee confidence, risk awareness, dis-
closure behavior, and actual workplace practices. Such work
would help organizations move from providing governance
in name only toward evidence-based approaches for build-
ing meaningful and sustained AI literacy.
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