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Abstract

Western political scientists’ treatment of digital authoritarian-
ism has mostly been anchored in the concept of “authoritarian
regime.” Constantly framing discussions in terms of regime
type deflects attention from authoritarian phenomena in West-
ern formal democracies. Moreover, despite accounting for
some advances in machine learning, the literature often falls
behind rapid technological innovation. This paper applies a
“practice”-based definition of authoritarianism to identify and
analyze AI-enabled authoritarianism in democratic systems.
We trace historical continuity in authoritarian practices in the
national security apparatus of democratic states, while also
describing new modes of authoritarianism made possible by
deep learning. Characteristics of AI that surveillance and pri-
vacy scholars have argued occasion new kinds of social power
are here shown to be specifically authoritarian affordances.
These affordances can be used by power-wielders within a
democratic state to disable the voice and information access
not only of the public at large, but of intra-government actors
tasked with holding those power-wielders to account.

Introduction
For more than a decade, political scientists have commented
on the relationship between digital technologies and author-
itarian politics, often documenting how digital technologies
have expedited governments’ practices of surveillance and
repression of citizens in what are called authoritarian po-
litical “regimes” (Dragu and Lupu 2021; Erixon and Lee-
Makiyama 2011; Frantz, Kendall-Taylor, and Wright 2020;
Lamensch 2021; Polyakova and Meserole 2019). Writers
refer to the general phenomenon as “digital repression” or
“digital authoritarianism.”

The most obvious problem with the mainstream concept
of digital authoritarianism is that “authoritarianism” is con-
sidered a property attributable to political regimes, and is
further defined, explicitly or implicitly, in such a way that
the regimes of Western countries are not labeled “authori-
tarian.” Thus, the mainstream concept exempts similar prac-
tices when they occur in political regimes that Western po-
litical scientists and commentators choose not to classify as
authoritarian.

*These authors contributed equally.
Copyright © 2026, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

In regime-focused literature on digital authoritarianism,
it is often difficult to discern what role the “regime type”
actually plays in the analysis. Some of this literature can
therefore be understood as part of a pattern of Western
academic and policy elites superficially associating human
rights problems in certain countries with the absence in the
countries’ political regimes of formal characteristics such
as elections that are said to distinguish (liberal) democracy
from authoritarianism. This pattern may function either to
divert attention from illiberal and undemocratic goings-on
within the formally liberal-democratic political regimes in
those countries—and other ways in which the societies more
broadly are illiberal and undemocratic—or at least to sug-
gest, without justification, that illiberal and undemocratic
tendencies should be considered essential to politics in some
countries but not others. In the case of digital authoritari-
anism, the analytical selectivity may obscure structural par-
allels among formally diverse settings and limit our ability
to understand the impact of emerging technology across the
spectrum of existing formal political regime types.

Some authors depart from the focus on authoritarian
regimes either by intentionally de-emphasizing the term “au-
thoritarianism” in favor of “repression” (Feldstein 2021) or
by studying authoritarian practices rather than regimes (Gla-
sius and Michaelsen 2018; Hintz and Milan 2018; Maerz
2026). (We take the latter route in this paper.) Whether
regime-focused or not, however, literature on digital author-
itarianism has not been particularly focused on the role of
AI and is often more generally concerned with all manner of
digital data collection and processing by authorities.

Meanwhile, another corpus of scholarship, represented
most prominently by books such as Shoshana Zuboff’s Age
of Surveillance Capitalism (2019) and Kate Crawford’s At-
las of AI (2021), directly addresses (among other issues)
the anti-democratic politics of AI in countries with formally
democratic political regimes, especially the United States.1

1In this paper, “formal democracy” means “formally liberal-
democratic political regime.” There is potential for initial confu-
sion as we will distinguish authoritarianism from illiberalism and
concentrate on the former, even while eliding the distinction be-
tween democracy and liberalism by using “democracy” as short-
hand. The point is that we are analyzing authoritarian rather than
illiberal practices, but the countries in which the practices occur
have liberal-democratic political regimes. When a regime is for-
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The type of social scientific thought displayed in these works
correctly locates AI politics elsewhere than in the form of a
national political regime. Specifically, it studies the embed-
ding of AI in systems of social control in service of wealth
extraction and accumulation. It attends to ways in which
the techniques of actual, statistical learning-based AI feed
into or affect the “logic” of social control, or occasion new
kinds of power, rather than simply how increases in “ca-
pabilities” of digital technology give the owners of those
systems “more power” (as in discussions of AI-generated
“deepfakes” influencing elections). In situating states within
larger power systems often dominated by corporations, how-
ever, the political-economic critiques have tended not to con-
centrate on state authoritarianism per se.

Hence, the study of digital technology and politics could
be advanced by a discussion that applies insights from vari-
ous social sciences to understand how today’s deep learning-
based AI contributes to state authoritarianism, positively and
narrowly defined, in contexts where formal democracy, on
the whole, appears stable to regime-focused political scien-
tists. That is the contribution of the present paper, whose
examples are drawn from the United States and the United
Kingdom. We organize our study on the basis of the politi-
cal scientist Marlies Glasius’s (2023) conception of author-
itarian practices as accountability sabotage, and two sub-
sidiary conceptual frameworks due to other authors: the na-
tional security “double black box” (Deeks 2025) and the
conformity theory of chilling effects (Penney 2025). We an-
alyze, with ideas from these frameworks, paradigmatic ex-
amples of authoritarian national security practices from the
Cold War and the Global War on Terror, commenting on
how pre-AI technological affordances shaped authoritarian-
ism in formal democracies. Finally, we arrive at the present
AI era, in which deep neural networks’ predictive accuracy
useful in multiple task domains—particularly through lan-
guage modeling—and their algorithmic opacity function as
authoritarian affordances. An under-studied issue even in
the few prior non-regime-based discussions of authoritarian
practices in formal democracies, and one we especially em-
phasize, is that of authoritarian practices directed by a con-
figuration of national security actors at another configura-
tion of government actors (even within the same branch of
government) that would attempt to represent the public by
holding the former actors to account.2

Authoritarian Practices
We follow Marlies Glasius in defining an authoritarian prac-
tice as “a pattern of actions, embedded in an organized con-
text, sabotaging accountability to people over whom a con-
figuration of actors exerts a degree of control, or their rep-

mally “implementing” democracy in a liberal mode, including, e.g.,
separation of legislative, judicial, and executive powers, an author-
itarian (but not illiberal) practice may sabotage democracy by af-
fecting specifically liberal-democratic institutions.

2We do not deal with practices specific to the political transfor-
mation taking place in the United States under the second Trump
administration, as mainstream political scientists are describing
these practices in regime terms (Carpenter 2026).

resentatives, by disabling their voice and disabling their ac-
cess to information” (Glasius 2023, p. 22). Combining dif-
ferent precedents noted by Glasius, we call the configura-
tion of actors exerting control the power-wielder (Grant and
Keohane 2005), and the people at the other end of the ac-
countability relationship the forum (Bovens 2007). For cases
of authoritarian practices directed immediately at represen-
tatives of the forum, we introduce the term checker to refer
to the representatives.

As Glasius notes, the definition solves problems with no-
tions of authoritarianism popular in political science. It is
positive, rather than defining authoritarianism in terms of
the absence or opposite of democracy. And it avoids asso-
ciating authoritarianism primarily with the conduct of elec-
tions. Glasius excavates from the history of political thought
what was considered important about democracy and about
free and fair elections in particular, and what was said to be
undermined by authoritarianism: accountability of rulers to
those governed.

The definition is usefully restrictive in two ways. First,
it distinguishes an authoritarian practice from a practice
that simply takes place without accountability. Authoritar-
ianism is in the sabotage and not the absence of accountabil-
ity. “Accountability sabotage coexists with, and pre-empts
or responds to, demands for accountability” (Glasius 2023,
p. 21). Second, the definition specifies the two relevant types
of accountability sabotage practices. Both of these restric-
tions indicate the minimal notion of “accountability” being
used: accountability of a configuration of actors to a forum
over which the actors wield power means roughly that the
forum has the information necessary to judge the power-
wielder’s conduct and can voice questions and judgments,
not that the forum influences the power-wielder’s actions.
Our term checker does suggest some influence on the power-
wielder’s actions, and often applies to situations—such as
congressional oversight of executive activities—in which
the checker is formally responsible for exercising such in-
fluence. In such cases, the issue with respect to authoritari-
anism is not simply whether the checker has enough power
to counteract the power-wielder, but whether the power-
wielder interferes with the checker by disabling voice or in-
formation access.3

The restricted compass of the definition of authoritarian-
ism allows for a further conceptual distinction that Glasius
also endorses: between authoritarian practices and illiberal
ones. Illiberal practices are those that infringe on individu-
als’ autonomy and dignity. They are only authoritarian inso-
far as they constitute accountability sabotage. On the other
hand, authoritarian practices may or may not be illiberal, de-
pending on whether the practices of accountability sabotage
also directly infringe on individual autonomy and dignity.

3Sometimes authoritarianism vis-á-vis a checker may be more
complex than interference at the time of the checker’s attempts to
fulfil its function in a particular case. For example, if the power-
wielder predates the checker, the power-wielder may have influ-
enced the design and creation of the checker, and may at that time
have engaged in authoritarian practices vis-á-vis the forum, which
would have preferred more open dialogue about the design of the
checker.
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The conceptual distinction depends on considering only the
immediate consequences of a practice, since ultimately the
status of individual autonomy and dignity in a social context
and the stability of accountability mechanisms in that con-
text are codependent. One example of an illiberal practice
that is not necessarily authoritarian is arbitrary surveillance.
We will, however, consider many cases of surveillance that
is used for authoritarian purposes, such as intervention to
prevent expression and thereby disable voice. Surveillance
practices are often authoritarian in their secrecy, which dis-
ables parties’ access to information.

Defining AI-Enabled Authoritarianism
By AI-enabled authoritarianism we mean authoritarian prac-
tices in which the power-wielder uses information technol-
ogy tools engineered with statistical machine learning tech-
niques. We especially have in mind AI systems of the present
deep learning era,4 whose architecture produces both in-
creases in predictive accuracy and a certain kind of opac-
ity: the inability to recover human-readable rationales for
an outcome, because deep neural networks apply successive
nonlinear transformations across millions of numerical pa-
rameters whose relationship to any specific input cannot be
traced through inspection alone.

The concept is meant to capture authoritarian practices
that rely rather directly on AI (understood as a set of tools),
not all of the ways in which AI may change society and
lead to future authoritarianism. Complementary to the no-
tion of AI-enabled authoritarianism is what might be called
“AI-driven” authoritarianism, where the term “AI” switches
referent from a set of technologies to a social agenda. That
is, power-wielders’ goals to develop and use certain kinds
of AI products drive the power-wielders to engage in au-
thoritarian practices in service of those goals. The practices
themselves may or may not rely on existing AI technology,
i.e., may or may not be AI-enabled.

State-Corporate Authoritarianism
The definition of authoritarianism excludes from our study
several forms of illiberal and undemocratic arrangements.
For example, plutocracy, a main mode of national gover-
nance in many countries today, and one requiring special at-
tention in connection with AI, is not authoritarian in itself,
though it may be accompanied by authoritarian practices in
anticipation of or response to citizens’ opposition. On the
other hand, the definition of authoritarianism is usefully ex-
pansive in that it does not specify the national government
as the only source of authoritarian practices. Thus one can
consider authoritarian practices in sub-national as well as
national governments. This possibility is relevant, for exam-
ple, to AI use by local police forces. Our main mention of AI
in policing, however, arises in discussion of the agendas of

4That is, in exploring AI-enabled authoritarianism we do not
seek to define AI abstractly, and much of what we say would not
apply to rule-based systems (Haugeland 1985), since they are not
at bottom statistical predictors and since they yield human-readable
rationales for outputs in a way that deep learning-based systems
cannot.

power-wielders in national government. We leave aside the
topic of authoritarian practices in transnational governance
arrangements.

Glasius’s concept also allows for corporations as power-
wielders engaged in authoritarian practices. Because of the
distinction between authoritarianism and illiberalism and the
minimal notion of “accountability” used in the idea of au-
thoritarianism as accountability sabotage, corporate authori-
tarianism in this conception is not the same as the author-
itarianism attributed to employers in anti-capitalist social
thought—the employment relation’s alleged undermining of
employees’ autonomy and dignity would be called illiberal
under our definitions. In our sense, a corporation, or a con-
figuration of actors wielding the corporation’s power, may
engage in authoritarian practices vis-á-vis the corporation’s
employees or customers, a government, or a broader pub-
lic, and the entity “receiving” the authoritarian practices may
have either the role of the forum or the role of the checker.

This paper is concerned with authoritarian practices in
which a substantial amount of the power being wielded is
state power, and the forum consists of citizens of the state.
Corporations, however, are often involved in AI-enabled au-
thoritarian practices as well as in prior digital authoritarian
practices. It often makes sense to consider state and corpo-
rate interests convergent, and state and corporate power as
mutually constitutive or operating in tandem. In such cases
one can speak of state-corporate authoritarianism. Our treat-
ment of the subject does not adjudicate between, and is com-
patible with, various theses about the causal priority of state
versus corporate interests in state-corporate authoritarian-
ism. Many contemporary social issues studied by “AI ethics
and society” researchers can be understood in terms of state-
corporate authoritarianism that is both AI-enabled and AI-
driven.

Any serious mapping of the political economy of state-
corporate AI-enabled authoritarianism would assign a more
central place to the big tech owners of cloud infrastructure
and digital platforms than to smaller specialist vendors of
particular software products. We do not address these rela-
tionships at all in the present paper, viewing companies just
as the suppliers of AI products to states.

The Double Black Box and Chilling Effects
While Glasius’s concept of authoritarian practices as ac-
countability sabotage organizes this paper, we rely on and
synthesize parts of two other recently proposed conceptual
frameworks to identify and interpret evidence of AI-enabled
authoritarian practices. First is Ashley S. Deeks’s frame-
work of the “double black box” for considering the effects
of AI-occasioned opacity on accountability in national se-
curity (Deeks 2025). Focusing on the US national security
state—but providing insights that will apply to the secu-
rity apparatus in many formally democratic settings—Deeks
identifies a layering of two forms of opacity that creates
a nearly impenetrable barrier to democratic oversight. The
first component of the double black box is the traditional
apparatus of national security secrecy, including classifica-
tion systems, the state secrets privilege, executive privilege,
and numerous less legally codified practices shielding se-
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curity operations from public view, congressional (or par-
liamentary) oversight, and judicial review. Deeks notes that
this secrecy often extends beyond the (already heavily in-
fluenced by power-wielders) bounds of “legitimate” secrecy
to conceal illegality or incompetence and limit embarrass-
ment, echoing Glasius’s indication of “illegitimate secrets”
as a form of accountability sabotage (Glasius 2018, p. 532).
While some of Deeks’s examples evince active accountabil-
ity sabotage and Deeks mentions competing interests be-
tween national security officials and the public, she tends
toward viewing opacity as a mere accountability void rather
than as a tool of accountability sabotage, and accordingly
does not invoke any notion of authoritarianism. Already one
can see, however, that not only is national security opacity a
strong candidate for an instance of authoritarian accountabil-
ity sabotage, but the choice to analyze practices rather than
political regimes is paying off, because in cases of national
security accountability sabotage, the power-wielder and the
checker whose voice or information access is being disabled
are both government entities. Furthermore, even talk of “au-
thoritarians” aggrandizing the executive branch by sabotag-
ing accountability mechanisms involving the legislative and
judicial branches is insufficient to understand the authoritar-
ian qualities of the national security black box, because even
checkers within the executive branch itself can experience
the outside of the black box (Deeks 2025, p. 50).

The national security black box has existed in many tech-
nological eras. The novelty is the addition of an “algorith-
mic black box” of technical opacity due to AI. Layers of
algorithmic opacity include—in addition to “the inability to
know that an actor is employing an algorithm in the first
place (which [Deeks] treats as part of the ‘national security
black box’ problem)”:

the inability to obtain information about the type of
data on which a programmer trained an algorithm;
the inability to know the algorithm’s code; the in-
ability to learn how the algorithm weighed values to
reach an outcome, due to the highly complex nature
of neural networks; the inability to understand how
the algorithm learns and evolves; and the inability to
know how accurate the algorithm’s recommendations
are (Deeks 2025, p. 75).5

Deeks’ commentary focuses on the ways in which the re-
sultant double black box threatens public law values; we
will explore the double black box’s role in authoritarian
accountability sabotage specifically. The second major in-
terpretive frame we use is Jonathon W. Penney’s theory of
chilling effects as conformity and compliance effects (Pen-
ney 2025). Penney contends that legal scholars’ conven-
tional understandings of chilling effects are too narrow and
inadequately grounded in behavioral science and social the-
ory. Drawing on decades of empirical research in social psy-
chology, he proposes to understand chilling effects—“where
people are deterred or discouraged from speaking or act-
ing freely” (Penney 2025, p. 1)—as inducements to con-

5Many researching neural network interpretability and explain-
ability might be inclined to omit the first two list items from the
“technical opacity” group.

formity and compliance with norms, driven by four socio-
psychological factors: observation, uncertainty, personaliza-
tion, and authority. That is, people’s behavior is chilled when
they sense that they may be observed, when they are un-
certain about their situation, when they are threatened in a
way that feels personally targeted, or when they are in a
scenario involving entities with power and authority. Pen-
ney, a scholar of technology and society, emphasizes chill-
ing effects created by governments’ and corporations’ use
of digital technology for surveillance. Although he does not
distinguish illiberal from authoritarian practices, we draw
on his theory and evidence to highlight the production of
chilling effects as a kind of authoritarian practice. Gla-
sius and Michaelson, citing Penney’s earlier work (Penney
2016) among others, classify the chilling effects of illib-
eral surveillance as possible downstream consequences for
democratic accountability, rather than as elements of author-
itarian practices (Glasius and Michaelsen 2018, p. 3802). In
this case our result from applying Glasius’s concept differs
from Glasius and Michaelson’s. Although in some instances
of surveillance there is no evidence that the actors responsi-
ble intend the surveillance itself to disable voice by chilling
expression—especially if the surveillance is kept secret from
those surveilled—Penney’s work demonstrates that chilling
effects produced by observation are actively engineered by
powerful actors.6

Our main extension of Penney’s work is in considering
weaponized chilling effects on checkers and not just on the
public. In the context of the national security double black
box, we can study, and construct likely narratives about,
how power-wielders use information technology (and AI
in particular) to chill checkers within government from ac-
cessing or disseminating information in ways the power-
wielders do not want. We can recognize a different author-
itarian function of the national security double black box:
in addition to directly disabling checkers’ access to infor-
mation, it creates uncertainty for checkers and thereby chills
their behavior. Applying Penney’s insight that chilling ef-
fects are productive and not only repressive, we can also
understand how power-wielders within the national secu-
rity black box may chill potential checkers into cooperation
with the power-wielders. Both the repressive and productive
chilling of checkers raise a point that Penney makes in other
contexts (Penney 2025, p. 103): a subject of a chilling effect
may face competing sets of norms. Checkers face the norms
of the power-wielder, the norms of the society at large, and
norms encoded in procedural rules they are supposed to fol-
low. A power-wielder’s ability to chill a checker into confor-
mity with the power-wielder’s norms depends on the force
with which the checker experiences the competing norms.

6The caveat is that in Penney’s most complete example, that of
Texas’s Senate Bill 8 to prevent abortion, the chilling effect is not
directly on expression or on the act of accessing information rel-
evant to judging the power-wielder. But Penney also convincingly
argues that AI-enabled surveillance is and will be used to chill po-
litical expression and information access.

2185



Pre-AI Authoritarian Practices in Formal
Democracies

We will establish a basis for comparison of AI-enabled au-
thoritarianism by discussing historical examples of state au-
thoritarian practices in formal democracies. Throughout the
twentieth and twenty-first centuries, accountability sabotage
originating within states’ national security apparatus has re-
curred in these regimes. Labeling adversaries as existential
threats and abusing channels of state secrecy, configurations
of national security and political elites have repeatedly dis-
abled the voice and information access of both ordinary cit-
izens and intra-government checkers.

The Cold War
The FBI’s COINTELPRO, initiated in 1956, is a paradig-
matic example of authoritarian practices in a formal democ-
racy. A power-wielding configuration inside the Bureau used
covert and frequently illegal means to disable the politi-
cal voice of US citizens. These operations, which included
physical intervention against, and disinformation about, do-
mestic civic and political organizations, were rationalized as
efforts to counter foreign interference and prevent violence,
but the 1976 Church Committee Report found that the pro-
gram had the unstated purpose of “maintaining the existing
social order” (Select Committee to Study Governmental Op-
erations with Respect to Intelligence Activities 1976, p. 7).
The concealment of COINTELPRO from checkers is also
well documented. The Church Committee Report found that
FBI officials routinely omitted details of the covert activities
when sharing intelligence with other parts of the executive
branch, and that even within the Bureau, key directives were
not filed in official records as the law required (Select Com-
mittee to Study Governmental Operations with Respect to
Intelligence Activities 1976, p. 355). Thus a power-wielding
configuration within the FBI weaponized the national secu-
rity black box to disable the information access of checkers
in Congress, in other parts of the executive branch, and even
in the Bureau itself.

Moreover, when checkers sought to scrutinize the
FBI’s activities, Director Hoover would leverage a secret
“archive of blackmail material” to “discredit and destroy
his adversaries....With these tactics, Hoover frequently de-
fied Congress and the eight Presidents under whom he
served” (Schmautz 1992). The checkers experienced all
four chilling-effect factors: observation and personalization
through the targeting itself, uncertainty about Hoover’s pos-
session and use of these materials, and the power conferred
on Hoover by this information asymmetry and the FBI re-
sources at his disposal. These practices chilled checkers into
compliance with Hoover, leading to the routine approval of
his budget and the expansion of his authority.

During this period, the authoritarian practices of the
power-wielders were relatively labor-intensive and techno-
logically constrained. Although COINTELPRO was effec-
tive in achieving power-wielders’ immediate objectives, the
reliance on human agents generated significant operational
friction. Furthermore, the power-wielders’ attempts to dis-
able information access were limited by the physical stor-

age of the information in paper dossiers that, if uncovered,
could be understood by the checkers and the forum. This pa-
per trail, though imperfect, was instrumental for launching
legal challenges and assigning accountability.

The War on Terror
During the 21st century, as the over-arching security
paradigm in Western formal democracies shifted from the
Cold War to the “Global War on Terror” (Buzan 2006; Stohl
2008), authoritarian practices continued to evolve within
democratic systems. Among the most consequential devel-
opments of this period was power-wielders’ rapid adoption
of digital technologies. The 2013 Snowden leaks provided
unprecedented insights into the practices of national security
agencies. The leaked documents revealed programs like the
NSA’s PRISM and GCHQ’s TEMPORA, whereby power-
wielders were conducting mass surveillance on the states’
own citizens (Hu 2015). The surveillance in itself was il-
liberal as opposed to authoritarian (Glasius and Michaelsen
2018), but in disabling both checkers’ and the fora’s access
to information about the surveillance programs, the power-
wielders engaged in authoritarian practices.

Glasius and Michaelsen (2018) have discussed several in-
stances of power-wielders disabling access to information
about these mass surveillance programs; we seek to expand
their analysis in two ways. First, whereas their examples
involve officials lying to Congress, even executive check-
ers experienced disabled information access, as can be il-
lustrated by an example from the United Kingdom. Chris
Huhme, who was a cabinet minister and member of the
UK’s National Security Council (NSC) between 2010 and
2012, has stated that at no point during his tenure was the
Cabinet or the NSC briefed on the full extent of GCHQ’s
digital surveillance operations by intelligence officials. As
Huhme later noted, “this lack of information, and therefore
accountability, is a warning, that the supervision of our in-
telligence services needs as much updating as their bugging
techniques” (Hopkins and Taylor 2013). Without whistle-
blowers such as Snowden, this information would have re-
mained hidden not only from the forum, but also from the
checkers supposed to operate inside the national security
black box.

Second, national security power-wielders not only lied
to checkers (directly or by omission), they also used chill-
ing effects to manage the boundary of the national secu-
rity black box. The “offensive” nature of operations against
checkers seeking to penetrate the national security black
box is illustrated by the 2014 revelation that elements of
the CIA covertly surveilled the Senate Intelligence Com-
mittee, “secretly removing documents from the Committee
[and] searching computers used by the Committee” (Elec-
tronic Privacy Information Center 2014; Feinstein 2014). As
we will discuss below, these forms of interference, though
secret at the time and not designed to create chilling ef-
fects, have likely contributed to chilling effects once re-
vealed to the Senate. A black box-reinforcing tactic that was
aimed at chilling was the attempt “to intimidate congres-
sional investigators by requesting an FBI inquiry into their
conduct” (Electronic Privacy Information Center 2014; Fe-
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instein 2014). An FBI inquiry would have made the Com-
mittee members’ practical subordination to the CIA and FBI
salient, as well as leading the members to sense observa-
tion. The request itself constituted a personalized threat, and
it is possible to list multiple sources of uncertainty for the
committee members. Some of the four chilling effect factors
were present just because of the request for the inquiry, and
the rest would have been added had the inquiry been opened.
The CIA officials attempted to chill the Committee members
into compliance and conformity with the norms those offi-
cials wished to govern the national security black box.

The disclosures of digital mass surveillance had chilling
effects on the public (Guo 2016; Penney 2016, 2025). As the
chilling effect of awareness of surveillance was not part of
the intent of those who created the mass surveillance pro-
grams, this is an example of the illiberal practice of mass
surveillance eventually affecting democracy in a similar way
to an authoritarian practice. In the case of targeted surveil-
lance of checkers, the surveillance itself is already authori-
tarian. When it is revealed to the checkers, it intensifies any
chilling effect that the power-wielders’ known past conduct
has already created.

AI and Authoritarian Practices
Power-wielders of today’s security state are adopting and
perhaps creating AI tools to enhance their instruments of
control. Some of this activity meets our criteria for authori-
tarian practices.

The Evolving National Security Black Box
Power-wielders, including private-sector contributors to the
security state, continually refashion the national security
black box to disable access to information about their AI-
enabled activities. Events in the United States exemplify
how power-wielders in formal democracies attempt to neu-
tralize application of the legal frameworks designed to guar-
antee public access to government records. Essential to the
US public records framework is the Freedom of Informa-
tion Act (FOIA). But “as AI increasingly permeates the gov-
ernment’s administrative agencies, it exposes the profound
shortcomings of the FOIA in its current form, particularly in
ensuring transparency around agency decision-making and
in effectively informing the public about decisions driven
by AI” (Capaldi 2025). The American Civil Liberties Union
(ACLU) has an ongoing lawsuit against the National Secu-
rity Agency (NSA) under FOIA.25, to release key informa-
tion and discover what, if any, safeguards exist to protect the
civil liberties of citizens (Matishak 2023) as the NSA adopts
AI. In March 2024, the ACLU requested documents such as
studies, roadmaps, and reports detailing how the NSA de-
ploys AI. The government denied the request; in the result-
ing ongoing litigation, the ACLU is seeking to compel dis-
closure (American Civil Liberties Union and American Civil
Liberties Union Foundation 2024; American Civil Liberties
Union 2024a,b).

State-corporate power-wielding configurations use the in-
tellectual property regime to disable access to information
about not only the behavior of the corporations, but also the

use of AI in government functions. FOIA’s Exemption 4 pro-
tects “trade secrets and commercial or financial information
obtained from a person [that is] privileged or confidential”
(United States Department of Justice, Office of Information
Policy 2004). In the present era of AI governance, this ex-
emption is a formidable shield that disables information ac-
cess. As governments rarely build their own sophisticated AI
systems “from scratch,” instead opting to purchase or license
products from private vendors, the underlying source code,
weighting variables, and training datasets are legally clas-
sified as corporate property. When citizens, journalists, or
civil rights and liberties organizations demand transparency
regarding how a predictive policing algorithm assigns risk,
or how a welfare distribution algorithm denies benefits, the
state-corporate configuration prioritizes the property rights
of the corporate vendor over the public’s rights to due pro-
cess and transparent governance of the systems affecting
people’s lives (Bloch-Wehba 2021; Rashkovich 2019). Al-
though in this paper we emphasize practices originating in
the core of the national security apparatus, authoritarian dis-
abling of information access extends far beyond the security
agencies and into the rest of the administrative state.

Disabling the Forum’s Voice
We have established that state and state-corporate power-
wielders are engaging in authoritarian practices of disabling
fora’s access to information about likely illiberal AI-enabled
surveillance practices. But are the AI-enabled surveillance
practices themselves authoritarian? By examining public
statements by national security officials in formal democ-
racies about how their agencies use or will use AI, we can
reasonably infer that national security power-wielders intend
to use AI to disable citizens’ voice both by actually interven-
ing on the basis of AI predictions and by designing systems
of surveillance that chill citizens’ behavior into conformity
and compliance with norms dictated by the power-wielders.

The Directorate of Digital Innovation, established in
2015, is a specialized branch within the Central Intelligence
Agency (CIA) to accelerate the integration of digital capa-
bilities into intelligence operations. According to Andrew
Hallman, then the Deputy Director for Digital Innovation,
the adoption of new data analysis techniques including those
based on deep learning significantly improved the agency’s
capacity to produce “anticipatory intelligence” that can pre-
empt “social unrest” (Konkel 2016). Similarly, Dawn Mey-
erriecks, former Deputy Director of the CIA’s Directorate of
Science & Technology, boasted of the agency’s hundreds of
AI-related projects intended to “allow us to be more predic-
tive with what’s about to go down....We have that in pockets”
(Tucker 2017).7

The main UK intelligence services are also integrating
AI systems for intelligence collection and action. An ar-
ticle published by the Financial Times, which includes an

7It is interesting, though not directly pertinent to the present
point, that in the same 2017 interview, Meyerriecks indicated that
algorithmic opacity presented a barrier to convincing officials to
accept conclusions reached with AI: “you can’t go to leadership
and make a recommendation based on a process that no one under-
stands.”
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interview of a senior director of a team focused on devel-
oping GCHQ’s “next generation artificial intelligence capa-
bilities,” provides a rare insight into the systems and prac-
tices of the UK’s largest intelligence service (Bond 2019).
Among the tools and use cases discussed is a system that
can process “enormous biometric datasets” to identify be-
havioral patterns, as well as an advanced facial recognition
model that can “identify people from the small ‘envelope’ of
skin beneath the eyes,” making many forms of concealment
useless. Although we cannot know what the state of the art
is today, we should assume that the programs have advanced
significantly in the seven years following this disclosure.

A main purpose of identifying behavioral patterns and in-
dividuals is to allow officials to intervene, using AI further
or not, to stop undesired behavior. But noting the uncer-
tainty about the present state of the art leads us to consider
the chilling effects that national security power-wielders can
create even without physically intervening on the basis of AI
predictions, and perhaps even without using AI as much as
we might assume. When evidence from immediately prior
surveillance programs together with general knowledge of
advances in computing gives the public reason to suspect
that surveillance technology may be quite advanced, speech
and behavior can be chilled even in the absence of the exact
technology imagined. The demonstration of enough techni-
cal capabilities to create such a chilling effect can therefore
constitute an AI-enabled authoritarian practice.

There is no need to rehearse Penney’s extensive discus-
sion of the chilling effects of AI surveillance. The main con-
tribution of this subsection is to show that the stated inten-
tions of some national security officials, when viewed in
light of the historical cases from prior sections, clearly in-
clude disabling the forum’s voice and are therefore author-
itarian. Most remarkably, it appears that some national se-
curity officials think in the same terms as critical scholars
like Penney. In a recent interview with former Prime Minis-
ter Tony Blair, UK Home Secretary Shabana Mahmood said
“AI and technology can be transformative to the whole of the
law and order space,” and “When I was in justice, my ulti-
mate vision for that part of the criminal justice system was to
achieve, by means of AI and technology, what Jeremy Ben-
tham tried to do with his Panopticon. That is that the eyes
of the state can be on you at all times” (Ashworth-Hayes
2026). If the AI Panopticon were used only for a small part
of the criminal justice system involving convicted violent
criminals, it might raise due process and human rights con-
cerns, but its possible authoritarianism would be only an-
cillary. Given Mahmood’s reference to the “whole of the
law and order space,” however, and the gradual expansion
of this “space” to encompass more and more areas of public
life, the AI Panopticon should be understood as a model that
some security officials would like to use for governing entire
citizenries, using the uncertainty, observation, and authority
factors to chill populations into conformity.

Leaked documents from the Snowden era revealed that
GCHQ has a Human Science Operations Cell inside its
secret Joint Threat Research Intelligence Group (Green-
wald 2014) which worked with academic psychologists to
develop “strategic influences” that condition responses of

“obedience”—“where an individual submits to, or complies
with, an authority figure”—and “conformity”—“whereby an
individual’s beliefs, feelings, and behaviors, yield to those
norms of a social group” (Dhami 2011). These documents
provide some of the clearest evidence that national security
officials intentionally develop chilling techniques. This evi-
dence of intent is important background to the next subsec-
tion on checkers.

Chilling Checkers
The rest of this section is devoted to power-wielders’ use
of AI to disable checkers’ voice and access to information.
One can understand the AI-enabled authoritarian disabling
of access to information by applying Deeks’s descriptions
of the algorithmic black box and double black box problems
to cases in which a power-wielder uses the double black box
for this purpose. The basic ideas are simple:

The use of algorithmic black boxes in national se-
curity operations makes it harder for the public and
government officials themselves to assess the opera-
tions’ domestic and international legality...will com-
plicate the government’s own ability to pursue com-
petent policies, as well as its ability to understand af-
ter the fact how well it performed...[and will] foster
confusion about who to hold responsible for an al-
gorithm’s mistake. Because the systems are complex
and opaque, they provide “cover” for human decision
makers, who can point to the systems as the cause of
flawed outcomes. (Deeks 2025, pp. 97-101)

Our focus in this subsection will instead be on the dis-
abling of checkers’ voice through chilling effects; our dis-
cussion of the algorithmic and double black box will concern
its contribution to chilling effects. In general, black boxes
contribute via the uncertainty factor.

Chilling Through AI Surveillance Modern enterprises
and governments increasingly possess the capacity—
afforded largely by recent advancements in AI—to ingest,
analyze, and interpret vast streams of employee telemetry
in real time (Ferreira and Gromova 2026; Macnish 2025).
These capabilities extend beyond the rudimentary track-
ing of keystrokes and active hours to the semantic analy-
sis of internal communication for emotional sentiment and
the continuous vetting of personnel to detect security risks
(Majumdar 2026). In the UK, AI-augmented digital surveil-
lance, or “bossware,” is an increasingly common feature of
the workplace (Watch 2024; Bunwaree et al. 2025; Munn
2024). A recent study conducted by the Chartered Man-
agement Institute found that a third of UK employers are
now using “bossware” technology to track the workers’ ac-
tivity (Booth 2025). Across the private sector, AI-enabled
workplace surveillance is a widely contested issue, with
multinational corporations such as Amazon deploying deep-
learning based tools for “productivity optimization” and as-
set protection (Amazon UK 2023) while workers criticize
these “intrusive algorithms” (Sainato 2024) which create a
“pervasive sense of workplace surveillance” (Spilda et al.
2024).
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Employers’ use of AI-enabled surveillance is not limited
to the well-publicized case of low-wage warehouse workers.
There is a growing supply of, and demand for, AI-powered
semantic employee surveillance systems (Andrejevic 2024),
despite controversy (Carnegie 2023; Wilkins 2026). Offer-
ing back-end integration into widely-used communication
applications such as Slack and Microsoft Teams, companies
like Aware and Teramind are providing major employers
with AI tools that monitor internal communications and an-
alyze employee sentiment (Field 2024; Watch 2024). When
employees know that every message is scanned by instru-
ments of their employer for dissatisfaction and “toxicity”
(Field 2024), they experience an admixture of observation,
uncertainty, personalization, and authority. Amba Kak, Ex-
ecutive Director of the AI Now Institute, said this state of
affairs “results in a chilling effect on what people are saying
in the workplace” (Field 2024).

Here, we are interested in the potentially authoritarian
character of workplace surveillance targeting public servants
who might serve as checkers. In a recent report published
by UNISON, one of Europe’s largest trade unions, which
represents public services workers, trade representatives ex-
pressed concern about how “new technological tools includ-
ing use of AI, are allowing employers to extend their mon-
itoring and surveillance of workers into new areas of their
lives” (UNISON 2025). One such tool used widely across
the UK Civil Service is Microsoft Purview (Government Cy-
ber Unit 2026), whose “Insider Risk Management” software
“integrates machine learning-based detection controls, dy-
namic protections, and advanced privacy controls to man-
age and mitigate insider risks” such as data leakage and
security violations (Borges 2025). While Microsoft empha-
sizes the “privacy by design” architecture, which includes
the pseudonymization of users, the underlying capability
would provide power-wielders inside the Civil Service with
near-total, correlated visibility into the digital actions, com-
munications, and relationships of civil servants. Whether or
not Microsoft’s privacy safeguards function as advertised,
the salient fact for chilling effects is what civil servants per-
ceive as the system’s reach. A capability with this scope,
deployed by an authority over personnel who cannot inspect
how it weighs their behavior, instantiates all four of Penney’s
chilling factors.

In the US, some of the most advanced forms of em-
ployee surveillance exist within the national security and
intelligence establishments. One purpose of these tools is
to identify the microscopic behavioral signals that pre-
cede espionage, sabotage, data exfiltration, or unauthorized
leaks (Cybersecurity and Infrastructure Security Agency
2022). Intelligence agencies in the US—like their UK
counterparts—now rely on complex User and Entity Be-
havior Analytics to guard against “insider threats.” (Cyber-
security and Infrastructure Security Agency 2022). Force-
point, a major contractor for the US Department of Defense,
was awarded an $89 million contract by the Defense In-
formation Systems Agency for a fully integrated enterprise
user activity monitoring solution (Forcepoint 2022). Force-
point provides “Risk-Adaptive Protection” and “Data De-
tection & Response,” “with AI-driven accuracy,” tracking

hundreds of unique “Indicators of Behavior” continuously
in real time (Forcepoint 2025). Forcepoint then uses its “AI
mesh” to distinguish abnormal behavior, generate alerts, and
recommend “automated remediation steps to help security
teams respond before data leave your control.” (Forcepoint
2026). Another government contractor, General Dynamics
Information Technology (GDIT), which boasts of setting the
“gold standard across the intelligence community,” claims
to have transformed insider threat detection with generative
AI. Using decades of research on Insider Threat Risk Model-
ing and psychological profiling, GDIT uses generative AI to
“analyze and score authored communications, alerting an-
alysts to employees’ concerning behaviors” such as “dis-
gruntlement” (General Dynamics Information Technology
2026).

The deployment of AI-powered “bossware” and advanced
insider threat detection systems within government and na-
tional security environments can be understood as engi-
neering an architecture of uncertain (because of algorithmic
black boxes) and personalized observation on behalf of an
authority. This architecture, with all four chilling factors,
is likely to produce conformative chilling effects, creating
an environment wherein checkers are prevented from speak-
ing or acting outside the power-wielders’ norms. Whistle-
blowing has historically been an essential means for check-
ers inside the national security black box to voice concerns
regarding the misconduct of power-wielders (Pozen 2013).
But when checkers are aware that every digital interaction is
being semantically parsed for signs of dissatisfaction or de-
viance, the risk (either rationally calculated or instinctively
felt) associated with gathering information or planning a
disclosure may become psychologically and professionally
prohibitive. The pervasive threat of algorithmic observation
may chill potential whistle-blowers into self-censorship and
strict conformity, thereby disabling their voice (and hence
other checkers’ access to information).

Chilling Through Automation Bias The authority factor
in the chilling effects discussed so far has simply been the
authority of the officials deploying an algorithm. We must
also consider the way compliance is produced through the
authority of algorithms themselves. For example, the same
checkers who might resist a power-wielder’s bare assertion
may defer to that very same assertion when it arrives in an
AI system’s output. Automation bias and the cognitive atro-
phy resulting from sustained algorithmic delegation should
be viewed not always as failure modes of human–AI interac-
tion, but as affordances that power-wielders can cultivate to
sabotage accountability. Especially when combined with the
opacity of the algorithmic and double black box, algorith-
mic authority can create chilling effects converting checkers
from auditors of the power-wielders’ conduct into ratifiers
of it.

Automation bias in general is the tendency of human
decision-makers to “ascribe to an automated system greater
trust in its analytical capabilities than in their own” (Chester-
man 2021, p. 68). It was first documented systematically in
aviation cockpits (Mosier et al. 1998; Skitka, Mosier, and
Burdick 1999) and has since been observed across medical,
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judicial, military, and welfare-administration contexts (God-
dard, Roudsari, and Wyatt 2012; Parasuraman and Manzey
2010). In bureaucratic contexts, the impulse to follow a
computer’s recommendation functions as a “heuristic re-
placement” for vigilant information-seeking and processing,
potentially turning an algorithmically generated suggestion
into a “trusted final decision” (Citron 2008, p. 1272). Cru-
cially for our purposes, this form of bias is not eliminated
by expertise and is resistant to simple training interven-
tions (Parasuraman and Manzey 2010). Even in cases where
checkers are formally instructed to scrutinize algorithmic
outputs, empirical surveys of human-in-the-loop oversight
regimes find that humans are systematically unable to per-
form the functions that the regimes require (Green 2022).
Recent experimental work has advanced the understanding
of automation bias into the AI era. Using the Cognitive Re-
flection Test, Shaw and Nave find evidence of what they
call “cognitive surrender...where the user relinquishes cog-
nitive control and adopts the AI’s judgment as their own”
(Shaw and Nave 2026). This finding suggests that the in-
fluence operates beneath the level of conscious deliberation
that conventional human-in-the-loop regimes presuppose.
For power-wielders that have incorporated AI into their op-
erational structure, this cognitive bias is not necessarily a
problem to be solved, but may be a resource to be exploited.
Indeed, power-wielders have both an incentive and the ca-
pacity to make checkers dependent on AI systems in ways
that produce conformity.8

In some contexts, the deference that automation bias pro-
duces is best understood as conformity to an algorithmic au-
thority rather than generic trust. This deference manifests
a distinct mode of legitimacy that operates alongside and
increasingly in place of conventional institutional authority.
According to Pasquale, “Authority is increasingly expressed
algorithmically” (Pasquale 2015). Lustig, meanwhile, de-
fines algorithmic authority as the power of algorithms “to
direct human action and to verify information, in place of
relying exclusively on human authority” (Lustig 2022, p. 2).
Similarly, Penney argues that algorithms themselves are “a
source of authority to which people tend to defer, and thus
conform with, as they would to more traditional forms of au-
thority” (Penney 2025, p. 81). These observations are highly
significant for our analysis of authoritarian practices, as they
give a political charge to the act of deference. A checker
who distrusts a power-wielder may nevertheless extend le-
gitimacy to the power-wielder’s actions, if the outcome is
perceived as being the impersonal product of an algorithmic
system. This case adds complexity to Penney’s original no-
tion of authority. Power-wielders who have lost or otherwise
lack institutional authority can recover or obtain it by routing
their decisions through systems that carry algorithmic au-
thority instead. When coupled with the opacity of the algo-
rithmic black box, this substitution becomes self-protecting,

8The use of automation bias for chilling shows that power-
wielders cannot use all of the uncertainty affordances of AI concur-
rently with the power/authority affordances: for example, getting a
checker to defer to an algorithm because it is an algorithm requires
letting the checker know that an algorithm is being used.

as the basis on which algorithmic authority might be revoked
is itself unavailable for inspection.

Sustained reliance on AI systems can produce cognitive
atrophy in the checkers themselves, eroding the capacities
on which any future independent scrutiny would depend.
Despite making recent headlines (BBC News 2025; Lufkin
2026; Swarz 2026), this is not an entirely novel issue. In
the 1980s, Bainbridge observed that when automated sys-
tems handle routine operations, the human operator’s man-
ual and analytical skills decay because they are no longer ex-
ercised, with the result that the operator is least equipped to
intervene at exactly the moments when intervention is most
needed (Bainbridge 1983). Further research by Parasuraman
and Manzey has found that this complacency effect is ob-
servable in both naive and expert test subjects and “cannot be
overcome with simple practice” (Parasuraman and Manzey
2010, p. 381). More recent studies have extended our un-
derstanding of cognitive atrophy into the domain of today’s
AI, with Kosmyna and colleagues describing the longitudi-
nal erosion observed in LLM-assisted users as the “accumu-
lation of cognitive debt” (Kosmyna et al. 2025). If “mean-
ingful oversight requires a person with authority and compe-
tence to review a decision – including having access to ‘all
the relevant data”’ (Chesterman 2021, p. 69), cognitive at-
rophy can contribute to accountability sabotage. Moreover,
as laws, technical standards, and operational practices gov-
erning national security AI grow more intricate, checkers
progressively lose both the motivation and the trained ca-
pacity to interrogate them, retaining the procedural fact of
oversight while its substantive content migrates into systems
they cannot read. As Citron warned of an earlier generation
of automated administrative systems, the cumulative conse-
quence is that human oversight is “effectively rendered inef-
fective” (Citron 2008, p. 1277).

Automation bias and cognitive atrophy prevent checkers
from acting in deviant ways and condition them to act in co-
operation with power-wielders by default. The psycholog-
ical submission to algorithmic authority has the same ef-
fect that, in previous eras, required personalized intimidation
like Hoover’s blackmail archive or the CIA’s interference
with the Senate Intelligence Committee. Whereas Hoover
had to cultivate fear in each individual checker, the algorith-
mic substitution of authority and the degradation of inde-
pendent judgment can generalize this chilling effect across
entire checker substrata, without the political risk that any
specific act of intimidation would generate. The result can
be a population of checkers who are not coerced into confor-
mity, but who, in the relevant sense, cannot help complying.

Conclusion
This paper has examined one kind of AI-related power dy-
namics, namely AI-enabled state or state-corporate author-
itarianism understood as AI-enabled practices of account-
ability sabotage. We have demonstrated several points that
should interest readers approaching “AI ethics and society”
from a variety of backgrounds and disciplinary perspectives.
First, we have established that the history of national secu-
rity practices in formal liberal democracies should lead one
to expect that AI adoption in these regimes will not merely
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create new gaps in accountability, but will be used by power-
wielders for authoritarian practices. This point is relevant for
political scientists who had previously been conceiving AI-
related authoritarianism in terms of formally undemocratic
regimes, critical scholars who had studied AI-related power
inequalities in formal democracies but had not yet identi-
fied the specifically authoritarian political phenomenon, and
computer scientists and engineers who had considered ac-
countability issues in terms of gaps rather than sabotage.

Second, we have updated Glasius and Michaelsen’s 2018
treatment of digital authoritarian practices to cover novelties
of contemporary AI. Today’s AI models’ accuracy, actual
and perceived, and their opacity both contribute to the soft-
ware’s role in authoritarian practices. “AI ethics and society”
scholars specializing in issues related to the social construc-
tion of “accuracy,” false perceptions of accuracy, and the so-
cial consequences of technical opacity can now understand
these elements as authoritarian affordances.

In applying the frameworks of the double black box and
chilling effects as conformity effects, we have gone beyond
the work of both Deeks and Penney by combining the frame-
works with each other, with Glasius’s conception of au-
thoritarianism, and with supplementary evidence. Thus we
showed that the double black box of national security con-
tributes to the uncertainty and power factors in chilling ef-
fects, with an additive property in the case of the multiple
sources of uncertainty from the two black boxes. And AI-
enabled chilling effects are seen to afflict checkers of the
national security apparatus. Our discussion of authoritar-
ian practices directed at checkers raises difficult questions
for procedurally-oriented “AI accountability” commentators
whose proposals of clever governance mechanisms fail to
account for the ruthlessness and ingenuity of power-wielders
vis-á-vis checkers.

We have introduced useful frameworks and indicated
some previously neglected considerations without attempt-
ing a comprehensive survey of any of the topics we have
discussed. Directions in which the work in this paper could
be extended include—in addition to thorough studies of
more cases—study of AI-enabled corporate authoritarian-
ism less directly mediated by the state, so that it is not “state-
corporate authoritarianism,” and study of AI-enabled author-
itarianism in transnational governance arrangements involv-
ing various configurations of state and corporate actors. In
the transnational arena, there are few formal mechanisms
designed to make power-wielders based in more powerful
countries accountable to people they affect in less powerful
countries, and therefore the procedural rule-breaking aspect
of accountability sabotage is less salient, though Glasius
shows that transnational authoritarianism is yet a relevant
concept. “AI ethics and society” scholars interested in issues
of global inequality but not in distinguishing transnational
authoritarianism from other power dynamics may neverthe-
less find value in our contributions regarding formal liberal
democracies, since the status of authoritarianism in these
regimes is plausibly related to the states’ conduct in foreign
affairs.

We close by noting limitations in our approach that derive
from our choice of conception of authoritarianism. In a re-

view of Glasius’s 2023 book, Salvador Santino F. Regilme
Jr. raises a problem of researcher positionality and moreover
writes

the focus on practices as units of analysis has the po-
tential to overlook structural and systemic factors that
generate and sustain such practices (Regilme 2024).

Also regarding systemic factors, we can observe that in
searching for conceptual frameworks to organize our writ-
ing about AI-related social issues, we are biased in favor of
those that we can easily understand and quickly and confi-
dently apply. Which ones those are is of course determined
by numerous social factors.

Finally, the role of AI in social control may increase the
overlap between illiberal and authoritarian practices or even
render the conceptual distinction irrelevant. “AI ethics and
society” scholars now understand that part of the currently
dominant AI agenda is to make people’s behavior more pre-
dictable rather than just predict it. As Penney puts the point
in terms of his theory,

Chilling effects [including those created with AI] thus
produce individuals and populations that are more
conforming, compliant, and easier to manage, orga-
nize, and sort into hierarchies – and, most importantly
for the purposes of our discussion, easier for AI to
analyze, predict, and subsume within the authoritar-
ian dominion of AI capitalism, and the superveillance
systems and other mass tracking and enforcement
technologies that will follow (Penney 2025, p. 178).

As we noted, Penney does not discuss the concept of author-
itarianism at length, and in particular does not distinguish it
from illiberalism. At some point in the program of social en-
gineering he is describing, the question of whether the main
effect or purpose of a power-wielder’s action is to under-
mine personal autonomy or to sabotage accountability will
have lost its meaning.
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