
Untangling Trust, Transparency, and Uncertainty in AI Literature and Policy 

Kai Nylund, Shani Spivak, Dakuo Wang, Lace Padilla 
1Khoury College of Computer Sciences, Northeastern University 

Boston, MA, USA 
nylund.k@northeastern.edu 

Abstract 

Trust, transparency, and uncertainty-awareness are widely 
cited as prerequisites for responsible and accountable ma-
chine learning (ML), yet their meanings and relationships 
remain inconsistent across research and policy. We present 
the first systematic review to examine how these concepts 
are defined and operationalized together across ML research, 
human–computer interaction, applied domains, AI policy, and 
technical standards. Analyzing 118 research papers, eight sur-
veys of AI policy documents, and multiple national and inter-
national standards, we synthesize discussions on each concept 
and their relationships. We find that trust, transparency, and 
uncertainty are rarely defined explicitly in literature, limiting 
the transfer of meaning and findings between studies. In policy 
and standards, definitions are frequently circular or conflicting, 
creating ambiguous compliance expectations. Untangling the 
relationships between each concept, we argue that trust, trans-
parency, and uncertainty are co-produced in ML, and show 
how this framing can improve conceptual clarity. Based on 
our findings, we provide recommendations to improve how 
we conceptualize, study, and implement ML systems in regard 
to each concept. 

Code and extended version — 
https://github.com/KaiNylund/untangling-TTU 

Introduction 
As black-box machine learning (ML) models are increasingly 
used as high-stakes decision-making aids, trust and trans-
parency have become central requirements for deployment in 
both AI research and policy (Huang et al. 2023; Jobin et al. 
2019). Implicit in discussions of these two concepts is a third: 
uncertainty. Trust, for example, is often defined as belief in 
another party under uncertainty (Mayer et al. 1995; Lee and 
See 2004); and a common goal for increasing transparency 
in ML models is to reduce uncertainty about how they ar-
rive at outputs. Transparency and uncertainty communication 
are sometimes framed as two sides of the same coin, show-
ing what models “know” and “don’t know” (Tomsett et al. 
2020; Salvi et al. 2025), with the aim of helping users trust 
or distrust models in accordance with their capabilities. The 
importance, interrelatedness, and slipperiness of the three 

Copyright © 2026, Association for the Advancement of Artificial 
Intelligence (www.aaai.org). All rights reserved. 

Figure 1: AI policy contains a complicated web of circu-
lar definitions for trust, transparency, and uncertainty. 
An arrow from A to B means A is used in B’s definition. 
The width of lines corresponds to count across policy doc-
uments (ranging from one to four). Notably, “transparency” 
and “explainability” are both used to define themselves, each 
other, and terms such as “trustworthiness” and “ethical”. Text 
color indicates terms related to trust, uncertainty, and trans-
parency; black text indicates related terms. 

concepts have created a complicated web of definitions that 
is hard to understand and put into practice. Figure 1 shows 
a dependency graph of definitions from a few of the most 
referenced AI technical standards, where we find that circular 
loops and broad language make following guidelines difficult 
and shirking regulation easy. 

Policy and governance are shaped by ML research, where 
trust, transparency, and uncertainty are also inconsistently de-
fined. In some works “transparency”, “interpretability”, and 
“explainability” are used interchangeably, and in others they 
have separate, even conflicting, meanings (Lipton 2018; Bro-
niatowski 2021). In some studies, uncertainty quantification 
(UQ) is framed as separate from methods to interpret models, 
whereas in others it is proposed as the primary interpretability 
technique. Research papers on trust in ML models employ a 
wide array of measurement strategies that are not always com-
parable, and still other works define trust between humans 
and ML models as impossible. We document these recur-
ring definitional problems and provide recommendations for 
improving conceptual clarity. 

In addition to individual definitions, we find conflicting 
results about the relationships between concepts. In some 
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experiments, transparency is shown to improve trust, and in 
others it has the opposite effect. Uncertainty causes too much 
trust in models in some works, and aversion in others. We 
explore how these results interact with common assumptions 
about trust, transparency, and uncertainty, and describe other 
relationships that are currently understudied. 

Although prior work has noted definitional ambiguity for 
individual concepts or examined pairwise connections (e.g., 
uncertainty-aware interpretability or trust calibration) (Lipton 
2018; Jacovi et al. 2021; Brodlie et al. 2012; Boukhelifa et al. 
2017), no review has systematically examined the full web 
of connections between trust, transparency, and uncertainty 
across ML research and policy. In this survey, we address 
this gap by: (1) examining how trust, transparency, and uncer-
tainty are defined and used, with particular attention to works 
that discuss all three concepts together; (2) identifying recur-
ring problems and inconsistencies in these definitions; and 
(3) providing recommendations for improving definitional 
clarity and coherence across research and policy contexts. 
To achieve these goals, we conduct a cross-cutting system-
atic review of 118 research papers, 8 surveys of AI policy 
documents, and 8 international AI standards documents that 
address trust, transparency, and uncertainty in ML. Using our 
findings, we simplify the complicated web of definitions from 
Figure 1 into a clear diagram mapping the interdependence 
of each concept (Figure 4). Ultimately, we argue that we can 
gain conceptual clarity by treating trust, transparency, and 
uncertainty as co-produced, rather than merely related. 

Survey Methods 
In this section, we describe our process for selecting and 
reviewing ML / AI papers and policy documents. 

ML Paper Selection 
To understand how trust, transparency, and uncertainty are 
defined and operationalized together across ML literature, we 
review papers in influential computer and natural sciences 
journals and conferences following the PRISMA guidelines 
(Page et al. 2021). We chose to include venues based on a 
combination of popularity (h5-index) and relevance to each 
of the three concepts in ML. In total, we search for papers 
in 18 journals and conferences across five domains: Natural 
Sciences (Nature, Cell Press), ML (ICLR, ICML, CVPR, 
NeurIPS, FaccT), NLP (ACL, EMNLP, NAACL), HCI (CHI, 
UIST, IUI, CSCW), and Visualization (VIS, EuroVis, Paci-
ficVis, InfoVis). To ensure that our review reflects current 
usage and definitions, we limit our search to papers in the 
last 10 years (1/1/2015 up to the date of our last search in 
June 2025). For each included source, we search for papers 
that mention trust, uncertainty, transparency, and ML each 
at least once. Our exact keywords and other details for this 
initial filtering step are documented in the Appendix. 

Given the breadth of ML, trust, transparency, and uncer-
tainty across fields, manually reviewing all relevant papers 
is infeasible. Rather than aiming for complete coverage, we 
curate a high-quality, representative sample of the literature. 
During our review, we take note of works such as Lee and 
See 2004 and Lipton 2018 that provide influential defini-
tions or conceptual clarity and are highly cited, but do not 

meet our criteria for inclusion. We discuss these works when 
applicable but do not include them in our coding. 

To select relevant papers from this initial sampling, we 
manually review each abstract and sentence mentioning 
trust, transparency, and uncertainty or synonyms. We exclude 
works that do not discuss ML and all three concepts in at least 
one argument, contribution, and/or hypothesis. For example, 
we include papers that test different explanation methods 
under uncertainty to observe the effect on trust because the 
paper’s main contributions, hypothesis, and arguments would 
change significantly without each of the three concepts. We 
exclude works that propose uncertainty-aware interpretability 
methods without considering the potential impact on trust, 
and studies on trust under uncertainty in ML that do not dis-
cuss transparency methods. We also filter out papers that only 
reference a concept in passing for motivation such as “our 
method improves transparency, which is crucial for building 
trust”, or “uncertainty quantification is necessary for trust 
calibration”. Upon reviewing the full text of selected papers, 
we similarly exclude any that lack this criterion but were not 
caught in the first screening step. To address potential gaps 
caused by our narrow selection of journals and conferences, 
we also scan the citations of papers selected for full-text re-
view and include relevant works. Based on these criteria, we 
expect that trust, transparency, and uncertainty are all defined 
in the papers selected for review. 

ML Paper Coding 
We seek to answer the following questions about trust, trans-
parency, and uncertainty for each paper in our survey: 

Q1 How is each concept defined and measured? 
Q2 What types of each concept are discussed? 
Q3 What are the goals of handling each concept? 

To answer each question, for every paper and concept, we 
record corresponding measurement strategies, types, and 
goals, binned into the most commonly observed categories. 
We also divide definitions of each concept into one of three 
types: explicit (includes an explicit definition such as “We 
define trust as...”), implicit (measures the concept using, e.g., 
Likert-style questions or lists characteristics such as “marked 
by vulnerability”, but does not directly define), and N/A (does 
not measure, characterize, or define the concept). 

We note that our assessment of these labels, particularly 
those that are not stated directly, is subjective. To measure the 
robustness of our results, the lead author read and coded each 
of the papers, and the second author coded half of the papers, 
randomly selected. The two coders discussed each instance 
where they differed, either coming to agreement and updat-
ing their labels to match or disagreeing. Our total agreement 
between the first and second author (using exact match only 
Cohen’s Kappa) is 0.9096. We discuss agreement in individ-
ual coding categories and implications for the robustness of 
our results in the Appendix. Throughout the paper we use the 
updated label counts from the first author. 

ML Policy Document Selection and Review 
To understand trust, transparency, and uncertainty defini-
tions in technical standards, we systematically review all 
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Figure 2: Trust, transparency, and uncertainty are mostly defined implicitly or not at all. Left: a bar chart showing the 
number of papers included in our review that provide explicit, implicit, and no definition for each concept. Right: an UpSet plot 
depicting the number of papers that define concepts using each permutation of explicit, implicit, and no definitions. We observe 
different definitional tendencies for each concept; uncertainty, for example, is defined explicitly the most and transparency the 
least. Only two papers in our survey provide explicit definitions for all three concepts. 

relevant documents from the ISO (International Organiza-
tion for Standardization)/IEC (International Electrotechnical 
Commission), which is the most widely recognized global 
standards-setting body. We also search for surveys of AI 
ethics principles and guidelines across policy and ML venues, 
and select works with both relatively high Google Scholar 
citation counts and applicability at state, national, and global 
levels. We excluded AI principles surveys that either did not 
include a list, count, or ranking of the principles themselves 
or were specific to a certain context, like the media (de Lima-
Santos et al. 2025) or Generative AI (Laine et al. 2025), since 
these did not provide a broad sense of how trust, uncertainty, 
and transparency are used, prioritized, and defined. This list 
is not exhaustive and surveys of AI policies are often broad, 
but we believe their aggregation complements our review 
of ML literature without greatly increasing our scope. We 
also searched for guidance referencing trust, transparency, 
or uncertainty from authoritative sources such as the Na-
tional Institute of Standards and Technology (NIST) and the 
European Commission’s high-level expert group on AI (AI 
HLEG). The second author reviewed the selected surveys, 
policy documents, guidelines, and standards for definitions 
related to trust, transparency, and uncertainty. See the Ap-
pendix for more on the motivation behind our focus on these 
global and regional principles, standards, policy, and law. 

Selected Papers and Guideline Documents 
Appendix Figure A.1 is a PRISMA flow chart (Page et al. 
2021) showing the number of papers we screened and in-
cluded at each step in our review. Our initial search of 18 
journals and conferences returned 586 papers, most of which 
only mention trust and uncertainty in passing, often as moti-
vation for a proposed method or system. Screening abstracts 

and keyword sentences, we flag 105 papers for full text re-
view and include 95. After coding each paper and screening 
relevant citations, we include an additional 28 papers. Finally, 
during discussion between the first and second author, five 
papers were excluded due to a lack of focus on ML or uncer-
tainty. We provide the full list of 118 papers included in our 
review and their corresponding coding labels in Appendix 
Table A.5. We additionally select 8 surveys of global AI 
principles (Jobin et al. 2019; Hagendorff 2020; Huang et al. 
2023; Whittlestone et al. 2019; Schiff et al. 2020; Corrˆ ea et al. 
2023; de Lima-Santos et al. 2025; Tidjon and Khomh 2023) 
and 8 ISO/IEC standards documents for review (full list in 
Appendix Table A.3). 

Definitions of Trust, Transparency, and 
Uncertainty 

Trust, transparency, and uncertainty are all notoriously diffi-
cult to define and measure (Brodlie et al. 2012; Boukhelifa 
et al. 2017; Lipton 2018; Afroogh et al. 2024). However, 
as many of the papers, guidelines, and standards we survey 
claim, each concept is also a crucial consideration for the de-
sign and implementation of ML systems. This combination of 
ambiguity and importance has led to a variety of definitions, 
measurement techniques, types, and goals associated with 
each concept. Figure 3 quantifies these uses across the 118 
papers we survey, showing variations in concept types and 
quantitative measurement, and similar goals and methods for 
eliciting user judgments. In policy and standards documents, 
concept definitions are not set or used consistently within or 
across government entities, and we also see the impact of 
circular definitions. Terms are used to define themselves or 
depend on related terms, which might themselves depend on 
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the original term, as illustrated in Figure 1. In this section, we 
examine the definitions and uses of each concept individually, 
collecting and clarifying their range of meanings. 

Trust, Transparency, and Uncertainty Are Mostly 
Defined Implicitly or Not at All 
During our review, a lack of definitions consistently obfus-
cated uses of trust, transparency, and uncertainty. Figure 2 
shows that most papers we survey do not explicitly state what 
each concept means. Definition type varied across the con-
cepts, with uncertainty having the highest count of explicit 
definitions, followed by transparency and trust. Of the three, 
trust was defined implicitly the most, and transparency was 
least likely to be defined. One explanation for this discrepancy 
is a bias toward easily quantifiable measures. Uncertainty was 
frequently defined mathematically in terms of model or data 
characteristics, while trust and transparency were more of-
ten defined through influential prior work in sociology and 
human-computer interaction. 

Although ISO/IEC standards commonly provide explicit 
definitions, policy documents tend to use these terms ad hoc, 
implicitly, or not at all. This pattern is especially pronounced 
for trust and trustworthiness. For example, four core policy 
documents that discuss the importance of trustworthy ML: 
U.S. Executive Order 13960, China’s AI principles, the EU 
AI Act, and the EU AI HLEG Assessment List, define neither 
term (NIST 2024; Tabassi 2023; Atherton et al. 2023; Com-
mission 2024; HLEG 2020). Similarly, surveys of global AI 
principles often only identify related values such as fairness 
and accountability rather than defining trust directly (Jobin 
et al. 2019; Corrˆ ea et al. 2023; Khan et al. 2022; Huang et al. 
2023; Tidjon and Khomh 2023; Ibá˜ nez and Olmeda 2022). In 
contrast, transparency is commonly defined in policy, while 
uncertainty is rarely mentioned. 

Trust 
Regardless of context, almost all definitions of trust in ML 
literature require (1) belief in a trustee to act in the trustor’s 
best interests, and (2) uncertainty (e.g., (Jacovi et al. 2021; 
Afroogh et al. 2024; Zerilli et al. 2022)). Beyond these shared 
themes, there is a wide variety of definitions for trust in 
our surveyed papers, stemming most often from ongoing de-
bate about how past theories of human trust should apply 
to human-AI interaction. Some definitions are intentionally 
narrow and AI-specific, such as “the extent to which the hu-
man believes the AI’s outputs are correct/useful for achieving 
their current goals in the current situation” (Tomsett et al. 
2020). Other works attempt to capture the subject’s complex-
ity through broader, general definitions (Zerilli et al. 2022; 
Zhang et al. 2020; Yang et al. 2024); for instance, describing 
trust as “a psychological state comprising the intention to 
accept vulnerability based on positive expectations of the 
intentions or behavior of another” (Zerilli et al. 2022). 

These differences in scope often correspond to whether 
the paper focuses on trust in humans or machines. Kostick-
Quenet et al. 2022, for example, define human-human trust 
in sociological terms as “influenced by how other people 
behave in contexts of reciprocity and exchange...” but note 

that human-machine trust is still not well understood. Several 
works adapt the definition from “Trust in Automation” (Lee 
and See 2004) to human-AI trust, which is “an attitude that 
an [AI] agent will achieve an individual’s goal in a situation 
characterized by uncertainty and vulnerability.” 

Alongside “trust”, debates about the difference between 
human-human and human-machine trust affect the terms 
“reliance” and “trustworthiness”. For example, zuchowski et 
al. 2024 (citing Baier 1986 and McGeer et al. 2017) define 
reliance as “the belief in a disposition and the willingness to 
act on this belief” and trust as “the reliance on the trustor’s 
care for [an aspect of] the trustee’s wellbeing.” From these 
definitions, the authors claim that people can only rely on 
and not trust AI systems because machines are incapable 
of caring. Other works argue the opposite, that the study 
of human-AI trust is more suitable than human-AI reliance 
because of peoples’ tendency to anthropomorphize of models 
(Jacovi et al. 2021). Similarly, although some works view 
trustworthiness as an objective system quality (Zerilli et al. 
2022) (capable of being changed, e.g., by increasing model 
performance or displaying uncertainty information), others 
point out that trustworthiness is human-centered and can be 
manipulated independently from performance (Ehsan and 
Riedl 2024; Banovic et al. 2023). 

Policy definitions of trust are rarer, emphasizing trans-
parency and stakeholder satisfaction rather than uncertainty. 
The only direct definition of trust in ISO/IEC AI standards 
comes from a Technical Report, ISO/IEC TR 24028:2020, 
which in turn relies on a definition of trust from a defunct 
2011 standard (ISO/IEC 2011): “Trust: degree to which a 
user or other stakeholder has confidence that a product or sys-
tem will behave as intended.” Trustworthiness is also defined 
in ISO/IEC TR 24028:2020 as “the ability to meet stakehold-
ers’ expectations in a verifiable way.” These conflict with 
other vaguer definitions of trustworthiness in policy such as 
“reliance can be justifiably placed on the service” (The IFIP 
Working Group 10.4 via IEEE and ISO/IEC). Confusingly, 
the Department of Defense (DoD) also claims that “There is 
currently no method to measure user trust in AI or measure 
what factors influence the users’ trust decisions”, which is 
disproved by many of the papers we survey. 

Despite these conflicting definitions, we find that papers in 
our survey are unified in their focus on measuring human-AI 
trust. In our coding scheme, we categorize papers by whether 
they discuss trust, reliance, and/or trustworthiness, and by 
subject (such as users → ML models). For simplicity, we 
distinguish between trust and reliance, but not other related 
dichotomies like cognitive and behavioral trust, as they are 
often measured in the same ways (e.g., agreement and self-
reported trust beliefs respectively). We find that the majority 
of papers in our survey focus on the first category: users’ 
trust in ML models (87), followed by the trustworthiness / 
reliability of (40), and users’ reliance on models (33). 

Goals for handling trust, reliance, and trustworthiness are 
similarly model-focused with the most common being im-
proving trust or reliance calibration (38), improving decision-
making and/or human-AI team performance (32), and in-
creasing adoption of technologies (31). Papers frequently had 
multiple connected goals associated with trust; for example, 
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Figure 3: ML papers included in our survey study many different forms of trust, transparency, and uncertainty; use a 
wide range of measurement strategies; and have disparate goals for handling each concept. This figure shows the number 
of unique coding labels assigned to reviewed papers. Columns correspond to type, measurement strategy, and goals, and rows 
correspond to each concept. Bars for trust, uncertainty, and transparency are colored yellow, green, and blue, respectively. 

to maximize human-AI team performance by increasing trust 
calibration, i.e., increasing users’ trust in the model when it 
is likely to be correct and decreasing trust when it is likely 
to err. Other works investigated the effect of factors such 
as accuracy and confidence on trust with the ultimate goal 
of facilitating adoption. Notably, only a single paper aimed 
to promote trust calibration and collaboration between hu-
mans. More than transparency or uncertainty, papers provide 
no clear goal for studying trust, reliance, or trustworthiness, 
reflecting that the concepts are often viewed as inherently 
beneficial, even though trust in models is not always desir-
able. Similarly, the majority (66/118) of papers that discuss 
trust/reliance/trustworthiness do not measure it. These results 
indicate an overwhelming emphasis on trust in ML models 
themselves rather than trust relationships between humans in-
teracting with models and between users and model creators. 

Transparency 
Most papers in our survey that provide an explicit definition 
of transparency broadly describe it as a way to help users 
understand models. Like trust and trustworthiness, however, 
there is disagreement on whether transparency is primarily 
subjective and context-dependent or a property of systems. 
Some works define transparency as “providing information 
to understand the inference logic of the advice-giving sys-
tem” (Nunes and Jannach 2017), while others frame it as an 
affordance (Thornton et al. 2021; Liao and Sundar 2022) for 
user understanding: “not a property of the ML model but... a 

relationship between algorithm and users” (Chen et al. 2022). 
Another point of contention is the difference between 

“transparency,” “explainability,” and “interpretability”. For 
example, in one work explainability “refers to inspecting 
the AI model interior to confirm its output” (F¨ ollmer et al. 
2024), and another claims explainability methods “rely on a 
second, simpler model trained to approximate the predictions 
of the black-box AI” (Sagona et al. 2025). The second paper 
claims that “explainable AI, therefore, can offer only an ap-
proximation—not true transparency”, which contradicts other 
definitions of transparency that comprise “efforts to increase 
explainability, interpretability or other acts of communica-
tion and disclosure” (Jobin et al. 2019). Many well-known 
works such as Rudin 2019 and Babic et al. 2021 use inter-
pretability to mean specifically intrinsic / inherent methods 
and explainability to mean post hoc methods for explaining 
model outputs. For brevity, we use “transparency” as a stand 
in for “transparency, interpretability, and explainability”, but 
acknowledge that these terms are not always interchangeable. 

In policy, transparency, interpretability, and explainabil-
ity are predominantly framed as system properties. Unlike 
trust and uncertainty, transparency is among the most fre-
quently cited AI principles in global policies and guidelines 
(see Appendix for more detail). A sample of definitions for 
transparency include: “understanding the working logic of 
the model” (Atherton et al. 2023), and “making data, features, 
models, algorithms, training methods and quality assurance 
processes available for external inspection” (ISO/IEC 2020). 
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The meaning of transparency and related concepts are 
often interdependent, and cyclical definitions are common. 
Figure 1 depicts the complicated web of definitions extracted 
from 13 policy documents (full list in Appendix Table A.2), 
highlighting the difficulty of untangling the meaning of terms 
within and across guidelines and standards. 

Many of these cyclical definitions are direct restate-
ments such as “accountability: state of being account-
able” (ISO/IEC 2022), and “Transparency: the data, system 
and AI business models should be transparent” (HLEG 2019). 
These are often benign in dictionaries, but can be undecipher-
able in technical standards when finding the source definition 
requires tracing back a convoluted chain of paywalled doc-
uments. Indirect circular definitions can be even harder to 
parse. For example, policymakers may consult the definition 
of explainability in the NATO Principles of Responsible Use 
of AI in Defence: “AI applications will be appropriately un-
derstandable and transparent....” Because the document does 
not define what “transparent” means, policymakers may next 
turn to the EU Guidelines on Ethics in AI, only to find that 
transparency is defined in terms of explainability, which is 
itself framed as a prerequisite for trustworthiness in other 
EU guidance (HLEG 2020). Consulting multiple policy doc-
uments is also common for companies servicing several ju-
risdictions. For example, Google must navigate differing 
guidelines from the US and EU for its cloud and AI services. 

Inconsistent definitions of transparency bleed into how it 
is operationalized, with frequently assumed goals but few 
concrete measurement strategies. Of the three concepts, we 
find that transparency is measured the least, reflecting the 
common tendency in ML papers to axiomatically claim that 
proposed methods are transparent or increase transparency 
without further argument (Lipton 2018). In conflict with 
system-focused definitions for transparency, human-facing 
Likert scale questionnaires (12) and freeform feedback (13) 
were the most common measurement strategies. Authors typi-
cally solicited participant input on proposed methods through 
questions such as “to what extent do you understand the rea-
sons behind the model’s predictions?” (Doula et al. 2025). 
Measuring transparency by human-AI task performance was 
also relatively common (13), usually under the assumption 
that higher team performance indicates better understanding. 
Compared to trust, transparency was rarely examined without 
a clearly articulated goal. In many works, transparency is 
motivated as a means of increasing trust or reliance on a sys-
tem without justifying whether such increases are desirable. 
The most common goals for studying transparency were to 
modify trust and reliance, with papers split over whether they 
aim to increase appropriate trust / reliance (28), or simply 
increase trust / reliance without regard to calibration (47). 

In our review, the most common classification of trans-
parency methods is based on when they take place in the ML 
model pipeline, ranging from documentation before training, 
to using models that are inherently easier to understand, to 
post hoc methods that are applied after a model has made a 
prediction. Post hoc methods are by far the most prevalent 
in our survey (90/118), with uncertainty quantification and 
feature-based explanations appearing most often, followed 
by intrinsic methods (32). 

Uncertainty 
The most common definition of uncertainty identified in our 
review divides it into aleatoric (uncertainty due to inherent 
randomness) and epistemic (uncertainty due to lack of knowl-
edge) categories. Within ML, this dichotomy is often used 
as a proxy for uncertainty arising from data or ML models, 
respectively. However, as Marjanovic et al. 2024 observe, 
studies often blur the two by treating output probabilities 
as direct indicators of “predictive uncertainty.” Such usage 
implicitly conflates epistemic and aleatoric sources of uncer-
tainty, making it difficult to disentangle errors due to either 
model limitations or stochasticity in the data. 

Other terms such as risk, confidence, unpredictability, and 
uncertainty quantification were used conflictingly as either 
synonyms for uncertainty or distinct concepts. For exam-
ple, Kostick-Quenet et al. 2022 define risk as having agreed-
upon outcome probabilities while uncertainty does not, which 
clashes with other definitions of uncertainty as “probability 
that a given model output is accurate” (Loftus et al. 2022). 
Zhang et al. 2020 use a similar definition to describe con-
fidence instead, writing “the model’s predicted probability 
for the most likely outcome.” Still other work equates un-
predictability and uncertainty. For example, Salimzadeh et 
al. 2024 propose that “task uncertainty refers to the extent 
of unpredictability inherent in a task” (referring only to 
aleatoric uncertainty). Some authors describe uncertainty 
quantification (UQ) as a means of expressing confidence in 
model outputs (Toh et al. 2025), while others frame UQ more 
broadly and literally as “quantify[ing] sources of uncertainty” 
(Camps-Valls et al. 2025). This variation adds complexity to 
an already slippery concept, and obfuscates whether papers 
have compatible notions of uncertainty. 

Notably, only two studies in our review mentioned onto-
logical uncertainty, which is often included in the taxonomy 
alongside aleatoric and epistemic uncertainty (Spiegelhalter 
2017), and refers to “unknown unknowns” or uncertainty 
about whether a system can be a reflection of reality. 

For example, quantifying models’ lack of knowledge in 
terms of loss would be a measurement of epistemic uncer-
tainty, whereas subjectively recognizing that all models are 
wrong would be an expression of ontological uncertainty. 
This omission is surprising given the pervasiveness of dis-
cussions of aleatoric and epistemic uncertainty in the papers 
we survey. More broadly, the lack of attention to ontologi-
cal uncertainty highlights an open area for future research, 
particularly in understanding how ML applications contend 
with deep model limitations and the possibility that their 
underlying assumptions may fail to capture aspects of reality. 

Unlike ML literature, policy documents rarely mention 
uncertainty, and are more likely discuss risk (Jobin et al. 
2019; Corrˆ ea et al. 2023; Khan et al. 2022; Huang et al. 2023; 
Tidjon and Khomh 2023; Ibá˜ nez and Olmeda 2022), Across 
multilateral and national AI principles documents, we could 
not find a single definition of uncertainty. In their glossary 
of terms for trustworthy AI (Atherton et al. 2023), NIST 
refers to a definition of uncertainty from an IEEE systems 
and software engineering vocabulary: “Uncertainty: result of 
not having accurate or sufficient knowledge of a situation; 
state, even partial, of deficiency of information related to 
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understanding or knowledge of an event, its consequences, or 
likelihood.” Similarly, ISO/IEC 42001:2023 defines risk as an 
“effect of uncertainty” and also references the IEEE definition. 
This “deficiency” framing carries a negative connotation, 
capturing only epistemic sources and implying uncertainty is 
a problem to be solved. 

In contrast, papers in our review frequently acknowledge 
the benefits of uncertainty as a source of information, where 
the most common associated goals are increasing trust, re-
liance, or trustworthiness (41), followed closely by improving 
trust and/or reliance calibration (33), and understanding the 
effect of uncertainty on user behavior (27). Unlike trust and 
transparency, however, we identified no papers that explic-
itly handled uncertainty to increase adoption. Of the three 
concepts, uncertainty was also measured the most using the 
widest variety of methods. Roughly in order of added ef-
fort, the most common strategy was directly assigning an 
uncertainty value from model outputs (26) (e.g., by taking 
the softmax of output logits), or creating discrete categories 
(e.g., by classifying all outputs with an output probability of 
< 0.7 as “low-confidence” or “uncertain”). These correspond 
to our “general” and “threshold” prediction confidence labels 
respectively. The next most common (more involved) mea-
surement methods were Bayesian models (9), and counting 
textual expressions of uncertainty (7). 

Relationships Between Trust, Transparency, 
and Uncertainty 

In this section, we build on our individual review of the three 
concepts by discussing how they are jointly defined and used 
(summarized in Figure 4). Ultimately, we extend prior work 
by arguing that trust, transparency, and uncertainty are co-
produced rather than individual design levers. 

Trust and Transparency 
Transparency is often assumed to increase trust 

and/or trust calibration, but the relationship between the two 
concepts is complex and context-dependent. The top two 
goals for transparency in papers we review are “increasing 
trustworthiness / trust / reliance” and “improving trust / re-
liance calibration”. In practice, however, the effect of dif-
ferent transparency methods on trust is complex and varies 
based on task, application, and user. This complexity has led 
to a range of sometimes conflicting results across studies. 
Some methods are shown to appropriately calibrate trust in 
systems (Wang and Yin 2021; Lavin et al. 2022; Vasconcelos 
et al. 2023), some cause overtrust in unreliable models (Smith 
et al. 2018; Bussone et al. 2015), some have no effect on trust 
(Zhang et al. 2020), and some even result in algorithmic 
aversion (Thomas et al. 2024; Gomez et al. 2024). 

Several works point to context and human factors to ex-
plain why some transparency techniques are effective for 
trust and others are not. As Thornton et al. 2021 argue, trans-
parency only has a positive effect on trust “when it lessens 
rather than increases the cognitive burden on the given user 
to interpret and understand information”. Papers in our re-
view explore different aspects of how cognitive burden af-
fects transparency and trust, including difficulty to verify 

whether an explanation is correct (Smith et al. 2018), task 
complexity (Salimzadeh et al. 2024), and prior beliefs and 
experience (Cui et al. 2023; Carmichael et al. 2024; Gomez 
et al. 2024; Niraula et al. 2025). While some works claim that 
transparency can help build mental models of ML systems 
(Tomsett et al. 2020), others note that it only builds trust 
when it aligns with users’ preexisting mental models (Toh 
et al. 2025), and can lead to incorrect assumptions about how 
models work (Cau et al. 2023). 

Although we do not advocate for using a single mono-
lithic definition of trust or transparency, the complex, context-
dependent, and human-affected relationship between them 
provides strong evidence that both concepts should not be 
treated as merely computational, and that no single trans-
parency method will likely have the desired effect on trust 
for all situations and users. 

The opposite directional relationship–how trust 
affects transparency–is an interesting but underexplored re-
search direction. As a prior belief and part of users’ mental 
models, trust in ML systems is an important factor to consider 
for transparency methods, but only a few works in our review 
measure its effect. For example, clinicians’ preexisting trust 
towards ML systems affects how they chose to interact with 
model explanations (Sivaraman et al. 2023; Chanda et al. 
2024). One paper similarly found that trust in the dataset and 
data source of a ML model affects how well people use trans-
parency techniques to update their beliefs (Cui et al. 2023). 
A potentially interesting future direction is to measure how 
users’ preexisting trust in ML systems affects their tendency 
to view them as transparent. 

Trust and Uncertainty 
Trust and uncertainty are linked by definition. Calling a sys-
tem trustworthy or placing trust in a model presupposes uncer-
tainty about their ability and underlying intent. To understand 
user trust in a system, improve decision-making, or trust 
calibration, it is therefore important to jointly consider the 
sources of uncertainty that necessitate trust. 

In the papers and policy documents we survey, uncertainty 
is often handled with the same trust goals as transparency, but 
with a less positive connotation. Works similarly assume that 
displaying uncertainty will improve trust calibration and/or 
trustworthiness, and the goals for handling transparency and 
uncertainty are mostly the same. One important difference is 
that no papers use uncertainty to directly improve adoption of 
ML systems. This is representative of a general trend where 
although both concepts are assumed to increase trustworthi-
ness, transparency is assumed to increase trust calibration 
by increasing trust (reducing undertrust) (Prabhudesai et al. 
2023; Wintersberger et al. 2019; Sermesant et al. 2021; Tom-
sett et al. 2020), while uncertainty is assumed to increase 
calibration by decreasing trust (reducing overtrust) (Tomsett 
et al. 2020; Sacha et al. 2016). This negative connotation 
is reflected in the framing that transparency describes what 
the model “knows” and uncertainty shows what the model 
“doesn’t know”, and the conflation that more certain models 
are more trustworthy. 

The effects of uncertainty on trust are also var-
ied and context-dependent. Like transparency, in some works 
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Figure 4: Trust, transparency, and uncertainty are co-produced concepts in ML. Left: a summary of the established and 
underexplored relationships between each pair of concepts. Right: a diagram depicting the connections between all three. 

uncertainty is shown to either increase (Zhang et al. 2020; 
Barth et al. 2024), decrease (Schneider et al. 2019; Kim et al. 
2024; Toh et al. 2025), or have no effect (Chanda et al. 2024; 
Carmichael et al. 2024; Bussone et al. 2015) on trust and 
trust calibration. Studies highlight a number of confounding 
factors, including whether a model is uncertain about “easy” 
or “difficult” problems (Koch et al. 2025), the number and or-
dering of high vs. low-confidence predictions (Thomas et al. 
2024), how well users understand uncertainty (Cui et al. 2023; 
Prabhudesai et al. 2023; McGrath et al. 2023), differences in 
risk tolerance (Gomez et al. 2024), and users’ confidence in 
themselves (Smith et al. 2018; Bansal et al. 2021). The study 
of trust in these works necessitates accounting for the messi-
ness of human relationships to uncertainty. This suggests that 
users’ trust calibration requires an understanding of both the 
model’s uncertainty and their own. An interesting direction 
for future work is to create systems that help users quantify 
these two sources together. 

We observe that trust can also significantly af-
fect uncertainty. Reducing aleatoric uncertainty with better 
measurement strategies or higher quality data requires trust 
in new tools and data collection practices. Ontological uncer-
tainty concerning the limits of modeling depends on beliefs in 
the capability of current systems and the intent of the model 
makers. Epistemic uncertainty, which arises from a lack of in-
formation, is resolved only if we trust that a new source of in-
formation reflects reality. To increase transparency, methods 
such as textual explanations, counterfactuals, and saliency 
maps, which aim to resolve uncertainty about how the model 
works, only do so if the user observing these methods trusts 
that they reflect the model’s inner decision-making (which 
is often not the case (Adebayo et al. 2018; Ehsan and Riedl 
2024)). To truly understand a source of uncertainty we must 
rely on, or in the case of other people, trust the source com-
municating it, lest it become another source of uncertainty. 

Transparency and Uncertainty 
Uncertainty affects both how people engage with 

transparency and what transparency methods are needed. Peo-

ple are more likely to rely on models with explanations when 
they are uncertain about the answer, uncertain about their 
own abilities, or in a situation marked by high uncertainty 
such as clinical decision-making (Kopka et al. 2025; Sal-
imzadeh et al. 2024). The type and source of uncertainty also 
affects which types of transparency are needed. With simpler 
white-box models, for example, focus is often on resolving 
uncertainty about how to interpret the most important fea-
tures, while deep learning approaches also introduce the need 
to extract relevant features, or even to determine unknown 
properties about the model. 

The reverse relationship – that increasing trans-
parency reduces uncertainty – is assumed in many of the 
papers we survey (Sacha et al. 2016; Ma et al. 2024; Huang 
et al. 2025). Although this is likely true when, for example, 
black-box model weights are released, we believe that the 
effects of transparency on uncertainty are underexplored and 
often complex. We observe that many transparency methods 
shift the source and type of uncertainty rather than straightfor-
wardly reduce it. This is most obvious in post hoc methods 
such as LIME (Ribeiro et al. 2016) that train a smaller classi-
fier to explain the prediction of a larger model. In this case, 
uncertainty about how a model works is transformed into un-
certainty about whether the smaller model accurately reflects 
the larger. Similarly, black-box LLM explanations for their 
own behavior shift uncertainty about the initial generation to 
whether the second explanatory generation is correct. In this 
way, transparency methods that add complexity to understand 
model behavior also introduce new sources of uncertainty. 

Replacing large, uninterpretable models with inherently 
transparent ones also transforms epistemic uncertainty. As 
Lipton argues, simpler models like decision trees can still be 
difficult to understand when they have thousands of nodes 
(not reducing epistemic uncertainty), and linear models can 
be brittle to feature selection and preprocessing (adding epis-
temic uncertainty) (Lipton 2018). Similarly, scaling mod-
els down may introduce ontological uncertainty about the 
class of problem that can be represented. The purpose of 
this argument is not to discourage the use of transparency 
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methods—shifting the source or type of uncertainty is of-
ten very useful—but rather to challenge the idea that they 
unproblematically reduce uncertainty. 

Trust, Transparency, and Uncertainty 
are Co-produced 

The conflicting results and confounding factors highlighted 
in our review show that the effects of trust, transparency, 
and uncertainty on each other are highly context-dependent, 
influenced by both human and computational factors. The 
papers we survey overwhelmingly focus on one-way rela-
tionships, with transparency and uncertainty modifying trust, 
and uncertainty-awareness as an important property of trans-
parency; but we find that all pairwise relationships are rel-
evant. Transparency methods shift the source and type of 
uncertainty and affect trust based on the method, task, com-
plexity, uncertainty, and user. Trust influences how people 
interact with transparency methods and is needed to reduce 
sources of uncertainty. Uncertainty influences which kinds of 
transparency are needed, and is required for trust. Taken to-
gether, these findings suggest that future research can address 
persistent inconsistencies in definitions and outcomes by con-
sidering trust, uncertainty, and transparency not in isolation 
but as mutually shaping processes. Our solution is therefore 
to treat them in conjunction, recognizing that each concept 
acquires meaning through its interaction with the others. In 
the next section, we illustrate how this perspective provides 
greater conceptual stability by mapping the co-produced rela-
tionships among trust, uncertainty, and transparency, and by 
outlining how these connections operate in practice. 

Discussion 
In this paper, we systematically examine work at the intersec-
tion of trust, uncertainty, and transparency in ML. Although 
scholars and policymakers commonly acknowledge that each 
concept is foundational to the responsible deployment of ML 
our review shows their definitions remain fragmented and 
frequently conflict, ranging from narrow performance-based 
accounts to broader social and relational interpretations. In-
stead, their meanings and roles implicitly shift with context, 
goals, and measurement choices. We also find that the re-
lationships between concepts are inconsistently theorized, 
leading to contradicting results that are difficult to resolve. 
We distill these findings into four definitional problems across 
ML policy and research: 

P1 Lack of consistency leads to conflicting definitions: 
Trust, uncertainty, transparency, explainability, and inter-
pretability are sometimes defined in conflicting ways. For 
example, some definitions permit trust between humans 
and machines, while others rule it out entirely. Uncertainty 
is alternately framed as risk or confidence; and explain-
ability, interpretability, and transparency have each been 
defined as specifically referring to post hoc or inherent 
methods. These inconsistencies are especially problematic 
in policy, where adhering to one guideline may implic-
itly violate another, creating ambiguous and potentially 
incompatible compliance obligations. 

P2 Lack of explicit definitions: The lack of standard defi-
nitions for trust, uncertainty, and transparency in ML is 
made worse by the propensity to leave them undefined. 
Because each concept is too broad for a single monolithic 
definition, it is important to clarify precisely what we 
mean by trust, transparency, and uncertainty. Yet, most of 
papers in our survey do not provide explicit definitions 
for the terms, particularly of trust and transparency. As a 
result, studies operationalize each concept using ad hoc 
measures without specifying what they measure. 

P3 Definitions are too broad to be implemented: Although 
explicit definitions are standard in policy documents, high-
level language, particularly in AI principles, makes it diffi-
cult for stakeholders to understand or verify when they are 
in compliance. Technical standards define transparency 
at different levels but provide only broad definitions for 
trust and uncertainty. 

P4 Cyclical definitions: Cyclical definitions are also com-
mon in both policy and technical standards. This creates 
another barrier to implementation as trust, transparency, 
and uncertainty are defined self-referentially, in terms of 
each other, or through related high-level terms with their 
own tangled web of definitions (see Figure 1) 

This misalignment has consequences that extend beyond 
conceptual clarity. When trust, transparency, uncertainty, and 
the relationships between them are assumed, they shape how 
systems are built, assessed, and governed in ways that are 
difficult to interpret or audit. In research settings, this limits 
cumulative knowledge-building and obscures the effects of 
design interventions on user behavior. In policy and standards, 
it weakens accountability by allowing shared principles to be 
interpreted in incompatible ways. Ultimately, we argue that 
framing trust, transparency, and uncertainty as co-produced, 
rather than merely connected can help untangle their mean-
ings, providing conceptual clarity and explaining conflicting 
results. This perspective also highlights gaps in how the three 
concepts are studied together, including how transparency 
methods shift the source and type of uncertainty, and the 
affects of trust on transparency and uncertainty. In the fol-
lowing sections, we provide examples of how this framing 
can improve conceptual clarity, and offer recommendations 
to improve how trust, transparency, and uncertainty are con-
ceptualized, studied, and implemented in ML systems. 

Utility of Conceptualizing Trust, Transparency, and 
Uncertainty as Co-produced 
As we have shown in the previous sections, trust, trans-
parency, uncertainty, and the relationships between them are 
incredibly complex. We argue that framing these concepts as 
co-produced, rather than merely connected, can help provide 
both conceptual clarity and a novel lens for future research. 
We offer two examples to illustrate this point. 

Example 1: Gomez et al. 2024 and Sivaraman et al. 2023 
present two seemingly conflicting results on the effect of 
SHAP (Lundberg and Lee 2017) feature contribution scores 
on clinician trust. In Gomez et al., clinicians diagnose strep 
throat from patient images using one of four explanation 
methods including: the Centor score, a well-established 
method for calculating the likelihood of strep, and the SHAP 
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feature importance of multiple factors. The authors find that 
clinicians had significantly lower trust in the system when 
given the SHAP contributions compared to the Centor score, 
both in terms of self-reported trust on a Likert questionnaire, 
and in the fraction of negative cases where participants sug-
gested a confirmatory test (Gomez et al. 2024). In Sivaraman 
et al., the authors similarly measure how SHAP explana-
tions affect clinician’s trust when predicting sepsis treatment 
plans from patient data, and find that it moderately increases 
participants’ confidence when using the ML model predic-
tion, and has no significant effect on overall prediction confi-
dence (Sivaraman et al. 2023). 

Although there are meaningful differences between the 
two experiments, viewing transparency, uncertainty, and trust 
as co-produced can also help explain this conflicting result. 
In Gomez et al., the Centor score reduces clinicians’ uncer-
tainty because it is a trusted and simple metric. Although 
SHAP aims to explain opaque models, it adds another source 
of epistemic uncertainty because the SHAP model itself is 
not transparent to participants, causing them to request more 
confirmatory tests. In Sivaraman et al., on the other hand, 
the shift in uncertainty source from the ML model to SHAP 
explanation has a negligible effect compared to not using the 
model at all, which is confirmed by the paper’s finding that 
most clinicians ignore or selectively rely on model predic-
tions. Seeing the SHAP explanation after only the ML model 
prediction (which is not an option in the strep prediction task), 
however, manifests as an increase in information or knowl-
edge, reducing epistemic uncertainty. Taken together, these 
studies suggest that the effect of SHAP on clinicians’ trust 
is not fixed. Instead, it depends on whether the explanation 
reduces the uncertainty for users or introduces new sources 
of uncertainty, illustrating how transparency, uncertainty, and 
trust are co-produced in this context. 

Example 2: Many works claim that transparency is nec-
essary for trustworthiness (Hazeleger et al. 2024; Lo Piano 
2020; Wu et al. 2024; Jobin et al. 2019; Antoran et al. 2021), 
and others claim trustworthiness is necessary for transparency 
(F¨ ollmer et al. 2024; Bykov et al. 2020). Both claims are 
reasonable, but lead to a definitional loop. Trustworthiness 
is treated as requiring transparency, while transparency is 
treated as requiring trustworthy explanations, confidence 
information, or data, thereby generating a potentially un-
bounded cycle in which each concept is invoked to justify the 
other. Framing trust and transparency as co-produced rather 
than merely connected can help escape this cycle. Taken to-
gether, transparency produces trust by providing necessary 
information, and trust produces transparency by allowing that 
information to improve understanding (rather than becoming 
another source of uncertainty). Both transparency and trust 
(and by extension uncertainty) are therefore necessary for 
trustworthy models, one does not lead to the other. 

Recommendations 
Several of the challenges we identify stem from treating trust, 
transparency, and uncertainty as self-evident or universally 
agreed-upon concepts (P1, P2), or from relying on defini-
tions that are too broad to meaningfully guide practice (P3). 
Instead of seeking a single definition of trust, transparency, 

or uncertainty, researchers should specify the purpose for 
invoking each construct (e.g., calibration, safety, adoption) 
and define it accordingly. This reframes definitional diversity 
as acceptable variability rather than inconsistency, provided 
the purpose is explicit. Further, rather than treating trust, 
transparency, and uncertainty as separable variables, stud-
ies should acknowledge they are co-produced and test their 
joint effects. We collect evidence that trust, transparency, and 
uncertainty should all be studied as subjective and context-
dependent rather than solely computational. We encourage fu-
ture work to investigate underexplored relationships between 
the three concepts, such as the effects of trust on transparency 
and how transparency can transform uncertainty. 

Another definitional problem we identified involves circu-
lar or internally referential reasoning, in which trust, trans-
parency, and uncertainty are defined primarily in terms of one 
another (P4). In system design, this circularity can be broken 
by grounding these concepts in concrete system properties 
and limitations. For example, we recommend prioritizing 
designs that communicate when and why a model may fail, 
rather than relying solely on abstract assurances of trust-
worthiness or transparency. Alternatively, framing the three 
concepts as co-produced but distinct allows separating their 
meanings without having to rely on narrow, monolithic def-
initions. An open research gap that we identified was the 
near absence of ontological uncertainty, which suggests an 
opportunity to explicitly communicate when models may fail 
in principle rather than merely in prediction. 

Conclusion 
Although trust, transparency, and uncertainty are widely re-
garded as foundational to responsible ML, their definitions 
remain fragmented and their relationships inconsistently the-
orized across research and policy. We synthesize discussions 
on each concept and their relationships, challenging assump-
tions about how they interact, and identifying gaps in how 
they are studied together. Ultimately, we argue that trust, 
transparency, and uncertainty are co-produced in ML, and 
demonstrate how this framing can improve conceptual clarity. 
We urge researchers, policymakers, and system designers to 
make definitional assumptions explicit, align concepts with 
their intended purposes, and recognize trust, transparency, 
and uncertainty as interdependent design goals. 

Limitations This work has several important limitations. 
Our analysis of policy and standards documents is not ex-
haustive and focuses on highly cited surveys, major U.S. 
and international guidelines, and widely adopted technical 
standards. Similarly, our survey of the research literature pri-
oritizes representativeness over completeness by focusing 
on influential venues and papers that explicitly engage with 
trust, transparency, and uncertainty together. Our focus on 
papers that consider all three concepts together was a neces-
sary step to narrow the scope of our review, but it may skew 
our sampling towards a specific subliterature. For example, 
our survey likely contains more papers with human-subjects 
studies compared to ML literature in general. 
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Buçinca, Z.; Malaya, M. B.; and Gajos, K. Z. 2021. To Trust
or to Think: Cognitive Forcing Functions Can Reduce Over-
reliance on AI in AI-assisted Decision-making. Proceedings
of the ACM on Human-Computer Interaction, 5(CSCW1):
1–21.
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