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Abstract

Policy on AI-generated disinformation is being shaped be-
fore the expert community advising it has converged on
what works. We report a structured survey of 54 experts
across 21 countries (Jul 2025–Mar 2026) designed to map
disagreement, not just opinion. Threat assessments converge
sharply: 78% rate election-related video deepfakes as the sin-
gle most urgent risk, and every modality–domain pair is rated
above 5/7. Mitigation assessments do not: media literacy is
the only strategy whose distribution is genuinely bimodal
(BC=0.559), and government regulation is the most-chosen
“most effective” (30%) yet is rated least effective by 15% of
the same panel. We term this gap between converged threat
perceptions and polarized mitigation preferences the Miti-
gation Paradox. Group comparisons further reveal that non-
EU respondents rate financial-domain voice cloning as sig-
nificantly more threatening than EU respondents (p=0.024),
and rate technical detection as a more effective mitigation
(p=0.060). Combining disagreement metrics with LLM-
assisted thematic coding of open-ended responses, we iden-
tify three candidate epistemic orientations—infrastructure-
oriented, governance-oriented, and harm-proximity—whose
threat models appear to diverge; given the sample size we
present these as exploratory. The Mitigation Paradox argues
for layered, portfolio-style governance rather than single-
strategy commitments.

Introduction
Despite growing urgency, experts fundamentally disagree
on how to respond to AI-generated disinformation—even
as they broadly agree on what the threats are. We call this
asymmetry, in which converged threat perceptions coexist
with polarized mitigation preferences, the Mitigation Para-
dox. Policy is therefore being formulated in a partial vac-
uum of expert consensus, even though those same experts
are frequently consulted in regulation and platform gover-
nance. Both the EU AI Act and the Digital Services Act
explicitly oblige providers and very large platforms to con-
duct systemic risk assessments—an obligation whose prac-
tical execution presupposes an expert consensus that, as we
show, does not yet exist. The central question is therefore no
longer only what the threats are, but who sees which threats,
and why their views diverge.
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Recent empirical work confirms that generative AI is al-
ready a measurable factor in online information environ-
ments. Chen et al. (2025) report that approximately 12% of
political images shared on X during the 2024 U.S. Presiden-
tial Election were AI-generated, with dissemination concen-
trated in a small group of highly active accounts. Drolsbach
and Pröllochs (2025) further show that AI-generated mis-
leading content can spread more effectively than conven-
tional misinformation, even when originating from smaller
accounts, while being perceived as similarly credible and
harmful. Prior expert surveys document opinion on misin-
formation broadly (Altay et al. 2023) or on GenAI disin-
formation in specific regions (Weikmann et al. 2026), and
structured elicitations exist in adjacent domains (Kruger
et al. 2024). None, however, take expert disagreement on
AI-generated disinformation as the primary analytic object.

This paper closes that gap. We elicit responses from
54 experts in 21 countries (Jul 2025–Mar 2026), combin-
ing 7-point Likert ratings across four modalities and four
threat domains, a forced-ranking and best–worst-scaling
task on five mitigation strategies, and open-ended prompts
on emerging risks. Quantitatively, we move beyond mean
comparisons by reporting dispersion (coefficient of varia-
tion, CV) and bimodality coefficient (BC) statistics that dis-
tinguish broad uncertainty from genuine polarization. Qual-
itatively, we use LLM-assisted thematic coding with source-
traceable quotes to compare positions across professional
role, region, and self-rated technical understanding.

We address the following research questions:

1. On which aspects of AI-generated disinformation do ex-
perts show consensus, and where do significant disagree-
ments emerge?

2. Do threat perceptions and mitigation preferences differ
systematically across professional expertise groups (e.g.,
AI researchers, journalists, policymakers)?

3. Do threat perceptions and mitigation preferences vary by
geographic region (e.g., EU vs. non-EU)?

4. What emerging risks do experts identify that are not yet
addressed by current policy frameworks?

Contributions. This paper makes three contributions:

• Empirical: the first disagreement-focused map of expert
assessments on AI-generated disinformation, quantifying
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polarization across five mitigation strategies via the bi-
modality coefficient and identifying three candidate epis-
temic orientations—infrastructure-oriented, governance-
oriented, and harm-proximity—whose threat models ap-
pear to diverge. Given the sample size and uneven sub-
group coverage, we frame the subgroup and epistemic-
orientation results as exploratory.

• Methodological: a reproducible workflow that com-
bines dispersion-aware disagreement metrics with LLM-
assisted thematic coding of open-ended responses, with
every model-generated quote traceable to an individual
respondent in the raw data.

• Policy-relevant: a translation of disagreement signals
into a portfolio-vs.-single-strategy decision rule for AI-
disinformation governance, including conditions under
which monitoring, pilots, or binding regulation are the
appropriate next step.

We focus on AI-generated disinformation and do not attempt
to measure the full spectrum of non-GenAI misinformation
threats.

The remainder of the paper is structured as follows. Sec-
tion Related Work reviews related work on AI-generated dis-
information, expert surveys, and mitigation strategies. Sec-
tion Methodology details our survey design, sample, and
analysis methods. Section Findings presents the quantitative
and qualitative findings. Section Discussion discusses gov-
ernance implications, limitations, and directions for future
work. Section Conclusion concludes.

Related Work
The broader problem of misinformation and disinforma-
tion has grown substantially with the scale and speed of
online information exchange, making deceptive or manip-
ulated content increasingly difficult to identify and assess
reliably (Zhou and Zafarani 2018; Ceron, de Lima-Santos,
and Quiles 2021; Kozik et al. 2022). False narratives, pro-
paganda, and misleading information have been shown to
affect journalism, public trust, and democratic processes,
while increasing dependence on digital and social media
platforms further amplifies their reach and societal impact
(Hyzen 2021; Khan, Alkawaz, and Zangana 2019). Existing
research suggests that, despite growing concerns surround-
ing generative AI, many real-world misinformation and dis-
information ecosystems are still predominantly driven by
human actors and established influence networks rather than
fully AI-generated campaigns (Ng et al. 2024; Steffen 2025).
Analyses of recent election-related disinformation further
indicate that AI-generated content currently represents only
a comparatively small proportion of detected misleading
material online, with manipulated or manually produced
narratives remaining more common (European Digital Me-
dia Observatory 2024). Nevertheless, several studies and
policy reports identify AI-generated audio and voice-cloning
technologies as particularly concerning due to their realism,
accessibility, and potential use in fraud, political manipula-
tion, and election interference (European Digital Media Ob-
servatory 2024). Consequently, generative AI is increasingly
understood not as a replacement for existing disinformation

structures, but as an enabling and amplifying technology that
may significantly increase the scalability and persuasive ca-
pabilities of harmful narratives.

AI-Generated Disinformation: Capabilities and
Threats
Generative AI now spans four practically distinct attack sur-
faces. Deepfake video has been the most publicly discussed
vector since Chesney and Citron (2019) mapped its legal and
political ramifications, with subsequent surveys cataloguing
rapidly improving generation and partially keeping detec-
tion methods (Rana et al. 2022). Large language models ex-
tend the threat to long-form text, where machine-generated
political and scientific content is increasingly indistinguish-
able from human-authored material (De Angelis et al. 2023);
see Loth, Kappes, and Pahl (2024) for a survey of how gener-
ative AI reshapes the fake-news landscape. Synthetic media
at scale propagates through social platforms in patterns that
differ from human-authored misinformation in both reach
and timing (Corsi, Marino, and Wong 2024), and multi-
modal threats (audio cloning, synthetic imagery) introduce
attack surfaces that prior text-centric work does not address.

Expert Surveys on Misinformation
Two prior survey efforts directly inform our framing. Altay
et al. (2023) elicited definitions and proposed solutions from
roughly 150 researchers and practitioners, surfacing wide
variation in how the field operationalizes “misinformation”
itself. Weikmann et al. (2026) narrows the lens to European
experts on GenAI disinformation specifically. The domain-
differentiated policy findings from the same survey are re-
ported separately—that experts favor domain-specific over
uniform mitigation, with health and politics warranting dif-
ferent solutions (Loth, Kappes, and Pahl 2026b)—as are the
provenance-oriented implications (Loth, Kappes, and Pahl
2026d); the present paper instead analyzes the structure of
that disagreement through dispersion and bimodality metrics
and candidate epistemic orientations. Kruger et al. (2024)
use a Delphi-style structured elicitation to rank strategies,
barriers, and research priorities for disinformation, misin-
formation, and malign influence—demonstrating that expert
panels themselves can be used as instruments for surfacing
structured disagreement. None of these prior studies, how-
ever, take disagreement itself as the primary analytic ob-
ject for AI-generated disinformation. That gap motivates the
present work.

Mitigation Approaches
Prior work emphasizes multiple mitigation pathways, in-
cluding regulatory frameworks (e.g., the EU AI Act (Eu-
ropean Parliament 2024)), technical detection and its ad-
versarial arms race (Rana et al. 2022), and psychologi-
cal inoculation or prebunking strategies (van der Linden
2023). Media literacy interventions remain a prominent pol-
icy proposal, with mixed evidence on sustained effective-
ness (Hoq, Facciani, and Weninger 2025; Murphy et al.
2023), and susceptibility persists even where audiences are
attentive to provenance (Loth, Kappes, and Pahl 2026a).
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Platform governance and content moderation are frequently
cited as operational levers but remain contentious due to
trade-offs between scale, accuracy, and free expression. In
applied settings, much harmful disinformation still appears
to be human-authored—particularly in extremism and con-
spiracy communities—which suggests that AI-specific mit-
igation should be considered alongside broader disinforma-
tion countermeasures. Our contribution is to evaluate these
strategies through expert-rated effectiveness and to charac-
terize the degree of polarization surrounding each approach.

Methodology
Survey Design
We administered an online survey consisting of 54 items
grouped into five sections: demographics, threat perceptions
(4 modalities × 4 domains), urgent risks, mitigation effec-
tiveness, and qualitative open-ended prompts. Threat per-
ceptions and mitigation ratings were captured on 7-point
Likert scales, complemented by a forced-ranking question
to surface perceived urgency among threat categories. The
qualitative items invited respondents to describe emerging
risks and to justify their ratings in their own words. The full
survey instrument is available in the public repository (see
Data Availability) and was piloted with three domain experts
to check clarity and wording.

Recruitment and Sample
We used purposive sampling to target individuals with
demonstrable expertise in AI, disinformation, or policy. In-
vitations were drawn from authors of relevant publications
(Semantic Scholar, Google Scholar), professional networks,
and public professional profiles. The final sample includes
54 respondents collected between July 2025 and March
2026 across 21 countries. The geographic distribution is EU
(43%), North America (35%), non-EU Europe (13%), and
Asia-Pacific/other regions (9%). Professional roles include
AI researchers (30%), disinformation professionals (9%),
journalists (4%), policymakers (4%), ethicists (4%), and
other AI professionals (49%). Average professional experi-
ence was approximately 20 years, and self-reported AI fa-
miliarity was high (LLMs M=4.89/7; deepfakes M=4.54/7).
Table 1 summarizes the sample composition.

Category Share

EU 43%
North America 35%
Non-EU Europe 13%
Other regions 9%
AI researchers 30%
Other AI professionals 49%
Disinformation professionals 9%
Journalists 4%
Policymakers 4%
Ethicists 4%

Table 1: Expert sample overview (N=54).

Analysis
We use a mixed-methods analysis. Quantitatively, we re-
port descriptive statistics (means, standard deviations, and
dispersion measures) and compare groups using non-
parametric tests where appropriate (e.g., Kruskal–Wallis)
given the small sample sizes, reporting effect sizes where
feasible. Disagreement is characterized using dispersion
metrics such as the coefficient of variation (CV) and the
bimodality coefficient (BC) to capture polarization beyond
mean differences. CV captures relative dispersion around
the mean, while BC—following the SAS formulation that
combines skewness and excess kurtosis—flags multimodal
response distributions; BC values above 5/9 (≈ 0.555) are
conventionally interpreted as evidence of bimodality. To-
gether these metrics allow us to distinguish broad uncer-
tainty from true polarization. Qualitative responses were an-
alyzed using inductive thematic coding, iteratively refined
until thematic saturation.

LLM-Assisted Analysis of Open-Ended Responses
We use GPT-4o-mini (OpenAI et al. 2024) at tem-
perature 0.1 to systematically compare open-ended re-
sponses across expert groups. Responses are grouped
along three dimensions: (a) professional role (Techni-
cal, Policy/Regulatory, Journalism/Disinformation, Aca-
demic/Research), (b) region (EU/EEA, North America,
Asia-Pacific, Other), and (c) self-rated LLM technical un-
derstanding (High 6–7, Medium 4–5, Low 1–3). For each
open question with at least two groups providing two
or more responses, the model returns a structured JSON
object identifying shared views (agreements), substantive
differences with group positions and verbatim or near-
verbatim quotes (disagreements), and concerns raised ex-
clusively within one group (group-unique concerns). A par-
allel overall-synthesis prompt yields cross-question sum-
maries, group profiles, and key tensions. Each response in
the prompt is prefixed with a source identifier (the original
CSV row number) so every model-generated quote can be
traced back to the raw data. The structured output serves as
an interpretive aid; all reported claims are verified against
the original responses.

Human validation of the LLM-assisted coding. The
model output was treated as a first-pass interpretive aid, not
as ground truth, and every claim we report was checked by
the authors against the raw responses. Two steps were ap-
plied. First, quote verification: each of the model-surfaced
quotes reproduced in this paper was matched back, via
its [Rn] row reference, to the exact free-text answer in
the source CSV, and any quote that was not a verbatim
or near-verbatim match (minor whitespace or truncation
only) was discarded or corrected; quotes that could not be
traced to a single consenting respondent were removed. Sec-
ond, theme validation: two authors independently reviewed
the model-proposed agreements, disagreements, and group-
unique concerns against the underlying responses and re-
tained only themes that both coders judged to be supported
by at least two source responses; disagreements between
coders were resolved by discussion, and model-proposed
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themes without sufficient textual support were dropped
rather than reconciled. Because the sample and the number
of open-ended responses per subgroup are small, we present
the qualitative groupings as exploratory rather than as vali-
dated typologies.

Limitations
This study relies on a purposive sample with a Western and
technical skew, which may overrepresent certain epistemic
communities and underrepresent others. Self-selection bias
is possible, and the results capture perceived threats rather
than observed impacts. The rapidly evolving nature of gen-
erative AI means that expert perceptions may shift faster
than survey cycles. The present scope is restricted to AI-
generated disinformation specifically and does not attempt
to measure the full spectrum of non-GenAI misinformation
threats. We therefore interpret the findings as a snapshot of
expert disagreement during a specific period rather than a
definitive account of long-term consensus.

Findings
The findings are presented in two stages. First, we analyze
the quantitative survey results derived from closed-ended
questions, focusing on distributions, group differences, and
overall trends in expert assessments of AI-generated disin-
formation risks, impacts, and mitigation strategies. Second,
we examine the qualitative responses from the open-ended
questions to explore how experts justify, contextualize, and
interpret these assessments in greater depth. This combined
approach allows us to compare measurable patterns in the
survey data with the underlying reasoning, concerns, and
disagreement structures expressed by participants. Table 2
summarizes the headline results by domain.

Consensus: Where Experts Agree
Across the four domains and four modalities surveyed, three
patterns of agreement stand out. First, experts converge on
video deepfakes as the most threatening modality overall
(M=6.19 on the 1–7 scale, SD=1.20), with the political do-
main pushing this value to M=6.31. Second, on the ques-
tion of which single risk is most urgent, election interference
via deepfake video was selected by 78% of respondents, far
ahead of any other category—a level of agreement rarely
seen elsewhere in the survey. Third, every modality–domain
cell in our matrix received a mean rating above 5/7, indi-
cating that no respondent group dismissed any modality as
low-threat. The consensus map in Figure 1 visualizes this:
the bottom-right cluster, indicating high mean and low stan-
dard deviation, is densely populated by political modalities,
while the upper part of the plot—where standard deviations
exceed 1.5—is occupied by mitigation-relevant items rather
than threat-severity items.

Disagreement: Where Experts Diverge
Mitigation Strategy Polarization While experts agree
that threats are severe, they polarize sharply on how to re-
spond (Figure 2). Government regulation receives the high-
est mean effectiveness rating (M=5.24, SD=1.65) and is also

the most-frequently chosen most effective strategy in the
best–worst scaling task (30%), yet 15% of respondents si-
multaneously rate it the least effective. Media literacy is
even more polarized: 26% rate it most effective and 24%
rate it least effective, and it is the only strategy in our
set whose bimodality coefficient (BC=0.559) crosses the
conventional threshold of 5/9, indicating a genuinely two-
peaked distribution rather than broad uncertainty. Technical
detection produces the opposite pattern: it has the lowest
mean (M=4.57) but also one of the lower BC values, mean-
ing experts agree it is limited rather than disagreeing about
its effectiveness. Watermarking and platform enforcement
sit between these poles, with means of 5.20 and 4.91 respec-
tively. Figure 3 positions all five strategies on a polarization
quadrant: mean effectiveness on the x-axis, BC on the y-
axis, marker size and color encoding the coefficient of vari-
ation. The quadrant view shows that no strategy yet occupies
the “consensus good” position (high effectiveness, low po-
larization), which is the central practical finding: the field
has agreement that something must be done, but no consen-
sus on what.

Group Differences Comparing AI researchers, journal-
ists, and policymakers reveals that professional background
shapes both threat perception and mitigation preference.
AI researchers and other AI professionals show similar
threat profiles overall, but diverge sharply from media-
affiliated respondents on text-based threats, where the latter
assign markedly higher severity (Figure 4). Non-parametric
Kruskal–Wallis tests across the four role groups and the
EU/non-EU split surface three significant or marginal group
differences (Table 3): disinformation/ethics respondents rate
general text threats highest (M=6.20) and journalism respon-
dents lowest (M=4.67); non-EU respondents rate financial-
domain voice cloning more threatening than EU respon-
dents (M=6.13 vs. 5.00) and judge technical detection as
a marginally more effective mitigation (M=4.87 vs. 4.17).
All other DV × factor combinations produced p>0.10; we
report the three signals without multiple-comparison cor-
rection and treat them as exploratory. The associated ef-
fect sizes (ε2) place the role × text-threat split in the large
range and the two region splits in the medium range, in-
dicating that the disagreement is substantively meaningful
rather than a knife-edge p-value artifact. Mitigation prefer-
ences track these professional lenses: AI researchers cluster
around technical detection and provenance standards, jour-
nalism and disinformation professionals lean toward liter-
acy interventions, and policymakers prioritize binding regu-
lation (Figure 5). The journalist and policymaker subgroups
are small (each N≈2–4) and group-level statistical tests for
those cells are reported as exploratory; nevertheless, the pat-
tern is internally consistent across the rating scale, the rank-
ing task, and the open-ended responses, suggesting it reflects
a stable epistemic-community effect rather than sampling
noise.

Domain-Specific Disagreements The threat hierarchy is
not constant across domains. In health, the political-domain
ordering inverts: text-based threats lead (M=5.80) while
video drops to M=5.13, consistent with concerns that
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Domain Finding Key challenge

Cross-domain Video deepfakes rated most threatening modality overall (M=6.19,
SD=1.20); all modalities rated above 5/7

Severity consensus, but no agree-
ment on which lever to pull

Political Video deepfakes dominate (M=6.31); election interference is the #1 urgent
risk (78% of respondents)

Last-minute “deepfake dump” tac-
tics around election dates

Health Threat hierarchy inverts: text leads (M=5.80), audio lowest (M=5.02) Long-tail medical claims at LLM
scale evade fact-check capacity

Financial Audio dominates (M=5.65), driven by voice-cloning fraud scenarios Fraud-at-scale via personalized
one-to-one attacks

Social Video again leads (M=6.00) with text and audio close behind Harassment / non-consensual deep-
fake porn cited by 46% of respon-
dents

Mitigation Government regulation (M=5.24) and watermarking (M=5.20) rated highest
mean effectiveness; technical detection lowest (M=4.57)

Media literacy is polarizing
(BC=0.559, above the 5/9 bi-
modality threshold)

Table 2: Headline findings by domain, with key challenges for governance (N=54).

Factor DV H df N ε2 p

Region Threat: Audio
(financial)

5.10 1 54 .096 .024 *

Role Threat: Text
(general)

7.74 3 52 .152 .052 .

Region Mitigation: Tech
detection

3.53 1 54 .067 .060 .

* p<.05; . p<.10.

Table 3: Kruskal–Wallis group differences (p<0.10). 52
tests in total (26 DVs × 2 grouping factors); no
multiple-comparison correction (exploratory). Effect size
ε2=H/(N−1); Cohen-style conventions: .01 small, .06
medium, .14 large. Group means in text.

LLM-generated medical claims can spread faster than fact-
checkers can respond. In the financial domain, audio be-
comes the dominant modality (M=5.65), driven by voice-
cloning fraud scenarios that figure prominently in respon-
dents’ open-ended comments. The social domain returns
to a video-led profile (M=6.00), with harassment and non-
consensual deepfake imagery cited by 46% of respondents
as an urgent risk. These domain-specific reorderings re-
inforce the finding that “video deepfakes are the biggest
threat” is a political-domain effect, not a universal one.

Qualitative Findings: Emerging Risks and Expert
Reasoning
Thematic coding of the open-ended responses surfaced five
emerging-risk themes that are largely absent from current
policy frameworks (Figure 6). Weaponized intimacy: AI
companions used as personalized disinformation vectors, ca-
pable of building affective trust before introducing manipu-
lated content. Arne Stenmanns frames this directly: “While
we currently focus on deepfakes (fake content), the next
frontier is deep agents (fake relationships)” [R16]. Syn-
thetic consensus and covert influence: large-scale poisoning
of widely used LLMs so that downstream answers reflect
attacker-aligned narratives. Gerhard Schimpf describes the

mechanism as “flooding the systems with Russian friendly
articles that creep into the models. Questions asked may
result in synthetic consensus” [R04]. Chatbots as long-
lived influence channels: as conversational agents become
embedded in daily routines, Katerina Sedova warns that
“it will be critical to ensure that these mediums are not
manipulatable by threat actors to influence political, eco-
nomic, medical, and social decision making” [R45]. Infor-
mation ecosystem degradation: Peter Carragher names the
dynamic as “information degradation via tragedy of the
commons effects” [R43], with current platform incentives
rewarding low-quality content production; one respondent
simply asks “Will be in confusion what is truth?” [R44].
Research-integrity and demographic-specific harms: AI-
generated fake studies and citation graphs that contaminate
the scholarly record (“AI disinformation in research” [R23,
Siegel]), and targeted exploitation of children and other
users with limited critical-media skills (Alberto Lobato
Diogo, R38). These themes echo the ecosystem-level collat-
eral effects documented for LLM-generated misinformation
(Loth, Kappes, and Pahl 2026c), and converge on a single
structural observation: the emerging risks treat AI not as a
content generator but as an actor inside the information en-
vironment, a framing that current regulation has only begun
to address.

The LLM analysis returned, for each open-ended question
and each grouping dimension, a list of agreements, named
disagreement topics with per-group positions, and represen-
tative quotes keyed to source respondents. Figure 7 shows a
representative excerpt.

Three agreements hold consistently across all dimen-
sions: AI-generated disinformation is treated as an immedi-
ate threat rather than a future one; scale and accessibility are
seen as its core danger; and all groups agree that no single in-
tervention is sufficient. Below, we report four recurring dis-
agreement patterns that appear across multiple dimensions
and questions.

Finding 1: Which content modality is most danger-
ous. The sharpest and most persistent disagreement con-
cerns whether text/audio or audiovisual content poses the
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Figure 1: Consensus-disagreement map of expert threat perceptions. Each point represents a domain-modality combination.
High mean + low SD (bottom-right) indicates consensus on high threat; high SD (top) indicates disagreement.

greater risk. Technical respondents and North American
respondents converge on text and audio cloning as the
more dangerous vectors: personalized one-to-one persua-
sion operates in private communication channels that resist
public debunking, whereas deepfake video, once detected,
can be corrected publicly. Academic/Research respondents
and medium-understanding respondents (LLM self-rating
4–5) take the opposing position, arguing that audiovisual
threats have intensified since 2019 and that even visibly
AI-generated content is frequently misread as factual. Pol-
icy/Regulatory respondents and Asia-Pacific respondents fo-
cus on a third scenario—not the long-run epistemic question
but concrete near-term misuse: last-minute deepfake drops
before elections and voice-cloning used for payment fraud.
The same three-way split (text > video; video > text; both
matter in specific attack scenarios) appears in the political
domain, financial domain, and why-risks-worry-you ques-
tions across all three dimensions, suggesting it reflects a
genuine divergence in threat models rather than question-
specific framing effects.

Finding 2: What kind of harm AI disinformation is.
Groups disagree not about severity but about the unit of
harm. One cluster—technical profession, the Other group,
and high-understanding respondents—frames the core harm
as structural-epistemic: the erosion of shared reality, “Real-
ity Apathy” [R14], and the collapse of truth infrastructure
that democracy and science depend on. A second cluster
(Asia-Pacific and low-understanding respondents) frames
it as direct individual victimization: severe personal harm
cases including suicide threats linked to deepfake video

and life savings lost to voice scams. Policy/Regulatory re-
spondents and EU/EEA respondents occupy a middle po-
sition, treating both systemic democratic harm and direct
fraud as central, without strongly prioritizing one. This split
has methodological implications: the two clusters empha-
size different survey constructs (epistemic fragmentation vs.
measurable individual harm), which affects how impact met-
rics should be designed.

Finding 3: Three competing mitigation philosophies.
On mitigation, the analysis identifies three distinct primary
orientations that do not overlap neatly with any single group-
ing dimension. Technical provenance is the dominant pref-
erence among Technical profession respondents and North
American respondents: browser- and OS-level verification,
C2PA content credentials, and AI-assisted detection, of-
ten combined with skepticism that regulation does more
than entrench incumbents. Binding regulation is the domi-
nant preference among Policy/Regulatory respondents and
EU/EEA respondents, who treat mandatory transparency re-
quirements and age-based platform restrictions as the foun-
dational fix. Literacy education is the dominant prefer-
ence among Academic/Research respondents, Asia-Pacific
respondents, and medium-understanding respondents, who
see literacy as both the most democratically safe and the
most scalable intervention. Journalism/Disinfo respondents
occupy a structurally distinct fourth position: they are skep-
tical of all three orientations in isolation, and are the only
group to cite empirical evidence that literacy interventions
can increase generalized distrust while reducing real-news
detection—a backfire effect that neither the technical nor the
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Figure 2: Distribution of expert effectiveness ratings for five mitigation strategies. Violin plots reveal polarization: government
regulation and media literacy show bimodal distributions, while technical detection shows tight clustering at lower ratings. Red
dots = means, black lines = medians, individual responses shown as jittered points.

regulatory cluster addresses.

Finding 4: Abstraction level tracks technical self-
assessment. The LLM-understanding dimension reveals
a systematic gradient in how experts frame both threats
and solutions. High-understanding respondents produce the
most analytically developed accounts: they frame disinfor-
mation as a systems-design and incentive problem, raise
second-order risks (e.g., that AI literacy tools may be ar-
chitecturally unable to achieve full-proof mitigation, or that
over-correction toward centralized AI control may itself be
dangerous), and show the most internal disagreement on
regulation. Low-understanding respondents characterize the
same threats through concrete operational harm cases with-
out theorizing mechanisms or examining intervention trade-
offs. Medium-understanding respondents are intermediate
and lean toward literacy optimism. This is consistent with
the profession and region patterns: Technical and Journal-
ism/Disinfo respondents cluster at the high end, Asia-Pacific
and Other respondents are more distributed. The implica-
tion for interpreting the survey is that group differences in
risk framing may partly reflect differences in the conceptual
frameworks experts bring rather than differences in underly-
ing concern levels.

Group profiles. Across all three dimensions, three candi-
date epistemic orientations appear. Infrastructure-oriented
respondents (Technical profession; North America; high
LLM understanding) frame disinformation as a systems-
design problem requiring automated, scalable defenses and
treat governance as secondary. Governance-oriented re-

spondents (Policy/Regulatory; EU/EEA; medium under-
standing) treat it as a regulatory compliance problem and fa-
vor mandatory rules, with literacy as a complementary layer.
Harm-proximity respondents (Other; Asia-Pacific; low un-
derstanding) center concrete individual harm cases and favor
practical resilience measures without strong preferences on
systemic architecture. Journalism/Disinfo respondents cut
across this typology: they share the harm-proximity group’s
skepticism of techno-optimism and the governance group’s
emphasis on platform accountability, but uniquely combine
these with the strongest insistence on measurement validity
and empirically validated intervention design.

Discussion
The Mitigation Paradox and What It Means for
Policy
Disagreement among experts has direct consequences for
policy design. The asymmetry we observe—broad conver-
gence on threats, sharp polarization on mitigation—defines
what we term the Mitigation Paradox: a setting in which a
policy community agrees a problem must be addressed ur-
gently, yet provides no coherent signal about which lever
to pull. If experts cannot agree on the relative effective-
ness of mitigation strategies, policymakers are unlikely to
find a single dominant solution. Instead, the evidence sup-
ports layered or portfolio approaches that combine regu-
lation, technical detection, and public resilience initiatives.
This mirrors early climate-policy debates, where consensus
on severity emerged long before agreement on the most ef-
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Figure 3: Mitigation strategies positioned by mean effec-
tiveness (x) and bimodality coefficient (y). The dashed
horizontal line marks the conventional bimodality thresh-
old (BC=5/9). Marker color/size encodes relative dispersion
(CV). Media literacy is the only strategy above the bimodal-
ity threshold; government regulation sits at the boundary.

fective interventions. The present results suggest that policy
should prioritize flexibility and staged evaluation rather than
irreversible single-strategy commitments. Table 4 translates
each disagreement signature into a recommended policy ac-
tion.

Professional Lenses Shape Threat Perception
Preliminary group comparisons suggest that professional
background may shape which threats are considered most
salient and which mitigation strategies appear credible. Be-
cause several subgroups are small and the comparisons are
exploratory, we read these as tentative signals rather than es-
tablished effects. To the extent the pattern holds, it implies
that multi-stakeholder governance is not only a normative re-
quirement but also plausibly an epistemic one: no single pro-
fessional community appears to see the full risk landscape.
On this reading, disagreement reflects the partial viewpoints
of different expert communities at least as much as simple
noise.

Emerging Risks Require Proactive Governance
Experts consistently flagged emerging risks that are not yet
addressed by current regulation, including AI companions
used as disinformation vectors, research integrity threats
from synthetic studies, and broader information ecosystem
collapse. These risks extend beyond present policy cate-
gories and suggest the need for dedicated horizon-scanning
mechanisms. A proactive governance agenda should there-
fore include periodic expert elicitation, scenario analysis,
and rapid update pathways for regulatory guidance.

Figure 4: Threat perception profiles by professional group.
AI/ML researchers and other AI professionals show simi-
lar patterns, while media professionals diverge on text-based
threats.

Limitations of Expert Elicitation
Experts are not oracles. Their judgments may reflect anchor-
ing, availability effects, or professional confirmation bias.
The observed polarization could therefore reflect genuine
uncertainty, systematic group bias, or both. We treat expert
disagreement as a signal rather than a defect, but note that
future work should triangulate expert perceptions with em-
pirical evidence and behavioral outcomes.

Future Work
Two extensions follow directly from the present findings.
First, a dedicated decision-maker stratum (e.g., executive
practitioners versus formal policymakers) should be sam-
pled with sufficient cell sizes to test whether perceived regu-
latory versus technical solutions diverge predictably by pro-
fessional position; the present sample is too thin in these
specific subgroups to draw conclusions. Second, longitudi-
nal re-elicitation post EU AI Act implementation, combined
with replications in the United States and Asia, would let
the disagreement map evolve into a moving picture rather
than a snapshot. We also recommend triangulating expert
perception data with platform-level measurement studies, so
that the questions experts disagree on can be progressively
resolved with behavioral evidence.

Conclusion
Expert consensus on AI-generated disinformation collapses
where it matters most for policy: at the choice of mitigation.
We call this asymmetry the Mitigation Paradox. Severity is
broadly agreed (every modality–domain pair above 5/7; 78%
select election deepfakes as the top urgent risk), but the same
panel splits on every intervention except technical detection,
which is consensually viewed as limited. The polarization is
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Disagreement signature Recommended action

High mean, low BC, low CV (e.g., sever-
ity of video deepfakes)

Bind: ready for regulation, evaluation, and resourcing

High mean, BC above 5/9 (e.g., media
literacy effectiveness)

Pilot: RCT-style deployment with sunset clauses; do not legislate as primary
lever

Mixed mean, BC near 5/9 with cross-
jurisdictional split (e.g., government reg-
ulation, technical detection)

Differentiate: allow jurisdiction-specific instruments; require multi-
stakeholder governance

Low-to-medium mean, high CV (e.g.,
emerging-risk categories)

Monitor: fund horizon-scanning and re-elicitation, not codification

Table 4: From disagreement signature to policy action. BC = bimodality coefficient (5/9 threshold); CV = coefficient of varia-
tion.

Figure 5: Mitigation strategy preferences by professional
group. Different expertise backgrounds lead to divergent
strategy preferences, with AI researchers favoring technical
detection and media professionals prioritizing literacy.

not noise: media literacy and government regulation receive
both the highest “most effective” endorsements and substan-
tial “least effective” votes from the same respondents. The
disagreement also has a geographic signature: non-EU ex-
perts rate voice-cloning fraud as significantly more threat-
ening and technical detection as more promising than their
EU peers, suggesting that the same governance instruments
may be received very differently across jurisdictions. We
further observe that three candidate epistemic orientations—
infrastructure, governance, and harm-proximity—appear to
account for much of this split, with journalism and disinfor-
mation experts uniquely flagging backfire risks that the other
clusters do not address; given the sample size these orienta-
tions are offered as an exploratory lens rather than a vali-
dated typology. The practical consequence of the Mitigation
Paradox is that AI-disinformation policy should be designed
as a portfolio with iterative evaluation, not as a search for a
single dominant fix; and that expert elicitation in this field
should be repeated routinely, with explicit attention to the
question of who is disagreeing with whom.

Figure 6: Emerging risks identified by experts for the next
five years, coded from open-ended responses; bars give the
number of experts mentioning each theme. Themes extend
beyond current policy frameworks.

Data Availability
The anonymized survey instrument, aggregated results, and
the analysis scripts used for the descriptive statistics and
disagreement metrics are available in a public repository
(https://github.com/aloth/verification-crisis). Qualitative re-
sponses are shared in coded form where consent permits;
raw personal data are not released, consistent with the con-
sent terms and GDPR obligations described in the Ethics
statement.

Ethics, Positionality, and Adverse-Impact
Statement

Research ethics and consent. Participation was volun-
tary, uncompensated, and preceded by an informed-consent
screen that disclosed the study purpose, data handling, ex-
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[Political domain]
Agreements (4):

• AI is seen as a threat to political processes through misin-
formation, disinformation, and manipulation.

• Groups broadly agree that elections are a key vulnerability.

Disagreements (3):
How dangerous are deepfakes vs. text/audio persuasion
Technical: Argues personalized text persuasion may be a big-
ger threat than fake video because video can be debunked.
[R10] “Personalized 1:1 persuasion via text is a bigger threat
to democracy than a fake video which can be debunked.”
Policy/Reg: Highlights “deepfake dump” tactics right before
voting days. [R13]
Academic: Notes audiovisual threats are more serious than
textual threats. [R15]

Figure 7: Excerpt from the LLM JSON outputs for the Po-
litical domain question, profession dimension. [Rn] identi-
fiers are 1-based CSV row numbers.

pected duration, and the option to withdraw at any point.
Respondents chose one of three identifiability levels for the
final publication: (i) fully anonymous (no name, no quotes;
n=27), (ii) name and affiliation in the acknowledgments
only (no attributed quotes; n=14), or (iii) name, affiliation,
and attribution of specific quotes or ideas (n=13). We treat
these tiers as binding: respondents in tiers (i) and (ii) are
never quoted with attribution, even where their open-ended
responses would have made compelling material. Quotes in
the main text are drawn exclusively from tier-(iii) respon-
dents and are identified by a stable respondent ID (Rnn). The
instrument and procedure were reviewed against the data-
minimization and lawful-basis requirements of the GDPR
(consent under Art. 6(1)(a) GDPR); raw responses are held
by the lead author’s institution and will not be released in
identifiable form. One co-author participated in the pilot
phase and is excluded from the quotable pool to avoid self-
citation.

Positionality. The four authors are based in Germany (2),
Austria (1), and France (1), all within the EU regula-
tory perimeter. Our institutional homes span a public uni-
versity (Frankfurt UAS), a national applied-research insti-
tute (AIT), and a Grande École research chair on cyber
critical-infrastructure (IMT Atlantique). Disciplinary back-
grounds include AI/ML, cybersecurity, and information-
systems governance; none of the authors holds a pri-
mary appointment in journalism, fact-checking, or platform-
trust-and-safety practice. These positionings plausibly bias
the framing toward infrastructure- and governance-oriented
epistemic communities (two of the three orientations we
identify), and away from harm-proximity perspectives. We
have tried to compensate by oversampling journalism, fact-
checking, and policy respondents in recruitment, but the
EU/non-EU and AI-researcher skew of the final sample re-
flects, in part, our own networks. Readers from non-Western
contexts in particular should treat the absolute disagreement

levels we report as a lower bound; the true global hetero-
geneity of expert opinion is almost certainly larger than what
54 mostly Western respondents can capture.

Adverse impact and dual use. A disagreement map of
expert opinion can in principle be misused. Three risks de-
serve explicit naming. Divide-and-conquer framing: state
or commercial actors could cite intra-expert polarization as
a delay tactic against AI-disinformation regulation, in the
same rhetorical shape that fossil-fuel actors used residual
scientific uncertainty against climate policy. Targeted per-
suasion against epistemic minorities: knowing which pro-
fessional communities under-rate which threats could be ex-
ploited to design influence campaigns that preferentially at-
tack those blind spots. Re-identification risk on small sub-
groups: with only 2–4 policymakers and 3 journalists in the
sample, group-level rating disclosures are close to single-
respondent disclosures. We mitigate these risks by (a) re-
porting subgroup statistics only where n≥3 and never pub-
lishing per-cell raw rating tables, (b) framing the polariza-
tion findings as an argument for portfolio governance and
earlier evaluation rather than against action, and (c) rec-
ommending in Section Discussion that follow-up elicita-
tions release disagreement signatures at aggregate, not per-
respondent, granularity. We see no realistic path by which
the analyses or scripts released alongside this paper could
materially improve the operational capacity of a disinforma-
tion adversary; the upside for governance researchers, poli-
cymakers, and the expert communities themselves substan-
tially outweighs the residual risk.
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Drolsbach, C.; and Pröllochs, N. 2025. Character-
izing AI-Generated Misinformation on Social Media.
arXiv:2505.10266.
European Digital Media Observatory. 2024. Prebunking AI-
Generated Disinformation Ahead of EU Elections.
European Parliament. 2024. Regulation (EU) 2024/1689
Laying Down Harmonised Rules on Artificial Intelligence
(AI Act). Official Journal of the European Union.
Guo, S.; Zhong, Y.; and Hu, X. 2025. People Are More Sus-
ceptible to Misinformation with Realistic AI-Synthesized
Images That Provide Strong Evidence to Headlines. Har-
vard Kennedy School Misinformation Review, 6(6).
Hoq, A.; Facciani, M.; and Weninger, T. 2025. Feedback
and Education Improve Human Detection of Image Manip-
ulation on Social Media. Harvard Kennedy School Misin-
formation Review, 6(2).
Hyzen, A. 2021. Revisiting the Theoretical Foundations
of Propaganda. International Journal of Communication,
15(0).
Khan, S. A.; Alkawaz, M. H.; and Zangana, H. M. 2019. The
Use and Abuse of Social Media for Spreading Fake News. In
2019 IEEE International Conference on Automatic Control
and Intelligent Systems (I2CACIS), 145–148.
Kozik, R.; Kula, S.; Choraś, M.; and Woźniak, M. 2022.
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