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Abstract

Privacy risk in synthetic tabular data is typically evaluated as
an aggregate property: how much leakage exists, rather than
who is exposed. But aggregate metrics treat individuals as
undifferentiated, hiding whether certain records or subgroups
are systematically more exposed than others. If risk is un-
evenly distributed, a natural but largely unexplored question
is whether the choice of generative model itself shifts who
bears it. We address this question through per-sample nearest-
neighbor memorization analysis across diffusion-based and
LLM-based tabular generators on real-world financial and
clinical datasets. We find that the training records at highest
memorization risk vary substantially across generators, with
some model pairs exposing nearly disjoint victim sets, and
that the most exposed demographic subgroups shift with the
generator deployed: on the financial dataset, diffusion models
disproportionately expose lower-income individuals while an
LLM-based generator over-exposes higher-income ones; on
the clinical dataset, LLM-based models concentrate memo-
rization on a clinically sensitive subpopulation that diffusion
models largely spare. Standard aggregate privacy metrics sur-
face neither pattern; in at least one case, a model with more
favorable aggregate metrics shifts who is exposed rather than
uniformly reducing risk. We argue that model selection for
synthetic data generation is implicitly a decision about which
subpopulations bear privacy risk, constituting a fairness con-
sideration distinct from aggregate privacy guarantees. Pri-
vacy evaluations that rely on aggregate metrics alone may fail
to identify the individuals most vulnerable to memorization-
based leakage.

1 Introduction
Data in sensitive domains such as healthcare and finance is
subject to strict privacy regulations, including HIPAA and
GDPR, which significantly restrict how it can be shared
and used. These restrictions, while necessary, limit research
progress, hinder collaboration across institutions, and cre-
ate barriers to AI model development. Synthetic data has
emerged as a popular proposed solution to this tension (Jor-
don et al. 2022). Rather than sharing real records, organiza-
tions can instead share generated data that mirrors the statis-
tical properties of the original dataset without exposing per-
sonally identifiable information. Recent advances in gener-
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ative AI have made synthetic data increasingly realistic and
useful, accelerating its adoption for research, model training,
and benchmarking (Giuffrè and Shung 2023).

The core assumption underlying this approach is that syn-
thetic data does not correspond to real individuals, and there-
fore can be treated as inherently safe or anonymized. This
assumption is frequently used to justify bypassing stricter
privacy controls; in research, industry, and regulatory con-
texts alike. In this paper, we challenge that assumption.
While prior work has characterized memorization within in-
dividual model classes (Fang et al. 2025a,b; Meeus et al.
2024), no existing study examines whether different models
expose different individuals, or what this implies for who
bears privacy risk when practitioners choose between them.
We address this gap through an empirical comparison of
memorization in tabular diffusion models and transformer-
based generators across two real-world datasets. We find
that model selection is not privacy-neutral: different gener-
ators expose largely disjoint sets of individuals, the demo-
graphic subgroups most at risk shift substantially depending
on which model is deployed, and standard aggregate privacy
metrics fail to surface either pattern. We argue that privacy
evaluation for synthetic data should be understood as a dis-
tributional fairness problem, not only a security one. This
reframing is directly relevant to trustworthy AI, which re-
quires not just accurate or useful systems but systems whose
risks and burdens are distributed equitably across the popu-
lations they affect.

To the best of our knowledge, this is the first work to em-
pirically compare per-sample memorization across architec-
tural classes of tabular generative models and to characterize
the demographic composition of the resulting victim sets.
Our contributions are threefold:
1. We show that standard aggregate privacy metrics produce

inconsistent model rankings and fail to surface which in-
dividuals are exposed, motivating per-sample analysis as
a necessary complement to existing audit practice.

2. We provide the first empirical comparison of per-sample
memorization across diffusion-based and LLM-based
tabular generators, showing that victim sets vary substan-
tially across generators and that this variation is not reli-
ably predicted by architectural class, a pattern prior work
evaluating memorization within single model classes was
not designed to detect.
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3. We characterize the demographic composition of victim
sets across both model classes and two datasets, showing
that the subpopulations bearing the highest memorization
risk shift substantially depending on which model is de-
ployed.

2 Background and Related Work
The background is organized to build the case that who bears
memorization risk is a meaningful and currently invisible
question. Section 2.1 describes the two model classes we
evaluate and the properties relevant to how each learns from
training data. Section 2.2 reviews the memorization litera-
ture, establishing that per-sample vulnerability is a mean-
ingful and measurable phenomenon rather than a theoretical
concern. Section 2.3 examines the architectural mechanisms
by which diffusion and LLM-based models differ in how
they fit training records, motivating the possibility that dif-
ferent generators expose different individuals. Section 2.4
characterizes current evaluation practice and its aggregate-
metric limitations, establishing that existing audits are not
designed to surface this. Section 2.5 frames the distribu-
tional and fairness dimension of that gap: the question of
who bears memorization risk is distinct from how much risk
exists in aggregate, and the existing literature has not ad-
dressed it across model classes.

2.1 Synthetic Data Generation
Synthetic data models learn underlying data distributions
rather than storing or reproducing individual records. This is
essential for maintaining utility because if the generated data
does not realistically reflect the original, it is not useful. For
example, a model trained on electronic health records may
learn relationships between attributes such as age, diagnosis,
and treatment outcomes, enabling it to generate new patient
records that appear realistic without explicitly reproducing
any single individual.

Several generative modeling approaches have been pro-
posed for synthetic data generation. Generative adversar-
ial networks (GANs) were the dominant method for many
years, particularly in image domains, but are notoriously
difficult to train and evaluate, and have largely been super-
seded by more capable architectures (Wiatrak, Albrecht, and
Nystrom 2020; Dhariwal and Nichol 2021). This paper fo-
cuses on two classes that represent the current state of the art
for tabular data in sensitive domains: diffusion models and
transformer-based language models adapted for tabular data.

Diffusion models generate data through an iterative de-
noising process. During training, Gaussian noise is progres-
sively added to real data samples until the original signal is
destroyed. The model learns to reverse this process, recov-
ering realistic samples from noise. At generation time, the
model starts from pure noise and applies learned denoising
steps to produce a synthetic record. This approach has been
extended to structured tabular data, where it operates over
mixed feature spaces containing both continuous and cat-
egorical variables (Ho, Jain, and Abbeel 2020; Kotelnikov
et al. 2023; Zhang et al. 2024).

Transformer-based language models adapted for tabular
data take a fundamentally different approach. Rather than

operating in feature space, these models serialize tabular
records as natural language sequences, treating each row
as a structured text prompt. Generation proceeds autore-
gressively: the model samples one token at a time, condi-
tioned on all previously generated tokens. This framing al-
lows general-purpose language model architectures to be ap-
plied directly to tabular data without domain-specific mod-
ifications (Vaswani et al. 2017; Borisov et al. 2023; Zhao,
Birke, and Chen 2025).

Despite their architectural differences, both model classes
are trained on real-world data distributions and are therefore
not inherently insulated from privacy leakage. The nature of
that leakage, however, differs in ways that are directly tied to
how each model represents and generates data, a distinction
we examine in Section 2.3.

2.2 Memorization
Memorization occurs when a generative model’s outputs re-
main closer to specific training records than the underlying
distribution warrants, reflecting overfitting to individual ex-
amples rather than generalization from them. It is a well-
documented phenomenon across generative model types:
large language models have been shown to reproduce train-
ing data verbatim under certain prompting conditions (Car-
lini et al. 2021), membership inference attacks have demon-
strated information leakage across a range of generative ar-
chitectures (Shokri et al. 2017; Hu et al. 2022), and im-
age diffusion models have been shown to memorize and re-
produce training images with high fidelity (Somepalli et al.
2023; Carlini et al. 2023).

Until recently, comparatively little work had examined
memorization in tabular generative models specifically. The
first comprehensive study of this phenomenon in tabular set-
tings was conducted by Fang et al., who introduced a per-
sample memorization scoring framework based on nearest-
neighbor distances in feature space (Fang et al. 2025a). Their
framework identifies individual training records that are dis-
proportionately close to generated samples, enabling memo-
rization to be measured at the level of specific records rather
than as a global dataset property. A subsequent data-centric
analysis extends this framework, finding that memorization
is not uniformly distributed: some records are highly ex-
posed while the majority are not, a pattern with direct im-
plications for how privacy risk should be evaluated and re-
ported (Fang et al. 2025b).

A related thread of work goes further, asking not only
whether memorization occurs but which records are most
vulnerable. Meeus et al. propose a principled nearest-
neighbor-based technique for identifying vulnerable records
prior to synthetic data release, showing that targeted record-
level analysis substantially outperforms aggregate evalua-
tion methods (Meeus et al. 2024). Ward et al. find that data-
copying in tabular generative models poses both privacy and
fairness threats, with disproportionate copying concentrated
among outlier and certain privileged subpopulations (Ward,
Wang, and Cheng 2024). These results establish that the dis-
tribution of memorization risk across training records is a
meaningful object of study and that aggregate evaluation
metrics systematically obscure it.
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Critically, memorization does not require exact reproduc-
tion of a training record to constitute a privacy violation. Par-
tial reconstruction alone can expose sensitive information
(Stadler, Oprisanu, and Troncoso 2022). For instance, a syn-
thetic record that matches most attributes of a real individual
while differing only slightly may still effectively reveal that
person’s medical history or financial profile. Beyond direct
similarity, memorization can also enable attribute inference
attacks, where an adversary uses synthetic outputs to infer
hidden attributes from partially observed data (Annamalai,
Gadotti, and Rocher 2024). If a model has learned strong
correlations between features, known information about an
individual could be used to infer sensitive unknowns, such
as inferring a specific treatment outcome from age and di-
agnosis. Together, these attack vectors indicate that privacy
risk in synthetic data extends well beyond exact duplication.

What the existing literature leaves open is whether the
distribution of memorization risk across training records
shifts depending on which generative model is deployed, and
whether the demographic subpopulations bearing the great-
est risk differ as a consequence of that architectural choice.
Fang et al. and Meeus et al. characterize per-record vulnera-
bility within single model classes without asking whether
different models expose different individuals (Fang et al.
2025a,b; Meeus et al. 2024). Ward et al. observe fairness
implications of data-copying but do not compare which sub-
populations are at risk across model classes (Ward, Wang,
and Cheng 2024). This paper addresses that gap directly,
using a common nearest-neighbor evaluation framework
to compare per-sample memorization across diffusion and
LLM-based tabular generators, with a focus on whether ar-
chitecture choice determines who bears privacy risk.

2.3 Architecture-Dependent Memorization
Mechanisms

The mechanisms by which generative models memorize
training data are not uniform across architectures, and these
differences have direct implications for which individuals
are most at risk. Diffusion models and transformer-based
language models differ fundamentally in how they represent
and generate data, and understanding this distinction is nec-
essary for reasoning about whose records are likely to be
exposed under each approach.

Because diffusion models operate entirely in feature
space, memorization reflects how faithfully the model repli-
cates the training distribution. The most intensely memo-
rized records tend to be those with unusual feature combina-
tions that the model fits more tightly than the broader distri-
bution can account for (Fang et al. 2025b). Nearest-neighbor
distance metrics are a natural evaluation tool for this setting
because both the generation process and its failure modes
are defined in feature space (Stadler, Oprisanu, and Tron-
coso 2022; Fang et al. 2025a).

Because LLM-based generators serialize records as to-
ken sequences and generate autoregressively, a record’s vul-
nerability is not simply a function of where it sits in fea-
ture space. It is also a function of how its serialized repre-
sentation behaves under autoregressive generation. Records
with complete, consistently formatted feature vectors may

be more tightly fit because they provide cleaner training
signal; records with unusual but coherent token sequences
may be reproduced more faithfully than feature-space dis-
tance alone would predict. Ward et al. demonstrate that
this sequential generation process produces memorization
failure modes qualitatively distinct from those of diffusion
models (Ward et al. 2025). Importantly, models within the
same architectural class are not necessarily homogeneous in
their memorization behavior, and the degree to which any
two models expose similar individuals may depend on the
dataset as much as on their shared architecture.

This architectural divergence raises a concrete empiri-
cal question, though one without an obvious answer. Diffu-
sion models and LLM-based generators fit training records
through different mechanisms, but it is not clear a priori
that this produces different victim sets; the subset of train-
ing records most exposed by a given model. Both classes
might converge on the same individuals regardless of mech-
anism, since records that are outliers in feature space may si-
multaneously be unusual in their serialized representations.
Whether architectural differences produce meaningful diver-
gence in victim sets, and whether any such divergence falls
along demographic lines, is therefore an empirical question
rather than a predictable consequence of architectural dif-
ference. This paper investigates it directly, applying a com-
mon nearest-neighbor evaluation framework to both model
classes and comparing the resulting victim sets and their de-
mographic composition across two datasets.

2.4 Current Privacy Evaluation Metrics
Determining whether a synthetic dataset is sufficiently safe
requires evaluation frameworks capable of detecting the pri-
vacy risks described above. Several approaches have been
developed to assess this, each making different assumptions
about what constitutes a privacy violation and how it can be
measured.

The most common methods are membership inference at-
tacks, similarity metrics, and statistical comparisons. Mem-
bership inference attacks test whether a given record can
be identified as a member of the training set (Shokri et al.
2017). Similarity metrics measure the distance between syn-
thetic and real records. For instance, a nearest neighbor met-
ric can flag synthetic samples that are significantly closer
to their nearest neighbor than their second nearest neighbor
in the feature space, suggesting likely memorization (Fang
et al. 2025a). Statistical comparisons measure distributional
similarity between the synthetic and real datasets, primarily
to ensure utility rather than privacy, though they are some-
times conflated with privacy evaluation.

Differential privacy (DP) offers a more formal approach,
providing mathematical guarantees that limit the influence
of any single training record on the model’s output (Dwork
2008; Dwork and Roth 2014). The strength of these guaran-
tees is controlled by a privacy budget ϵ, where smaller values
provide stronger protection at the cost of greater distortion to
the model’s outputs. This tradeoff between privacy and util-
ity is unavoidable in practice: ϵ is often set permissively to
preserve data utility, substantially weakening the per-record
protection DP provides in theory.
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These evaluation practices are foundational to how syn-
thetic data is trusted in practice. They are used in academic
research to justify safety claims, in industry tools to make
privacy guarantees to customers, and in regulatory contexts
to justify bypassing data consent requirements. However,
they share a common limitation: they predominantly report
aggregate metrics, such as average similarity scores or over-
all attack success rates. While this reflects practical con-
straints, it means evaluation focuses on average-case perfor-
mance rather than worst-case exposure.

Some tail exposure is an inherent consequence of the
privacy-utility tradeoff that all approaches face, including
DP. A model that memorizes no training records at all would
produce synthetic data with no statistical fidelity to the orig-
inal distribution. In practice, any generator that preserves
enough utility to be useful will expose some subset of indi-
viduals to elevated memorization risk. The question is there-
fore not whether a 1% tail exists, but who occupies it. Even
if a generated dataset contains 99% well-protected records,
the 1% that are exposed still represent real individuals whose
sensitive information has been compromised, and for those
individuals, the consequences are no less severe for being
statistically rare. Aggregate metrics do not surface this: they
cannot reveal whether that exposed minority is drawn uni-
formly from the population or concentrated among individ-
uals who are already vulnerable by virtue of their clinical
profiles, financial circumstances, or demographic character-
istics. Nor do they reveal whether that concentration shifts
when a different model is deployed. These are the questions
this paper addresses.

2.5 Distributional Risk and Who Bears It
Privacy risk in synthetic data is not uniformly distributed
across all records. Recent work has shown that memoriza-
tion often follows a heavy-tailed pattern, where a small sub-
set of training examples accounts for a disproportionately
large share of overall privacy risk (Fang et al. 2025b). While
many individuals in a dataset may be well-protected, a mi-
nority of records, particularly those that are rare or distinc-
tive, experience significantly higher exposure.

In practice, these high-risk individuals often correspond
to outliers in the data distribution. In healthcare settings,
this includes patients with rare diseases, uncommon com-
binations of clinical attributes, or atypical monitoring his-
tories that set them apart from the majority of the training
population. In financial settings, analogous cases arise for
individuals with unusual credit histories, atypical payment
patterns, or demographic characteristics that place them at
the margins of the training distribution. In both domains, the
individuals most at risk are precisely those whose records
are hardest to generalize from, and whose exposure carries
the greatest potential for harm.

This uneven distribution of privacy risk is directly analo-
gous to well-documented disparities in model performance
across demographic groups in machine learning (Buo-
lamwini and Gebru 2018; Obermeyer et al. 2019). Rather
than differences in predictive accuracy, however, the dispar-
ity here is in privacy protection. Individuals who are already
atypical or underrepresented face disproportionately greater

exposure, compounding existing vulnerabilities rather than
distributing risk equitably. This reframing has an important
implication: privacy in synthetic data should be understood
as a distributional and fairness-related issue, not a purely
global property of the dataset.

The architecture-dependent mechanisms described in
Section 2.3 add a further dimension to this distributional pic-
ture. If diffusion models and LLM-based generators expose
individuals through different memorization mechanisms, the
subpopulations bearing the greatest risk may not be the same
under each architecture, and the degree to which they differ
may itself depend on the dataset and the specific models in-
volved. A record that is an outlier in feature space may be
highly exposed by one model while remaining largely pro-
tected by another; a record with an unusual but complete
feature profile may be tightly memorized by an autoregres-
sive generator precisely because of the properties that make
it clinically or financially distinctive. Whether these archi-
tectural differences produce systematic demographic diver-
gence in victim sets is the empirical question this paper in-
vestigates. If they do, then the choice of generative architec-
ture is not a purely technical decision: it is a decision with
distributional consequences, determining in part who bears
privacy risk and whether that risk is visible to those responsi-
ble for managing it. Practitioners and institutions deploying
synthetic data pipelines without accounting for these differ-
ences may inadvertently concentrate privacy burdens on the
most vulnerable members of a dataset, without any aware-
ness that this has occurred.

3 Methodology
Datasets. We evaluate on two datasets from sensitive do-
mains with distinct feature structures and demographic com-
positions. The UCI Default of Credit Card Clients (UCI)
dataset contains 30,000 records, split 80/10/10 into train-
ing (24,000), validation, and test sets. It includes 23 features
covering credit limit, payment history, and demographic at-
tributes including sex, education, and marital status, with
a binary default outcome (22.2% positive rate). The Dia-
betes 130-US dataset contains 101,766 clinical encounters
from 130 US hospitals. We remove identifier columns to
prevent trivial memorization of non-informative features,
features with extreme missingness where imputation would
introduce artifacts, and near-constant medication variables
that contribute negligible discriminative signal, yielding 35
informative features after preprocessing. Because multi-
ple encounters for the same patient would inflate memo-
rization scores by placing copies of a patient’s record in
both training and test sets, we deduplicate to each patient’s
most recent encounter, yielding 69,985 unique records split
80/10/10 into training (55,989), validation, and test sets.
Features include ICD-9 diagnosis codes, medication indi-
cators, and demographic attributes including race, age, and
HbA1c measurement status, with a binary 30-day read-
mission outcome. The two datasets were chosen to test
whether architecture-dependent memorization patterns gen-
eralize across domains: UCI provides a financial context
with income and education as primary demographic axes,
while Diabetes 130-US provides a clinical context where
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privacy stakes are higher and demographic axes include race
and clinical subgroup membership.

Models. We evaluate four tabular generative models repre-
senting two architectural classes. In the diffusion class, Tab-
DDPM uses an MLP-based denoising network with Gaus-
sian diffusion for continuous features and multinomial dif-
fusion for categorical features (Kotelnikov et al. 2023). Tab-
Syn uses a two-stage approach: a VAE encodes mixed-
type tabular records into a continuous latent space, which
a transformer-based diffusion model then learns to gener-
ate (Zhang et al. 2024). In the LLM-based class, GReaT se-
rializes tabular records as natural language sequences and
fine-tunes a pretrained GPT-2 model using autoregressive
next-token prediction (Borisov et al. 2023). Tabula uses the
same autoregressive text serialization paradigm but trains
an equivalent GPT-2 architecture from randomly initialized
weights rather than fine-tuning a pretrained model (Zhao,
Birke, and Chen 2025). These four models were selected
as representative, widely used instantiations of each archi-
tectural class, with strong reported performance on tabu-
lar data benchmarks. The inclusion of both GReaT and
Tabula helps distinguish effects associated with pretrained
language-model initialization from effects associated with
autoregressive text serialization. All models are trained on
three random seeds per dataset; memorization scores are
computed independently per seed and aggregated. For each
seed, we generate a synthetic dataset matching the size of the
corresponding training split. Synthetic sample counts were
therefore fixed across models and seeds. TabDDPM is ex-
cluded from Diabetes 130-US results due to an architectural
failure described in Section 4.2. All models are trained us-
ing the hyperparameter settings and preprocessing configu-
rations recommended in their original implementations. We
did not perform architecture-specific privacy tuning or dif-
ferential privacy training for any model. All experiments
were conducted in Python on a system with an Intel Core Ul-
tra 7 265F CPU, 64GB RAM, an NVIDIA RTX 5090 GPU,
and 2TB SSD storage.

Aggregate Privacy Metrics. As a baseline for compar-
ison, we compute three standard aggregate privacy met-
rics representing distinct audit perspectives on memoriza-
tion risk. The Distance to Closest Record (DCR) measures
output-side risk: for each synthetic record, its minimum
Gower distance to any training record, reflecting how closely
the synthetic dataset approaches real individuals on average.
The Nearest Neighbour Distance Ratio (NNDR) measures
concentration of that proximity: for each synthetic record,
the ratio of its distance to the nearest training record ver-
sus the second-nearest, distinguishing sharp memorization
of specific individuals from diffuse distributional replica-
tion. We also report a memorization exposure rate derived
from the per-sample scores described below: for a given
threshold τ , the true positive rate is the fraction of training
records with mem score > τ , quantifying attacker advan-
tage from the input side. DCR and NNDR are reported as
means across all synthetic records, averaged over three gen-
eration seeds. These metrics are included not as the primary
evaluation framework but as a point of contrast: we show

that a practitioner running all three standard audit perspec-
tives can still reach incorrect conclusions about which model
poses greater privacy risk without taking into account who is
being exposed, motivating the per-sample analysis that fol-
lows.

Memorization Scoring. We use the per-sample mem-
orization scoring framework introduced by (Fang et al.
2025a), adapted for mixed-type tabular data using Gower
distance. For each training record xi, we compute:

syn score(xi) =
1

k

k∑
j=1

dG(xi, x̂
(i)
j ) (1)

where x̂(i)
1 , . . . , x̂

(i)
k are the k nearest synthetic records to xi

under Gower distance dG and:

ref score(xi) = dG(xi, x
test
(1)) (2)

where xtest
(1) is the nearest test-set record to xi. The memo-

rization score is then:

mem score(xi) = ref score(xi)− syn score(xi) (3)

A positive mem score indicates that the synthetic distribu-
tion covers xi more closely than the held-out test set does,
suggesting the record was memorized rather than general-
ized from. Crucially, ref score depends only on the train/test
split and is identical across models, meaning mem score
controls for a record’s intrinsic isolation in feature space
rather than simply flagging outliers. Gower distance is used
throughout because it handles mixed continuous and cat-
egorical features without requiring manual encoding deci-
sions, normalizing each feature to [0, 1] before computing
a weighted mean absolute difference. Scores are computed
across three generation seeds per model and averaged. Re-
sults are stable across k ∈ {1, 3, 5, 10, 20}; we report k = 5
throughout.

Victim Sets and Cross-Model Overlap. For each model,
we define victim sets as the top p% of training records by
mem score, representing the records at greatest memoriza-
tion risk. We compute victim sets at p ∈ {1%, 5%, 10%};
the within-class versus cross-class overlap pattern emerges
at p = 1% and strengthens monotonically, and is absent be-
low p = 0.5% where victim sets are too small for stable es-
timates. To quantify whether different model classes expose
different individuals, we compute pairwise Jaccard similar-
ity between victim sets:

J(A,B) =
|A ∩B|
|A ∪B|

(4)

We compare within-class pairs (diffusion-diffusion, LLM-
LLM) against cross-class pairs (diffusion-LLM) and report
lift over a random baseline, where the null Jaccard for two
sets of size n drawn uniformly from N records is approxi-
mately n/(2N − n). High within-class lift relative to cross-
class lift indicates that which individuals are exposed de-
pends substantially on which model class is deployed. We
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also characterize exclusive victim sets, records appearing in
the top p% of one model class but not the other, and analyze
their demographic composition directly.

Demographic Analysis. For each model and victim set
threshold, we compare the demographic composition of vic-
tim records against the full training set base rate. For each
demographic category c, we compute an enrichment ratio:

enrichment(c) =
victim rate(c)
base rate(c)

(5)

where values above 1 indicate overrepresentation among
memorization victims relative to the training population.
We test for statistically significant demographic skew us-
ing chi-square goodness-of-fit tests per feature per model-
threshold combination, and Mann-Whitney U tests to com-
pare mem score distributions across demographic groups.
Demographic dimensions analyzed on UCI include sex, ed-
ucation, marital status, age group, credit limit quartile, and
default status. On Diabetes 130-US they include race, gen-
der, age group, HbA1c measurement status, insulin use, and
readmission status.

4 Results
We report results across four subsections, structured to build
the central argument in sequence. Section 4.1 establishes
that standard aggregate metrics produce inconsistent model
rankings and fail to surface subgroup-level patterns, motivat-
ing why per-sample analysis is necessary rather than supple-
mentary. Section 4.2 characterizes per-sample memorization
score distributions, confirming that the scoring framework
produces meaningful, non-random signal on both datasets
before any cross-model comparison is made. Section 4.3
presents the core empirical claim: that different models ex-
pose largely different individuals, with victim sets varying
substantially across generators even when aggregate met-
rics suggest comparable risk. Section 4.4 examines the de-
mographic composition of those victim sets, showing that
the divergence documented in Section 4.3 falls along clini-
cally and socioeconomically meaningful lines and that cur-
rent evaluation practice gives practitioners no visibility into
which subpopulations bear the burden of that exposure.

4.1 Aggregate Metrics Produce Inconsistent Risk
Rankings

We first evaluate all four models using three standard aggre-
gate audit perspectives: DCR, which measures how closely
synthetic records approach training data on average; NNDR,
which measures the sharpness of that proximity; and mem-
orization exposure rate, which measures what fraction of
training records are flagged as exposed at a given mem score
threshold. Table 1 reports results for both datasets.

The metrics disagree. On UCI, GReaT has the lowest
DCR mean (0.0080), suggesting the highest risk by that
measure, yet the lowest exposure rate at τ = 0.05 (1.0%),
suggesting the lowest risk by that measure. The thresh-
old τ = 0.05 was selected to reflect a meaningful margin
above zero memorization signal. An auditor on UCI select-
ing the model with lowest exposure rate chooses GReaT.

That model has the strongest demographic disparity in our
analysis: it under-exposes ≤ $50k credit-limit individuals by
54% while over-exposing the $140-240k bracket. The met-
ric that recommended GReaT as safest selected the model
exhibiting the strongest subgroup skew in our analysis. On
Diabetes 130-US, Tabula leads on DCR while GReaT leads
on exposure rate at τ = 0.05. No metric produces a consis-
tent ordering across both datasets or both perspectives. More
critically, none of these values surface which individuals or
subpopulations are being exposed: a limitation we address
directly in the following sections.

4.2 Per-Sample Memorization Score
Distributions

On UCI, all four models produce positive mean mem scores,
confirming that each generator produces synthetic records
systematically closer to training data than the held-out
test set. Diffusion models show the broadest memoriza-
tion footprint: TabDDPM and TabSyn each exhibit posi-
tive mem score for 88-89% of training records. GReaT cov-
ers substantially fewer records (70.2%) but its maximum
mem score (0.095) is only modestly below TabDDPM’s
(0.154), indicating that the records GReaT does memorize
are fit with comparable intensity. Tabula is intermediate in
both coverage (85.8%) and mean score. A practitioner com-
paring these models on coverage alone would select GReaT
as least risky, the same model that, as Section 4.4 shows,
produces the most concentrated demographic skew of any
model in our analysis.

On Diabetes 130-US, TabDDPM is excluded from re-
sults: its inability to handle high-cardinality ICD-9 diagno-
sis columns (up to 757 unique values per column) caused
distribution failure, producing synthetic records so far from
the training distribution that all mem scores are negative
and victim sets reflect encoding artifacts rather than genuine
memorization. Among the three remaining models, over-
all memorization intensity is lower than on UCI, reflect-
ing the larger training set (55,989 vs. 24,000 records) and
higher-dimensional feature space. All three produce nega-
tive mean mem scores; victim sets at each threshold there-
fore capture the least-negative tail rather than strongly pos-
itive records. TabSyn retains the broadest footprint (28.0%
positive mem score), while GReaT again exhibits the spiki-
est profile: lowest coverage (14.2%) combined with the
highest maximum mem score (0.110) of any valid model.
The within-model pattern is consistent across both datasets:
diffusion models memorize broadly, LLM-based models
memorize fewer records but with concentrated intensity on
those they do expose.

4.3 Cross-Model Victim Overlap
Table 2 reports pairwise Jaccard similarity between victim
sets at p = 1% and p = 5% thresholds, with lift over a ran-
dom null baseline. Every model pair exceeds the null by a
substantial margin at both thresholds, confirming that mem-
orization structure is real and non-random across all models.

The within-class versus cross-class pattern differs be-
tween datasets but holds in both. On UCI, the diffusion-
diffusion pair (TabDDPM ↔ TabSyn, J = 0.326 , 63×

1716



UCI Default Credit Diabetes 130-US

Metric TabDDPM TabSyn GReaT Tabula TabSyn GReaT Tabula

DCR mean 0.0213 0.0152 0.0080 0.0137 0.1457 0.1479 0.1341
NNDR mean 0.777 0.776 0.768 0.715 0.954 0.927 0.924
Exposure rate (τ=0.05) 3.6% 3.3% 1.0% 2.4% 0.1% 0.5% 0.2%

Table 1: Aggregate privacy metrics across both datasets. No metric produces a consistent risk ordering across models. TabD-
DPM excluded from Diabetes 130-US (architectural failure; see Section 4.2).

UCI Default Credit Diabetes 130-US
p = 1% p = 5% p = 1% p = 5%

Model A Model B Jacc. Lift Jacc. Lift Jacc. Lift Jacc. Lift

TabDDPM TabSyn 0.326 63.4× 0.494 19.1× — — — —
GReaT Tabula 0.209 40.6× 0.269 10.4× 0.181 35.5× 0.268 10.5×
TabSyn GReaT 0.174 33.8× 0.227 8.8× 0.019 3.7× 0.081 3.2×
TabSyn Tabula 0.294 57.1× 0.383 14.8× 0.016 3.2× 0.059 2.3×
TabDDPM GReaT 0.148 28.8× 0.224 8.7× — — — —
TabDDPM Tabula 0.311 60.6× 0.388 15.0× — — — —

Null (random) 0.005 0.026 0.005 0.026

Table 2: Pairwise Jaccard similarity between victim sets at two percentile thresholds, with lift over random null. Within-class
pairs in bold. TabDDPM excluded from Diabetes 130-US; see Section 4.2

lift at p = 1%) shows the strongest overlap of any pair.
GReaT ↔ Tabula (J = 0.209, 41×) is the next highest but
substantially lower. GReaT’s overlap with diffusion models
(J = 0.148-0.174) is roughly half its within-class overlap,
while Tabula’s overlap with diffusion models (J = 0.294-
0.311) is comparable to diffusion-diffusion, placing Tabula
closer to the diffusion class than to GReaT on this dataset. A
practitioner who deployed Tabula expecting LLM-like vic-
tim sets on this dataset would instead be exposing a popu-
lation closer in composition to what a diffusion model ex-
poses.

On Diabetes 130-US the pattern reverses. GReaT ↔
Tabula dominates (J = 0.181, 36× lift), while cross-class
pairs are near-null: TabSyn ↔ GReaT (J = 0.019, 3.7×)
and TabSyn ↔ Tabula (J = 0.016, 3.2×) are an order of
magnitude lower than the within-class LLM pair. Switch-
ing from TabSyn to GReaT on this dataset does not mean-
ingfully shift memorization intensity, but it almost entirely
changes which patients are exposed. Tabula here aligns with
GReaT rather than with the diffusion model. The cross-class
gap is more pronounced on Diabetes 130-US than on UCI,
with LLM–LLM Jaccard approximately 10× higher than ei-
ther diffusion-LLM pair.

Across both datasets, which individuals face the highest
memorization risk depends substantially on which model is
deployed, a pattern that aggregate metrics do not surface
and whose demographic consequences we examine in Sec-
tion 4.4.

4.4 Demographic Composition of Victim Sets
Table 3 reports the demographic composition of p = 5%
victim sets against training-set base rates for both datasets.

UCI: target variable exposure is universal; credit-limit
enrichment inverts by model class. Across all four models,
individuals who defaulted are substantially overrepresented
in victim sets. At p = 5%, default victim rates range from
38.9% (GReaT) to 42.8% (Tabula) against a base rate of
22.2%, with all chi-square p < 10−19. Regardless of archi-
tecture, the minority class with the most distinctive feature
patterns bears the highest memorization risk.

Credit-limit enrichment diverges sharply between model
classes. GReaT under-exposes individuals with credit lim-
its ≤$50k (11.8% victim rate vs. 25.7% base, −54%) while
over-exposing the $140-240k bracket (34.1% vs. 25.4%
base). TabDDPM, TabSyn, and Tabula show the oppo-
site: ≤$50k is over-exposed in all three (30.8-34.8%). One
possibility is that GReaT over-generates high credit lim-
its, which would leave low-limit training records without
nearby synthetic neighbors and therefore unexposed. Con-
firming this mechanism is left to future work. Education
follows the same axis: High School graduates are over-
represented in diffusion and Tabula victim sets (23.2-29.3%)
while GReaT over-exposes Graduate-educated individuals
(46.4% vs. 35.3% base).

The practical consequence is visible in the exclusive vic-
tim sets. At p = 5%, 611 records are memorized only
by diffusion models and 896 only by LLM-based mod-
els. Diffusion-exclusive victims are lower-education and
lower-income; LLM-exclusive victims are higher-education
and mid-to-high income. Both groups are disproportionately
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Victim rate (base rate)
Dataset Category Base TabDDPM TabSyn GReaT Tabula

UCI

Default (yes) 22.2% 42.1% 39.1% 38.9% 42.8%
Education: HS 16.5% 29.3% 26.3% 15.9% 23.2%
Education: Graduate 35.3% 30.9% 33.4% 46.4% 33.9%
Credit ≤$50k 25.7% 34.8% 31.3% 11.8% 30.8%
Credit $140–240k 25.4% 21.3% 23.8% 34.1% 26.2%

D130

HbA1c: not tested 81.7% — 82.5% 33.5% 30.9%
HbA1c: >8% 8.9% — 8.5% 46.4% 35.6%
Age ≤30 2.5% — 0.9% 6.9% 4.5%
Age 71+ 43.8% — 44.6% 29.9% 38.0%
Race: African Am. 18.1% — 22.0% 28.7% 19.0%
Insulin: none 49.0% — 42.3% 27.4% 40.9%

Table 3: Demographic composition of p = 5% victim sets versus training-set base rates. Bold indicates statistically significant
enrichment or depletion at p < 0.001. TabDDPM excluded from Diabetes 130-US; see Section 4.2

composed of defaulters, but the specific individuals at risk
are drawn from qualitatively different socioeconomic pro-
files.

Diabetes 130-US: HbA1c monitoring status is the
dominant axis; age enrichment inverts by model class.
HbA1c measurement status produces the strongest demo-
graphic signal on this dataset. TabSyn’s victim set closely
mirrors the training distribution: 82.5% of its p = 5%
victims have no HbA1c test recorded, nearly identical to
the base rate of 81.7%. GReaT and Tabula invert this en-
tirely: only 33.5% and 30.9% of their victims respectively
are from the untested majority, despite that group compris-
ing 81.7% of training records. For the HbA1c > 8% sub-
group, GReaT’s victim rate reaches 46.4% against a base
rate of 8.9% (+423%, chi-square p < 10−300), and Tab-
ula’s reaches 35.6% (+302%). Neither effect appears in Tab-
Syn’s victim set. A hospital auditing this dataset using Tab-
Syn would find no HbA1c signal and conclude that actively
monitored patients face no elevated risk, a conclusion that is
directly inverted under GReaT and Tabula.

Age enrichment shows a class-specific inversion. GReaT
over-exposes patients aged ≤ 30 by +173% at p = 5%
(6.9% vs. 2.5% base, p = 1.3×10−37) while under-exposing
patients aged 71+ (−32%). Tabula shows the same direc-
tional pattern at lower magnitude. TabSyn inverts this: the
≤ 30 group is under-represented (−66%) and the 71+ group
approximates the base rate. Young diabetic patients, 2.5%
of training data but nearly 7% of GReaT’s p = 5% vic-
tims, are likely Type 1 patients with distinctive, frequently
monitored clinical profiles that LLM-based models fit more
tightly. GReaT additionally shows significant African Amer-
ican over-representation (28.7% vs. 18.1% base, +59%, p =
6.4× 10−20).

As on UCI, the exclusive victim sets make the divergence
concrete. LLM-exclusive victims show extreme HbA1c >
8% enrichment combined with strong ≤ 30 age over-
representation. Diffusion-exclusive victims show moderate
HbA1c enrichment and a broader age distribution. LLM-
based models concentrate memorization risk on the most

metabolically active, frequently monitored patients; diffu-
sion models distribute it more broadly. In both domains,
the individuals most at risk differ substantially depending
on which model is deployed.

5 Discussion
Our results establish that memorization risk in tabular syn-
thetic data is not a scalar property of a model or dataset.
It is a distribution over individuals, and that distribution
shifts depending on which generative model is deployed.
The generators we evaluate expose substantially different
sets of training records, in some cases nearly disjoint, and
the demographic composition of those sets differs in ways
that are clinically and socioeconomically meaningful. On
UCI, diffusion models concentrate risk on lower-income,
lower-education defaulters while GReaT concentrates it on
higher-income, higher-education defaulters. Both patterns
carry harm, through different mechanisms and on different
populations. We make no claim that one distribution of ex-
posure is preferable to the other. Our contribution is nar-
rower: this choice is currently being made without aware-
ness that a choice is being made at all. On Diabetes 130-
US, LLM-based models predominantly expose patients who
have had HbA1c measured, a clinically engaged subpopu-
lation that diffusion models largely do not touch. HbA1c is
a marker of long-term blood glucose control, and patients
tested for it tend to have more complete and more sensitive
clinical records, meaning more information is at stake when
their exposure occurs. In both cases, the individuals most at
risk differ substantially depending on which model a practi-
tioner selects.

This has a direct implication for how model selec-
tion should be understood. Choosing between TabSyn and
GReaT to publish synthetic data is not a neutral technical de-
cision about output quality or training efficiency. It is implic-
itly a decision about which subpopulation bears the privacy
burden of that generation. This framing holds even when ag-
gregate metrics suggest one model is safer than another: on
UCI, GReaT’s lower DCR and exposure rate could lead an
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auditor to conclude it poses less privacy risk. The per-sample
analysis complicates this picture. GReaT does not uniformly
reduce risk; it shifts the composition of who is exposed. A
practitioner who selects GReaT on the basis of aggregate
metrics has made a distributional choice without knowing it.

The Tabula findings directly illustrate this point. On UCI,
Tabula’s victim overlap with diffusion models is nearly as
high as diffusion-diffusion overlap, placing it closer to the
diffusion class than to GReaT. On Diabetes 130-US, the pat-
tern reverses: Tabula clusters tightly with GReaT and the
cross-class gap is an order of magnitude larger than on UCI.
This dataset-dependent behavioral shift means that architec-
tural class alone is an unreliable guide to which individuals
a model will expose. Two models from the same class can
expose different people; two models from different classes
can expose similar people depending on the dataset. The im-
plication is that the audit problem is harder than knowing
which architecture is deployed. It requires per-model, per-
dataset evaluation of victim set composition, not class-level
generalizations. A practitioner who selects a model based on
architectural class alone may expose a substantially different
subpopulation than a model from the same class would on a
different dataset.

The demographic findings also surface a structural issue
with how privacy audits are currently designed. Standard ag-
gregate metrics are computed at the output level: they ask
how close synthetic records are to training records on av-
erage. But the question of who bears risk is an input-level
question about which training records are most exposed.
These are not the same question, and optimizing for one does
not guarantee anything about the other. Any model useful
enough will expose some tail of individuals; the composition
of that tail is a distributional choice that aggregate metrics
do not surface. A model can have favorable aggregate met-
rics while concentrating exposure on a specific demographic
subgroup, as GReaT demonstrates on UCI. An auditor who
signs off on GReaT based on its exposure rate has cleared the
model that produces the strongest demographic skew in our
analysis. Conversely, a model with worse aggregate metrics
may distribute exposure more broadly rather than concen-
trating it. Neither aggregate-level safety nor aggregate-level
risk tells a practitioner what they need to know about distri-
butional fairness.

Taken together, these findings suggest that privacy evalu-
ation for synthetic data generation should be understood as
a fairness problem, not just a security problem. The ques-
tion is not only how much leakage exists but who bears it,
and whether that burden falls equitably across the population
or concentrates on individuals who are already vulnerable
by virtue of their clinical profiles, financial circumstances,
or demographic characteristics. Institutions generating syn-
thetic data from sensitive domains should treat model se-
lection as a decision with distributional consequences, and
should evaluate candidate models not only on aggregate pri-
vacy metrics but on the demographic composition of their
victim sets. An institution that selects a model on utility
or aggregate privacy metrics alone has made that distribu-
tional decision without knowing it was being made. Aggre-
gate metrics are a necessary but insufficient basis for claim-

ing that a synthetic dataset is safe to publish.

6 Limitations
This analysis uses Gower distance with equal feature
weighting, treating all columns as equally relevant to mem-
orization risk. Features that are more privacy-sensitive, such
as diagnosis codes or payment history, may warrant higher
weight, and a distance metric that reflects differential feature
sensitivity could shift victim set composition. Developing
privacy-aware distance metrics for mixed-type tabular data
is a direction for future work.

The findings are established on two datasets from fi-
nancial and clinical domains. While the replication across
domains with different feature structures and demographic
compositions is encouraging, two datasets cannot establish
universality. Whether the architecture-dependent memoriza-
tion patterns observed here generalize to other domains,
dataset sizes, or feature types remains an open question.

On Diabetes 130-US, the diffusion class is represented
by a single model (TabSyn), as TabDDPM fails architec-
turally on high-cardinality ICD-9 features. If TabSyn is atyp-
ical among diffusion models, some D130 findings may not
generalize to the diffusion class as a whole. A broader eval-
uation including additional diffusion architectures would
strengthen the cross-class claims on this dataset.

Memorization scores are proximity-based signals, not
confirmed privacy breaches. A training record with high
mem score has synthetic neighbors close to it in Gower dis-
tance, indicating that the generative model’s distribution is
concentrated near that record. This does not establish that
the record can be extracted by an adversary or that a specific
attack would succeed. The scores should be interpreted as
privacy risk indicators rather than confirmed leakage.

The demographic categories used in this analysis are
coarse: four age brackets, four credit limit bins, broad racial
and education groupings. Finer-grained demographic analy-
sis might reveal more localized exposure patterns or resolve
cases where group-level enrichment is diluted by within-
group heterogeneity. Small demographic subgroups in par-
ticular may face concentrated exposure that aggregate en-
richment ratios do not fully capture.

Finally, a mechanistic investigation into why specific de-
mographic subgroups are disproportionately exposed under
each architecture is out of scope for this paper, which is pri-
marily empirical; we treat it as a direction for future work.

7 Conclusion
Across two datasets from sensitive domains, we find that
the choice of generative model for synthetic data genera-
tion is not privacy-neutral. Different tabular generators ex-
pose substantially different sets of training records, and the
demographic subgroups most at risk shift substantially de-
pending on which model is deployed. The pattern of over-
lap is not reliably predicted by architectural class alone:
some within-class pairs expose largely the same individu-
als while others diverge sharply, depending on the dataset.
Standard aggregate privacy metrics fail to surface this diver-
gence, and in some cases can produce orderings that conflict
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with subgroup-level findings: a model that performs better
on aggregate measures may shift the composition of who is
exposed rather than uniformly reducing risk.

The central implication is that model selection for syn-
thetic data generation should be treated as a fairness deci-
sion, not only a technical one. When institutions choose a
generative model without evaluating the demographic com-
position of its victim set, they are implicitly deciding who
bears the privacy burden of that generation, without aware-
ness that the decision is being made at all. Per-sample, per-
model evaluation on the specific dataset being generated is
necessary to make that decision.

Future work should extend this analysis to additional
model architectures, domains, and dataset sizes, and exam-
ine whether differential privacy mechanisms reduce demo-
graphic skew in victim sets or merely shift it. A deeper
mechanistic investigation into why specific demographic
subgroups are disproportionately exposed under each model
would complement the empirical patterns documented here:
the generation biases and distributional failure modes that
produce demographic skew are not yet fully understood, and
understanding them is necessary for designing generators
that distribute privacy risk more equitably. More broadly, the
field needs evaluation frameworks that treat privacy protec-
tion as a distributional property, asking not only how much
leakage exists but whether its burden is equitably distributed
across the populations that sensitive data is meant to serve.

Ethical Statement
This work relies exclusively on two publicly available, de-
identified benchmark datasets (UCI Default of Credit Card
Clients and Diabetes 130-US) that are already stripped of
direct identifiers; no new individual-level privacy exposure
is created by our experiments, and no real individuals are
re-identified or contacted as part of this research.

Our central finding, that memorization risk concentrates
on identifiable demographic subgroups and that this concen-
tration shifts depending on which generative model is de-
ployed, is intended to inform more equitable practice, not
to enable attacks. Knowing that a model class over-exposes
a particular subpopulation is a prerequisite for institutions
to correct for it, whether through model selection, differ-
ential privacy, or targeted mitigation. We recognize a dual-
use consideration: the same per-sample memorization signal
that lets a practitioner audit a model for fairness could, in
principle, help an adversary identify likely victims under a
known deployed model. We judge the balance to favor dis-
closure, since the aggregate metrics currently used in prac-
tice already fail to protect these subpopulations and leave
them invisible to defenders while remaining exploitable by
anyone with dataset and model access; withholding the anal-
ysis would not remove the underlying risk, only the ability
to detect and mitigate it.

We also note that our demographic categories (e.g., in-
come bracket, education level, race, age group) are coarse
groupings drawn from the datasets’ existing fields, used here
to characterize aggregate exposure patterns rather than to
make claims about any individual. Readers should not treat
enrichment ratios for a demographic category as a statement

about any single person’s risk. Finally, we intend our broader
argument, that model selection for synthetic data is implic-
itly a fairness decision, to encourage institutions publishing
synthetic data in sensitive domains to adopt subgroup-aware
privacy evaluation rather than relying on aggregate metrics
alone.
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