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Abstract

Human oversight of Al is promoted as a safeguard against
risks such as inaccurate outputs, system malfunctions, or vi-
olations of fundamental rights, and is mandated in regulation
like the European AI Act. Yet debates on human oversight
have largely focused on its effectiveness, while overlooking a
critical dimension: the security of human oversight. We argue
that human oversight creates a new attack surface within the
safety, security, and accountability architecture of Al opera-
tions. Drawing on cybersecurity perspectives, we model hu-
man oversight as an IT application for the purpose of system-
atic threat modeling of the human oversight process. Threat
modeling allows us to identify security risks within human
oversight and points towards possible mitigation strategies.
Our contributions are: (1) introducing a security perspective
on human oversight, (2) offering researchers and practitioners
guidance on how to approach their human oversight applica-
tions from a security point of view, and (3) providing a sys-
tematic overview of attack vectors and hardening strategies to
enable secure human oversight of Al

Introduction

Human oversight of artificial intelligence (Al) is often con-
sidered a strategy to address risks associated with the use
of Al in high-risk contexts (Green 2022; Laux 2024; Shnei-
derman 2016). Human oversight personnel are expected to
detect inaccurate outputs, outputs that may pose risks to fun-
damental human rights (e.g., discriminatory outputs), unsafe
states of Al systems, and system malfunctions, and to inter-
vene in order to mitigate or minimize these risks (Langer,
Baum, and Schlicker 2025). Human oversight is also a key
concept in Al governance and ethics (Laux 2024; Green
2022) and a central requirement for the implementation of
high-risk Al systems in emerging Al regulation, such as Ar-
ticle 14 of the European Al Act (Enqvist 2023; Laux 2024).
However, relying on humans to oversee Al also faces crit-
icism and substantial challenges in practice (Jobin, Ienca,
and Vayena 2019; Green 2022; Sterz et al. 2024). The most
prominent criticisms and challenges include doubts about
whether humans can effectively oversee Al systems (Green
2022), the difficulty of defining what constitutes effective
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human oversight (Sterz et al. 2024), clarifying who should
provide oversight and when it should occur (Enqvist 2023),
specifying which risks and unwanted system behaviors over-
sight personnel should detect (Langer, Baum, and Schlicker
2025), and determining how to design and evaluate effective
human oversight (Sterz et al. 2024).

However, one key challenge that remains underexplored
is the security risks that arise from human oversight of Al
Because human oversight will be implemented as part of the
safety, security, and accountability architecture of Al sys-
tems (Laux 2024; Jobin, Ienca, and Vayena 2019), malicious
actors who successfully attack elements related to oversight
can significantly undermine the safety of Al operations. In
this sense, the human oversight architecture creates a new
attack surface for targeting Al operations in high-risk con-
texts such as critical infrastructure, public administration, or
medicine. A security-focused perspective on human over-
sight is crucial, given the central role human oversight al-
ready plays, the expectations placed on it in high-risk con-
texts, and its growing importance as a regulatory require-
ment in Al governance, such as under the EU Al Act. If we
fail to assess and address the security challenges of human
oversight, we risk overlooking potential attack vectors in
high-risk contexts; and without awareness of these vectors,
we will not be able to design effective countermeasures and
hardening strategies. Ultimately, neglecting security aspects
of human oversight can undermine its main objective—risk
mitigation—or even increase risks by introducing additional
attack vectors.

In this paper, we introduce a security-related perspective
on human oversight of AI. Human oversight is best under-
stood as a sociotechnical system that can be instantiated
in many different ways. For the purposes of threat model-
ing, we model it as an IT application and draw on estab-
lished cybersecurity methods to analyze attack surfaces and
vulnerabilities. This enables us to identify security threats
to the key requirements of effective human oversight (i.e.,
epistemic access, self-control, causal power, and fitting in-
tentions; (Sterz et al. 2024)). Threat modeling further pro-
vides insights into applicable countermeasures and harden-
ing strategies to mitigate the identified cybersecurity risks.

This paper makes three key contributions. First, we in-
troduce a security-related perspective on human oversight
of Al This perspective is critically missing from research,



even though human oversight is becoming an integral com-
ponent of the safety, security, and accountability architec-
ture of Al operations, and thus an increasingly viable target
for malicious actors. Second, we provide guidance on how
to perform threat modeling in sociotechnical contexts and
identify cybersecurity threats of human oversight with pos-
sible countermeasures. Thereby, this work provides a start-
ing point for future threat modeling of implementations of
human oversight. Third, we provide a list of security vul-
nerabilities and hardening strategies that are applicable to
human oversight applications in general and should always
be considered by practitioners. We hope these contributions
support Al governance and system design in ensuring not
only effective but also secure human oversight of Al

Related Work
Effective Human Oversight of Al

Research discusses the nature of human oversight of Al, in-
cluding the what, when, and who of oversight. Regarding the
what, many forms of human-Al collaboration involve human
oversight. Across a wide range of human-Al interaction use
cases, humans monitor Al system outputs, check their ac-
curacy, request explanations, adapt outputs, intervene when
systems malfunction, or take over manual control in the
event of failures (Lai et al. 2023; Bansal et al. 2021; Yurrita
et al. 2025; Ehsan et al. 2022; Liao, Gruen, and Miller 2020;
Tahaei et al. 2023; Liao and Varshney 2021; Buginca 2024).
In a more targeted sense, and following how emerging re-
search has defined the concept (Sterz et al. 2024; Gaube et al.
2026), human oversight specifically refers to humans mit-
igating risks in Al operations (McBride, Rogers, and Fisk
2011; Enqvist 2023). More concretely, oversight personnel
should monitor Al systems, detect failures and malfunctions,
identify unsafe states, flag inaccurate outputs, and recognize
outputs that may pose risks to fundamental human rights,
such as discriminatory outputs (Sterz et al. 2024; Langer,
Baum, and Schlicker 2025; Enqvist 2023). Once such issues
are detected, oversight personnel are expected to act in ways
that effectively mitigate risks (Langer, Baum, and Schlicker
2025; Sterz et al. 2024). This can involve taking over manual
control, overwriting inaccurate or inadequate outputs (Chu
et al. 2023), or stopping Al operations and triggering in-
tervention by other human stakeholders, such as develop-
ers who can adapt the system. Importantly, the Al system
under oversight may be operated by another human who is
not considered oversight personnel but a user of the system.
For example, a patient using an Al chatbot for mental health
support (Wester et al. 2024) would be the user, while over-
sight personnel monitor the patient—Al interaction to detect
risky situations (e.g., if the patient discusses suicidal behav-
ior with the chatbot).

Regarding the when, human involvement is important at
every stage of Al development: during system design, at run
time, and when inspecting errors and failures in hindsight
(Shneiderman 2016, 2020; Gomez-Beldarrain et al. 2025).
In a more targeted sense, human oversight usually refers
to personnel overseeing Al systems during run time (Sterz
et al. 2024; Laux 2024). This ranges from dynamic, time-
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critical situations like autonomous vehicle oversight (Chu
et al. 2023; Kraus et al. 2019) to less time-pressured con-
texts like judicial Al (Langer, Baum, and Schlicker 2025;
Jin and Salehi 2024).

Regarding the who of human oversight, any human with
the skills necessary to effectively oversee an Al system
could serve as oversight personnel (Enqvist 2023; Xie, Zim-
merman, and Eslami 2025). These individuals may be do-
main experts such as doctors or judges, who can evaluate the
adequacy of specific Al outputs based on their expertise. Al-
ternatively, oversight personnel may be trained to detect Al
failures without being domain experts in the task performed
by the Al For example, in a medical Al setting, one over-
sight person might monitor the system’s technical functions
on an aggregate level, while medical professionals evaluate
individual outputs requiring domain knowledge (Xie, Zim-
merman, and Eslami 2025; Langer, Baum, and Schlicker
2025). Human oversight can also be performed by a single
individual or by a team collaboratively overseeing Al sys-
tems.

Research has also examined the requirements for effec-
tive human oversight. Sterz et al. (2024) identify four key
aspects: epistemic access, causal power, self-control, and fit-
ting intentions. Epistemic access means that oversight per-
sonnel possess sufficient knowledge about the Al system and
understand the consequences of their interventions. With-
out it, they may fail to detect system failures or inaccurate
outputs. Causal power refers to the ability to intervene in
ways that influence AI processes and outputs. Without it,
oversight personnel may be unable to overwrite or correct
system outputs. Self-control requires oversight personnel to
maintain agency over their own actions. For instance, fatigue
or intoxication may impair their capacity to fulfill oversight
duties. Likewise, being threatened by another person can
also undermine self-control, as the actions performed by the
oversight personnel are then steered by another agent. Fit-
ting intentions means that personnel are motivated to carry
out their responsibilities with the right intentions. In an ex-
treme case, a malicious actor might be hired as oversight
personnel and deliberately undermine Al safety. In a less ex-
treme case, poor working conditions may erode motivation
and attention, weakening oversight effectiveness (Sterz et al.
2024).

Finally, regarding how to design effective human over-
sight, insights from the broader field of human-Al collab-
oration provide valuable guidance (e.g., (Lai et al. 2023;
Amershi et al. 2019; McBride, Rogers, and Fisk 2011)). Re-
search emphasizes the sociotechnical nature of oversight and
highlights the need to design technical, human, and contex-
tual factors that support effective oversight (Langer, Baum,
and Schlicker 2025; Laux 2024; Sterz et al. 2024). Tech-
nical factors include system interface design, explainabil-
ity approaches, and interaction modes between humans and
Al systems (Bansal et al. 2021; Langer et al. 2021; Miller
2019; Buginca, Malaya, and Gajos 2021). Human factors in-
clude the skills oversight personnel need and the training
they receive (Xie, Zimmerman, and Eslami 2025; McBride,
Rogers, and Fisk 2011; Langer, Baum, and Schlicker 2025).
Contextual factors include the design of the working envi-



ronment, time pressure, and the clarity of roles and responsi-
bilities within oversight teams (Langer, Baum, and Schlicker
2025; Yun et al. 2025; Parker and Grote 2020).

Cybersecurity for Al

With the implementation of Al systems across diverse con-
texts, ensuring the security of deployment has become in-
creasingly important. Enabling systematic threat modeling
for Al-based applications requires an in-depth understand-
ing of specific attack vectors and the attack surface within
an application domain (Theisen et al. 2018). Traditionally,
an attack vector is defined as a method or pathway that a
malicious actor uses to gain access to a network or system.
In this paper, we extend the definition to also include meth-
ods or pathways that undermine the effectiveness of human
oversight. We use the term attack surface to describe the
set of points where a malicious actor could attempt to en-
ter, exploit, or otherwise attack digital and Al infrastructures
(Theisen et al. 2018). While there is research that systemat-
ically analyses Al-based systems from a cybersecurity per-
pective (Gao et al. 2021; Qammar, Ding, and Ning 2022),
such research is missing for human oversight.

Related work in the field of Al cybersecurity examines at-
tack vectors that target Al systems. For instance, poisoning
attacks manipulate training data to introduce backdoors into
Al models that can later be exploited (Shafahi et al. 2018;
Gu et al. 2019; Jagielski et al. 2021). Adversarial attacks
embed imperceptible patterns into inputs to change model
behavior, often causing misclassifications or other problem-
atic outcomes (Huang et al. 2017; Ziigner, Akbarnejad, and
Giinnemann 2018; Akhtar and Mian 2018). Another line of
research targets explainable Al (XAI) methods designed to
enhance understanding of Al decisions (Langer et al. 2021).
Such attacks manipulate explanations to obscure the real
reasons behind a model’s decision (Slack et al. 2020; Aivod;ji
et al. 2019; Slack et al. 2021). However, Al systems are still
IT systems at the core. This means that traditional attack
vectors, like distributed denial-of-service (DDoS) (Lau et al.
2000; Paxson 2001), man-in-the-middle (MITM) attacks,
which rely on the attacker’s ability to secretly intercept, re-
lay, and possibly alter communication between two parties
(Conti, Dragoni, and Lesyk 2016), or social engineering at-
tacks (Alizadeh et al. 2023; Distler 2023), have to be consid-
ered for Al systems as well. Furthermore, human-centered
attack vectors that are usually underexplored in cybersecu-
rity, e.g., coercion, bribery, and insider threats like disgrun-
tled employees (Holovkin, Tavolzhanskyi, and Lysodyed
2021; Weber 2017; Maasberg et al. 2020) are of special im-
portance for human oversight.

In response to the many ways digital systems can be
attacked, cybersecurity research has developed hardening
strategies as methods designed to secure Al systems against
attacks (Ross et al. 2019; Reda et al. 2023; Banik et al.
2023). One line of work establishes methods for secur-
ing data traffic in computer networks. Network manage-
ment systems can detect malicious traffic (Stallings 1995;
litumba et al. 2023), while encryption protects legitimate
communications (Menezes, Van Oorschot, and Vanstone
2018; Al Qahtani, Story, and Shehab 2024). To monitor or-
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ganizational IT systems, intrusion detection systems have
been introduced and are continuously improved (Khraisat
et al. 2019; Kheddar 2025). Another widely used practice
is red teaming, where every system component is rigorously
tested by simulating attacks; research continues to optimize
red teaming approaches (Oakley 2019; Zhang et al. 2024).
Beyond technical strategies, organizational measures also
play a key role. Transparency of software components is cru-
cial for analyzing systems and identifying potentially harm-
ful functionalities (Hughes and Turner 2023; Hall, Mundahl,
and Park 2025). Other well-established approaches include
governance principles and audit frameworks that help secure
deployed systems (Sabillon et al. 2017; Falco et al. 2021).
Finally, like attack vectors, hardening strategies must also
address the human factor. Research has explored how to im-
prove system security by training users and raising aware-
ness of risks (Glas, Vielberth, and Pernul 2023; Oh et al.
2025).

In this paper, we extend the literature by contextualizing
attack vectors and hardening strategies specifically for se-
curing human oversight of Al and show how to use this
knowledge for systematic threat modeling of human over-
sight.

Threat Modeling of Human Oversight

Human oversight can serve as part of the safety, security, and
accountability architecture of Al systems, as oversight per-
sonnel are expected to detect and mitigate risks. In addition,
oversight personnel may be required to confirm that an Al
system is in a safe state. Human oversight may become even
more important in Al operations if it evolves into a require-
ment of Al governance and regulation in high-risk contexts
(Enqvist 2023; Laux 2024; Sterz et al. 2024).

With a more wide-spread implementation, human over-
sight will become an increasingly viable target for mali-
cious actors seeking to corrupt or disrupt Al-based opera-
tions. Such actors could be cybercriminals targeting high-
risk Al systems for ransom or foreign governments attacking
a country’s critical infrastructure in hybrid or open conflict.
Furthermore, sufficiently powerful Al agents that are suc-
cessfully attacked could themselves become malicious ac-
tors by attempting to evade oversight (Amodei et al. 2016;
Meinke et al. 2024). Considering these threats, designing hu-
man oversight requires not only ensuring effective oversight
(Sterz et al. 2024) but also ensuring secure human oversight.

In cybersecurity, the standard approach to identify, quan-
tify and address potential flaws and vulnerabilities within an
IT system is to perform threat modeling. Organizations and
IT-professionals can use threat modeling to examine the IT
system at hand from the viewpoint of malicious actors us-
ing a structured process. Threat modeling consists of four
steps. First, the scope of the tested application has to be de-
termined, usually by creating a data flow diagram (DFD).
Furthermore, the first step identifies entry points into the
application, exit points of the application, privilege or trust
boundaries, and assets that need to be protected. The second
step involves determining threats to the tested application.
We here use the well-established STRIDE (Kohnfelder and
Garg 1999) model for determining threats. STRIDE stands



for Spoofing, Tampering, Repudiation, Information Disclo-
sure, Denial of Service, Elevation of Privilege. During the
third step of threat modeling, countermeasures and potential
hardening strategies are determined for identified threats.
The fourth step consists of assessing the results of the pre-
vious steps and ensuring that no important points have been
missed. For this manuscript, step four will be implicitly ad-
dressed in the discussion.

This section details the decisions we took in performing
threat modeling for modeling human oversight as an IT ap-
plication, and how we incorporated its sociotechnical con-
text into the analysis. We provide guidance for researchers
and practitioners who want to perform threat modeling for
their real-world implementations. A practical running exam-
ple that maps our findings onto a concrete use-case is avail-
able in the online appendix'.

Step 1 — The Scope of Human Oversight

To determine the scope of the work, the first step of threat
modeling is to collect information about the subject of the
threat modeling. A data flow diagram (DFD) shows differ-
ent paths through an application and indicates the locations
of privilege boundaries (also called trust boundaries). These
boundaries indicate that movement along the path leads to
a change of privileges, i.e., users and processes beyond the
boundary have more rights to perform actions within the sys-
tem like write data or run software. We extend the meaning
of privilege boundaries to also include the right for interven-
tion, meaning that entities with higher privilege can inter-
vene on entities with lower privilege. The shape of nodes in
a DFD are associated with specific meanings. A rectangle
indicates an external entity, like a user that accesses the ap-
plication. A circle indicates a single process. Two concentric
circles indicate multiple subprocesses. Data flows are indi-
cated by arrows, and privilege boundaries are indicated by
dashed lines. Traditionally, DFDs can indicate data storage
nodes with two parallel lines but we did not need this node
type for the human oversight DFD. Furthermore, DFDs are
hierarchical meaning different levels of DFDs can be created
for an application. Each DFD focuses on a different part of
the application. This approach has the advantage that every
isolated DFD remains relatively simple. We use this prop-
erty to compensate for the fact that we are not looking at a
concrete implementation but a more abstract concept. De-
signing a high-level DFD allows us to omit implementation
details via the two types of process nodes. Real-world im-
plementations of human oversight can then fill in the details
of the processes with lower-level DFDs.

The Human Oversight DFD Figure 1 presents our DFD
of the human oversight application. We identified three ex-
ternal entities. The users node includes all entities that in-
teract with the Al system, either humans or other IT sys-
tems. The superior node indicates structures within the or-
ganization that have greater authority than the human over-
sight system. That could be for example the management of
the organization. The external advisory board node indicates
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an external entity that defines appropriate actions and goals
of human oversight, similar to an ethical advisory board.
Next, there are two multiple processes nodes in the DFD.
One node represents the Al system, the other node repre-
sents the human oversight IT system. The human oversight
IT system consists of all software that the human oversight
personnel need to perform their duties. By choosing multiple
processes nodes for the Al system and the human oversight
IT system, we can create a top-level DFD that is valid for
numerous implementations of human oversight. In case of
threat modeling a concrete human oversight application in
the future, these multiple processes nodes have to be speci-
fied with additional lower-level DFDs. Finally, the last iden-
tified node represents the human oversight personnel. We
model this component of the human oversight application
as a process to indicate the active role of humans in human
oversight (Langer, Baum, and Schlicker 2025). Furthermore,
the crucial role of human oversight personnel to the applica-
tion is shown by the high connectivity of this node. In many
real-world cases of human oversight, the HO personnel can
also be a user of the Al system. This role duality has to be
considered in the threat modeling.

We identified several data flows within our human over-
sight application. Users send inputs to the Al system, which
responds by sending outputs back to the users. Inputs can be
any data that is used to interact with the AI system. Simi-
larly, outputs can be arbitrary data that represents the output
of the Al system (e.g., decisions or generated data points).
There is a data flow between users and HO personnel indi-
cating the possibility of users to directly send feedback and
reports to the HO personnel. Such user reports are an im-
portant oversight signal in many applications. Another data
flow connects the Al system with the human oversight per-
sonnel. While the Al system sends operational parameters
to the human oversight personnel (this is often called mon-
itoring in the HO literature), the oversight personnel per-
forms interventions on the Al system (Langer, Baum, and
Schlicker 2025). These can include commands to shut down,
corrections of model parameters, or other interventions. The
next data flow is located between human oversight personnel
and human oversight IT system. While the personnel sends
the operational parameter from the Al system to the human
oversight IT system, the IT system uses these parameters to
provide decision support for the oversight task. These will be
transferred back to the human oversight personnel. The op-
erational parameters could be directly sent from the Al sys-
tem to the human oversight IT system. However, this would
not create a new privilege boundary crossing and, thus, can
be viewed as similar to our DFD. We decided on the cur-
rent DFD design to emphasize the importance of the human
oversight personnel. There is a data flow between the hu-
man oversight personnel and the superior node. Since the
superior node represents an entity of higher authority, the
data flow labeling is chosen to represent this hierarchy. The
human oversight personnel sends reports to the entity with
higher authority while instructions (e.g., work instructions)
are flowing the other way. Finally, data in form of guidelines
flow from the external advisory board to the human over-
sight personnel.
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Five privilege boundaries can be identified in the current
DFD. First, there is a privilege boundary between users and
the Al system. While users should have minimal rights that
are necessary to use the application, the Al system needs
enough rights to fulfill its task. Second, there is a privilege
boundary between users and HO personnel with a similar
reasoning. Third, there is a privilege boundary between the
Al system and the human oversight personnel. Being able to
intervene on the Al system requires the HO system to have
higher privileges than the Al system. Fourth, there is a priv-
ilege boundary between the human oversight personnel and
the superior node. Since the superior node represents man-
agement of an organization, this node has the higher privi-
lege context. The fifth privilege boundary lies between the
human oversight personnel and the external advisory board.
An external advisory board has no privileges within the sys-
tem. That means we have five different privilege levels: ad-
visory privilege, user privilege, Al privilege, HO privilege,
and superior privilege.

Entry Points The identification of entry points is the next
part where it is necessary to understand possible paths that
are open to a malicious actor to attack an application. Usu-
ally, this means to determine technical entry points like
HTTP ports, login pages or functions, or search entry pages.
Since we are not looking at a concrete implementation of
human oversight, our analysis focuses on potential points
of interest that need to be closely examined for real-world
applications of human oversight. For every entry point, we
also specify which privilege levels are required to use the en-
try point. Table 1 shows a summary of the entry points. The
three identified entry points are the component used by users
to access and use the Al system, the component used by hu-
man oversight personnel to access the human oversight ap-
plication, and the component that allows entities with higher
authority to access the human oversight application.
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Exit Points Some attacks require an exit point to achieve
their goal, i.e., a gateway that can be used to ex-filtrate data
from the application. Two more commonly known attacks
worth mentioning here are cross-site-scripting vulnerabili-
ties and information disclosure vulnerabilities. In general,
exit points that are not sufficiently secured can be exploited
by attackers to collect sensitive information. From a tech-
nical point of view, exit points often have a corresponding
entry point. All exit points are summarized in Table 2. We
identified three exit points for the human oversight applica-
tion: the Al output provided to users, the component allow-
ing human oversight personnel to access the human over-
sight application, and the component used to provide work
reports to entities with higher authority.

Assets To complete the first step of threat modeling human
oversight, we identify assets that need to be protected. As-
sets can be both physical and abstract. Physical assets are for
example sensitive information like medical data of patients.
Abstract assets can be understood as important properties
and states, like the reputation of an organization. The lists
of physical and abstract assets presented in this work are not
exhaustive and may need extension for real-world applica-
tions.

We identify two physical assets (Table 3). The first are
the log-in credentials of human oversight personnel. These
would allow attackers to gain access with high privileges.
Another physical asset is sensitive user information. De-
pending on the AI system, additional information about
users might be necessary to ensure that the human oversight
system has sufficient knowledge about a situation to decide
whether or not to intervene. Envision an Al system that acts
as a medical decision support system. Judging the validity of
decisions made by such a system requires detailed knowl-
edge of patient-specific information. In general, such sen-
sitive information has to be protected against unauthorized



ID | Entry point

Description

| Privilege levels

Entry.1 | User login

Login procedure for users to interact with the Al system. This could be
a login page reachable from the internet using a browser. Other
possibilities are APIs, specialized user applications, or hardware
components.

user, Al, HO, superior

Entry.2 | HO personnel login

Login procedure for human oversight personnel to get access to the
human oversight system. Possible options for this entry point are
browser-based login pages, specialized applications, or hardware
components.

HO, superior

Entry.3 | Access of superiors

Capabilities of entities with higher authority (e.g., management of
organizations) to gain access to the human oversight system. This can

superior

include organizational structures and intervention capabilities.

Table 1: A list of all identified entry points into the human oversight application. The column privilege levels indicate which

privilege levels are required at each entry point.

ID | Exit point

Description

| Corr. entry point

Exit.1 | AI Output

users.

Communication channel that is used by the Al system to deliver
outputs (e.g., predictions, decision, or generated data points) to

Entry.1

Exit.2 | HO authentication

procedure.

Response functionality by the human oversight application to
deliver the results of the human oversight personnel’s login

Entry.2

Exit.3 | HO system report

Communication channel between human oversight system and
entities with higher authorities. This channel is used to deliver
activity report and other requested information to superiors like the
management of an organization.

Entry.3

Table 2: A list of identified exit points of the human oversight application. The last column indicates the corresponding entry

point to each exit point, if such an entry point exists.

access.

We identified seven abstract assets (Table 4). The first
three assets that need to be protected are defined by the ba-
sic focus of cybersecurity, the CIA triad. This concept de-
scribes three main aspects of IT systems that have to be
protected. The first aspect is the confidentiality of informa-
tion within the system (denoted by the letter *C”). Confiden-
tiality is closely connected with the physical assets identi-
fied above but also covers appropriate management of read
access within the application. The second aspect is the in-
tegrity of data and functionality of the IT system (denoted
by the letter 'I’). For human oversight this can include for
example ensuring correctness of Al operational parameters
or correct functioning of software components. The last as-
pect covered by the CIA triad is availability (denoted by the
letter *A’). For example, it needs to be ensured that the hu-
man oversight personnel can access the Al system or the
human oversight IT system. Furthermore, the obligations as-
sociated with human oversight can only be fulfilled, if such
oversight can be considered effective. Therefore, the four re-
quirements of effective oversight (Sterz et al. 2024) have to
be added to the list of abstract assets. The first asset is epis-
temic access, which means that human oversight personnel
has to be able to understand the functioning of the Al sys-
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tem. The next asset is causal power, which means that the
human oversight system has to be able to perform interven-
tions on the Al system. The third requirement is self-control,
which means that the human oversight personnel of our ap-
plication can make decisions without malicious outside in-
fluence. Finally, the fourth requirement is fitting intentions.
Mapping this requirement onto our human oversight appli-
cation means that the goals of the human oversight personnel
have to be aligned with the overall goals of human oversight.

Step 2 — Security Threats

We use the established threat model STRIDE (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of
Service, Elevation of Privilege) to identify security threats to
the human oversight application. STRIDE allows us to ex-
amine the application from an attacker’s perspective and to
identify vulnerabilities with the attacker’s goals in mind.

Spoofing The term spoofing summarizes threat actions
that are aimed at accessing and using credentials without
permission. The goal is to interact with a system while as-
suming a false identity. This can allow attackers to gain
unauthorized access to sensitive data or functionalities.

The obvious target in this application is the human over-
sight personnel and, thereby, using entry point HO person-



ID Name

Description

PA | ‘ HO personnel credentials The keys that human oversight personnel uses to access the human oversight
system.
Depending on the concrete application, the human oversight system might
PA.2 | User data store sensitive information about users, if this information is needed to
determine whether an intervention has to be performed.
Table 3: List of identified physical assets of the human oversight application.
ID | Name | Description
AA.1 | Confidentiality Ensurmg_ that sensitive information about the human oversight apph.catlo.n, 1_11§e
interventions or decision protocols, cannot be accessed by unauthorized individuals.
AA2 | Integrity | Ensuring the correctness of data and functionality of the human oversight application.
AA3 | Availability | Ensuring that the human oversight application is functional at all times.
AA4 | Epistemic access Ensuring that human oversight personnel can sufficiently understand how the Al
system works.
AAS ‘ Causal power ‘ Ensuring that the human oversight system can sufficiently intervene into the Al system.
AA6 | Self-control En§urmg that the human oversight personnel has sufficient control over their own
actions.
AA.7 | Fitting intentions Ensuring that the 1nternal. goals of.hur.nan oversight personnel are aligned with the
goals of the human oversight application.

Table 4: List of identified abstract assets of the human oversight application.

nel login (Entry.2) for exploitation. Human oversight per-
sonnel has to have far reaching privileges within the human
oversight application, thus, gaining access through the HO
personnel login can be a high priority target for attackers.
The first set of tools to pursue this target are the different
methods from social engineering. These include water hol-
ing, baiting, phishing, vishing, smishing, and others. Any
of the mentioned approaches can be used to steal creden-
tials and use them for unauthorized access with considerable
privileges. If there is insufficiently secured remote access
to the human oversight application, attackers can perform
a MITM attack to get transferred information, which in this
case are credentials. The abstract assets that are vulnerable
to social engineering attacks are confidentiality (AA.1) and
self-control (AA.6). The vulnerability of confidentiality is
self-evident. Since the credentials themselves are considered
confidential information, attacker access to credentials is a
breach of confidentiality. The vulnerability of self-control
becomes clear when looking at the goal of spoofing attacks:
accessing an application while assuming a false identity. At-
tackers that use stolen credentials and are able to use these
credentials to log into the human oversight application can
act as human oversight personnel. For the system, all ma-
licious actions taken will look like actions by human over-
sight personnel. Therefore, the human oversight personnel is
no longer in control of their own actions. The physical asset
HO personnel credentials (PA.1) is a target of these types of
attacks.

Another possible direction of spoofing attacks has
emerged with the rise of more and more powerful agentic
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Al This direction comes from the AI agents themselves.
Research has suggested that current state-of-the-art large
language models (LLMs) have the ability to do scheming
(Meinke et al. 2024). This term summarizes different mis-
aligned behavioral patterns shown by LLMs that are meant
to pursue objectives that differ from expectations of human
users. With insufficiently secured model context protocol
(MCP) servers, Al agents can try to use available tools to ac-
cess credentials of human oversight personnel. Using these
credentials, the Al agent can act within the human oversight
system acting as the human oversight personnel. In this sce-
nario, human oversight would be completely bypassed by
the AI agent. Obviously, one abstract asset that is attacked
in this scenario is integrity (AA.2). An agentic Al bypass-
ing human oversight renders the functionality of the hu-
man oversight application useless. Furthermore, self-control
(AA.6) is also attacked since a successful attack results in
another entity being in control of the human oversight per-
sonnel’s actions. One might argue that also the assets confi-
dentiality (AA.1) and HO personnel credentials (PA.1) are
attacked. However, we would argue that misaligned behavior
of Al agents does not expose confidential data to the outside
of the application. Therefore, these assets are not attacked.

Tampering The term tampering summarizes attacks that
are aimed at maliciously modifying a system. This can in-
clude changing persistent data, altering the system’s behav-
ior, or messing with communication in transit.

One target for tampering attacks is the communication
from users to the AI system. Malicious actors can use
(il)legitimately obtained user credentials to send (indirect)



prompt injections to the Al system. Additionally, MITM at-
tacks can be used to modify legitimate traffic coming from
users with (indirect) prompt injections. Such attacks can
cause Al systems to produce unexpected behavioral patterns.
The first asset vulnerable to this attack is integrity (AA.2)
since (indirect) prompt injections cause unexpected behav-
ior of Al systems and, thus, attack the functional integrity
of the system. The second vulnerable asset is epistemic ac-
cess (AA.4). Since tampering attacks alter the behavior of
Al systems and can go undetected, the knowledge of the HO
system on how the Al system works gets eroded. If the Al
system has the rights to write data, the physical asset user
data (PA.2) can also be vulnerable to these attacks. Mali-
cious actors can try to exploit these rights and trigger the Al
system to change stored user data.

Another possible tampering attack is targeting the supply
chain to poison training data or directly modify model pa-
rameters. Poisoning attacks can embed back doors into Al
models, which can be exploited once the model is deployed.
Again, backdooring Al models and tampering with param-
eters erode the HO system’s fundamental understanding of
how the Al system functions. Thus, epistemic access (AA.4)
is a target of these attacks. Furthermore, integrity (AA.2) is
also a target, since the attacks aim to compromise the func-
tional integrity of the Al system.

Repudiation The term repudiation summarizes attacks
that are aimed at performing prohibited operations within
an IT system. These can exploit lacking capabilities to track
operations within a system.

The first attack vector that can be exploited for repudia-
tion is adversarial attacks and (indirect) prompt injections.
Using the communication channel between Al system and
users, malicious actors can try to circumvent guardrails em-
bedded into Al systems to trigger forbidden operations. In
the worst case, sensitive data can be extracted exploiting
the lethal trifecta (Willison 2025) together with exit point
Al output (Exit.1). If the AI system has access to log files,
malicious actors can try to hide these forbidden operations.
Therefore, (indirect) prompt injections can be used to attack
both physical assets, HO personnel credentials (PA.1) and
User data (PA.2). Furthermore, the abstract assets confiden-
tiality (AA.1), integrity (AA.2), and epistemic access (AA.4)
are vulnerable to these attacks.

LLM’s ability to perform scheming can also open the hu-
man oversight application to repudiation attacks. Scheming
can convert an Al system into an insider threat by trigger-
ing forbidden operations due to misaligned behavior. Again,
these attacks can be obscured, if the Al system has the abil-
ity to alter log files. Epistemic access (AA.4) and integrity
(AA.2) are vulnerable to this form of attack, since scheming
prevents human oversight personnel from fully understand-
ing the functioning of the Al system and the functionality of
the Al system is compromised. Depending on how extensive
the misaligned Al system can operate within the application,
the asset causal power (AA.S) can also be vulnerable. An Al
system with sufficient rights can potentially limit the inter-
vention capabilities of the human oversight personnel.

Another set of attack vectors for repudiation attacks is
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directly targeted at the human oversight personnel. Bribery
and coercion can be used by malicious actors to force human
oversight personnel to perform prohibited operations. Again,
being able to alter the log files allows human oversight per-
sonnel to hide these forbidden operations. The abstract as-
sets confidentiality (AA.1) and integrity (AA.2) are vulnera-
ble to these types of attacks, since both bribery and coercion
can be used to extract sensitive information from the sys-
tem and maliciously alter persistent data and functionalities.
Furthermore, coercion attacks self-control (AA.6) due to the
outside force that determines the actions for the human over-
sight personnel. Bribery attacks fitting intentions (AA.7),
since the original goal of the human oversight personnel
gets overridden with monetary or otherwise self-serving in-
terests.

Information Disclosure The term information disclosure
summarizes attacks that aim at reading files without permis-
sion or reading data in transit. Since all attacks that fall into
this category are explicitly targeting the disclosure of sen-
sitive information, the asset that is mainly targeted by these
attacks is confidentiality (AA.1). Furthermore, the two iden-
tified physical assets HO personnel credentials (PA.1) and
user data (PA.2) are sensitive information and, thus, can also
be targeted by information disclosure attacks.

The two data flows that will be the main target of informa-
tion disclosure attacks are between Al and human oversight
personnel, and human oversight personnel and IT system.
Both data flows contain valuable information about the inner
workings of the human oversight applications and, hence,
might be interesting for attackers. The data flow between
users and Al system could also be attacked. However, this
data flow contains mainly information about the inner work-
ings of the Al system. This data flow plays only a secondary
role for the threat modeling of human oversight. A standard
attack vector for data in transit is MITM attacks.

Denial of Service The term denial of service covers at-
tacks attempting to deny access to valid users, such as by
making a web server temporarily unavailable or unusable.
One of the most well-known attack patterns that fall into this
category is flooding a server with more requests than can be
reasonably processed. This leads to the server becoming un-
responsive. These attack patterns are also called (distributed)
denial of service ((D)DoS) attacks. In general, threat actions
that fall under the term denial of service are targeting the
abstract asset availability (AA.3).

The first obvious target for denial of service attacks is the
human oversight IT system. If the network that runs the IT
system is accessible from the internet, malicious actors can
deploy (D)DoS attacks to flood the network with requests.
Another possibility is the exploitation of software vulnera-
bilities to cause a shutdown of the human oversight IT sys-
tem. Since the human oversight IT system provides help to
human oversight personnel to understand the Al system’s
behavior and decision support, a denial-of-service attack on
the IT system additionally targets the abstract asset epis-
temic access (AA.4).

In a distributed setting, where the HO system is not co-
located with the Al system, malicious actors can specifically



target the network of the human oversight personnel. This
would prevent human oversight personnel from intervening
into the Al system and, thus, additionally targets the abstract
asset causal power (AA.S).

Elevation of Privilege The term elevation of privilege
summarizes attacks that aim at escalating the own privi-
leges within a system. An elevation of privileges attack uses
vulnerabilities and design/configuration flaws after an initial
network breach to get access to data and functionalities that
are normally inaccessible for the initial privilege group. Due
to our extended definition of privilege, an elevation of privi-
lege attack can also lead to intervention rights that normally
would not be accessible.

An attack vector that can be exploited by malicious actors
to attack the Al system within the human oversight applica-
tion is jailbreaking. Here, different techniques like poison-
ing attacks and adversarial attacks can be used to circumvent
guardrails that prevent Al systems from misaligned behav-
ior. Together with the exploitation of software and design
flaws this can lead to the Al system having similar privi-
leges to the human oversight components. In this case, inter-
ventions issued by the human oversight personnel could be
overwritten by the Al system. Therefore, these attacks target
the abstract asset causal power (AA.S).

Step 3 — Countermeasures and Hardening
Strategies

The STRIDE analysis revealed several vulnerabilities within
the human oversight application. The next step in our threat
modeling highlights a few countermeasure and mitigation
strategies that should be adhered to when implementing hu-
man oversight. The list is not exhaustive since our theoreti-
cal threat modeling cannot determine all threats that an ac-
tual implementation might face. For example, there might
be mitigation strategies that depend on specific hard- and
software components installed into the human oversight ap-
plication. Therefore, the provided list can be understood as
a starting point and minimal set.

Intrusion Detection System Several threat actions identi-
fied in the previous section require an initial breach of the
application environment. Therefore, the application’s envi-
ronment, including all computer and network components,
should be closely monitored using intrusion detection sys-
tems (IDS). These systems typically combine multiple com-
ponents and methods to perform this monitoring. The core
technical components of an IDS include network or host sen-
sors (depending on the IDS type), a database, a management
module, and an analysis module. Host and network sensors
monitor the system and collect the necessary information
needed for the detection of attacks. The database needs to
ensure that the data collected by sensors is stored with a suf-
ficient degree of detail and for a sufficient amount of time.
The management module provides all functionalities needed
for configuring and calibrating the IDS. The analysis module
provides all functionalities necessary for analyzing stored
data and performing incident detection. A well-designed and
maintained IDS can significantly enhance the cybersecurity
of IT systems (Bace and Mell 2001; Khraisat et al. 2019).
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Encryption Another mitigation strategy that protects sen-
sitive information is encryption. Non-encrypted data traffic
enables malicious actors to carry out for example MITM at-
tacks with relative ease, often without requiring technical
expertise or expensive software and hardware. This makes
an application vulnerable to spoofing, tampering, and infor-
mation disclosure threats. To ensure adequate security, mod-
ern cryptographic methods with strong security guarantees
must be employed to encrypt data traffic (Kopal et al. 2014;
Bundesamt fiir Sicherheit in der Informationstechnik 2025).
Furthermore, encrypted data storage should be considered
throughout the human oversight application.

Network Management Denial-of-service threats over-
whelm a network by generating excessive traffic. Defending
against these forms of attacks requires a multi-step approach
(Osanaiye, Choo, and Dlodlo 2016; Bawany, Shamsi, and
Salah 2017). The first step is to deploy monitoring systems
that analyze network traffic and trigger alerts if a potential
(D)DoS attack is detected. The second step involves meth-
ods to distinguish between benevolent traffic (typically gen-
erated by humans) and malicious traffic (often produced by
bots). Finally, filtering techniques can mitigate (D)DoS at-
tacks by restricting or limiting what users — humans or bots
— can do within the network.

Transparency Enhancing transparency can improve cy-
bersecurity by facilitating the detection of attacks. While
transparency itself is not typically considered a cybersecu-
rity measure, it provides access to key security-relevant in-
formation, such as implemented components, training data,
system functionality, development processes, and dependen-
cies. When combined with other cybersecurity tools, such
as vulnerability management, the information made avail-
able through transparency increases the likelihood of detect-
ing attacks. Additionally, transparency supports auditing and
compliance attestations by making security-relevant infor-
mation easily accessible and enables model tracking. Trans-
parency can also help to secure the supply chain of Al, for
example with an SBOM for Al (G7 Cybersecurity Working
Group 2025). This could help as a countermeasure against
Al specific attacks, like poisoning or adversarial attacks.

Training of Human Oversight Personnel Training aims
to strengthen the resilience of human oversight personnel
against attacks (Schaab, Beckers, and Pape 2017). Training
initiatives can help personnel to recognize, resist, and prop-
erly respond to manipulation attempts. Training may include
social engineering awareness, teaching personnel to identify
common manipulation tactics such as phishing or imperson-
ation of authority figures. Practical exercises, such as sim-
ulated phishing campaigns or role-play scenarios, reinforce
recognition and proper reporting behaviors.

It can also address resilience against coercion, preparing
personnel to respond to threats or undue pressure. This in-
cludes protocols for escalating coercion attempts, access to
secure whistleblowing channels, and preparation to maintain
effective human oversight under stress. Anti-bribery training
can teach recognizing undue influence. Clear organizational
policies defining conflicts of interest and mandatory disclo-



sure mechanisms further reduce the risk of misaligned inten-
tions. Training of human oversight personnel counters social
engineering, coercion, and bribery.

Red Teaming The term red team refers to an indepen-
dent group that investigates an organization’s IT systems
to identify vulnerabilities and security flaws (Mansfield-
Devine 2018). The red team simulates the behavior of mali-
cious actors, employing all methods that real attackers might
use. Its goal is to uncover as many exploitable security issues
within the tested system as possible. Continuous red teaming
can help to stay on top of emerging security flaws after the
initial threat modeling of an application. Software systems
are dynamic and, thus, require constant monitoring.

Multi-Layered Oversight Structure As the role duality
can cause human oversight personnel to also be users of
the Al system, a layered approach to hardening the system
should be implemented. A multi-layered oversight structure
can reduce the risk of exploited privilege violations due to
role duality.

Discussion

Research on human oversight of Al has primarily focused on
increasing its effectiveness (Sterz et al. 2024; Green 2022;
Enqvist 2023; Shneiderman 2016). In this paper, we high-
light the importance of complementing this focus with a
security-related perspective on human oversight. This per-
spective is critical because digital systems are increasingly
pressured by cybercriminals and weaknesses in single com-
ponents can compromise whole IT infrastructures, a risk
that will also apply to human oversight as it becomes more
widely implemented as part of the safety, security, and
accountability architecture of Al operations. Drawing on
cybersecurity research (Shafahi et al. 2018; Conti, Drag-
oni, and Lesyk 2016), we have introduced threat modeling
for human oversight. We designed a DFD for the human
oversight application, identified assets that need to be pro-
tected, and explored vulnerabilities of human oversight us-
ing STRIDE. Furthermore, we introduced a minimal set of
mitigation strategies to secure human oversight.
Understanding and designing the technical factors, se-
lecting and training human oversight personnel, and shap-
ing working conditions to foster effective human oversight
remains an ongoing challenge for research, practice, and
Al governance (Sterz et al. 2024; Green 2022; Laux and
Ruschemeier 2025; Gaube et al. 2026). Our analyses indi-
cate that this challenge will intensify as human oversight
becomes standard practice in high-risk Al use cases. By an-
alyzing an abstracted application-level representation of hu-
man oversight using structured threat modeling, we unveiled
vulnerabilities that can be exploited by malicious actors to
attack key assets, including the requirements of effective hu-
man oversight (Sterz et al. 2024). Consequently, such attacks
may increase risks in Al operations by reducing the effec-
tiveness of oversight, disabling oversight entirely, or manip-
ulating oversight personnel’s intentions to exacerbate risks.
We were able to identify a list of security risks using the
STRIDE model. However, this list can only serve as a start-
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ing point for real applications of human oversight. In prac-
tice, our baseline has to be extended with the concrete soft-
ware and hardware components that are integrated into the
human oversight application. These components can open an
application to new attack vectors. Furthermore, we included
threats posed by misaligned Al agents into our investigation.
With growing knowledge about Al agents in practice, new
ways possibly emerge how Al agents can deceive oversight
(Meinke et al. 2024; Amodei et al. 2016).

While we were using STRIDE to analyze our theoretical
human oversight application, additional options are avail-
able. Once human oversight is operational, the analysis with
STRIDE should be supplemented with operational threat
modeling using frameworks like cyber kill chain (Yadav
and Rao 2015), MITRE ATT&CK (Al-Sada, Sadighian, and
Oligeri 2024), or unified kill chain (Pols and van den Berg
2017). This allows for an even more comprehensive and spe-
cific analysis of the operational aspects of a human oversight
application. Another endeavor that should be considered by
practitioners when performing real-world threat modeling is
the quantitative analysis of threats. This means determining
for each threat the ease of exploitation and the damage po-
tential of an exploitation. Such analysis can help to prioritize
hardening strategies.

Identifying risk is only one side of the cybersecurity coin.
Appropriate hardening strategies have to be put into place to
secure applications. We introduce several hardening strate-
gies that can be used to mitigate the identified vulnerabili-
ties. These strategies are based on the cybersecurity litera-
ture (Ross et al. 2019; Reda et al. 2023; Banik et al. 2023).
However, our provided list has to be understood as a min-
imal set of measures. Future research needs to identify ad-
ditional measures and evaluate the effectiveness of common
hardening strategies for human oversight.

Beyond technical hardening, future work could also ex-
plore the application of amplified oversight. The core prin-
ciple of amplified oversight is to employ Al itself to sys-
tematically reduce complexity to a level that enables human
oversight personnel to fulfill their duties effectively (Shah
et al. 2025). In future, such approaches to support human
oversight may even exceed human capabilities and may be-
come a further viable target for malicious actors to attack.

Conclusion

Research on human oversight has primarily focused on its
effectiveness — and rightfully so, given the complexity of de-
signing oversight processes that genuinely mitigate risks in
Al operations (Sterz et al. 2024; Laux 2024; Green 2022).
Adding to this complexity, it will become crucial to design
for secure human oversight given the strained cybersecurity
landscape. We hope this paper serves as a starting point for
research that analyzes the cybersecurity risk of human over-
sight. Additionally, we hope our paper serves as a guideline
for researchers and technicians that are tasked with imple-
menting human oversight in a real-world system.
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