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Abstract

Algorithm audits have been increasingly proposed, pursued,
and prioritized as a way to improve problematic algorithmic
systems. And yet, the same issues continue to plague algo-
rithmic systems, with algorithm audits making little head-
way toward remediation of algorithmic harm. In this provoca-
tion, we argue that algorithm audits are fundamentally insuffi-
cient mechanisms by which to ameliorate the violent impacts
of algorithmic systems because they give the appearance of
addressing algorithmic harms but do not meaningfully chal-
lenge the profitable systems they claim to scrutinize. To show
this, we examine how algorithm audits sit within structures
of power, bringing attention to three interrelated pitfalls of al-
gorithm auditing: that algorithm audits too often further the
concentration of power, that algorithm audits limit how both
problems and solutions are envisioned, and that algorithm au-
dits preserve a facade of positive change. We conclude with
discussion of some necessary commitments for future work
to start to grapple with and avoid these pitfalls and of how the
insufficiencies of algorithm audits highlight broken dynamics
in the broader AI accountability ecosystem. As such, we con-
tend that fixing problematic algorithmic behaviors requires
deprioritizing algorithm audits and instead shifting scrutiny to
the systems of power in which audits and other accountabil-
ity practices sit, which in turn mediate whether these practices
and the theory of change they espouse are effective.

Introduction
Algorithmic systems have repeatedly displayed problem-
atic behavior in ways that create, further, and amplify
wrongful and structural harms as a result (e.g., (Shelby
et al. 2023; Metcalf et al. 2021; Diberardino, Baleshta, and
Stark 2024)). Recent egregious cases include wrongful ar-
rests following police use of facial recognition technology
(MacMillan, Ovalle, and Schaffer 2025), algorithmic ampli-
fication of Nazi hate speech on TikTok (Doctor, Fiennes, and
O’Connor 2024), and algorithmic welfare payment discrim-
ination against disabled people and single mothers (Meaker
2024), among many others. In response to harms like these,
algorithm audits have been proposed and pursued in at-
tempts to remediate algorithmic system issues. Significant
academic, industry, and government attention has focused
on and prioritized algorithm auditing, leading the method to
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rise to prominence as a way to surface and counteract harm-
ful algorithmic systems. For example, Safiya Umoja Noble’s
algorithm audit highlighted search algorithm discrimination,
specifically that Google searches for “black girls” yielded
overly sexualized results (Noble 2018, 2013; Bandy 2021).

But are algorithm audits meaningfully fixing anything?
Google has repeatedly claimed to address the issues in
its search algorithm, but issues continue to plague the
system. Noble herself describes how the initial searches
that attuned her to issues within Google’s search results
“launched a years-long research process, following offenses
and ‘fixes’” (scare quotes original) (Noble 2018). In 2011,
Noble identified the problematic search results for “black
girls” in Google’s search algorithm (Noble 2012, 2018).
While Google fixed this specific issue, in 2020 searching
“Black girls” in Google’s advertising platform resulted in al-
gorithmically suggested adult content ads (Asher-Schapiro
2020; Yin and Sankin 2020). And this came after Latanya
Sweeney’s 2012 audit showing how Google’s advertising al-
gorithm associated Black-sounding names with arrest record
ads (Sweeney 2013)—an issue Google had also already ap-
plied fixes to (Goodman 2015).

Cycles like this, from audit to issue to fix and back again,
are not difficult to find. Google’s translation service has gone
in similar circles related to algorithmic issues of sexism
(e.g., (Prates, Avelar, and Lamb 2019; Kuczmarski 2018;
Bond 2020)). Auditing found racism in algorithmic predic-
tive policing software PredPol in 2016 (Smith IV 2016), but
PredPol in 2019 was still used by many US cities (Hask-
ins 2019)—and then in 2021 another audit found the same
issues in the software (Sankin et al. 2021). In practice algo-
rithm audits often surface and provide evidence for iterations
of the same issues, issues that are already known, over and
over.

In line with recent AI ethics scholarship interrogating the
theories of change that guide the community’s work (Gansky
and McDonald 2022; Wilkinson et al. 2023; Olteanu et al.
2023), we are concerned about the theory of change upon
which algorithm audits rely. The auditing landscape is go-
ing around in circles, repeatedly reinventing the wheel, inur-
ing society to issues in algorithmic systems, both when they
are brought up and when they are not sufficiently addressed.
When society becomes accustomed to this circle—when the
issues that audits find become normal and thus less shock-
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ing—audits lose their ability to spark change, as they usually
lack direct means of intervention (Friedler et al. 2023). This,
in turn, degrades the utility of algorithm audits as a tool to
use to accomplish real, positive change.

Even when those in control have taken action to address
algorithmic system issues raised by audits, the actions taken
are often middling at best. Fixes are enacted in which little
about the algorithmic system as a whole is changed, such as
in the examples involving Google above, or those in power
disregard the results of audits by arguing the audit’s method-
ology is incorrect. And this latter response has come even in
the case of very prominent audits. For example, after Vir-
ginia Eubanks detailed issues with the Allegheny Family
Screening Tool (AFST) in the book Automating Inequality
(Eubanks 2018b,a), the Allegheny County Department of
Human Services released a statement calling the audit in-
accurate (Fitzgerald 2018; Eubanks 2018c). Similarly, af-
ter ProPublica surfaced issues in Northpointe’s COMPAS
algorithm used to predict recidivism (Angwin et al. 2016),
Northpointe released a report that claims the audit’s meth-
ods have errors (Dieterich, Mendoza, and Brennan 2016).
Round and around the issues go.

At their core, algorithm audits are supposed to address
issues in algorithmic systems—but what constitutes an al-
gorithmic issue depends on perspective (Widder and Goues
2024). For those who interact with algorithmic systems or
are otherwise impacted by algorithmic systems, the issues
are the harmful, violent enactions of systems that were not
designed or built for them to thrive in (Alkhatib 2021)—
that is, for impacted people, the issues are the negative im-
pacts they are forced to experience: structural and wrongful
harms. However, for those in control of algorithmic systems,
such as tech companies, the issues are the complaints they
receive about harmful algorithmic behaviors—complaints
that bring the perception that their algorithmic systems per-
form poorly, the suggestion that they do not care about ad-
verse impacts from their systems, and broadly bad PR. That
is, for those in control of algorithmic systems, the issues
are not the problematic algorithmic behaviors themselves
but the barriers those problematic behaviors create to their
business incentives under capitalism.

These differing perspectives of what constitutes an algo-
rithmic system issue affect understandings of what algo-
rithm audits are supposed to do, leading to a fundamental
tension within algorithm audits. On their face, algorithm au-
dits are designed and used to help surface, provide evidence
for, and remediate algorithmic system issues. However, al-
gorithm audits have been significantly prioritized by those
already in control of algorithmic systems, and returning to
their perspective of algorithmic system issues above, algo-
rithm audits can then be understood as ways to reduce com-
plaints about algorithmic systems and limit the resource in-
vestment they must spend on algorithmic system issues, all
aligned with profit incentives. That is, algorithm audits serve
to further the capitalist pursuits of those in control of algo-
rithmic systems by convincing those affected by algorithmic
systems that enough is being done to address the harms they
encounter. Thus, audits are used to give the appearance of
addressing harms, but do so in a way that does not mean-

ingfully challenge the profitable systems they scrutinize. Or:
algorithm audits support those with power in claiming to pri-
oritize care while actually enacting prioritization of profit at
the expense of those who use, interact with, and are affected
by algorithmic systems.

Because of this, we argue that algorithm audits are insuf-
ficient, ineffective, and even harmful mechanisms to address
the structural and wrongful harms of algorithmic systems.
In this provocation we examine where algorithm audits sit
within systems of power, bringing attention to three central
pitfalls of algorithm audits manifested by this double bind:
that algorithm audits further the concentration of power, that
algorithm audits limit how both problems and solutions are
envisioned, and that algorithm audits preserve a facade of
positive change. We then outline some necessary commit-
ments for future work as starting points for the AI ethics
community to begin to confront and avoid these pitfalls of
algorithm audits. These include suggestions that AI ethics
community members orient themselves and their work to-
ward tackling systems of harm, expanding notions of what
is considered valuable evidence, acting directly and helping
others act directly, and working to shift power to those af-
fected by algorithmic systems. We conclude by discussing
how the insufficiencies of algorithm audits highlight how
the broader AI accountability ecosystem is broken, and call
for the AI ethics community to thus deprioritize algorithm
audits and instead shift scrutiny to the systems of power in
which audits sit.

Our primary contributions are as follows:

• Three pitfalls developed from synthesizing and building
on existing critiques that elevate these critiques into an
urgent provocation that centers how broader power dy-
namics inhibit algorithm audits—and indeed the larger
AI accountability ecosystem—from achieving lasting
positive impact.

• A critique of and push to develop a better theory of
change that drives how the AI ethics community handles
problematic algorithmic systems impacts, along with
some starting directions for how we as a community can
begin to rethink the existing AI accountability ecosys-
tem such that its structuring better challenges power and
holds those in control of algorithmic systems accountable
for their systems’ impacts.

What Are Algorithm Audits?
In this work, we discuss algorithm audits and the theory of
change they espouse. We align our work with Gansky and
McDonald’s argument that FAccT theories of change are in-
effective, especially that they cannot be effective due to the
dominance of profit and corporate power (Gansky and Mc-
Donald 2022). Following Birhane et al.’s critiques of algo-
rithm audits as suffering from power asymmetries as well
as limitations in scope, methodology, and practice (Birhane
et al. 2024) and following calls to focus more on power dy-
namics in AI ethics work (Birhane et al. 2022b; Birhane
2021), our work questions whether addressing these issues
is currently or ever possible under the banner of algorithm
auditing due to audits’ positioning within larger structures
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of power. In this section we explain our understanding of
algorithm audits used in this piece.

Significant work has investigated and studied algorithm
audits, which have been defined in a wide variety of
ways (Ojewale et al. 2025; Vecchione, Levy, and Barocas
2021). To name a few prominent examples: Sandvig et al.
propose algorithm auditing as “a starting point for how re-
searchers might look inside the black box of the algorithm to
pursue knowledge about pressing public problems” (Sand-
vig et al. 2014); Raji and Buolamwini describe algorithm au-
diting as involving “the collection and analysis of outcomes
from a fixed algorithm” in order to “uncover problematic
patterns in models of interest” (Raji and Buolamwini 2019);
Jack Bandy understands algorithm auditing as “an empirical
study investigating a public algorithmic system for potential
problematic behavior” (Bandy 2021); Metaxa et al. describe
algorithm auditing as “a method of repeatedly and systemat-
ically querying an algorithm with inputs and observing the
corresponding outputs in order to draw inferences about its
opaque inner workings” (Metaxa et al. 2021); Birhane et al.
and Ojewale et al. call for AI accountability to be a signifi-
cant goal of algorithm audits (Birhane et al. 2024; Ojewale
et al. 2025).

Guided by these dominant definitions in academic liter-
ature, we understand algorithm audits as systematic investi-
gations of algorithmic systems to surface problematic issues,
with the aim of achieving some form of meaningful account-
ability.

This begs the question: what is an algorithmic system? Al-
gorithms and AI lack clear, universal definitions1 (Lum and
Chowdhury 2021; Suchman 2023); as such, we understand
algorithmic systems based on their political implications.
Ali Alkhatib has aimed to capture the broader project of AI
by defining AI as “an ideological project to shift authority
and autonomy away from individuals, towards centralized
structures of power” (Alkhatib 2024a). We adopt this fram-
ing, gesturing toward the interplay between imaginaries and
realities of algorithmic systems that can make powerful that
which is seen as powerful (Cave, Dihal, and Dillon 2020).

Returning, then, to algorithm audits with this understand-
ing of algorithmic systems in hand clarifies the purpose of
algorithm auditing. Broadly speaking, interventions against
problematic algorithmic behavior that aim to be effective
should ultimately counteract reductions of authority and au-
tonomy, which we understand as problematic issues that, as
per the above definitions, are currents embedded in the ide-
ology of AI. As algorithm audits aim to surface and achieve
meaningful accountability for algorithmic issues, algorithm
audits as a project should ultimately halt or lessen the con-
gealing of power inherent in algorithmic systems and shift
power away from domineering institutions toward systemi-
cally disempowered individuals. In the following section we
examine how algorithm audits are ineffective at accomplish-
ing this.

1Based on this, in addition to the frequent conflation of the
terms and what they represent, we use “algorithms” and “AI” in-
terchangeably throughout this work.

Pitfalls of Algorithm Audits
In this section, we highlight three interrelated pitfalls of al-
gorithm audits that surface upon examining how audits sit
within larger structures of power. In doing this, we trouble
conceptualizations of audits’ abilities to address problem-
atic, harmful issues in algorithmic systems. Our broad scope
of inquiry examines algorithm audits within larger dynam-
ics of power. The power-related pitfalls we draw out ap-
ply to external audits—arguably the only truly transparent
and trustworthy forms of algorithm audits (Costanza-Chock,
Raji, and Buolamwini 2022; Friedler et al. 2023)—as well
as, in similar if not worse ways, internal audits. We note that
distinctions between categories of internal and external al-
gorithm audits can be complex and uncertain (Terzis, Veale,
and Gaumann 2024). Despite work finding internal audits in-
sufficient and calling for more external audits (Longpre et al.
2025), in our examination external audits do not escape the
core pitfalls we identify because they too are situated within
and fail to significantly change larger dynamics of power in
the AI accountability ecosystem (e.g., (Gerchick et al. 2025;
Wright et al. 2024; Groves et al. 2024)).

This section provides insight into the following three pit-
falls of algorithm audits: First, we describe how algorithm
audits must be reckoned with as mechanisms that support the
powerful in steering the narratives around negative impacts
from algorithmic systems, in externalizing the labor required
to address those impacts, and in retaining control through-
out. Next, we highlight how algorithm audits frame prob-
lems too narrowly, constrain and exclude forms of knowl-
edge, and are limited in their visions of solutions; that is,
algorithm audits lack the expansiveness, on multiple fronts,
required to sufficiently address issues arising from, perpet-
uated by, and intensified with algorithmic systems. Finally,
we discuss how algorithm audits performatively reify and
maintain the appearance of doing good, a facade that dis-
tracts from the insufficient capacity that audits have to actu-
ally drive change, which in turn leads to frequent reiteration
of roughly known issues.

Algorithm Audits Further the Concentration of
Power
Algorithm audits serve to further solidify existing power
structures, concentrating additional power in the hands of
those who already have significant control over algorithmic
systems (Widder, Whittaker, and West 2024), even as they
purport to shift power to those with less. Using an algo-
rithm audit is itself a choice that points in some directions
and forecloses others, regardless of whether an algorithm
audit can be characterized as more or less internal or ex-
ternal, and regardless of whether that choice is reducible
to a single person, group, or institution. While internal au-
dits inherently suffer from auditors coming from the bed of
power, external audits are often beholden in other ways to
power asymmetries and the interests of those in control of
the systems they target (Birhane et al. 2024), such as through
nondisclosure agreements that restrict how much they can
share about their findings (Costanza-Chock, Raji, and Buo-
lamwini 2022; Ojewale et al. 2025). The prioritization of
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algorithm audits—any kinds of algorithm audits—thus fur-
thers the concentration of power by instantiating a commit-
ment to ways of knowing and ways of taking action that have
been deemed acceptable and desirable within the larger cur-
rents of systemic power, often via people and institutions
that hold considerable sway over those currents. We draw
from DeVrio et al.’s framing of “algorithmlords” as “those
holding greater power to envision and construct algorithmic
systems, occupying positions ‘above’ those subjugated by
their decisions” (DeVrio, Eslami, and Holstein 2024). For
example, designers and developers could be algorithmlords
while creating an algorithmic system, as could company
management or city officials while deploying an algorith-
mic system, as could legislative members or other policy ex-
perts while requiring certain behaviors from an algorithmic
system. We understand the designation of algorithmlord to
apply in a way that varies depending on context and does
not necessarily signal individuals’ endorsement of the sys-
tems they are part of, as even people in relatively powerful
positions can lack the ability or knowledge to change these
systems and their incentives (Gururaja et al. 2023; Widder
and Nafus 2023).

Algorithm audits orient additional power toward algo-
rithmlords by allowing them to decide what is a problem
in an algorithmic system. STS scholar Michel Callon has
explored and described the power wielded in how an issue
is “problematized” (Callon 1984), and likewise, those who
identify problems in algorithmic systems using audits have
significant power to define the shape of the problem. Instead
of allowing people affected by algorithmic harms to raise
issues in ways that they choose, emphasizing parts of prob-
lematic issues they find most salient or urgent via their own
means, algorithm audits place narrative control in the hands
of algorithmlords: problem formulation occurs in specific
ways due to auditing. To that end, issues are regarded as un-
known or alleged until an algorithm audit documents them
in a formal way, thereby relegating to the sidelines other ef-
forts to identify and remedy issues that may occur without
an audit.

Additionally, defining problems via algorithm audits em-
powers the definers to determine the solutions to those prob-
lems, as the shape of a problem lends itself more to cer-
tain directions forward. Narrative control of both algorith-
mic problems and their solutions by those already in power
is further facilitated by power imbalances between relevant
parties as well as by a society that has largely bought into en-
gineering logic and systematic reasoning as more legitimate
than other ways of knowing. Zong and Matias have pointed
out in the realm of data collection that “it can appear to be a
good thing when data collectors offer well-defined processes
for people to opt out or voice dissent. However, data collec-
tors often use these pathways of dissent to limit refusers’
agency by directing them away from other unspoken possi-
bilities” (Zong and Matias 2024). Similarly, algorithm audits
can appear to offer clear ways to raise harmful issues to the
attention of algorithmlords, but they permit little agency for
those affected and instead grant algorithmlords the power to
direct when and how algorithmic systems are investigated,
as well as in what ways issues are attended to.

More participatory forms of algorithm auditing can return
some agency to affected people, but they contribute to the
concentration of power in their own ways. While many al-
gorithm audits do not even pretend to share or shift control
of the process to those affected by algorithmic harm, forms
of algorithm auditing have been proposed and pursued that
include and empower communities and affected people in
participation and some control of auditing processes (e.g.,
(Shen et al. 2021; DeVos et al. 2022; Deng et al. 2023;
Katell et al. 2020; Krafft et al. 2021)). Algorithm audit pro-
cesses that not only involve but are driven by on-the-ground
communities have the potential to address some of the pit-
falls we describe here, as evidenced by much work on pub-
lic co-design of technologies and related technospaces (e.g.,
(Hope et al. 2019; Suresh et al. 2022)). However, algorithm
audits that grant affected people and communities signifi-
cant control to direct the process are far from the rule, and
mere inclusion or participation in processes like algorithm
audits should not be straightforwardly equated with shifts of
power to those people (Arnstein 1969; Birhane et al. 2022a;
Sloane et al. 2022; Costanza-Chock, Raji, and Buolamwini
2022). An especially pernicious aspect of participation like
this in algorithm auditing, as described by the organizers
of Queer in AI, is that it may “deny space for alternatives,
thereby serving as a justification of the systems in question”
(of Queer in AI et al. 2023).

Algorithm auditing can also prop up existing structures
of power by supporting algorithmlords in externalizing the
work required to vet and improve their algorithmic systems.
Participatory forms of auditing can exploit the labor of peo-
ple in a system reliant upon trickle-down positive effects that
neglects to ensure individuals are actually better off them-
selves as a result of their participation (Dalal, Hall, and John-
son 2024; Birhane et al. 2022a). Regardless of the level of
involvement of affected people in an algorithm audit, the
process often allows and supports relocating the burden of
ensuring that algorithmic systems are safe, fit for purpose,
ethical, fair, or otherwise good away from companies and
others in control of these systems who should be responsi-
ble for their impacts and toward external groups who do the
work of auditing.

Algorithm Audits Limit How Both Problems &
Solutions Are Envisioned
That algorithm audits allow those in power to control the
framing of both issues within algorithmic systems and po-
tential ways to address those issues, as argued in the pre-
vious section, implies that algorithm audits severely limit
the framing of both problems and solutions. While above
we focus on how this consolidates power, in this section
we discuss in what ways this shapes the problems and solu-
tions themselves. Algorithm audits are mechanistically lim-
ited in their remit (Birhane et al. 2024), a fact of design
that confines their capacity to adequately identify and han-
dle algorithmic system issues. That is, due to their formu-
lation, algorithm audits are inherently small scope, individ-
ualizing, and reductionist, obscuring systems-level critique
by restricting what is understood as acceptable evidence
and focusing primarily on tractable problems and solutions.
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The mechanistic limitations of algorithm audits delegitimize
types of issues that fall beyond the bounds of their inclusion
as well as subjugate many potential futures—and their vi-
sionaries—through terms that make alternative possibilities
incomprehensible. These pitfalls of overly repressed, defi-
cient imagination for framing both problems in and solu-
tions for algorithmic systems occurs across the spectrum of
internal to external algorithm audits.

Algorithm audits constrain evidence by only making use
of certain types of evidence. Algorithm audit evidence typi-
cally must allow for quantitative ways of viewing a potential
problem, as many audits seek to statistically prove whether
issues exist or are significant enough to warrant pursuing
further. David Widder details how casting AI ethics work
as objective, rational, and quantitative has legitimized it but
has come at the cost of dismissing other kinds of knowl-
edge that are challenging to fit within neat engineering-like
processes such as audits (Widder 2024). Fundamentally this
restricts what sorts of evidence is and is not acceptable for
an algorithm audit. Qualitative forms of evidence such as
personal anecdotes about experiences with an algorithmic
system must be able to be categorized, measured, and com-
pared. Similar to Sara Ahmed’s work describing how cer-
tain forms of complaints are legitimized by the infrastruc-
tures that exist for complaining (Ahmed 2021), algorithm
audits’ epistemic constraints on evidence further notions of
what sorts of evidence is not only acceptable for audits but
legitimate writ large.

In addition to constraining and problematically reshaping
evidence, algorithm audits exclude other forms of evidence.
For example, algorithm audits follow standardized forms of
reasoning and logic, non-emotional forms including but not
limited to seeking statistical significance as a vehicle for es-
tablishing proof. As such, they sideline emotional, embod-
ied, and experiential forms of evidence that can also sig-
nificantly highlight to what extent and in what ways issues
can manifest in and around algorithmic systems (Keyes and
Austin 2022). We relate this to the concept of respectability
politics in which the presentation of issues and desires for
change can be more successful when they adhere to notions
of what is socially acceptable (e.g., (Harris 2003; Higgin-
botham 1993; Pitcan, Marwick, and boyd 2018)); similarly,
algorithm audits advance specific notions of what is accept-
able—that which is or can be systematically proven—and
are designed to promote the surfacing and addressing of is-
sues that work with and within this.

In part due to the limited nature of evidence they deem
acceptable, algorithm audits frame algorithmic system prob-
lems narrowly. Methodologically algorithm audits focus on
specific examples of algorithmic system failures that are
straightforward to isolate, prove, and fix. This means that the
audits are set up to show problems that have more tractable
solutions, such as racial bias or disparate impact in an al-
gorithmic system which can be addressed by balancing the
discrepancy. In turn, this may contribute to why industry
and others in charge of algorithmic systems have shown so
much interest in audits, investing significant time and money
into them in recent years. Indeed, audits provide natural so-
lutions—but only ones constrained to the scope of the in-

quiry. By focusing on specific point examples of harm, au-
dits are not a natural tool for documenting systemic prob-
lems emanating from algorithmic systems, of which there
are many (Alkhatib 2021). As Birhane et al. put it, reduc-
tions in problem and subsequently solution scopes can “risk
equating processes and outcomes that are fair with those that
are equitable and just” (Birhane et al. 2022b).

Overly narrow problem identification limits the reform
made possible by audits to the logics of an already existing
system. Algorithm audits are framed under the assumption
that normally algorithmic systems are correct, innocent until
proven guilty, and that issues revealed by audits are aberra-
tions which can be individually removed. This makes the is-
sues highlighted by people affected by algorithmic systems
guilty until proven innocent: that is, the issues rather than the
system bear the burden of proof and legitimacy. This move
naturalizes algorithmic systems, forcing potential solutions
to algorithmic issues to work within the assumption that
the algorithmic system at hand will always exist, to take as
predetermined the existence of the algorithmic system and
its overarching logic. As such, algorithm audits cannot be
broadly imaginative in their visions of alternative futures, of
better worlds (see, e.g., (Hamilton 2021; Benjamin 2024)).

Algorithm Audits Preserve a Facade of Positive
Change
Finally, algorithm audits performatively purport to address
problematic algorithmic behaviors but in reality frequently
fail to accomplish this. This makes algorithm audits not only
deceptive but even actively harmful themselves, as the pri-
oritization of audits consumes valuable resources that could
be used otherwise for positive change. Contributing to the
appearance of positive change occurs regardless of whether
algorithm audits are internal or external. While external al-
gorithm audits avoid conflicts of interest and internal algo-
rithm audits have potential to surface issues before deploy-
ment, both can provide reputation management for those in
control of an algorithmic system (Raji et al. 2020b). That is,
algorithmlords can gesture at any type of algorithm audit to
signal that they are working to address issues from their sys-
tems, even when those audits fail to achieve lasting positive
outcomes.

It follows then that algorithm auditing can be virtue sig-
nalling, when co-opted by powerful institutions for their
own advantage. This can be considered a form of “ethics
washing” whereby institutions like tech companies attempt
to keep up the appearance of being ethical without actu-
ally substantiating with depth of action (Bietti 2020). This
veneer of self-critique furthers the perception that positive
change is occurring regarding harmful algorithmic systems
while in reality enabling stasis (Goodman and Trehu 2022).
Similarly, Lee Vinsel has used the term “criti-hype” to de-
scribe how some criticism of technologies can simultane-
ously generate interest in that technology and, more insidi-
ously, distract from ongoing harms actively affecting people
(Vinsel 2021). As Ahmed wrote about a complaint submitted
to academic institutions: “In effect, the report was a means
by which the university was able to not deal with the situa-
tion by appearing to have dealt with it” (Ahmed 2021).
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Beyond or perhaps because of this, algorithm audits at this
point tend to reiterate issues generally known to exist. Racial
and gender bias, for example, seem to repeatedly be “dis-
covered” through audits of algorithmic systems. Seeking to
prove harms rarely leads to adequate addressing of practices
that cause those harms in practice (Barabas 2022; Birhane
et al. 2022b; Gonen and Goldberg 2019), which can con-
tribute to attempts to prove the same issues over and over
again. Algorithm audits themselves often have little struc-
tural power to enforce changes based on their results; as
such, their prioritization can result in focusing time, effort,
and other valuable resource on surfacing or providing more
evidence for known issues rather than working toward ways
to address those issues, wider issues, and less commonly
thought of issues.

In addition to resource seepage, algorithm audits can
mask harms that come with the method. For example, some
algorithm audits can lead to incremental, often quantitative
improvements, such as the decrease in bias following the
famous Gender Shades audit (Raji and Buolamwini 2019);
however, some biases still persisted years later, suggesting
that larger changes than those offered by algorithm audits
are required for justice (Raji and Buolamwini 2022). Addi-
tionally, the algorithmic system being audited in that case
involved gender classification, an oppressive technology it-
self (e.g., (Keyes 2018; Scheuerman, Paul, and Brubaker
2019; Hamidi, Scheuerman, and Branham 2018; Raji et al.
2020a)). This highlights how, beneath the surface of algo-
rithm audit fixes, there often lie more fundamental human
rights issues with the algorithmic system that algorithm au-
dits are unfit to handle (e.g., (Keyes, Hutson, and Durbin
2019; Hassein 2017)). To that end, Keyes and Austin have
described how auditing can produce new harms even while
aiming to address existing harms (Keyes and Austin 2022).
In garnering evidence of harm, algorithm audits often ask
survivors of trauma from algorithmic systems to relive their
experiences and translate them to be legible for others who
may be more invested in the audit than in advocating for
those affected or otherwise working toward justice or harm
reduction.

Ways Forward: Grappling with Power Toward
a More Effective Theory of Change

In this provocation, we have argued that algorithm audits
are insufficient, ineffective, even detrimental ways to ad-
dress the structural and wrongful harms of algorithmic sys-
tems. To do this, above we have examined some significant,
power-related pitfalls of algorithm audits. In this section,
we provide directions forward for the AI ethics commu-
nity to reconsider the algorithm auditing theory of change
and reorient future work in light of this, all via attending to
and grappling with power dynamics. We start by providing
a set of commitments the AI ethics community must take
on in order to begin to avoid the pitfalls we identify above.
Then, we discuss how the pitfalls of algorithm audits high-
light broken dynamics in the larger algorithmic accountabil-
ity ecosystem, and consequently we encourage restructuring
this ecosystem such that more radical futures are prioritized

and those with power over algorithmic systems are held ac-
countable for their systems’ impacts.

Embracing New Commitments
In this section, we suggest necessary commitments for the
AI ethics community to take on such that they can begin
to grapple with and avoid the above pitfalls. These commit-
ments are not intended to be comprehensive fixes and do not
perfectly correspond to the pitfalls described above; rather,
we see these as fundamental orientations that, when truly
pledged and pursued, might help in future avoidance of algo-
rithm audit pitfalls. We seek to encourage pragmatic direc-
tions that on the one hand do not accept sociotechnical sys-
tems as they are, as unable to be changed or controlled (Post-
man 1998), while on the other do not ignore that existing
structural currents shape the potential impacts of any actions
we undertake.

First, we entreat the AI ethics community to commit to
tackling systems of harm rather than point instances of prob-
lematic algorithmic behavior. Algorithm audits tend to focus
on individual issues within algorithmic systems; as such, we
see opportunities for expanding focus to encompass entire
algorithmic systems, including the factors that contribute to
their design, development, and deployment in the world as
well as their internal working. This has been understood as
a commitment to “non-reformist reforms” which, in contrast
to reformist reforms that look for ways to improve existing
systems, look for “ways to achieve emancipatory social con-
ditions” by starting beyond rather than within existing sys-
tems (Green 2021; Gorz 1987; Huber 2025). The incremen-
tal changes that come from reformist reforms might be seen
as positive on their face but in reality can reinforce oppres-
sion long-term by supporting the status quo (Green 2021).
As such, we echo other scholars in calling for algorithmic is-
sues to be engaged with as sociotechnical problems that can
only have sociotechnical solutions (e.g., (Shelby et al. 2023;
Selbst et al. 2019; Forsythe 2001)). This acknowledges how
algorithmic systems can be imbued with harms as a feature
(Hamilton 2021), requiring that their entire logics and exis-
tence be brought under question for adequate mitigation of
their issues.

Second, we call for the AI ethics community to commit to
expanding notions of what is considered valuable evidence
beyond the systematic, quantitative nature of evidence that
is legitimized by algorithm audits. Scholars have empha-
sized the importance of translation work (Muller 2004; Sum
et al. 2023); we similarly see opportunities for researchers
to convey evidence of algorithmic system issues from af-
fected people to those with the power to address those issues
in ways that are comprehensible and understood as signifi-
cant to those in power. We understand that translation work
can be conducted via algorithm auditing where necessary. In
many cases, however, we see opportunities for the AI ethics
community to work to convey the legitimacy and importance
of varied forms of evidence to those in power regardless
of what the existing norms of legitimacy and importance
might dictate. We especially see the need for advocacy for
human aspects of algorithmic impacts—often excluded by
algorithm audits—as evidence. For example, emotional evi-
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dence conveying how algorithmic issues made people feel or
acts of anger in response to problematic algorithmic behav-
ior can be understood as legitimate and productive feedback
about in what ways and to what extent algorithmic systems
have issues that can be addressed. Including and elevating
these sorts of evidence can expand legitimacy to more of the
ways that people engage with and are affected by algorith-
mic systems as well as support the redirection of resources
toward addressing issues rather than toward seeking to find
additional proof.

To that end, we encourage AI ethics community members
to commit to acting directly and helping others act directly
rather than working to convince others to act to improve
conditions created and exacerbated by harmful algorithmic
systems. The anarchist principle of direct action provides
a way to make change without waiting for the approval or
buy-in of powerful institutions or people and has been pro-
posed as useful for the realm of AI ethics (Agnew 2024).
Affected people already frequently respond to algorithmic
harm they encounter using what power they have in a vari-
ety of ways (DeVrio, Eslami, and Holstein 2024; Kulynych
et al. 2020; Whitney et al. 2021). For example, destruction
and sabotage of algorithmic systems has been observed and
even promoted as a way to more comprehensively address
harmful algorithmic systems (Alkhatib 2024b; DeVrio, Es-
lami, and Holstein 2024; Kulynych et al. 2020; Vincent
et al. 2021). Relatedly, we highlight that anger can be pro-
ductive and a form of power (Cherry 2020; Ahmed 2014;
Lorde 1981; Bailey 2018). Though algorithm audits relegate
emotions to the sidelines of what justifies evidence—as dis-
cussed above—as well as what is useful for building power,
we see anger as having the potential to bring groups to-
gether for collective action, to motivate people to have their
voices heard, and to encourage those in charge of algorith-
mic systems to listen and make tangible change in response.
For example, anger can spur significant negative PR, which
can be a strong incentive for tech companies to address is-
sues (e.g., (Shen et al. 2021; DeVrio, Eslami, and Holstein
2024)). Relational ethics also offers pathways toward more
just outcomes in and around algorithmic systems (Birhane
2021). For the AI ethics community, this can mean prior-
itizing work and research that supports people affected by
algorithmic systems in what they are already feeling and do-
ing to resist harmful impacts of those systems (Huber et al.
2025). This could involve creating networks to connect peo-
ple for collective action and solidarity, designing pathways
for raising issues in more visible ways, supporting the devel-
opment of more localized sociotechnical systems that do not
rely on big tech, or building tools to allow people to more
fully opt out of harmful systems or avoid parts of harmful
systems they do not want to engage with.

In this vein, we call on the AI ethics community to commit
to shifting power to those affected by algorithmic systems in
ways that cede more control than many forms of participa-
tion do (Harrington, Erete, and Piper 2019; Ahmed 2020;
Kalluri 2020). Supporting affected people in taking action
directly, as above, is a productive way to do this. Auditing
has origins as a community-driven method for accomplish-
ing real change (Vecchione, Levy, and Barocas 2021). More

priority from the AI ethics community can and should be
given to what people affected by algorithmic systems are
themselves prioritizing (Suresh et al. 2022). The AI ethics
community can reprioritize, shifting focus from finding and
proving issues via audits to understanding and supporting
what people are already doing to resist and shape algorith-
mic systems to create better on-the-ground outcomes (Sum
and DeVrio 2024). This means supporting community own-
ership and control of algorithm audits instead of bringing
in community members as merely included consultants, par-
ticipants, or people who labor to surface issues. Communi-
ties need to have the power to redirect and reprioritize algo-
rithm audits, which necessarily requires AI ethics commu-
nity researchers and others to cede some of their own power
to make those decisions in return. This also means allow-
ing community members to define the frame of what should
be done with regards to algorithmic systems, such that the
possibility space can include the refusal to engage with, the
decision to destroy, or the creation of joyful alternatives to
harmful algorithmic systems as well as survival in and mit-
igation of harmful algorithmic systems. We encourage the
AI ethics community to look toward the many community
collectives that already exist and to offer themselves as part-
ners, collaborators, and assistants to accomplish their aims.

Scrutinizing the Accountability Ecosystem
The existing structures of accountability surrounding algo-
rithmic systems, especially those related to the regulation of
tech companies, often necessitates the forms of language and
evidence provided by algorithm audits in order to convince
those in power to begin to make changes. Though we argue
that algorithm audits have pitfalls that make them ineffective
at addressing problematic algorithmic behavior, we would
be remiss not to acknowledge that they can be valuable tools
in some ways. Audre Lord famously wrote, “For the mas-
ter’s tools will never dismantle the master’s house. They may
allow us to temporarily beat him at his own game, but they
will never enable us to bring about genuine change” (Lorde
1984). Following David Widder’s work on hierarchies of
epistemic power in AI ethics labor (Widder 2024), we iden-
tify the master’s tools as not the audits themselves but as
the ways in which audits instantiate hegemonic perspectives
about worth: what is worth listening to, what is worth taking
action on, who is worth supporting. When audits are lever-
aged to counter these perspectives, such as through using
audit reports to pile on evidence to showcase to those in
charge of algorithmic systems, they can eventually lead to
incremental benefits.

But there is a sense of stasis in finding and proving very
similar issues repeatedly, a sense of helplessness in see-
ing this as the primary vector for changing an issue-strewn
technological landscape. To free us from what can feel like
and in many regards is a Sisyphean approach, we look to-
ward ways to expand the notion of what algorithm audits
are. Existing research has sought to critique algorithm au-
dits and broaden the scope of what we can consider to be an
audit beyond more expert- and/or institutionally-led inves-
tigations that focus on systematicness and scientific proof
above all (e.g., (Shen et al. 2021; Krafft et al. 2021; Calacci
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and Pentland 2022; Geiger et al. 2024)). One piece at a
time, we can tactically replace the parts of algorithm au-
dits while remaining under the banner of algorithm auditing,
trading sanctioned representations of harm with more ex-
pansive ones that better match affected people’s experiences,
until we have created an audit of Theseus that shifts the onus
of scrutiny from affected people providing evidence for the
harms they experience onto those with control over the algo-
rithmic systems that instigate those harms, as it should be.

Ultimately, we view algorithm audits as “tactics of soft
resistance” (Wong 2021; Nafus and Sherman 2014), hold-
ing some possibilities but reliant upon the discourses and
logics of the systems they try to make change from within.
But what power might we gain from freeing our imagina-
tions from dominant ways of thinking (Benjamin 2024), be-
yond “soft” audits? We advocate for the abolition of audit-
ing—or the expansion and repositioning of the notion of au-
diting within the larger ecosystem of accountability, such
that audits become “hard”—in favor of more radical tac-
tics that shift power more wholesale to those who are af-
fected by algorithmic systems’ negative impacts, allowing
them to set the terms of what is required for their own sur-
vival in the landscape of algorithmic violence and rejecting
the notions of legitimacy that current structures of power in-
sist upon. Building on calls to strengthen AI accountability
infrastructure (e.g., (Raji et al. 2022; Ojewale et al. 2025;
Costanza-Chock, Raji, and Buolamwini 2022; Raji et al.
2020b; Attard-Frost 2025)), we contend that we should di-
rect much of our attention as a community of research and
practice toward finding ways to reshape this ecosystem’s
power dynamics and finding, reckoning with, and moving in
directions that prioritize futures with more imaginative pos-
sibility that are unconstrained by or actively refuse the logics
and requirements of algorithmlords today. This will be a sig-
nificant undertaking that requires collective input and effort,
interrogation and reworking of stagnant theories of change,
and embracing and taking action with the new commitments
above in hand to better challenge power.

Locating responsibility with the powerful. The starting
commitments we point toward and indeed our argument cri-
tiquing the effectiveness of algorithm audits largely focus on
the AI ethics community and those affected by algorithmic
systems. We have called upon the AI ethics community to
reorient its stance toward algorithm audits due to fundamen-
tal flaws in the theory of change they pursue. In doing so, we
advocate for increased engagement with and power ceded to
communities affected by algorithmic systems. These direc-
tions are given assuming that those in control of algorith-
mic systems cannot be relied upon to adequately address the
harmful impacts of their own systems.

However, by focusing on affected people and their deter-
minations of what are reasonable ways to remedy algorith-
mic issues, we have implicitly but unintentionally put some
burden of responsibility on them to determine those path-
ways forward. For instance, expanding the scope of auditing
likely still requires affected people to identify issues they
encounter, which can burden and even involve harm to those
people in the process (Upadhyay et al. 2026). A tension ex-
ists here, as affected people attempt to drive change because

the status quo is that their experiences and lives are wors-
ened by harmful algorithmic systems. Only when people af-
fected by algorithmic systems also have power and control
over those systems themselves can this tension start to be
resolved—that is, when they are in positions such that they
engage not only because their survival necessitates it but also
to create technospaces of radical joy and thriving for them-
selves.

To reach this future, we emphasize that responsibility
for algorithmic system impacts, and especially for algo-
rithmic system issues, must remain with those with power
over algorithmic systems: the organizations and institutions
with control of the design, development, and deployment of
these systems. We echo Lucy Suchman’s framing of “lo-
cated accountabilities”, or how those involved in the pro-
duction of technology should identify, understand, and take
responsibility for their positions within larger structures of
power (Suchman 2002). At the end of the day, while we look
to the potential of systemic change starting now, those with
power over algorithmic systems should remain accountable
for the outcomes of those systems. Let “soft” audits not pla-
cate and distract us from organizing for refusal, demanding
hard regulation, and raising hell until change occurs.

Conclusion
In this provocation, we have examined three power-related
pitfalls of algorithm auditing that illustrate the ineffective-
ness of algorithm audits’ espoused theory of change. Look-
ing forward, we call for a reorientation of the AI ethics com-
munity that involves commitments to grappling with power
dynamics and reprioritizing such that algorithm audits as
they are now are no longer pursued as a primary way to ad-
dress harmful algorithmic systems. We emphasize that the
AI ethics community should rethink the structure of the AI
accountability ecosystem and direct more focus, attention,
and material resource toward supporting and themselves par-
ticipating in the work that affected people are already doing
to address algorithmic system issues.
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