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Introduction
Machine learning (ML) model evaluation typically focuses
on estimating errors of prediction or estimation via quan-
tifiable metrics. Given the increasing size and complexity
of large-scale ML systems, comprehensive evaluations are
growing more multifaceted, and evaluation metrics are being
expanded beyond performance to include factors like fair-
ness, privacy loss, or other harms induced by the machine
learning system. The potential ethical harms of large ML
systems, and real instances of algorithmic injustice, have
garnered attention from practitioners and observers, leading
to a growing chorus of calls for more research and devel-
opment of community standards around system evaluations
and audits (Gupta, Hullman, and Subramonyam 2024).

A large breadth of research has proposed new metrics,
measurement techniques of bias and safety, and compre-
hensive documentation frameworks for practitioners to use
(Mitchell et al. 2019; Raji et al. 2020, 2022). These propos-
als aim to reduce the risk of undesirable outputs from sys-
tems, but due to the increasing size and complexity of algo-
rithmic systems, unknown risks and uncertainties in likeli-
hood of risks have become intrinsic. This fundamental prob-
lem leads to several places for practitioners to stumble while
selecting ethical evaluation practices (Gupta, Hullman, and
Subramonyam 2024). Further, while the creation of com-
munity standards and governance structures based on vol-
untarism indicates intrinsic motivation towards ethical AI,
some might question why ML practitioners are motivated to
perform ethical evaluations, and whether there are limits to
accountability based on voluntary participation.

In response, a patchwork of regulatory proposals relying
on audits have emerged, which preside over varying juris-
dictions, and domains of applicability. There have also been
calls for comprehensive approval systems (UN 2024). Ulti-
mately, changes to regulatory policies around AI evaluations
that impact organization decision making will also impact
models. By exploring the relationship dynamics between
regulators and practitioners, as well as the competing priori-
ties involved, we can improve our ability to ensure deployed
systems are ethical. My research aims to shape a responsible
AI future by helping facilitate discussion among stakehold-
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ers on the tradeoffs and competing interests involved in AI
regulation.

Background
AI Audits
Efforts to move AI systems towards ethical compliance
are grounded in a growing body of literature, that has ex-
panded the set of properties functioning systems should pos-
sess beyond accuracy metrics, to include values such as
non-maleficence, fairness, societal impact, and sustainabil-
ity (Jobin, Ienca, and Vayena 2019). Fueled by several high-
profile instances of algorithmic injustice, a body of research
that develops principals and guidelines for testing of AI sys-
tems across these values has emerged.

An evaluation of an ML system is a process in which
practitioners detect differences between desired and actual
model behavior. Testing of systems can take a range of
forms, and requires significant decision making on the part
of ML practitioners, such as when to make evaluations dur-
ing the product development lifecycle, and how to report
results (Zhang et al. 2020). Comprehensive system evalu-
ations include audits, which are tools to interrogate complex
processes, and are often used to determine whether the sys-
tem complies with industry standards or regulations. Arti-
facts that a comprehensive audit could yield include “ethical
risk analysis charts”, which would consider the likelihood
of a failure and potential severity (Raji et al. 2020, 2022).
There are inevitably challenges in advancing accountability,
or the state of being responsible for a system and its impacts,
due to difficulties in estimating these likelihoods.

Regulation
The concern that the existence of a well executed audit
process alone is insufficient to ensure accountability, has
shifted attention to regulatory checks and balances. Recent
regulations that incorporate evaluations include, for exam-
ple, the EU AI Act, which carries audit requirements (Eu-
ropean Commission 2024), and the Biden Executive Order
on AI, which required that teams developing AI systems
engage in red-teaming their systems prior to its rescission
(Biden 2023; O’Brien 2025). Other regulatory proposals in-
clude discussions around the possibility of the US creating
an FDA-like AI approval board (Carpenter and Ezell 2024).
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The creation of AI safety policies is challenging, due to a
range of issues regulations need to account for, such as the
gap between pre-deployment evaluations and failures dis-
covered post-deployment. This prompts a need for regula-
tory frameworks that are flexible and future-proof (Bengio
et al. 2025).

Research Approach
The fundamental question motivating my research is: How
can practitioners and regulators move the ML industry to-
wards accountability and prevention of ethical harms, de-
spite limitations to system evaluations? Despite carefully de-
tailed work on audit frameworks and industry standards, we
ultimately need to move towards accountability mechanisms
that account for intrinsic uncertainty and conflicting inter-
ests. Thus, my research focuses on investigating potential
implications of industry standards or regulatory mandated
audits, examining the factors that shape these regulations,
and providing a framework to guide community organiza-
tion and policy proposals.

Studying Harms from Audits Themselves
Even when evaluation metrics include factors like fairness,
privacy loss, or other harms induced by the machine learn-
ing system, this is often focused on the ethical harms of the
released system, overlooking possible harms incurred dur-
ing the machine learning development lifecycle itself. This is
problematic because evaluation approaches have the poten-
tial to cause ethical harm during evaluation. In a noteworthy
example, Tesla’s autonomous vehicle live testing systems on
public roads has been widely criticized for being involved in
various crashes (Kolodny 2021).

My previous research provided a conceptual framework
that cast the primary trade-off in ethical evaluation decision-
making as balancing the goal of optimizing for information
gained in an evaluation, against the possible ethical harms
that are induced. Our sketch of this fundamental problem
that practitioners face leaned on economic utility arguments.
With this utility model, we illustrated challenges that can
cause practitioners to stumble in selecting ethical evalua-
tion practices, referencing real-world examples of machine
learning evaluations, and drawing parallels between these
challenges and evaluation practices in domains other than
machine learning, to explore potential mitigation techniques
(Gupta, Hullman, and Subramonyam 2024).

Modeling Regulation
The work in (Gupta, Hullman, and Subramonyam 2024) fo-
cused on a team’s evaluation decision. If regulations are en-
forced on audits or evaluations, these would constrain team’s
utility maximization in decision making.

Since governing bodies creating regulations and ML prac-
titioners have different stakeholders interests in mind and
different utility functions, I have been exploring the study of
enforcement strategies and stochastic externalities from con-
tract theory and economics, which might cast this problem
as a principal-agent model (Bolton and Dewatripont 2004;
Cohen 1987). This could use a two-mechanism approach to

corporate compliance (in which one mechanism confirms
regular evaluations are performed, and a second penalizes
instances of harm), thus accounting for multiple concerns
held by the ML safety community: The need for monitoring
to identify risks, and the need to evaluate performance once
general purpose AI systems are already in use (Bengio et al.
2025). I also explore how policy discourse may lend insights
into the economic modeling of this problem.

Ultimately, the motivation to designing such a frame-
work is to allow exploring whether an optimal enforcement
contract can be created. If regulators set terms via penalty
amounts, it is possible they can ensure the penalties are se-
lected such that the ML teams choose the regulator’s pre-
ferred evaluation efforts.

Exploring Statistical Significance in Audits
Audit processes, and regulatory mandates, fall short in their
goal of guaranteeing fairness of machine learning systems,
due to the poor statistical rigor mandated in audits. In one ex-
ample, the New York Local Law 144 (LL 144), which man-
dates third party bias audits on automated resume screening
software used in New York, demonstrating compliance in-
volves offering summary statistics of the percentage of can-
didates selected by their screening algorithm from each race
and gender category (New York City Department of Con-
sumer and Worker Protections 2023). It could be argued that
this is an insufficiently rigorous causal claim of an algo-
rithm’s lack of biases; There is no indication that additional
features of candidates that might create systemic differences,
such as education levels, have been controlled for. The LL
144 has been criticized for various loopholes that allow eva-
sion of mandatory audits due to the broad definition of a re-
sume screening system (Groves et al. 2024), and in addition
to this, I hope to address the reporting style of audit results.

Some statistically convincing audit procedures have been
recommended in prior research. For example, a fair dum-
mies test has been proposed, in which models provide a p-
value for satisfying the equalized odds property (Romano,
Bates, and Candes 2020). The use of modified conformal
prediction intervals could also move towards better report-
ing of predictions and easier audits (Romano et al. 2020).
In my future work, I hope to explore these in more depth,
and explore using the reliability of the statistical interpreta-
tion of an audit result as a parameter to a regulatory deci-
sion process. I also have an interest in investigating issues
in resume screening regulation in more depth, with interest
in how the ultimate policy that emerged was influenced by
various stakeholders.
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