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Background and Central Research Question
The accelerated integration of Large Language Models
(LLMs) into military and defense sectors marks a significant
ethical and societal shift, one that risks exacerbating global
power imbalances (de Roucy-Rochegonde 2025). Major
technology corporations such as Google, Meta, Microsoft,
and Amazon are increasingly supplying AI and cloud capa-
bilities for defense applications, including notable contracts
with the Israeli Defense Forces (IDF) and the U.S. Depart-
ment of Defense (DoD) (Coveri et al. 2025). Proponents ar-
gue for the necessity of militarized AI to maintain strategic
advantages and enhance decision-making speed (Shinego
2025) and precision (Fereidooni and Heidt 2024). However,
this acceleration requires a critical evaluation of its impact,
particularly on individuals in global conflict settings which
these technologies are used on. My research addresses this
need by examining the convergence of LLM technology
and military applications through a decolonial theoretical
framework. The central question of my research is: How
do the inherent technical limitations of LLMs, when ana-
lyzed through a decolonial lens, serve to automate and am-
plify historical colonial dynamics of power, control, and the
purposeful misrepresentation of non-Western cultures? In
this work, I first survey all publicly-identifiable use cases of
LLMs across various military domains. I then apply Edward
Said’s framework of Orientalism to deconstruct how these
technical limitations, which range from bias and lack of ac-
countability to data colonialism and Western-centric ethics,
perpetuate colonial power structures by embedding Euro-
centric biases and facilitating the ”Othering” of populations
(Mollema 2024).

Decolonial Theoretical Framework
To analyze the implications of militarized LLMs, I use Ed-
ward Said’s theory of Orientalism as my primary decolonial
lens. Said’s foundational argument is that the West has his-
torically constructed a distorted image of the East, not as
an objective reality, but as a discursive practice to legitimize
and facilitate imperial domination (Said 2003). This frame-
work of ”Orientalism” functions as a ”Western style for
dominating, restructuring, and having authority over the Ori-
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ent” (Chowdhury 2023). I focus on several key Saidian con-
cepts. First is the process of ”Othering,” whereby Western
powers created a binary between the ”familiar (Europe, the
West, ’us’)” and the ”strange (the Orient, the East, ’them’)”
(Said 2003, p. 43). This dichotomy consistently portrayed
non-Western peoples as ”irrational, depraved (fallen), child-
like, ’different’,” in binary contrast to the ”rational, virtuous,
mature, ’normal’” European, thereby justifying colonial in-
tervention as a moral imperative (Said 2003, p. 40). Sec-
ond, I utilize Said’s concept of the power of representation,
or more accurately, misrepresentation. Said demonstrated
how Western scholarship, media, and even scientific expedi-
tions produced knowledge about the ”Orient” that was never
neutral but was constructed to serve imperial interests, ef-
fectively silencing the voices and self-representation of the
colonized. As Said noted, ”the one thing the Orient could
not do was to represent itself” (Lazem et al. 2022). This
”weaponization of representation” created a system where
”evidence of the Orient was credible only after it had passed
through and been made firm by the refining fire of the Ori-
entalist’s work” (Said 2003, p. 283), which can be called
the scientification process. By applying this framework, I ar-
gue that LLMs in military systems are not merely technical
tools but are deeply embedded in this legacy, functioning
as modern-day apparatuses for producing and disseminating
Orientalist knowledge, thereby automating and scaling these
historical dynamics of power and control.

A Survey of Military LLM Applications and
Analysis of Technical Limitations

My work to date has involved two primary components.
First, I conducted a comprehensive survey of the publicly-
identifiable applications of LLMs in military settings. My
methodology involved a systematic review of government
publications, academic literature, and industry reports to cre-
ate a matrix of specific use cases across domains such as
Intelligence, Surveillance, Target Acquisition, and Recon-
naissance (ISTAR), command and control, logistics, and
autonomous systems. This survey grounds my theoretical
analysis in concrete, real-world applications, revealing how
these technologies are specifically intended to automate and
enhance mechanisms of surveillance, targeting, and control.

The second part of my research has been the application
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of the Saidian decolonial framework to analyze the well-
documented technical limitations of LLMs within these mil-
itary contexts. I argue that what are often framed as neutral
technical limitations are, in practice, mechanisms that repro-
duce and automate colonial power dynamics. For instance,
the inherent bias in LLMs, which reflects and amplifies so-
cietal prejudices from their training data (Mei, Fereidooni,
and Caliskan 2023), directly translates into discriminatory
targeting and risk assessment. When an LLM associates vi-
olence with Muslims at a higher rate (Abid, Farooqi, and
Zou 2021), its use in surveillance can lead to the misidentifi-
cation of threats and fatal errors, perpetuating an Orientalist
gaze that frames non-Western populations as inherently dan-
gerous. This mirrors Said’s analysis of how Western knowl-
edge has historically been weaponized for military objec-
tives.

The lack of accountability and responsibility in LLM-
driven systems creates a ”responsibility gap” (Vallor and
Vierkant 2024) that ripples the history of colonial bureau-
cracies, where violence was enacted through chains of com-
mand that diffused individual culpability. When an LLM-
guided system causes harm, assigning legal and moral re-
sponsibility becomes exceedingly difficult (?), leading to a
form of technological impunity that shields operators and
developers, much like colonial administrators were insulated
from the consequences of their policies. Similarly, the opac-
ity and lack of explainability of these ”black box” systems
(Malik 2024) replicate the power dynamic where knowledge
produced by the colonizer is inaccessible to the colonized.
Those subjected to the decisions of military LLMs have no
means to understand or contest the logic, echoing how Said’s
”Orientalist” expert held ultimate authority over the ”Ori-
ent.”

I have also analyzed how sycophancy, the tendency of
LLMs to align with a user’s viewpoint (Fanous et al. 2025),
can create a dangerous echo chamber for military decision-
makers. A sycophantic LLM may simply validate a com-
mander’s pre-existing biases rather than providing an ob-
jective assessment, reinforcing the self-confirming nature of
Orientalist discourse that Said critiqued. Furthermore, the is-
sue of data scarcity for non-Western languages and cultures
leads directly to data colonialism (Ugwudike 2023). To
overcome data gaps, military and corporate entities engage
in the mass extraction of data from populations, often with-
out their consent, treating their communications and lives
as raw resources to be exploited for enhanced surveillance.
The development of an LLM by the Israeli military trained
on vast quantities of intercepted Palestinian communications
is a stark example of this, directly paralleling the colonial
extraction of resources to maintain control (Biesecker, Med-
nick, and Burke 2025).

My analysis extends to the lack of real-world and real-
time understanding in LLMs, which operate on static, text-
based knowledge disconnected from physical and tempo-
ral reality (Harnad 2024). This ”symbol grounding prob-
lem” mirrors the colonial tendency to impose abstract, text-
based Western models onto complex, lived realities in non-
Western societies, often with disastrous consequences. The
Western-centric ethics embedded in these models (Ghosh

et al. 2024) further this dynamic, imposing a culturally spe-
cific set of values as a universal standard, a core feature of
the Orientalist project. Finally, the propensity of LLMs to
hallucinate and generate confident-sounding misinforma-
tion (Waldo and Boussard 2024) represents a technological
extension of how Orientalist discourse produced and legit-
imized fictions about the ”Other” under the guise of au-
thoritative knowledge. When military decisions are based
on these technological fabrications, it perpetuates a legacy
of actions predicated on inaccurate and dehumanizing rep-
resentations.

Contributions, Significance, and Future Work
The primary contribution of my research is to reframe the
conversation around the ethics of military AI, which I ar-
gue should not be a purely technical or utilitarian analysis.
I demonstrate that both the use and limitations of military
LLMs are deeply political and historical, functioning as en-
gines for a new form of digital Orientalism. We must ad-
dress how LLM vulnerabilities reproduce global systemic
inequalities and colonial legacies within technologically ad-
vanced military frameworks. The significance of this re-
search is underscored by the current use of such systems in
conflict zones like Gaza, where AI-powered targeting sys-
tems are reportedly being used to automate and accelerate
lethal decision-making, streamlining killing under a veneer
of technological efficiency. My analysis provides a critical
language to understand and contest this development, show-
ing how it launders accountability and perpetuates a colo-
nial logic where certain populations are rendered expend-
able by opaque, biased, and fundamentally flawed techno-
logical systems, allowing for a “mass assassination factory”,
an unprecedented large-scale devastation powered by milita-
rized AI tools, with total impunity and no legal accountabil-
ity (Abraham 2024).

Position Statement
As a researcher of Southwest Asian descent with a technical
background in Western institutions, I occupy a hybrid posi-
tionality that informs this inquiry. I have witnessed firsthand
the development of technologies for military and surveil-
lance applications within Big Tech, which informs my com-
mitment to deconstructing the power dynamics embedded
within these systems. While my work to date has focused on
a comprehensive survey and theoretical analysis, my future
work will involve deeper case studies, focusing on specific
systems and their documented impacts on the AI governance
and International Humanitarian Law (IHL) in advocation for
the lives of Global Majority.

Acknowledgements
This work was generously supported by the Gates Cam-
bridge Scholarship (OPP1144). Funding to attend the con-
ference was supported by the ACM/AAAI AIES 2025 stu-
dent track.

2865



References
Abid, A.; Farooqi, M.; and Zou, J. 2021. Persistent Anti-
Muslim Bias in Large Language Models. In Proceedings of
the 2021 AAAI/ACM Conference on AI, Ethics, and Society,
298–306. New York, NY, USA: Association for Computing
Machinery.
Abraham, Y. 2024. ‘Lavender’: The AI Machine Directing
Israel’s Bombing Spree in Gaza. https://www.972mag.com/
lavender-israeli-army-ai-gaza/. Published 2024, +972 Mag-
azine.
Biesecker, M.; Mednick, S.; and Burke, G. 2025. How US
Tech Giants’ AI Is Changing the Face of Warfare in Gaza
and Lebanon. https://apnews.com/article/ai-warfare-israel-
lebanon-gaza-tech-6f7c82b6dc0f4e4fa8b5a3d493841c9b.
Associated Press News, 2025.
Chowdhury, R. 2023. Misrepresentation of Marginalized
Groups: A Critique of Epistemic Neocolonialism. Journal
of Business Ethics, 186(3): 553–570.
Coveri, A.; Cozza, C.; Guarascio, D.; et al. 2025. Big Tech
and the US Digital-Military-Industrial Complex. Intereco-
nomics, 60(2): 81–87.
de Roucy-Rochegonde, L. 2025. Artificial Promises or Real
Regulation? Inventing Global AI Governance. Available at:
https://www.cigionline.org/articles/artificial-promises-or-
real-regulation-inventing-global-ai-governance/. Centre for
International Governance Innovation (CIGI), 2025.
Fanous, A.; Goldberg, J.; Agarwal, A. A.; Lin, J.; Zhou, A.;
Daneshjou, R.; and Koyejo, S. 2025. SycEval: Evaluating
LLM Sycophancy. arXiv:2502.08177.
Fereidooni, S.; and Heidt, V. 2024. The Fallacy of Precision:
Deconstructing the Narrative Supporting AI-Enhanced Mil-
itary Weaponry. In Harms and Risks of AI in the Military
(HRAIM).
Ghosh, S.; Venkit, P. N.; Gautam, S.; Wilson, S.; and
Caliskan, A. 2024. Do Generative AI Models Output
Harm while Representing Non-Western Cultures: Evidence
from a Community-Centered Approach. Proceedings of
the AAAI/ACM Conference on AI, Ethics, and Society, 7(1):
476–489.
Harnad, S. 2024. Language Writ Large: LLMs, ChatGPT,
Grounding, Meaning and Understanding. https://arxiv.org/
abs/2401.00090.
Lazem, S.; Giglitto, D.; Nkwo, M. S.; Mthoko, H.; Upani,
J.; and Peters, A. 2022. Challenges and Paradoxes in De-
colonising HCI: A Critical Discussion. Computer Supported
Cooperative Work (CSCW), 31(2): 159–196.
Malik, V. 2024. The Ethical Implications of Large Language
Models in AI. https://arxiv.org/abs/2402.05421.
Mei, K.; Fereidooni, S.; and Caliskan, A. 2023. Bias Against
93 Stigmatized Groups in Masked Language Models and
Downstream Sentiment Classification Tasks. In Proceedings
of the 2023 ACM Conference on Fairness, Accountability,
and Transparency, 1699–1710. Chicago, IL, USA: ACM.
Mollema, W. J. T. 2024. Decolonial AI as Disenclosure.
Open Journal of Social Sciences, 12(2): 574–603.

Said, E. W. 2003. Orientalism. London: Penguin, facsimile
edition.
Shinego, W. 2025. Defense Officials Outline AI’s Strategic
Role in National Security. https://www.defense.gov/News/
Article/Article/1234567/ais-role-in-national-security/.
Ugwudike, P. 2023. Algorithms, policing, and race. The
Routledge International Handbook on Decolonizing Justice,
146.
Vallor, S.; and Vierkant, T. 2024. Find the Gap: AI, Respon-
sible Agency and Vulnerability. Minds and Machines, 34(3):
20.
Waldo, J.; and Boussard, S. 2024. GPTs and Hallucina-
tion: Why Do Large Language Models Hallucinate? Queue,
22(4): 10:19–10:33.

2866


