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Abstract

We analyzed nearly 460,000 AI model cards from Hugging
Face to examine how developers report risks. From these,
we extracted around 3,000 unique risk mentions and built the
AI Model Risk Catalog. We compared these with risks iden-
tified by researchers in the MIT Risk Repository and with
real-world incidents from the AI Incident Database. Devel-
opers focused on technical issues like bias and safety, while
researchers emphasized broader social impacts. Both groups
paid little attention to fraud and manipulation, which are com-
mon harms arising from how people interact with AI. Our
findings show the need for clearer, structured risk reporting
that helps developers think about human-interaction and sys-
temic risks early in the design process.

Introduction
Risk and harm have been central concerns in AI safety and
ethics research. Researchers have worked to identify and
organize these concepts into taxonomies (Weidinger et al.
2022; Yampolskiy 2016). Some focus on Large Language
Models and Generative AI (Weidinger et al. 2021, 2022;
Stahl and Eke 2024), while others address broader AI sys-
tems (Yampolskiy 2016; Wirtz, Weyerer, and Sturm 2020) or
Artificial General Intelligence (McLean et al. 2023). These
efforts often use different definitions of risk and harm. We
follow the OECD (Perset and Aranda 2024), which de-
fines risk as the chance of harm, and harm as a risk that
has caused damage. In some contexts, the terms are used
interchangeably. The MIT Risk Repository (Slattery et al.
2024) compiles risks from academic work on AI frameworks
and is the largest collection of researcher-identified AI risks
to date. The AI Incident Database (McGregor 2021) cata-
logs real-world harms, which have been further classified by
Velázquez et al. (2024).

Existing research has not explored how developers de-
scribe the risks of specific models or how those models
might fail in typical user scenarios. This perspective is criti-
cal, as developers can offer grounded insight into the behav-
ior and limitations of the systems they build.
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To address the lack of risk data linked to specific mod-
els and described by their developers, we analyzed nearly
half a million model cards (Mitchell et al. 2019) from Hug-
ging Face as of July 2024. Model cards are a widely adopted
standard for documenting AI models, adopted by both major
technology companies and individual developers. This work
makes two main contributions (Figure 1):

1. Analyzing Risks Identified by Developers To Create
the AI Model Risk Catalog. We collected all available
model cards on Hugging Face and using established tax-
onomies (Weidinger et al. 2022; Slattery et al. 2024),
grouped similar risks within each category, and selected
representative examples. The result is the AI Model Risk
Catalog, which includes 2,863 categorized risks tied to
specific models. The catalog is publicly available at:
https://social-dynamics.net/ai-risks/catalog.

2. Comparing Developer and Researcher Risks With Real-
World Harms. We compared the types of risks empha-
sized in three sources: developer-described risks from
model cards, researcher-identified risks from the MIT
Risk Repository, and real-world harms from the AI Inci-
dent Database. Developers tend to report technical risks
such as model limitations, safety issues, and bias. These
account for over half the harms recorded in real-world
incidents. Researchers focus on governance, societal im-
pacts, and threats to human agency, which together ex-
plain fewer than 15% of incidents. Notably, the largest
share of incidents involves malicious use and misinfor-
mation. These risks are underrepresented by both de-
velopers and researchers, likely because they depend on
unpredictable human behavior: hard for researchers to
anticipate, and even harder for developers to account
for (Velázquez et al. 2024).

We close by discussing how our catalog complements ex-
isting efforts to map AI risk and what it means for devel-
opers, researchers, journalists, policymakers, and the pub-
lic. The catalog and paper appendix are available at: https:
//social-dynamics.net/ai-risks/catalog
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Figure 1: Overview of our methodology. Our methodology has three steps: extracting, classifying, and consolidating risks
from model cards to build the AI Model Risk Catalog. We then compared the developer-reported risks in the catalog to those
identified by researchers in the MIT Risk Repository (Slattery et al. 2024) and to real-world harms from the AI Incident
Database (McGregor 2021). The catalog is based on 64,116 model cards with risk sections, from which we extracted 37,401
risk mentions (including duplicates). After consolidation, we identified 2,863 unique risks from 2,672 model cards, making this
the largest collection of AI risks across the three sources.

Related Work
We start by reviewing research on AI risk taxonomies, fol-
lowed by that on collating AI risks into databases.

AI Risk Taxonomies
The taxonomization of AI risks has grown significantly in
recent years (Yampolskiy 2016; Liu et al. 2024b; Stahl and
Eke 2024; Shelby et al. 2023). One of the most widely used
taxonomies proposed by DeepMind (Weidinger et al. 2022),
categorizes risks into six primary groups: representation and
toxicity, misinformation, information and safety, malicious
use, human autonomy and integrity, and socioeconomic and
environmental harms. Each category is further divided into
a total of 21 subcategories, such as toxic content under the
first category and environmental damage under the last. Wei-
dinger et al. (2023) also explore the context of harm origins,
identifying three layers: capability (related to the system’s
technical features), human interaction (linked to users’ ex-
periences with the system), and systemic impact (including
the broader context in which the system operates).

Other notable taxonomies include that by Shelby et al.
(2023), which identifies five key harm categories: presen-
tation, allocative, quality of service, interpersonal, and so-
cial system harms. Yampolskiy (2016) proposes a classifica-
tion based on the causes of risks, organized along three axes:
entity (human or AI), intentionality (intentional or uninten-
tional), and timing (pre-deployment or post-deployment).
Arguing that many existing taxonomies, including those
mentioned above, are primarily designed for researchers and
policymakers, making them less accessible to broader audi-
ence, Abercrombie et al. (2024) introduced the AI, Algorith-
mic, and Automation Harms Taxonomy, which aims to be
more comprehensible to the general public. This framework
adds categories such as physical and psychological harms.

AI Risks Data Sources
Another important area of research focuses on collating AI
risks into data sources.

Risks Envisioned by Researchers. In the most compre-
hensive effort to date, Slattery et al. (2024) analyzed 43
scholarly and industry frameworks proposing various AI
risk taxonomies and compiled them into the MIT AI Risk
Repository. This continuously updated repository currently
lists 967 risks, categorized using two taxonomies: a causal
taxonomy adapted from Yampolskiy (2016) and a domain
taxonomy extended from the DeepMind taxonomy (Wei-
dinger et al. 2021). Using a best-fit approach (Carroll et al.
2013), Slattery et al. (2024) refined the DeepMind taxon-
omy by adding a seventh category, AI system safety, fail-
ures, and limitations, and making minor adjustments to ex-
isting categories. Derczynski et al. (2023) introduced “Risk
Cards” providing definitions, categorizations, and examples
of harms tied to specific language models (LMs). They iden-
tified risks from scholarly literature, categorized them using
the taxonomies of Weidinger et al. (2021) and Shelby et al.
(2023), and released these findings as the LM risk cards
starter set. This set, however, is a result of a more specific
effort (i.e., focuses on LMs only), and features significantly
fewer risks compared to the MIT AI Risk Repository.

Automatically Envisioned Risks. Tools have also been
developed that often use LLMs to generate risk ideas and
help AI practitioners anticipate risks during the design
phase. For instance, Herdel et al. (2024) created Explore-
Gen, an LLM-based tool that generates potential AI uses,
and categorizes their risk level according to the EU AI Act.
Wang et al. (2024) developed FarSight, an interactive tool
that supports AI prototyping by providing news articles on
related incidents and helping practitioners explore potential
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risks and affected stakeholders. Buçinca et al. (2023) intro-
duced AHA!, a tool leveraging vignettes to describe possible
harms with the help of LLMs or crowdsourcing. CardGen
(Liu et al. 2024a) is a pipeline that uses retrieval-augmented
generation (RAG) to complete missing sections of model
cards, including risk sections, by drawing on information
from papers and GitHub projects. Lastly, RiskRAG is an-
other RAG tool assisting developers in envisioning risks of
their models that combines ExploreGen, and curates data
from other model cards and the AI Incident database (Rao
et al. 2025).

AI Risks Materialized as Harms. To track cases where
AI systems have caused real-world harm (Buolamwini and
Gebru 2018), several databases of AI incident reports have
been developed (Rodrigues, Resseguier, and Santiago 2023).
The most well-known is the AI Incident Database (McGre-
gor 2021), which curates news reports on AI failures and
categorizes these incidents (Turri and Dzombak 2023; Aber-
crombie et al. 2024).

Velázquez et al. (2024) classified incidents recorded
in the incident database using the DeepMind taxon-
omy (Weidinger et al. 2022), finding that most incidents
stemmed from the human-interaction layer, with harms
most frequently falling under the human autonomy and in-
tegrity, or representation and toxicity categories. Bogucka,
Šćepanović, and Quercia (2024) visualized data from the
incident database, including a subset focused on mobile
computing (Bogucka et al. 2024c), making the informa-
tion more accessible to broader audiences. Other prominent
databases include the AI, Algorithmic, and Automation In-
cidents and Controversies (Pownall 2023), the OECD Mon-
itor (Organisation for Economic Co-operation and Develop-
ment (OECD) 2025), and “Where in the World is AI?” (AI
Global: Global AI Incident and Mapping Project 2025).

Additionally, AIES and FaccT communities have sig-
nificantly contributed to studying instances of real-world
harms (Ali et al. 2019; Albert and Delano 2021), and of-
fered recommendations for auditing AI systems (Raji and
Buolamwini 2019).

Research Gap
Previous work has focused on classifying AI risks into tax-
onomies, identifying risks envisioned by researchers, auto-
matically suggesting risks to AI practitioners, and curating
harms in the aftermath of real-world incidents. However,
the valuable perspectives of AI developers has been over-
looked, limiting our understanding of unique risk profiles
of specific AI models and the interactions between their ca-
pabilities and common uses. It also means we lack a clear
picture of how different experts (e.g., researchers and devel-
opers) think about AI risks, and how their concerns match
the harms that have already occurred.

Methods
To address this research gap, we built and validated the AI
Model Risk Catalog based on risks identified by develop-
ers, and compared it with risks identified by researchers in

the MIT Risk Repository, and with harms reported in the AI
Incident Database.

Methods for Building the AI Model Risk Catalog
We first describe the model cards dataset, and then the meth-
ods of using LLMs for extracting risks from this dataset,
classifying the extracted risks into taxonomies, and consoli-
dating and validating the classified risks into a catalog.

Downloading Model Card Snapshots From Hugging-
Face. In July 2024, we obtained a snapshot of the model
repository from HuggingFace using the HF Hub API1. This
included 765,973 model repositories, with 461,181 (60%)
model cards. For every model card, we employed regu-
lar expressions to identify sections related to risks. Specif-
ically, we searched for mentions of risks, limitations, bias,
ethical considerations, out-of-scope uses, misuse, respon-
sibility, and safety. This approach identified 64,116 (14%)
model cards with risk-related sections. Due to the absence of
standardized content requirements on HuggingFace, many
model cards are incomplete, and numerous risk sections are
only slightly modified replicas of one another. Among the
64, 116 model cards, an overwhelming majority of risk sec-
tions (96%) were exact duplicates. We retained 2, 672 model
cards with unique risk-related content (selecting the card
with highest download count in cases of duplicates) as our
Model Cards up to 2024 dataset. Furthermore, we also con-
sidered a snapshot of all the model cards up to October
2022, released by previous research (Liang et al. 2024) to
analyse how the risks reported in model cards have evolved
over the two years. This snapshot consisted of 74, 970 model
repositories and 32, 111 (42.8%) model cards. We extracted
the risk-related sections, resulting in 5, 546 (17.3%) model
cards with any risk-related sections. Among these, 95%
were exact duplicates with 322 model cards having unique
risk-related content referred to as Model Cards up to 2022
dataset. See Table 1 for details on both data snapshots.

Extracting Risk Mentions. Given the scale of our dataset,
manually extracting risks from 2,672 model cards was not
feasible. We therefore used a large language model (GPT-
4o) to automate the extraction process and validated its ac-
curacy against a manually annotated sample. Large language
models have shown strong performance in zero-shot and
few-shot annotation tasks (Ziems et al. 2024; Strachan et al.
2024). We prompted GPT-4o with definitions and examples,
asking it to identify whether a section discussed risks and
to extract distinct mentions in a verb–object format. To re-
duce variability and hallucinations, we set the temperature
to zero (Peeperkorn et al. 2024). We refined the prompt it-
eratively until its outputs matched human annotations on a
separate 10% test set, achieving 90% agreement on a sample
of 50 cards. All extracted risks were reviewed by the authors
for consistency and accuracy. We removed exact duplicates
and further grouped near-duplicates using two methods: (1)
fuzzy string matching to detect similar phrasing, and (2) con-
textual embeddings with cosine similarity, using the bge-

1https://huggingface.co/docs/huggingface hub/v0.5.1/en/
package reference/hf api
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Stats for all model cards Stats for the model cards with unique risk sections

Dataset Total cards With risk sections With unique risk sections Average # downloads Characters in risk sections

Model cards 2024 461,181 64,116 2,672 118,508.41 759.69
Model cards 2022 32,111 5,546 322 364,639.04 882.90

Table 1: Statistics of two HuggingFace model card snapshots that we used for creating two versions of the AI Model Risk
Catalog (2022 and 2024). Out of all the model cards, very few have a completed risk section, and an even smaller number have
unique risk sections (i.e., sections that are not copied from other cards).

large-en-v1.5 model (Muennighoff et al. 2023). Pairs with
a fuzz score of at least 75 and embedding similarity above
0.85 were treated as duplicates. We retained the longer entry
in each pair. These thresholds were calibrated on 5% of the
dataset.

Taxonomizing Risks. After extracting risks from model
cards, we classified them using two taxonomies: the Deep-
Mind taxonomy (Weidinger et al. 2023) and the MIT Risk
Repository taxonomy (Slattery et al. 2024). We used GPT-
4o to assign each risk to the most suitable category. To guide
the model, we provided definitions from both taxonomies
and asked it to match each risk accordingly. We refined the
prompt until its outputs matched manual annotations on an
unseen 10% sample. Because the model’s outputs vary, we
classified each risk three times and kept only the categories
that appeared at least twice. To evaluate accuracy, we com-
pared the model’s results against a manually annotated sam-
ple of 50 risks and found 84% agreement.

Consolidating Risks. A manual validation of a sample of
extracted risks revealed that the automatic duplicate removal
approach was partially effective. To enhance the dataset’s
credibility, the extracted risks were manually reviewed and
refined. For each sub-category of the MIT risk taxonomy,
the first author assessed the risks within the category, iden-
tified those with significant similarity, and removed dupli-
cates, prioritizing the retention of the risk with the most
comprehensive information. These eliminations were then
independently verified by the second author. Any disagree-
ments were resolved through discussion. Care was taken to
preserve granular details, such as risks specific to particular
models or datasets, as well as risks that represented instances
of other risks but included additional information. This pro-
cess resulted in our AI Model Risk Catalog.

Validating Classification of Risks. To validate the quality
of the risk classifications generated by the LLM, we evalu-
ated its performance on the manually coded MIT risk repos-
itory. We applied our custom prompt to extract the LLM’s
classifications of risk mentions in the repository. These pre-
dictions were then compared against the repository’s man-
ual coding, which served as the ground truth. The results
showed an accuracy of 83% and a macro-averaged F1 score
of 81% for the seven-class classification task. Most misclas-
sifications occurred in the predicted categories of malicious
actors and misuse (32 risks), misinformation (26 risks), and
AI system safety, failures, and limitations classes (22 risks).
Upon closer inspection, we found that these were not neces-
sarily errors. As noted by Weidinger et al. (2023) and Slat-

tery et al. (2024), these categories are not mutually exclu-
sive, and many risks span multiple categories due to their
interconnected nature. For example, risks “the demonstrated
ability of anonymous actors to accumulate resources online
(e.g., Satoshi Nakamoto as an anonymous crypto billion-
aire)” and “this is the risk posed by an ideal system if used
for a purpose unintended by its creators” are classified by
LLM under malicious actors and misuse, but are found un-
der AI system safety, failures, and limitations in the repos-
itory. Obviously, the unintended, anonymous, and negative
use mentions also justify their inclusion under malicious
uses category. Similarly, “AI-generated or synthesized con-
tent can lead to the spread of false information, discrimina-
tion and bias, privacy leakage” could be both risk of misin-
formation (as classified by the LLM) and discrimination and
toxicity (MIT groundtruth).

To ensure that the high classification accuracy translates
to our data, we conducted a manual review of how all risks
are classified in our catalog, paying special attention to
the overlapping categories discussed above. The review re-
vealed less than 1% misclassifications, validating the accu-
racy and quality of our catalog.

Thematically Analyzing Risks. We conducted a thematic
analysis (Braun and Clarke 2012, 2006) of the extracted
risks using inductive coding where one author coded the data
to comprehend and highlight the characteristics and quality
of risk reporting. These codes were then jointly discussed by
two authors and resolved for any disagreements.

Methods for Comparing Risk Sources
We downloaded two prominent sources of AI risks, and im-
plemented methods for comparing our catalog to them.

Sources of Researcher-Identified Risks and Real-
World Harms. We used two public sources to compare
developer-reported risks with those identified by researchers
and with real-world harms. First, the MIT Risk Repository2

(Slattery et al. 2024) compiles a structured repository of 967
risks drawn from 43 AI risk frameworks, categorized across
two taxonomies. Second, the AI Incident Database (AIID)3

catalogs cases where AI systems have caused harm or failed
in practice. Reports are submitted by contributors, reviewed
by volunteer editors, and grouped by incident across multi-
ple media sources. As of January 2025, it included 869 inci-
dents based on 4,406 media reports. For brevity, we refer to

2https://airisk.mit.edu/
3https://incidentdatabase.ai
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these sources as the repository (MIT Risk Repository) and
the database (AIID) throughout.

Classifying Risks and Harms Into Taxonomies Using
LLM. For AI Incidents, we followed the method of
Velázquez et al. (2024), classifying each incident descrip-
tion into our two chosen taxonomies. As with model card
risks, we provided definitions of the layers and categories
from both taxonomies in the prompt. Each incident descrip-
tion was classified three times, and categories that appeared
at least twice were kept to ensure consistency. The exact
prompts are in Appendix Prompts in the pre-print version of
this paper. For the MIT Risk Repository, we used the man-
ual labels already provided for the MIT taxonomy and ap-
plied the same prompting procedure to map each risk to the
DeepMind taxonomy. This process gave us common coding
across all three sources (model cards, MIT repository, and
AIID), letting us compare how risks envisioned by develop-
ers and researchers aligned or diverged from those shown as
harms in the news.

Comparing Risk Sources. To compare the prevalence
of risk categories across the three sources, we calculated
confidence intervals for the difference of proportions be-
tween each category using the Miettinen-Nurminen asymp-
totic score method (Fagerland, Lydersen, and Laake 2015, p.
250). This analysis employed the diffscoreci() func-
tion from the PropCI package in R (Scherer 2018). Fol-
lowing prior research (Salehzadeh Niksirat et al. 2023), we
chose this method over Z-tests, as the boundary probabilities
(close to 0 or 1) in some categories render Z-tests and their
confidence intervals unreliable (Agresti 2011, p. 164).

AI Model Risk Catalog
We built the catalog using two snapshots of Hugging Face
model cards dated through 2022 and 2024. We then ex-
amined how many risks developers report, how they report
them, what kinds of risks they describe, and how their re-
porting has changed over time.

How Many Risks Developers Report? In the snapshot
of model cards up to 2024, of the 64,116 cards with risk-
related sections, 54,448 (approximately 85%) lacked sub-
stantive risk information. Most of these either simply re-
tained the default template requesting risk details (52, 983),
or referred to another related card for risk content. The re-
maining 9, 668 cards contained a total of 37, 401 standard-
ized risk mentions, including duplicates.

We removed duplicates by keeping the most downloaded
model cards, resulting in a final dataset of 2, 672 cards with
unique risk content. From these, our extraction method pro-
duced 3, 588 distinct, standardized risk mentions. The con-
solidation of risks (including de-duplication and streamlin-
ing) reduced the preliminary set of 3, 588 risks to the final
set of 2, 863 risks (∼ 20% reduction).

In the snapshot of model cards up to 2022, of the 4,546
cards with risk-related sections, 367 lacked risk information.
The remaining 4, 179 cards contained a total of 9, 645 stan-
dardized risk mentions, including duplicates. Removing du-

plicates resulted in 322 cards with 474 standardized unique
risk mentions.

How Developers Report Risks? The thematic analysis of
all the extracted risks revealed five themes related to risk
reporting practices of developers:
1. Repetition and Redundancy: Although expressed in

many different phrasings, the risk mentions tend to cover
similar ground, indicating pervasive concerns among AI
developers. Those include bias and fairness, output qual-
ity and accuracy, safety and harmful content, privacy and
security, operational and technical limitations, as well as
some ethical and societal implications.

2. Ambiguity: In line with previous research (Bhat et al.
2023; Crisan et al. 2022a), many risk mentions are am-
biguous, lack specificity, or generally addresses a large
type of models. Some examples are “is not immune from
issues that plague modern large language models”, “gen-
erates confusion”, “makes mistakes”, and “increases risk
to users if used irresponsibly”.

3. Granularity Levels and Specificity: In addition to the risk
mentions such as those above that are very general, oth-
ers are very capability-specific. For instance, for a gen-
eral risk saying that the “model underperforms on out-
of-distribution data,” specific versions could be saying
that it does so with particular languages, dialects, input
types (e.g., “jpeg artifacts”), or for certain classification
labels (e.g., emotion “fear”).

4. Interdisciplinary Concerns: The risks span across mul-
tiple dimensions of AI use, from code generation and
image synthesis to language understanding and ethi-
cal decision-making, highlighting that developers under-
stand that these challenges are not isolated but rather sys-
temic and interconnected.

5. Warnings for Deployment: There is an overall empha-
sis on caution, with many entries explicitly advising
against using the models in critical or unvetted appli-
cations without robust human oversight, rigorous test-
ing, and additional safety mechanisms. Examples in-
clude “should not be used as a substitute for professional
legal advice”, “should not be solely relied upon for real-
time critical medical decisions.”

What Types of Risks Developers Report? To understand
the types of model risks developers imagine, and align with
prior work (Slattery et al. 2024; Weidinger et al. 2021), we
opted to classify the risks using established taxonomies. The
DeepMind taxonomy (Weidinger et al. 2023)—currently the
most widely cited in the literature, as noted by Slattery et al.
(2024)—served as a natural starting point. Additionally, we
found that an augmented version of this taxonomy, devel-
oped as part of the MIT Risk Repository efforts (Slattery
et al. 2024), introduced an extra category (AI system safety,
failures, and limitations) applicable to many of the risks in
our catalog. Moreover, this augmented taxonomy facilitates
a direct comparison between our findings and those in the
MIT Risk Repository, currently the largest AI risk reposi-
tory. For these reasons, we chose the MIT risk taxonomy as
the second one to classify our risks with.
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Appendix Figure 2 show how the cataloged risks map
onto the MIT risk taxonomy. The most common category
is discrimination and toxicity (44%), with 24% of all risks
tied to unfair discrimination and misrepresentation, fol-
lowed by exposure to toxic content (8%) and unequal per-
formance across groups (8%). These risks often refer to bi-
ased training data and skewed model outputs on fairness
benchmarks (Le Quy et al. 2022). The next most frequent
category is AI system safety, failures, and limitations (37%),
with most of these risks falling under lack of capability or
robustness (35%). They include reports of model bugs, inef-
ficiencies, or errors in output quality, reflecting a primarily
technical view among developers. The misinformation cate-
gory focuses on hallucinated or inaccurate information. Pri-
vacy and security risks relate to code vulnerabilities, unau-
thorized sharing of copyrighted material, and memorization
of training data. Though less common, malicious actors and
misuse includes concerns about models enabling illegal ac-
tivity or violating human rights. The overreliance and hu-
man agency issues category addresses AI use in sensitive
domains like healthcare and the risks of anthropomorphiz-
ing models, though it accounts for less than 2% of all risks.
Similarly, the socioeconomic and environmental harms cat-
egory—also under 2%—covers the use of computational re-
sources, legal compliance, and broader societal impacts.

These risk patterns reflect the dominance of language
models on Hugging Face (62%), which are widely known
for raising concerns about discrimination and misinforma-
tion (Bender et al. 2021; Ousidhoum et al. 2021). However,
our analysis by input and output modality, shown in Ap-
pendix Table 1, reveals more nuances and details. Non-text
inputs are more often linked to socioeconomic and environ-
mental harms (22% of such risks), and privacy and security
(20%). In total, 9% of all risks involve non-text inputs, and
17% involve non-text outputs. These risks span thousands of
models and reflect a known gap in safety evaluation for non-
text modalities (Weidinger et al. 2023). The risks identified
in our catalog could serve as an inspiration or starting point
while addressing this gap, and could help guide future work
in this area.

We also find that different risk categories become more
prominent with multimodal models. For models with multi-
modal input, compared to other risk categories, developers
report more malicious use (14% of that category), as well as
privacy and security risks (13%). These findings show how
risk profiles shift when looking beyond text-based models.

As shown in Appendix Figure 3, the distribution of risks
across DeepMind’s taxonomy reflects similar main trends
described when using the MIT taxonomy. However, because
the DeepMind taxonomy lacks a category for model-specific
risks—AI system safety, failures, and limitations—some
risks in our catalog could not be clearly classified and were
instead all grouped under representation and toxicity harms,
which in this case accounts for over 62%. For more clarity,
and easier comparison with the MIT Risk Repository, we
report the rest of our findings in main text using the MIT
taxonomy.

How Developers’ Risk Reporting Has Evolved? Previ-
ous research analyzing the 2022 snapshot of model cards
(Liang et al. 2024) reported that developers often struggle
to complete the risk sections: less than 17% of cards had
any risk content reported. To understand if risk reporting has
changed since then, in Figure 2, we compare the 2022 and
2024 model card snapshots, and our two versions of the AI
Model Risk Catalog based on those snapshots. While there
is a significant increase in the total number of model cards
over this period, the percentage of cards with completed risk
sections has decreased to 14%, as has the percentage with
unique risk sections (< 1%). We speculate this decrease
happened because newer models are often derived from or
fine-tuned versions of foundational models like GPT, and
may end up reusing their original risk sections. Addition-
ally, the average length of the risk sections has also declined
(see Table 1). Our findings not only confirm those of earlier
studies that highlight developers’ struggles with risk com-
munication (Liang et al. 2024; Bhat et al. 2023; Crisan et al.
2022b), but they raise a critical concern that the situation
may have even worsened over time.

In terms of the types of risks developers envision, Results
in Figure 2 indicate a relative stability overall. The notable
difference is a swap in the two most frequent categories: in
2022, AI system safety, failures and limitations were most
prevalent, followed by discrimination and toxicity; in 2024,
this order has reversed. Also, the number of misinformation
risks has significantly reduced in 2024 (threefold decrease),
whereas those about malicious actors and misuse have in-
creased (fourfold increase, though still accounting for only
4% of the total risks), as well as those about privacy and se-
curity (sixfold increase, accounting to 3% of the total risks
now). This is likely related to the increase in the multimodal
models (see (Yin et al. 2024), and our Appendix Figure 1),
which are linked with more of such risks, as we discussed in
the previous section. The prevalence of risks in other cate-
gories has not changed significantly.

Comparison of Risks Envisioned by AI
Developers and Researchers With Harms

Recorded in the News
Having built the AI Model Risk Catalog, we compared risks
reported by developers, those identified by researchers, and
harms recorded in real-world incidents. Figure 3 shows the
results, we highlight three key takeaways next. Note that, to
capture the full range and frequency of developer-reported
risks, we analyzed all 37,401 mentions, including duplicates,
from 64,116 model cards with risk sections, rather than lim-
iting our analysis to the 2,863 unique entries in the catalog.
This approach aligns with the MIT Risk Repository and the
AI Incident Database, where the same risks or harms may
appear in multiple research papers or news reports.

Takeaway 1: Developers imagine more of the risks tied to
AI capabilities (37%) and bias (over 44%) than their share
in real-world recorded harms (24% and 27%). Still, these
risks account for over half of the harms, which supports the
relevance of developers’ concerns.
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Figure 2: Comparing AI Model Risk Catalogs from 2022 and 2024. Left: The percentages of risks in the catalog that belong
to each category. Right: 95% confidence intervals for the pairwise differences between each pairs of percentages. A greater
distance of the interval from the vertical red line indicates a larger difference, while a narrower interval reflects higher certainty.
The top section (above the dashed line) shows statistics from the model cards snapshot, while the bottom section presents
the seven risk categories. Although the number of models with model cards has grown significantly, the proportion with risk
sections has dropped even further (from 17% to 14%). The AI system safety risks were the most prevalent in 2022, overtaken
by discrimination and toxicity in 2024. There is a threefold decrease in the proportion of misinformation, and fourfold increase
in the malicious uses risks between the two years. The remaining categories have remained mostly stable.

When developers focus on risks tied to model capabilities
(AI system safety, failures and limitations, 37%), it reflects
their hands-on role: they build, test, and evaluate model per-
formance. They tend to report concrete technical issues (e.g.,
“misclassification due to tokenization,” “context window
saturation,” or “texts longer than 128 tokens”) along with
problems in how models process information, the quality of
outputs, and behavior in specific settings. Unlike risks in the
research repository or the incident database, the developer-
reported catalog highlights fine-grained model behaviors in
controlled environments. As shown in Appendix Figure 2,
most of these developer-imagined risks fall under the sub-
category of lack of capability or robustness, which also
accounts for most real-world harms. The other two sub-
categories—lack of transparency or interpretability and AI
pursuing its own goals—each account for less than 1% of
developer-reported risks and real-world harms. Still, this
points to a potential gap: transparency and interpretability
are key concerns in responsible AI (Barredo Arrieta et al.
2020; Samek, Wiegand, and Müller 2017), especially when
it comes to the adoption in high-stakes domains such as
healthcare (Amann et al. 2020). Notably, researchers give
these risks slightly more attention (2.6%), as shown in the
MIT Risk Repository distribution in Appendix Figure 3.

Bias-related risks (discrimination and toxicity) make up
the majority (over 44%) of developer-reported risks and 27%
of real-world harms. This shows that developers are not
only concerned with model capability, but also with value
alignment, especially around fairness and the risk of pro-
ducing discriminatory or toxic content. As discussed ear-
lier (see Figure 2), these concerns have more than doubled

since 2022, showing that developers are paying increasing
attention to discrimination from their models. These risks
are often tied to specific model types and modalities, such
as speech-to-text or audio-visual models. Developers also
anticipate use-specific risks: bias in models used in health-
care, hiring, or other sensitive areas is commonly men-
tioned. Some catalog entries are highly specific; for exam-
ple, inherited bias from a certain dataset or “biases toward
anime female characters.” Among the three bias-related sub-
categories (Appendix Figure 2), most developer-reported
risks fall under unfair discrimination and misrepresentation
(24%), followed by exposure to toxic content (12%) and un-
equal performance across groups (8%).

Since 24% of recorded harms relate to AI system safety
and 27% to discrimination and toxicity, the concerns raised
by developers are valid and timely. One example of the first
type of harm involves a warehouse robot that ruptured a can
of bear spray and injured workers (incident 2). An example
of the second type is when Google Image search showed a
Barbie doll as the first female “CEO”—after 11 rows of male
CEOs (incident 18).

Takeaway 2: Compared to recorded real-world harms, AI
researchers imagine more of the risks from three categories:
socioeconomic and environmental harms (18%), overre-
liance and human agency (7%), and privacy and security
(12%). These risks appear nearly three times more often in
research than in incident data, and over ten times more than
in developer-envisioned risks.

Only 4% of real-world harms fall under socioeconomic
and environmental harms, compared to 18% of researcher-
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Figure 3: Comparison of three risk sources. We compare our catalog (developer-envisioned risks in model cards), repository
(researcher-envisioned risks in the MIT Repository), and the database (harms recorded in the AI Incidents). Left: The per-
centages of risks in the catalog / database / repository that belong to each category. Right: 95% confidence intervals for the
differences between each pair of percentages. A greater distance of the interval from the vertical red line indicates a larger
difference, while a narrower interval reflects higher certainty.

imagined risks. We see this strong focus by researchers not
as misplaced but as forward-looking. As noted by Velázquez
et al. (2024), systemic harms often take longer to materialize
and are less likely to be reported in the news—not because
they are less serious, but because their effects are slower and
harder to trace. Researchers give roughly equal weight (Ap-
pendix Figure 2) to subcategories such as power centraliza-
tion and unfair distribution of benefits (4%), increased in-
equality and decline in employment quality (3%), economic
and cultural devaluation of human effort (2%), and environ-
mental harm (3%). By contrast, developers imagine all these
risks rarely—between 0.1% and 0.3%.

For overreliance and human agency, researchers envision
7% of their reported risks in this category, while it makes
up only 2% of real-world harms, and 0.6% of developer-
imagined risks. Researchers focus on both overreliance and
unsafe use (4%) and loss of human agency and autonomy
(3%). These risks may signal early signs of systemic is-
sues—for example, overreliance leading to new types of
mistakes at work, or loss of agency affecting worker well-
being. Hence, once more, we see researchers’ attention to
these concerns as justified and forward-thinking.

The higher share of privacy and security risks in re-
search is also notable (12% compared to 8% of real-world
harms and only 3% of developer-imagined risks). While re-
searchers envision equal proportions (6%) of AI system se-
curity vulnerabilities and attacks and compromise of privacy
by leaking sensitive information, it is the latter category that
results in more incidents than the former (7% vs. 1%).

Takeaway 3: Both researchers and developers tend to over-
look risks tied to malicious use and misinformation. Harms
of this kind linked to human interaction and social engineer-
ing are significantly more common in incidents than in ex-
pert reports, indicating blind spots among the experts.

Malicious uses of AI are widespread, accounting for over
22% of recorded harms in the incident database, yet they
receive less attention from researchers (17%) and espe-
cially developers (4%). The most common subcategories
are fraud, scams, and targeted manipulation (15%) and dis-
information, surveillance, and large-scale influence (7%).
One example of fraud and manipulation is the use of deep-
fake videos to scam Canadian immigrants out of thousands
of dollars (incident 876). A case of political disinforma-
tion involves a deepfake that falsely showed U.S. Congress-
man Rob Wittman endorsing military support for Taiwan’s
Democratic Progressive Party ahead of the 2024 election (in-
cident 876). These harms are often tied to specific model
features (Charfeddine et al. 2024; Golda et al. 2024) and
their data sources (Liu et al. 2025). Hence, the low num-
ber of developer-identified risks in this area shows a clear
blind spot. One example from the catalog is the risk “out-
puts realistic faces,” linked to a text-to-video model. This
risk could cause the above mentioned harms. But this de-
scription is broad and vague—it could apply to many harms
and is not helpful for mitigation. A more detailed researcher-
identified risk notes that “GenAI can produce images of peo-
ple that look very real, as if they could be seen on platforms
like Facebook, Twitter, or Tinder. Although these individuals
do not exist in reality, these synthetic identities are already
being used in malicious activities.” However, as with the de-
veloper risk, there are many possible misuses of GenAI that
this risk could enable, which likely explains the gap between
the proportions of actual harms and expert-envisioned risks
in this category.

Although there is a growing body of research on misin-
formation (Chen and Shu 2024; Liu, Sheng, and Hu 2024;
Garimella and Eckles 2017), the actual harms seen in the
world (13%) suggest that these risks are more serious and
more frequent than the developers (10%), and especially re-
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searchers (6%) envision. Harms of both of these types can
be linked to human interaction (Velázquez et al. 2024), and
social engineering (Wang et al. 2021; Schmitt and Flechais
2024) highlighting at a gap in expert focus.

Discussion
By curating risks from nearly half a million model cards
into an AI Model Risk Catalog, we help clarify how devel-
opers see AI risks. We also compare the focus of develop-
ers and researchers with real-world harms reported in the
news, revealing where they overlap and differ, and where
important gaps remain. Below, we outline the implications
of our work for bridging the divide between these groups
and other stakeholders, such as journalists, policy-makers,
auditors, and the wider public.

Theoretical Implications
Definition and Format of AI Risk. Our comparison of
risks from two leading sources (the repository and the in-
cident database) with those in our new catalog shows there
is no standard way to report AI risks. Some risks are de-
scribed in long, narrative statements that cover not just fail-
ures or incidents but also broader consequences—such as
ethical dilemmas, moral challenges, or legal issues (mainly
in the repository). Others are brief and sometimes vague
statements about what could go wrong (often in the catalog).
Real-world harms, by contrast, are tied to specific uses, do-
mains, and subjects harmed (as in the database).

This points to a clear need for the responsible AI com-
munity to adopt a structured standard for defining and
communicating risks. Drawing on insights from all three
sources, we argue that a robust risk format should at min-
imum specify the situation and context in which harm
might occur. Without this, a single expert-defined risk can
lead to many different harms of varying severity and like-
lihood (as we have discussed in Results). Such a stan-
dard would enable interoperability across sources and help
all stakeholders—developers, policy-makers, auditors, and
users—understand and act on risk information. A recent step
in this direction is the Risk Card format (Derczynski et al.
2023) for language model risks. Still, further simplification
and user studies are needed to ensure risk communication
meets the needs of different audiences.

Unified source of AI risks and harms. Our results show
that these three resources complement each other: the repos-
itory and database provide depth of insight and examples of
broader, systemic harms, while the catalog together with risk
links to specific models and datasets, can serve as a granular
reference tool for the systematic auditing of AI system capa-
bilities (Uuk et al. 2024). Together, these resources create a
shared knowledge base that can support collaboration across
a wide range of stakeholders.

However, while we cover two key expert groups and the
media, important perspectives are still missing. These in-
clude the views of end users and affected communities, civil
society organizations and NGOs working in digital rights,
consumer protection, and human rights, as well as legal

experts, ethicists, and sectoral specialists from fields like
healthcare, finance, and energy. Involving these groups is
crucial for building a fuller, more inclusive understanding
of AI risks and ensuring that risk reporting and mitigation
efforts meet the needs of all those affected.

Practical Implications
Researchers and Scholars. Our findings show that re-
searchers have driven the discussion on the broader societal,
environmental, and governance impacts of AI. However,
they should place greater focus on risks linked to malicious
use, misinformation, discrimination, i.e., especially those
rooted in human interaction and social engineering (Schmitt
and Flechais 2024). While there is a strong body of work
on misinformation (Chen and Shu 2024; Liu, Sheng, and Hu
2024) and bias (O’Connor and Liu 2024; Whittaker et al.
2019; Dai et al. 2024; Yu et al. 2024), these issues remain ur-
gent due to the frequency and severity of real-world harms,
as shown by incident data. Social engineering, in particu-
lar, exploits human psychology to deceive individuals and
groups, often leading to significant harm (Wang et al. 2021).

To address these challenges, researchers should develop
new frameworks and practical solutions for AI risks rooted
in human behavior and social dynamics. This requires closer
collaboration with the human-computer interaction (HCI)
community (Tahaei et al. 2023), and experts in social and be-
havioral sciences (Washo 2021). Such partnerships can help
anticipate new threats of these types, and design interven-
tions grounded in real user experience.

Developers. We found that model developers, much like
researchers, often overlook risks related to human interac-
tion, social engineering, malicious use, and misinformation.
However, developers also show a distinct blind spot for pri-
vacy and security risks. This lack of attention is especially
puzzling since privacy, security, and malicious use are di-
rectly tied to specific model designs, underlying data, and
the amplified vulnerabilities introduced by LLMs (Charfed-
dine et al. 2024; Liu et al. 2025; Bullwinkel et al. 2025).

Bridging these gaps will require developers to system-
atically consider a broader set of risks, both technical and
human-centered. First, using risk taxonomies as assessment
guides or “cheatsheets” can support more complete and sys-
tematic developer risk assessments. Second, we recommend
drawing lessons from established cybersecurity and privacy
practices and approaching AI systems as software that can
be compromised. Security information sharing and the adop-
tion of security-first and privacy-first approaches—as advo-
cated by the NIST AI management framework (NIST 2024,
2023)—are key strategies (Uuk et al. 2024). Third, devel-
opers can also benefit from tools like RiskRAG (Rao et al.
2025), which guide risk thinking in relation to real-world
AI uses. Future automatic tools for envisioning risks should
ground suggestions in evidence from our catalog, reposito-
ries like the MIT AI Risk Repository, incident databases, and
structured resources such as BenchmarkCards (Sokol et al.
2024), rather than relying solely on LLMs.

Media Professionals. Our findings can help media profes-
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sionals reflect on how they cover AI risks and harms. Rather
than focusing only on high-profile or sensational incidents,
media outlets can broaden their reporting to include a wider
variety of risks and affected groups. By highlighting both
common and overlooked harms, media professionals can
play a key role in informing researchers and the public, shap-
ing balanced discourse (e.g., by following UNESCO’s guide
to best practices in AI reporting (Jaakkola 2023)), and hold-
ing developers and policymakers accountable.

Policy Makers. Policymakers can benefit from these risk
sources by drawing on risks identified by each of develop-
ers, researchers, and in real-world incidents when shaping
legal frameworks (Golpayegani et al. 2024). Consolidating
diverse risks in this way helps pinpoint areas needing urgent
attention and can guide resource allocation. These structured
resources support the development of targeted regulations,
compliance tools (Bogucka et al. 2024a; Golpayegani et al.
2024), and effective mitigation strategies (Uuk et al. 2024).

Unlike less detailed sources, our catalog links risks to spe-
cific models, making it more useful for compliance checks
and integration into compliance platforms. Our catalog also
tracks how often each risk is reported, highlighting the
most common concerns across different model types and
modalities. Notably, as multimodal models become more
widespread, they introduce new safety challenges (Wei-
dinger et al. 2023; Hameleers et al. 2020), and our re-
sults show these models are rapidly increasing in number
among the open-source ones on Huggingface platform—an
area that requires special attention from policymakers. Even
though many HuggingFace models lack risk documenta-
tion, sharing model-specific risks in a public repository like
ours can aid model selection, mandatory impact assess-
ments (Bogucka et al. 2024b,a), and inform product choices
for end users (Bogucka, Šćepanović, and Quercia 2024).
Lastly, by adopting and encouraging open risk reporting
standards, policymakers can further promote transparency
and public trust in AI.

Public. Human-interaction and social engineering risks de-
serve special attention, and preventing these harms requires
greater public awareness. The risk sources such as our cat-
alog can help the public understand how AI might affect
them (Bogucka, Šćepanović, and Quercia 2024), support in-
formed choices about adopting technology, and encourage
accountability among developers, organizations, and policy-
makers. Public engagement in risk reporting, e.g., through
participatory auditing, and discussion can strengthen ac-
countability, and improve AI integration into society.

Limitations
Limitations and Biases of the Risk Sources. We treated
the MIT Risk Repository as a source of risks identified by
researchers, the AI Model Risk Catalog as reflecting risks
described by developers, and the AI Incident Database as ev-
idence of real-world harms. These categories are not clear-
cut: many developers are also researchers, and their roles
often overlap. The repository includes only a subset of aca-
demic work; most model cards do not mention risks, limiting

developers’ perspectives; and the incident database may re-
flect media coverage biases (Shaikh and Moran 2024; Bren-
nen 2018). While Hugging Face is one of the most compre-
hensive public sources of model documentation, our catalog
includes only its model cards. It excludes risks described in
other platforms, such as GitHub repositories or internal com-
pany records (Fang et al. 2020). Finally, the catalog reflects
a snapshot from July 2024. It does not capture model cards
added or revised since then. Our findings should be read in
light of ongoing updates to Hugging Face.

LLM Shortcomings. Generated risks may involve inaccu-
racies from LLM hallucinations (Mittelstadt, Wachter, and
Russell 2023). To mitigate this, we extracted and minimally
standardized risk sentences to limit misrepresentation. Po-
tential biases in LLM-based classifications (Luccioni et al.
2024) were addressed by repeating classifications thrice and
applying majority agreement, with manual validation ensur-
ing reliability.

Adverse Impact Statement

The proposed risk catalog has the potential for dual-use.
Any documentation reporting failure modes and risks could
be leveraged by malicious actors to scale harmful or dan-
gerous applications of AI systems. However, the risks in-
cluded in the catalog are derived from publicly available
sources, i.e., model cards, and do not introduce new or
undisclosed vulnerabilities. By consolidating and categoriz-
ing these risks, our aim is to support responsible AI devel-
opment and risk mitigation, while minimizing the potential
for misuse through careful curation and transparency.

Ethical Considerations Statement

This work adheres to ethical research principles and com-
munity norms, ensuring compliance with applicable laws
and professional ethical codes. The data used in our study
were sourced entirely from publicly available model cards
on HuggingFace and established repositories like the MIT
Risk Repository and AI Incident Database. HuggingFace al-
lows the use, display, publication, reproduction, distribution,
and creation of derivative works according to their terms of
service. We did not collect or utilize sensitive user data, nor
did we interact with users or deploy systems during the re-
search.

To mitigate ethical concerns, we took several precautions.
First, we acknowledge the potential dual-use risks of doc-
umenting AI failure modes and risks, which could be ex-
ploited for harmful purposes. However, all risks in our cata-
log were derived from publicly accessible data, and no new
or undisclosed vulnerabilities were introduced. Second, we
addressed biases and inaccuracies inherent to LLM outputs
through repeated classification runs, majority voting, and
manual validation. Finally, we made efforts to ensure the cu-
rated catalog contributes to responsible AI development by
consolidating risks in a way that supports transparency and
accountability.
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