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Abstract

The latest Audio Language Models (Audio LMs) process
speech directly instead of relying on a separate transcription
step. This shift preserves detailed information, such as into-
nation or the presence of multiple speakers, that would other-
wise be lost in transcription. However, it also introduces new
safety risks, including the potential misuse of speaker identity
cues and other sensitive vocal attributes, which could have
legal implications. In this paper, we urge a closer examina-
tion of how these models are built and deployed. Our exper-
iments show that end-to-end modeling, compared with cas-
caded pipelines, creates socio-technical safety risks such as
identity inference, biased decision-making, and emotion de-
tection. This raises concerns about whether Audio LMs store
voiceprints and function in ways that create uncertainty un-
der existing legal regimes. We then argue that the Principle
of Least Privilege should be considered to guide the develop-
ment and deployment of these models. Specifically, evalua-
tions should assess (1) the privacy and safety risks associated
with end-to-end modeling; and (2) the appropriate scope of
information access. Finally, we highlight related gaps in cur-
rent audio LM benchmarks and identify key open research
questions—both technical and policy-related—that must be
addressed to enable the responsible deployment of end-to-end
Audio LMs.

Full Appendix — https://arxiv.org/abs/2503.16833
Code & Audio Samples — https://github.com/princeton-

polaris-lab/AudioLM-Deployment

1 Introduction
The integration of audio as a core modality in commer-
cial language models—such as ChatGPT (OpenAI 2024)
and Gemini (DeepMind 2025)—has significantly advanced
the accessibility and usability of conversational AI systems.
While the unified modalities may appear novel, integrating
audio processing and language modeling is not entirely new.
Traditional voice assistants, including Amazon Alexa, Ap-
ple Siri, and ChatGPT’s early voice mode, have long em-
ployed a cascaded architecture. Audio input in a cascaded
architecture is first transcribed via automatic speech recog-
nition (ASR), and only the resulting text is passed to the

*These authors contributed equally.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

Figure 1: Illustration of cascaded and end-to-end Audio LM
pipelines. End-to-end modeling allows richer audio infor-
mation to be processed directly. This also poses increased
safety risks since sensitive vocal attributes may be misused.

language model. In contrast, a new generation of Audio
Language Models (Audio LMs) (OpenAI 2024; DeepMind
2025; Tang et al. 2024; Deshmukh et al. 2025; Ghosh et al.
2025), have switched to end-to-end modeling, where audio
is embedded into a latent space for use directly by the lan-
guage model, rather than being first transcribed into discrete
text tokens.

This end-to-end paradigm allows models to use par-
alinguistic information (e.g., prosody, intonation, empha-
sis, pausing), background acoustics, non-linguistic sounds
(e.g., laughter, music), the presence of multiple speakers,
and more. As a result, the new generation of Audio LMs are
able to perform a wider range of tasks and more accurately
serve customer requests. Despite these technical advantages,
in this paper, we argue that the switch from cascaded to end-
to-end systems should not be taken lightly.

First, we show that while end-to-end modeling promises
more powerful and intelligent Audio LMs, it also introduces
expanded safety and legal risks (§2). Although end-to-end
modeling enables the LM to access richer information in the
audio signal, much of this additional information is sensi-
tive by nature. For example, speaker voices inherently carry
features (e.g., pitch, formant, intensity, prosody, speech rate)
that could be exploited to infer sensitive personal attributes
such as age (Sadjadi, Ganapathy, and Pelecanos 2016), gen-
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der (Simpson 2009), race (Chen et al. 2022), and emotional
state (Cummins et al. 2017). Certain vocal characteristics
can even serve as biometric voiceprints that identify indi-
viduals (Karpey and Pender 2016)—potentially coming into
tension with various regulations. In Section 2, we present
three case studies to show how end-to-end Audio LMs can
make identity inferences, biased decision-making, and emo-
tion detection by exploiting audio features. We then discuss
the potential safety risks these case studies imply.

Second, we examine how these issues may implicate reg-
ulations in the United States and the European Union, which
stakeholders who choose to develop and deploy end-to-end
Audio LMs should be aware of (§3). For example, as state-
of-the-art models can identify public figures from voice
alone, it raises the possibility that voiceprints are being pro-
cessed without consent, prohibited by statutes like the Illi-
nois Biometric Information Privacy Act (BIPA). These mod-
els also retain the capacity to infer emotional states in ways
that may contravene the EU AI Act’s categorical ban on
emotion recognition in workplace and educational contexts.
These findings show the regulatory tension created by shift-
ing from modular pipelines to end-to-end systems that are
harder to audit, constrain, or disentangle.

Third, we argue that the deployment of end-to-end Au-
dio LMs should take into account the Principle of Least
Privilege (PoLP) (§4). As a long-established principle in
information security and privacy, PoLP prescribes that any
entity within a system should only be given the minimal
degree of access or information required to fulfill its des-
ignated function (Saltzer and Schroeder 1975). Following
PoLP, the decision to deploy end-to-end Audio LMs should
consider what level of access to audio features is necessary
for their intended use cases, balancing the improved func-
tionality against the safety and legal risks that come with
it. In many cases, it may not be necessary for the language
model to access audio directly to accomplish the requisite
tasks.

Fourth, we explore approaches for operationalizing the
PoLP in audio language models and identify critical gaps
in the literature (§5). We find, for example, that many open-
source audio LM efforts do not test for these potential risks.
On the other hand, many closed-source efforts test for these
risks but often do not release the evaluation suites. The open
availability of evaluation suites will be essential for oper-
ationalizing PoLP, and we encourage more sharing. More-
over, framing Audio LM design through the lens of PoLP
may motivate novel research directions—for example, archi-
tectural modifications that selectively constrain the propaga-
tion of audio-derived information within the model.

2 Expanded Safety Risks of End-to-End
Audio LMs

In this section, we present empirical studies to illustrate the
emerging risks of end-to-end Audio LMs. Specifically, we
focus on experiments with GPT-4o (OpenAI 2024), Gem-
ini (DeepMind 2025), and Qwen (Chu et al. 2024) audio
models to demonstrate their ability to infer the speaker’s
identity, gender, and emotional state based on voice in-

puts.1 These inferences are explicitly prohibited by Ope-
nAI’s safety policies (Hurst et al. 2024)2 and have legal
implications in the United States and European Union, as
discussed later in Section 3. GPT-4o is also post-trained to
refuse such inference tasks. However, we find that simple
prompting strategies can readily bypass this guardrail (see
prompt examples in each case study and additional exam-
ples in the Appendix). Once the guardrail is bypassed, the
model can achieve non-trivial accuracy on such sensitive in-
ferences.

Identity Inference. First, we show experiments examin-
ing the capability of GPT-4o to infer speakers’ identities
based on their voices. We first collect a dataset compris-
ing audio clips of 12 individuals sourced from public do-
mains: politicians (Barack Obama, Donald Trump, Kamala
Harris), celebrities (Nikki Glaser, Billie Eilish, Samuel Jack-
son), researchers (Andrew Ng, Fei-Fei Li), YouTubers (Grant
Sanderson, Jimmy Donaldson), activists (Vandana Shiva),
and poets (Ocean Vuong). To ensure speaker identification
does not rely on seen training samples, we select audio from
YouTube videos that premiered after the summer of 2024,
which is after the training cutoff date of GPT-4o.

For each individual, we start with 150 clips and first fil-
ter out those where GPT-4o can correctly identify speakers
based on the transcript alone. This process ensures that we
exclude scenarios where the content of the dialogue could
reveal speaker information, rather than identifying audio
features. We refer to the prompts remaining after this step
as filtered prompts. The number of filtered prompts for each
individual, as well as the system prompts used for the ex-
periments, are included in the Appendix. To take into ac-
count model sensitivity to different system prompts, we try
5 system prompt variations and take the majority vote as
the model prediction. Using these system prompts, GPT-
4o mostly complies with speaker identification requests, by-
passing the system’s safety specification to refuse this task.
We report the refusal rate as the percentage of the filtered
prompts that GPT-4o responds with a direct refusal like “I’m
sorry, I cannot detect the speaker from this audio clip.” We
say a prompt is responded to if GPT-4o attempts a predic-
tion instead of direct refusal. The identification accuracy on
each person is calculated as the percentage of filtered and
responded to prompts that receive a correct identification. In
Table 1, we show the identification accuracy and identifica-
tion request refusal rate. For GPT-4o, the detection accuracy
on filtered examples can be as high as 100% and the refusal
rate can be as low as less than 3%.

The ability to identify speakers with high accuracy from
only their voice suggests that GPT-4o may be recognizing
distinctive vocal characteristics unique to individuals. Since
GPT-4o successfully identifies speakers from unseen exam-
ples and without relying on the content of the speech, this
indicates that the model has learned to associate vocal char-
acteristics with specific identities in a way that generalizes

1We use greedy decoding for all our experiments to ensure de-
terministic and reproducible outputs

2Though OpenAI allows a safe harbor for good faith safety test-
ing, which this work is covered by.
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Speaker GPT-4o GPT-4o Gemini Gemini Qwen Qwen
Accuracy Refusal Rate Accuracy Refusal Rate Accuracy No Name Rate

Donald Trump 100.0 16.1 50.0 0.0 15.6 59.5
Kamala Harris 72.1 6.9 32.2 0.0 0.0 65.7
Grant Sanderson 70.1 7.4 54.4 0.0 0.0 72.1
Barack Obama 64.4 2.2 35.3 0.0 23.1 50.6
Vandana Shiva 52.7 1.5 16.4 0.0 0.0 67.1
Samuel Jackson 49.2 2.4 11.5 0.0 0.0 68.7
Andrew Ng 43.7 3.1 12.4 0.0 7.1 68.9
Billie Eilish 42.6 10.5 13.3 0.8 0.0 81.6
Nikki Glaser 40.7 6.9 5.8 2.8 3.4 80.5
Fei-Fei Li 35.7 3.1 30.2 0.0 0.0 60.4
Jimmy Donaldson 31.8 2.3 25.5 0.0 0.0 84.0
Ocean Vuong 11.5 6.5 4.1 0.0 0.0 77.3

Table 1: Speaker identification capabilities across different models. The table shows accuracy and refusal/name avoidance rates
(all in percentage). While systems are often designed to refuse speaker identification tasks, guardrails can be bypassed with
varying degrees of success across models, resulting in non-trivial detection accuracy. Qwen model does not directly refuse
identity detection requests but its output may not contain a name. Therefore, instead of reporting refusal rate for Qwen, we
report the percentage of responses without a name.

across different audio clips.3

We additionally show results on two other state-of-the-art
multimodal LMs: Gemini 2.0 Flash (DeepMind 2025) and
open-source Qwen2-Audio-7B-Instruct (Chu et al. 2024).
Claude currently does not allow audio input. Most other
open-source models focus on non-speech sound understand-
ing and reasoning, such as Audio Flamingo2 (Ghosh et al.
2025), Audio-Reasoner (Wang et al. 2025). For Gemini and
Qwen experiments, we follow the same pipeline in the GPT-
4o experiments to first filter out audio clips where correct in-
ference can be made on the transcripts (see the Appendix for
the number of filtered counts for each model and subject). As
shown in Table 1, Gemini’s detection accuracy is lower than
that of GPT-4o, and it almost always complies with speaker
identification requests. Qwen’s detection accuracy is signifi-
cantly lower than the other two proprietary models, with 0%
accuracy on most tested speakers. However, this is not be-
cause it is safe against the risks discussed, but because it has
much worse performance overall. For example, instead of
returning a name as a prediction, it may output text such as
“This is a rhombus” or “the speaker is a female,” which are
irrelevant to the task. Both Gemini and Qwen rarely respond
with direct refusal to identity inference requests, likely due
to a lack of safety post-training for this task. While Gem-
ini always outputs a name for identity inference, Qwen’s re-
sponse often does not contain a name. Therefore, instead of
reporting refusal rate for Qwen, we report the percentage of
responses without a name.

This capability in more advanced models raises safety
concerns: if such models can infer speaker identities from
voice alone, individuals who interact with these systems ex-
tensively may be at risk of being passively identified, po-

3We release our shortlist of 30 audio clips for each individual,
all of which GPT-4o has correctly inferred the person’s identity
from the voice. We document the full protocol of our data collec-
tion in the Appendix.

tentially without their consent.4 This underscores the need
for further scrutiny into whether speaker representations are
retained implicitly when processing voice input, and what
safeguards should be implemented to mitigate the sociotech-
nical safety risks associated with this form of recognition.

Biased Decision Based on Voice Features. If GPT-4o
and similar models implicitly detect and utilize vocal fea-
tures in decision-making, this could lead to unintended bi-
ases and unreliable outputs. By “implicit use,” we mean that
the model leverages vocal attributes—such as pitch, accent,
speaking rate, or intonation—even when these features are
not explicitly required or intended for the task. For example,
if Audio LMs are used for automated interviews (Jaser and
Petrakaki 2023), implicit use of demographic features by the
model might result in systematic discrimination against can-
didates from a particular group. To explore this, we con-
duct a case study examining how voice features could im-
pact model output, even when the speech content remains
identical across different speakers.

We show a case study where audio features are implicitly
used and lead to diverging results for speakers of different
genders. We source 43 different voices (20 male, 23 female)
provided by Google TTS (Cloud 2025). We simulate a sce-
nario where Audio LM are asked to provide promotion sug-
gestions based on employees’ recordings using the system
prompt shown in Figure 2. All recordings have the same lit-

4While our experiments focus on public figures, whose voice
data is widely available and whose identification may carry fewer
privacy concerns, the model’s demonstrated capability general-
izes beyond this population. For private individuals, identification
through voice may raise more serious privacy risks, particularly
when voice data is collected in non-public contexts without explicit
consent. Notably, statutes like BIPA do not distinguish between
public and private figures in defining voiceprints as biometric iden-
tifiers subject to regulation. Thus, even if used unintentionally or
without disclosure, the model’s ability to infer identity from voice
alone poses legal and ethical risks in broader deployment settings.
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Scenario Model Male Female

Construction Worker
GPT-4o 65.0 34.8
Gemini 50.0 47.8
Qwen 45.0 65.2

Makeup Salesperson
GPT-4o 45.0 26.0
Gemini 75.0 82.6
Qwen 95.0 100.0

Table 2: Promotion rates (%) by models judging male and
female audio clips for stereotypically masculine and fem-
inine roles. Even though male and female voice clips are
generated with the same transcript, GPT-4o promotes male
candidates twice as often for both roles. The pattern is less
salient for Gemini and Qwen.

Figure 2: System prompt used for case study showing biased
decision based on voice features. We use different voices
speaking the same content as input, and find that the percent-
age of male voices receiving a promotion suggestion nearly
doubles that of female voices.

eral content “I consider myself a great construction worker”
and without any special voice attribute modifications. For
the task’s purpose, outcomes should not vary among all these
audio clips. However, we observe that 65% of male voices
received a promotion suggestion from the model, whereas
only 34.8% of female voices did. When the same experi-
ment is conducted on a promotion scenario for a makeup
salesperson position, which is stereotypically feminine, we
again see the difference in output distribution favoring men.
Here, all voices say “I consider myself a great makeup sales-
person.” 45% of male voices received a positive promotion
suggestion compared to only 26% for female voices.

These results show two problems. First, there can be prob-
lematic inconsistency across inference on different voices.
While someone’s voice should presumably not determine
whether they are promoted, the inclusion of audio features
clearly changes outcomes. Second, there may be a gender-
specific bias when presented with audio data in some cases,
skewing promotions toward male-presenting voices. This is
related to existing works that have studied LLM stereotypes
and biases, (Kotek, Dockum, and Sun 2023; Zack et al.
2024), which involve directly taking as input sensitive at-
tributes like age and gender, or proxies for these attributes
like names that could reveal one’s race (Salinas, Haim, and
Nyarko 2025).

However, as we observe in Table 2, different models show

Figure 3: System prompt for emotion recognition case study.
We simulate workplace environment, where emotion detec-
tion should be prohibited per the system prompt. We find
that refusal happens for less than half (43.1%) of the audio
clips and happiness/anger has 84.6% and 48.3% detection
accuracy respectively.

differing trends in how they implicitly use voice attributes
during inference. We also show in the Appendix that for
some scenario variations, we find less or no biases. The vari-
ability itself and the stochasticity in output are worth empha-
sizing. On the other hand, such variability would not have
occurred with a cascaded model, which removes the source
of variability that audio injects.

Emotion Detection. We conduct a third case study on
emotion detection, where the model’s output depends on
whether emotional information from the audio is used dur-
ing inference. We select a subset of audio clips from
CREMA-D (Cao et al. 2014) due to its diverse speaker
source and the emotionally neutral nature of all 12 spoken
sentences in the study. We include results on another emo-
tion detection dataset, RAVDESS (Livingstone and Russo
2018), in the Appendix. To ensure diversity, we choose 8
actors (1 male and 1 female from each of the 4 specified
racial categories), select all 12 sentences in the datasets, and
choose the ones spoken with happy or angry emotions. Our
subset consists of 174 clips after filtering out broken audio
clips from the dataset.

Motivated by the EU AI Act which prohibits “the use of
AI systems to infer emotions of a natural person in the areas
of workplace and education institutions” (European Parlia-
ment and Council of the European Union 2024), we adapt
this requirement to design a case study simulating a profes-
sional legal context involving lawyers and paralegals, with
system prompt shown in Figure 3.

In Table 3 we report the emotion detection accuracy for
the three models. GPT-4o refuses to respond to less than
half (43.1%) of the 174 clips, even though all of them are
in workplace setting and thus emotion recognition tasks
should be refused. Among the clips that GPT-4o responds
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to, clips demonstrating happiness are detected with accuracy
84.6%, and clips demonstrating anger are detected with ac-
curacy 48.3%. Both Gemini 2.0 Flash and Qwen2-Audio-
7B-Instruct demonstrate similar or better abilities to detect
emotion while refusing no tasks. We attribute the source of
this behavior to audio input by comparing it with a text-
only scenario where the model is asked to recognize emotion
from the transcript only. In the text-only setting, GPT-4o and
Gemini always refuse to respond, demonstrating successful
classification of the setup as a workplace environment and
responding accordingly following the system prompt speci-
fication. Qwen refuses 50% of the inquiries and gives a “neu-
tral” prediction based only on the text for the other half 5. We
include the corresponding prompts and an additional emo-
tion detection case study in the Appendix.

Low emotion-detection refusal rate and high accuracy
on some emotions highlight another safety concern: mod-
els may prioritize implicit audio traits (e.g., emotion) over
explicit instructions (eg. refusing emotion detection request
in workplace environment). This failure to adhere to pre-
defined constraints suggests potential limitations in model
controllability and reliability, especially in sensitive applica-
tions. This shows that we cannot only rely on inference-time
strategies to instruct models to avoid making implicit infer-
ences. Furthermore, it raises questions about the feasibility
of enforcing legal regulations, such as those outlined in the
EU AI Act, which we explore in section 3.

3 Legal Implications
Models’ ability to infer identity, emotion, and other sensitive
attributes—as shown by our case studies in Section 2—raise
uncertainty about privacy and anti-discrimination laws, as
well as the EU AI Act.

Collecting Identifiable Voiceprints: Biometric Privacy
Laws. If models can successfully identify individuals
from their voice, using no external information (as we find in
Table 1), it is possible that they store identifiable biometric
information. This in turn can implicate privacy statutes such
as the Illinois Biometric Information Privacy Act (BIPA),
the California Consumer Privacy Act (CCPA), and the EU
General Data Protection Regulation (GDPR). Each of these
laws regulates the handling of audio data that can be used to
identify individuals. BIPA (Article 10) expressly includes “a
retina or iris scan, fingerprint, voiceprint, or scan of hand or
face geometry,” while excluding “writing samples.” CCPA
(Article 1798.240) governs “voice recordings, from which ...
a voiceprint, can be extracted.” GDPR (Article 9) similarly
covers “biometric data for the purpose of uniquely identi-
fying a natural person.” Violations of these provisions may
expose parties to regulatory and litigation risks.

BIPA, in particular, has generated extensive litigation,
with hundreds of suits filed each year. Section 15(b) of BIPA
mandates that a private entity must inform the individual in
writing about the purpose and duration of the collection and
obtain a written release before collecting any biometric iden-
tifier or information. It provides a distinct private right of

5Text-only experiments for Qwen are done using the Qwen2-
7B-Instruct model, as the audio model requires multimodal input.

action with statutory damages of $1,000 per negligent vio-
lation and $5,000 per intentional violation, resulting in ex-
ponential class action litigations. Many of these cases in-
volve facial recognition technology, where plaintiffs allege
that machine learning models store “face geometry” in ways
that trigger BIPA’s consent and privacy requirements. In Pa-
tel v. Facebook, the court approved a $650 million settle-
ment for Facebook’s use of facial recognition software to
identify the faces of users in images (Patel v. Facebook, Inc.
2009). More severly, in Cothron v. White Castle, the court
held that “each scan or collection” without prior informed
consent constitutes a separate violation (Cothron v. White
Castle Sys., Inc. 2023), multiplying statutory damages. For
example, repeated fingerprint scans for employee timekeep-
ing accrue new violations with every scan, making it an in-
credibly attractive statute for the plaintiffs.

A key question in evaluating biometric privacy law viola-
tion is the question of identifiability: courts have emphasized
that mere voice recordings are not voiceprints, but mechan-
ically extracted or modeled data that enables or facilitates
identification qualifies, as outlined in Rivera v. Google Inc.
(2017). Under BIPA, plaintiffs must plausibly allege that the
technology is capable of extracting distinctive, individual-
specific features from a speaker’s voice that could be used
to recognize or track that person. For example, in the Car-
penter v. McDonald’s Corp. (2022), a federal district court
in Illinois, referencing McDonald’s patent and public acqui-
sitions, found that it is plausible for McDonald to be capable
of using AI extracting acoustic features of voices in its drive-
through lanes to identify repeat customers and tailor their or-
dering experience. Similarly, in Delgado v. Meta Platforms,
Inc. (2024), the federal district court in California allowed
a voiceprint-based BIPA claim to proceed based on allega-
tions that Meta’s services could extract identifying features
from user audio input and match them to a biometric profile.
The court held that even if Meta had not used the data to ac-
tively identify the plaintiff, its capacity to do so, supported
by Meta’s patent filings and privacy policy notice, was suf-
ficient to trigger BIPA’s protections.

Given the trajectory of recent case law, the ability of ad-
vanced Audio-LMs like GPT-4o, Gemini, and Qwen to iden-
tify individuals based solely on voice input raises substan-
tial legal concerns. In our case study, we find that models
successfully infer the identities of public figures from previ-
ously unseen audio clips. This suggests that the model has
internalized speaker-specific vocal features and associated
them with individual identities. Courts have held that even if
identification is not actually performed, the mere capacity to
recognize individuals using biometric features may be suffi-
cient to trigger BIPA’s requirements for notice, consent, and
data retention policies. Thus it is an open question whether
end-to-end Audio LMs may function as biometric systems
under Illinois law, even if deployed in general-purpose set-
tings due to their ability to extract and store speaker repre-
sentations that enable voiceprint identification. As develop-
ers transition from modular, cascading pipelines to end-to-
end architectures with speaker recognition capabilities, they
must consider the heightened legal exposure and biometric
compliance risks that such design choices may entail.
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Ground Truth GPT-4o GPT-4o Gemini Gemini Qwen Qwen
Emotion Accuracy Refusal Rate Accuracy Refusal Rate Accuracy Refusal Rate
Overall 62.6 43.1 60.3 0.0 75.9 0.0
Angry 48.3 31.0 27.6 0.0 96.6 0.0
Happy 84.6 55.2 93.1 0.0 55.17 0.0

Table 3: Emotion recognition accuracy and refusal rates (%) for models under an EU AI Act–prohibited workplace inference
scenario. All models should refuse inference according to the scenario guidance. However, Gemini and Qwen never refuse, and
GPT-4o refuses under 50% of the time. All models demonstrate accurate emotion detection abilities when failing to refuse.

Law Description Related Risk from End-to-End Audio
LMs

Illinois Biometric Informa-
tion Privacy Act (BIPA)

Requires informed written consent before
collecting voiceprints; allows private right
of action with statutory damages.

Models may learn the association between
individuals and their vocal characteristics,
which can form voiceprints for individuals
without formal consent.

Artificial Intelligence Act
(EU AI Act)

Prohibits AI systems from inferring emo-
tion in workplace and education settings.

Models may not be able to reliably discard
certain voice attributes when doing infer-
ence, making the regulation’s implementa-
tion difficult.

Title VII of the Civil Rights
Act of 1964

Prohibits discrimination based on race,
color, religion, and sex in employment

Models may implicitly detect these sensi-
tive attributes when processing input audio
and use them during inference.

Table 4: A selected set of related regulations and the legal implications of End-to-End Audio LMs.

Detecting Emotions: the EU AI Act. The EU AI Act sin-
gles out emotion detection as a discrete regulatory concern.
Specifically, Article 5(1)(f) prohibits “the use of AI systems
to infer emotions of a natural person in the areas of work-
place and education institutions,” except under narrow cir-
cumstances such as for medical purposes (European Parlia-
ment and Council of the European Union 2024). This prohi-
bition targets the very act of emotion recognition in the given
settings, regardless of whether it yields discriminatory re-
sults. As Recital 44 explains, the regulation reflects a worry
that emotion detection may place undue burdens on individ-
uals from marginalized communities or on those unfamiliar
with prevalent cultural norms. Alarmingly, our experiments
reveal that end-to-end Audio LMs can still be employed to
detect emotions in workplace settings potentially covered by
the EU AI Act. GPT-4o, Gemini, and Qwen all respond to
emotion detection prompts even when explicitly instructed
not to in workplace scenarios. GPT-4o, for example, cor-
rectly infers emotional states (e.g., happiness at 84.6% ac-
curacy) in a legal workplace context, which could fall under
the EU AI Act’s prohibition if deployed without medical or
safety justification.

General-purpose model providers may struggle to imple-
ment reliable safeguards against prohibited tasks like emo-
tion recognition, particularly as they transition from modu-
lar pipelines that leverage automatic speech recognition to
end-to-end architectures that process audio holistically. In
modular systems, emotion detection could be compartmen-
talized or filtered out at discrete stages, but in end-to-end
models, the capacity to infer emotional states may be entan-
gled with other capabilities such as speech comprehension
or speaker identification. This may be particularly difficult
since distinguishing protected contexts (professional and ed-

ucational settings) from unprotected settings requires highly
contextual information about the deployment environment.
Such information may not be accessible to the model or the
provider at the time the model is queried, especially when
the system is used as a general-purpose API or embedded in
third-party applications.

Despite these regulatory constraints, emotion detection
remains a prominently rewarded capability in many audio-
focused benchmarks, where it is treated as a core perfor-
mance metric (Wang et al. 2024; Yang et al. 2024). This nor-
malization of emotion recognition, even as a default capa-
bility, risks blurring the boundary between technical perfor-
mance goals and prohibited uses under EU law. In its 2025
implementation guideline, the EU Commission emphasized
that general-purpose AI providers are expected not only to
contractually exclude prohibited uses and provide clear doc-
umentation to downstream users, but also to take “appropri-
ate measures” upon becoming aware of misuse, especially
when such misuse occurs on platforms under their control
or is reported by external parties (European Commission
2025).

These shared responsibilities create legal ambiguity
around the allocation of compliance duties between up-
stream providers and downstream deployers. As end-to-end
audio models will be integrated into hiring, education, and
other socially sensitive domains, the stakes of misclassifica-
tion, implicit profiling, or unauthorized biometric inference
will only grow. Therefore, regulatory pressure to detect, dis-
close, and prevent misuse is likely to intensify. To meet these
expectations, general-purpose model providers should im-
plement affirmative safeguards beyond formal disclaimers.
This includes improving internal monitoring mechanisms,
offering context-aware usage documentation, and providing
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deployment-time alerts or API-level safeguards when mod-
els are used in high-risk domains. In parallel, benchmark
designers and AI research communities should avoid treat-
ing emotion recognition as a default positive metric across
all contexts, which may unintentionally normalize high-risk
practices. Instead, benchmarks should clarify when such ca-
pabilities are domain-specific, constrained, or explicitly dis-
allowed under current law.

Discriminating Against Individuals Based on Protected
Attributes: Civil Rights Law and EU AI Act. Our exper-
iment reveals that end-to-end Audio LMs like GPT-4o can
sometimes yield biased outcomes based on voice character-
istics, even when the spoken content is identical. In some
scenarios, male voices are more likely to receive favorable
promotion recommendations than female voices across both
stereotypically masculine and feminine job scenarios. Such
findings underscore the risks of covert profiling and dis-
crimination in audio-based AI systems, particularly in high-
stakes settings like hiring or education.

When these covert inferences disproportionately affect in-
dividuals belonging to protected vulnerable groups they may
implicate Article 5(1)(b) of the AI Act. While the Act itself
does not define what constitutes “vulnerabilities,” the Com-
mission’s 2025 guideline specifies that they include age, dis-
ability, or specific socio-economic conditions with the ef-
fect of materially distorting behavior in ways that cause or
are likely to cause significant harm (European Commission
2025). Audio LMs that tailor outputs or interaction styles
based on inferred vulnerability indicators, when coupled
with harms like financial loss, emotional distress, or devel-
opmental disruption, fall within the scope of Article 5(1)(b).
Further, if the inferences derived from vocal inputs are used
to personalize content, filter opportunities, or steer interac-
tions without the user’s awareness, they risk violating Arti-
cle 5(1)(a)’s prohibition on subliminal or purposefully ma-
nipulative AI techniques that appreciably impair autonomy
and are reasonably likely to cause significant harm.

In the United States, differential treatment of individu-
als based on implicit demographic information may trig-
ger the violation of anti-discrimination laws like Title VII
of the Civil Rights Act, the Americans with Disabilities
Act (ADA), and the Age Discrimination in Employment
Act (ADEA), and the Fair Housing Act (FHA). These
statutes concern discriminating against individuals in em-
ployment, education, and housing, based on protected char-
acteristics: race, color, religion, sex, sexual orientation, na-
tional origin, disability, and age. Under the disparate im-
pact doctrine—first recognized in Griggs v. Duke Power
Co. (1971)—even facially neutral practices may violate civil
rights laws if they produce disproportionate harm to pro-
tected groups and lack sufficient business justification. Al-
though the doctrine has been largely limited by cases, such
as Washington v. Davis (1976), the novel discriminatory pat-
terns posed by AI technologies has reinvigorated this doc-
trine in recent years. Courts and regulatory authorities in-
creasingly recognize that the design and deployment of ma-
chine learning systems can entrench inequality, even when
developers and deployers lack discriminatory motives.

For example, in Mobley v. Workday, Inc. (2024), a federal
court accepted that the position of the Equal Employment
Opportunity Commission (2024) that an AI vendor (Work-
day) could be liable as an “agent” of the employer when its
algorithmic tools participate in traditional hiring decision-
making by recommending candidates and allegedly reject-
ing older and disabled candidates. The court’s willingness
to review disparate impact claims against both the employer
and the AI provider signals growing judicial recognition
of structural discrimination risks posed by algorithmic sys-
tems. Similarly, in a 2022 DOJ case against Meta under the
FHA, Facebook’s targeted ad delivery system was found to
unequally distribute housing opportunities along racial lines,
leading to a major regulatory settlement of Justice (2022).

Taken together, emerging laws in the EU and the US re-
flects a shift away from excusing discriminatory outcomes
as mere unintended consequences of technological design.
Courts and regulators are increasingly willing to treat AI de-
velopers and deployers as jointly responsible for harmful ef-
fects, even if those effects arise from ostensibly neutral sys-
tem designs. In this legal environment, the assumption that
well-meaning actors will be shielded from liability no longer
holds. Instead, proactive safeguards are quickly becoming
not only best practices but necessary defenses against legal
and reputational risk.

4 Audio LMs Should Implement the
Principle of Least Privilege

We show in Section 2 and Section 3 how the end-to-end
modeling of Audio LMs expands their risk profile, both
through empirical evidence and legal implication analysis.
From the perspective of natural dual-use trade-offs between
capabilities and risks, Audio LMs do not seem that different
from preceding text-only or vision-language modeling. In-
deed, as observed in our case studies (Section 2), the current
primary mitigation strategy for these Audio LM risks re-
mains refusal-based alignment—where models are aligned
to reject unsafe requests (e.g., those seeking to infer sensi-
tive attributes)—a method commonly employed to address
unsafe usage for existing models.

However, we argue that the audio modality presents its
own unique properties, which should be accounted for in the
transition from cascading to end-to-end Audio LMs. Many
of the identified risks can be substantially reduced by in-
corporating thoughtful modeling choices and tailored de-
ployment strategies. In particular, many settings do not re-
quire the use of additional audio features. In those contexts,
model deployers could still choose a cascading model—
which would not have access to higher-risk information. We
advocate for measures like this to be considered under the
Principle of Least Privilege.

The Principle of Least Privilege. The Principle of Least
Privilege (PoLP) is an established concept in information
security and privacy. Its introduction into information sys-
tems can be traced back to as early as Saltzer and Schroeder
(1975). The Principle prescribes that any entity within a
system—be it a user, process, or component—should be
granted only the minimal degree of access or information
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required to fulfill its designated function. For example, un-
less the user explicitly grants the necessary permissions, a
PDF reader should be restricted from accessing the micro-
phone and camera by default, a text editor should not have
the user’s contact list, and an email client should not be au-
thorized to touch the user’s payment information — because
the access to these devices or information are seldom neces-
sary for these programs to fulfill their primary functionality.

The underlying philosophy of “need to know” also per-
vades other sectors. Government intelligence, for example,
may strictly compartmentalize classified information, ensur-
ing that only personnel directly requiring it have access. In
healthcare, a patient’s information is shared selectively only
with professionals directly involved in their treatment. Fi-
nancial institutions embody a similar logic: while a teller
may view a customer’s basic details (e.g., name and current
account balance), they typically lack permission to modify
transaction records or view the customer’s credit history,
which might be available to a loan officer instead. Across
scenarios, the overarching rationale of the PoLP remains
consistent: by limiting privileges to only those strictly nec-
essary for achieving a goal, systems become more robust
against misuse, whether intentional or accidental.

In the context of Audio LMs, adhering to the PoLP neces-
sitates a critical assessment of the audio features and data
streams provided to the model. Rather than defaulting to un-
restricted access to raw audio signals, deployment strategies
can be tailored to deliver only the minimal information re-
quired for the task. For use cases where cascaded approaches
are sufficient, stakeholders might forgo end-to-end model-
ing entirely. Conversely, when end-to-end modeling is in-
dispensable, the audio input should be carefully calibrated
to include only the essential features in order to minimize
the exposure of unnecessary information.

Adoption of end-to-end Audio LMs requires careful con-
siderations about the necessity of the additional modal-
ity. Why was end-to-end modeling initially adopted? End-
to-end modeling for multimodal language models was intro-
duced primarily for visual language modeling, as exempli-
fied by Flamingo (Alayrac et al. 2022), GPT-4V (OpenAI
2023), and Llava (Liu et al. 2023). In these models, im-
age features are projected into the latent space of the LM
backbone, enabling it to directly access dense visual sig-
nals. Although cascaded approaches have also been explored
for visual language modeling (e.g., first transcribing images
into textual descriptions for subsequent interpretation by an
LM (Wu et al. 2023; Yang et al. 2023)), the end-to-end
paradigm has become predominantly preferred in practice.
One key reason is that purely linguistic representations of vi-
sual concepts, as used in cascaded solutions, rarely offer the
precision needed for common visual understanding tasks. In
contrast, the end-to-end approach does not suffer from this
information loss and enables much more precise visual rea-
soning in the LM backbone.

The success of end-to-end approaches for visual-language
tasks has been followed by adoption in general omni-modal
LMs (OpenAI 2024; Gemini Team et al. 2024), where in-
puts from all available modalities, including audio, are uni-

formly projected into a shared latent space. The transition
away from cascaded modeling for Audio LMs arises directly
from this general trend. While the transition is natural from a
pure machine learning perspective, given the expanded risks
as we have shown in Section 2, we call for a critical reflec-
tion on its necessity.

What use cases genuinely benefit from the end-to-end ap-
proach and justify its additional risks? End-to-end Audio
LMs are already broadly deployed, such as GPT-4o (Ope-
nAI 2024), and future speech applications may well rely on
API services of these models by default. However, besides
the main motivation of reducing latency in model response,
we currently lack systematic and quantitative evaluations of
how much end-to-end modeling truly contributes to many
practical use cases of Audio LMs. In which scenarios does
end-to-end modeling offer clear advantages, and by what
margin? Are there use cases where cascaded approaches al-
ready suffice? If so, in those scenarios, is it even necessary
to provide additional, potentially sensitive, audio features to
the LM? For example, if all we need is merely a voice assis-
tant that can understand the user’s commands and execute
the corresponding actions, a cascaded pipeline with an ASR
model that can accurately transcribe the user’s voice to the
text commands may already suffice. In such cases, a PoLP
approach would suggest that the AI assistant does not need,
and should not have, access to additional audio features that
could reveal the speaker’s privacy-sensitive attributes.

Are current end-to-end Audio LMs given more audio fea-
tures than necessary? It is also worth asking: even for use
cases where end-to-end modeling is necessary, are current
end-to-end Audio LMs given more audio features than nec-
essary for fulfilling the specific use cases at hand? The cen-
tral concern lies in how current end-to-end architectures
grant the LM backbone unrestricted access to raw audio sig-
nals. This access enables the model to learn richer audio
representations, but it simultaneously exposes sensitive at-
tributes—such as age, gender, emotion, or identity—that are
not necessarily relevant to the real intended use cases of Au-
dio LMs. For instance, in a language tutoring application fo-
cused on pronunciation, the LM requires more than just the
textual content (that a cascaded pipeline can only provide);
it needs acoustic cues about phoneme production, prosody,
and intonation. However, direct unrestricted access to audio
features can inadvertently reveal personal or biometric infor-
mation beyond what is strictly necessary for pronunciation
assessment.

Instead of always granting the model access to all fea-
tures, a more calibrated approach could limit inputs to only
those elements required by the intended task, thus reducing
the risks associated with the exposure of unnecessary infor-
mation. A PoLP approach could incentivize future research
to reduce unrestricted access to audio information, which we
briefly discuss in Section 5.

How does the problem for audio differ from other modal-
ities? There are certainly similarities between the risks we
outline here and in other modalities. Vision language mod-
els, for example, could store identifying information about
people—like face geometries (Hassanpour et al. 2024; Al-
Dahoul et al. 2024) and geolocation information (Liu et al.

1238



2024; Mendes et al. 2024)— triggering similar ambiguities
about compliance with privacy regulations.

With the advanced Audio LM’s capabilities and accessi-
bility, speech will become more ubiquitous and as a standard
way of human-computer interface. This means users will be
less able to opt out as they might with video—by disabling a
camera or avoiding being recorded. This also makes it more
difficult to prevent the unintended disclosure of personal vo-
cal characteristics unless robust system-level safeguards are
in place. As such, while every modality deserves attention
for similar sets of risks, audio stands apart in the breadth
of solutions and the increased scope of risk. On the other
hand, the audio domain affords more opportunities to strip
out potentially sensitive information by retaining the cas-
cading setup. Many critical features of an audio stream can
be disentangled or filtered. The literal content of speech can
be transcribed into text, thereby removing potentially sen-
sitive acoustic features altogether. Alternatively, certain vo-
cal attributes relevant to safety, such as pitch and formant
frequencies, can be selectively anonymized or modified to
eliminate personal information. Such fine-grained control
makes it more possible to implement the PoLP for the au-
dio modality. This is not always as straightforward in other
modalities, such as the visual domain, underscoring the via-
bility of audio-specific mitigation strategies.

5 Open Questions for Implementing the
Principle of Least Privilege

In this section, we outline key questions about how the PoLP
should be implemented, and identify gray areas for legal and
policy questions that may warrant further attention.

Future research must explore how to control Audio LMs’
access to sensitive features. To impose PoLP on end-to-
end Audio LMs as we envision in Section 4, a key open
research problem is how to implement fine-grained control
over the LM backbone’s access to audio features. Such con-
trol can happen at the training data level. For instance, recall
that current end-to-end Audio LMs like GPT-4o can infer
a speaker’s identity based solely on vocal characteristics (as
shown in Section 2). This capability likely arises because the
model learns to associate vocal characteristics with speaker
identity when trained on multimedia data in which audio
clips and identity information co-occur. Then, one poten-
tial intervention could be to modify the training corpus by
better anonymizing the speaker’s voiceprints. This aims to
prevent the model from learning to associate vocal charac-
teristics with words that reveal the speaker’s identity. Similar
interventions might also be applied during inference, such
as by removing features and signals associated with certain
sensitive attributes from the audio input provided to the LM
backbone. These interventions require techniques to decou-
ple and edit audio features so as to remove unwanted infor-
mation while minimizing the loss of other valuable audio
content. Related approaches have been examined in the lit-
erature of voice anonymization (Cohen-Hadria et al. 2019;
Qian et al. 2019; Yoo et al. 2020), but their application for
Audio LMs remains unexplored. This also reflects reported
interventions in other modalities. For example, it was re-

ported that faces were blurred in images before being used
as input to GPT-4v (Be My Eyes 2024).

Furthermore, recent techniques in training Audio LMs
can potentially be adapted to take into account PoLP im-
plementation. For example, works like Zhang et al. (2024)
introduce a unified speech tokenizer framework and use
residual vector quantization, with specific semantic layers.
An extension considering PoLP would imply predominantly
relying on semantically-distilled layers during instruction-
tuning, while other tasks such as audio environment analy-
sis or speaker count could use information from more lay-
ers. Such separation methods could help models learn to
rely only on the semantic information for speech instruction-
following tasks, rather than considering other audio traits
that could risk compromising personal information. From a
data perspective, PoLP can also be potentially implemented
using synthetic data methods. Zeng et al. (2024) introduce
a technique to construct synthetic speech-text interleaved
data from speech tokens. Since the speech tokens are cre-
ated without actual human voice input, there is no potential
privacy leak, which makes it a great candidate for more scal-
able training without compromising privacy.

Post-training is essential to make sure that even if mod-
els learn private information or sensitive attributes, which
can be hard to fully prevent, it is robust against jailbreak at-
tempts that seek to solicit such information. Techniques like
preference learning can also be applied to distill PoLP into
model behavior, for example by preferring model output us-
ing transcripts over using full audio on tasks that solely re-
quire semantic information.

Better evaluations are needed to assess the risks from
end-to-end modeling. More benchmarks should be devel-
oped to assess new risks arising from end-to-end Audio LMs
using more information than necessary during its inference.
There are already gaps in existing open and closed-source
evaluations even on the surface-level safety tasks. For ex-
ample, recent open-source Audio LM benchmarks such as
AIR-Bench (Yang et al. 2024), AudioBench (Wang et al.
2024), MMAU (Sakshi et al. 2024), and JASCO (Wang
et al. 2025) focus on capability evaluations. In fact, many
of these benchmarks incentivize high performance on po-
tentially sensitive tasks like identifying gender, age, and
emotion. They often do not include safety assessments that
closed model providers conduct (Hurst et al. 2024). On the
other hand, closed-source model providers often do not re-
lease mechanisms for replicating their safety evaluations on
new models. Safety evaluation should go beyond checking
for refusals to explicitly harmful prompts and direct requests
for sensitive information like gender and speaker identity.
Future benchmarks should also consider evaluating implicit
inference, similar to the examples shown in Section 2. While
recent work such as CAVA (Li et al. 2025) expands voice-
assistant evaluation to include additional dimensions like
safety and tone awareness, there remains a broader need for
more sophisticated benchmarks that address real-world de-
ployment challenges beyond basic functional capabilities.

Overall, a systematic understanding of the impact of these
interventions on both model performance and safety remains
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an open problem for future research. We suggest that (1) au-
dio benchmark creators incorporate safety tests and incen-
tivize the PoLP and (2) model creators release safety evalu-
ation tools publicly to further incentivize safety and PoLP.

Regulations need to navigate technical and semantic un-
certainties. Through this study, we show that the architec-
tural shift from cascaded to end-to-end modeling is not just
a technical choice. It fundamentally challenges existing le-
gal frameworks, disrupting core statutory concepts and cre-
ating novel uncertainties for both model creators and policy-
makers. Several open questions arise about whether general-
purpose, end-to-end Audio LMs might trigger legal obliga-
tions under laws such as BIPA.

On one hand, existing legal definitions strain to adapt to
the technical reality of end-to-end audio modeling. For ex-
ample, it is unclear if the internal representations of these
models would qualify as “voiceprints,” nor is it certain
what constitutes “collection” of biometric data in large-scale
training. Even if these models can identify individuals from
audio alone, it remains unsettled whether that capability
proves the presence of stored voiceprints within the model.

On the other hand, if laws like BIPA applied, model cre-
ators might find it technically infeasible to ensure that identi-
fying information is purged from large, pre-trained systems.
Safety guardrails and unlearning techniques often fail to re-
move underlying data once it is embedded (Qi et al. 2024;
Łucki et al. 2024). This tension echoes earlier litigation:
Facebook recently prevailed in a BIPA case where the court
stressed that the law should not impose “extraordinary bur-
dens on businesses,” when compliance would require seek-
ing consent from anyone appearing in any photo uploaded to
Facebook’s platform (Zellmer v. Meta Platforms, Inc. 2024).
It is possible that lawsuits against end-to-end Audio LMs
would follow the same course, or that other nuances in the
doctrine would render BIPA inapplicable.

The path forward requires neither abandoning privacy
protections nor total restriction of model development.
Rather, existing laws must evolve through deeper under-
standing of end-to-end models’ technical operations, while
model developers must explore technical mechanisms like
feature control to meet regulatory objectives.

6 Related Work
Audio Language Models (Audio LMs). In this paper,
we focus on Audio LMs that process audio input directly,
without relying on a separate automatic speech recognition
(ASR) step. A unified framework for processing audio and
text input have demonstrated improved audio-understanding
abilities. Some Audio LMs use an encoder-only LM and an
audio encoder to learn a shared space between modalities,
often building on methods like CLAP (Elizalde et al. 2022;
Ghosh et al. 2024; Silva et al. 2023). Others adopt a decoder-
only framework to leverage the increasingly powerful LLM
backbones (Tang et al. 2024; Deshmukh et al. 2024; Tang
et al. 2024; Chu et al. 2024). Recent works further enhance
these models’ instruction-following, reasoning, and long au-
dio understanding capabilities (Ghosh et al. 2025; Huang
et al. 2025; Deshmukh et al. 2025). Proprietary models, such

as GPT-4o (OpenAI 2024) and Gemini (DeepMind 2025),
are easily accessible in mobile applications, giving them the
potential to be further integrated into users’ daily lives.

Evaluating the social implications of audio models.
Evaluating the fairness and social impact of audio mod-
els is an important area of research that calls for attention
from both industry and academia. There is extensive liter-
ature studying the accent and racial bias in ASR systems
(Koenecke et al. 2020; Veliche and Fung 2023; Harris et al.
2024). With respect to modern speech generation technolo-
gies, Michel et al. (2025) find that current systems may inad-
vertently reinforce linguistic privilege and accent-based dis-
crimination. Moreover, Leschanowsky and Das (2024) ex-
amine the interplay between privacy and fairness in the de-
velopment of speech processing models, emphasizing the
potential tradeoff between privacy-enhancing and fairness-
enhancing techniques.

Approaches to improve audio models’ treatment of pri-
vacy and fairness. There are some existing approaches
aimed at improving audio models’ privacy protection:
Aloufi, Haddadi, and Boyle (2020) propose separating latent
space representations of voice attributes to filters out sensi-
tive ones from users’ input data depending on the configured
privacy preference. Ahmed et al. (2020) propose a system
that uses privacy-preserving operations on the user’s side be-
fore transcribing speech files in the cloud. Other works have
also explored hardware isolation, federated-learning based
techniques, and methods for pre-filtering sensitive content
using on-device foundation models (Bayerl et al. 2020; Yang
and Siniscalchi 2024; Benazir and Lin 2025; Chen et al.
2025). However, prior privacy preserving speech transcrip-
tion frameworks compromise utility and accuracy (Benazir
and Lin 2025), and there is still a gap in exploring privacy-
preservation in end-to-end Audio LM pipelines.

7 Conclusion
As end-to-end Audio LMs become the norm, it is worth tak-
ing a step back to examine what is gained and what is lost
with this transition. While users clearly gain utility from new
use cases and capabilities, the use of audio features risks
leaking private information, exacerbating biases, and poten-
tially increasing attack surface area for adversaries. In the
race to expand modalities, we argue that it is worth consid-
ering and incentivizing the Principle of Least Privilege at the
model and system level.

While this paper primarily examines the Principle of
Least Privilege in the context of safety risks posed by end-to-
end Audio LMs, our risk analysis in this paper is not neces-
sarily exhaustive. For example, security vulnerabilities also
warrant consideration — end-to-end modeling can increase
the model’s susceptibility to adversarial attacks, as gradients
can be propagated back to the raw audio input. Therefore,
attackers can inject adversarial noise directly into the audio,
manipulating the model’s behavior—as shown by previous
work (Carlini and Wagner 2018; Qi et al. 2023; Kang, Xu,
and Li 2024). Future research can further explore the broader
risk landscape associated with these systems.
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