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Abstract
There continues to be substantial uncertainty surrounding
the risks posed by advanced general-purpose or ‘frontier’
AI models. Many risks—like security vulnerabilities, mis-
use, or ethical failures—are highly context-dependent and
may only become apparent post-deployment, limiting the fea-
sibility of developing effective ex ante safeguards like pre-
deployment testing and capability evaluations. We argue that
adverse event (AE) reporting systems, long-used in sectors
like healthcare and transportation, offer a scalable and prag-
matic solution to this governance gap. AE reporting systems
enable continuous monitoring by collecting structured inci-
dent data from developers and downstream users, surfacing
emergent risks, and supporting adaptive policy responses—
providing a path to move from voluntary and ad hoc ethics
frameworks to enforceable regulation. To be effective, how-
ever, an AE reporting system for AI must align stakeholders’
incentives, scale efficiently, and integrate with government in-
frastructure. This paper helps bridge the divide between the
high-level policy priorities and ground-level developers and
users as AE reporting systems start to be built out. We moti-
vate our discussion by identifying key challenges for AI reg-
ulation that AE reporting seeks to address.

1 Introduction
Artificial intelligence (AI) systems are increasingly de-
ployed in high-stakes domains such as healthcare (Sha-
heen 2021), criminal justice (Sushina and Sobenin 2020),
finance (Cao 2022; Challoumis 2024), and transporta-
tion (Bharadiya 2023). The rapid advancement of general-
purpose AI technology has significantly expanded its appli-
cability within those domains. In healthcare, for instance, AI
tools are being used to support clinical decision-making, in-
cluding disease diagnosis (Kurtzweil 2024) and treatment,
as well as to streamline administrative tasks like documen-
tation and transcription (Bongurala et al. 2024). Similarly,
lawyers have used legal AI tools to assist with document
preparation (Vayadande et al. 2024) and, in some jurisdic-
tions, courts have even begun exploring the use of AI models
to automate administrative tasks and draft judicial opinions
(Corren 2024; Mendizabal 2024).

Despite these promising applications, the deployment of
AI systems has raised significant concerns about their re-
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liability, safety, and broader social impact. Recent lawsuits
have alleged a variety of harms associated with the deploy-
ment of AI systems, such as erroneous denials of insurance
claims for critical patient care (Mole 2023), damaging and
dangerous chatbot dialogue (e.g., recommending violence)
(Allyn 2024), and price-fixing in rental markets (Picciotto
2025). Meanwhile, legal AI tools designed to assist with le-
gal research hallucinate at high rates, despite claims that the
tools are “hallucination-free” (Magesh et al. 2024).

While these harms are well documented, there continues
to be considerable uncertainty regarding the full scope of
risks posed by AI systems. Much of this uncertainty stems
from the rapid evolution of AI capabilities—particularly
among so-called ‘frontier models’1—and the wide range of
contexts AI is deployed. Experts, policymakers, and indus-
try leaders continue to raise alarms about the potential harms
of advanced AI technology and frontier models—pointing to
potentially catastrophic consequences of broad deployment
stemming from malicious and improper use or poor perfor-
mance, like autonomous weapons development or bioterror-
ism (Hendrycks, Mazeika, and Woodside 2023).

While there is impetus for AI to be regulated (see, e.g.,
Meltzer 2023; UN News 2024; McClain et al. 2025), there
is significant disagreement about how to do so (Economist
2023). Proposals range from FDA-style ‘approval’ regula-
tion (Carpenter 2014; Carpenter and Ezell 2024) to forms of
licensing, disclosure, or pre-deployment audits. Critiques of
licensing, registration, disclosure, and auditing emphasize a
persistent misalignment between regulatory objectives (e.g.,
the harms intended to address) and the efficacy of such reg-
ulatory proposals in achieving those objectives (Guha et al.
2023). Instead of focusing on the form of regulation, in-
dustry stakeholders have endorsed ‘risk-based’ approaches
(Google 2024; Anthropic 2024), though operationalization
of those approaches remains ambiguous. Debates about the
most appropriate regulation and efforts to develop actionable
proposals are constrained by a fundamental obstacle: the ab-
sence of a standardized mechanism for tracking and eval-
uating the real-world use and consequences of AI deploy-
ment. This ‘data vacuum’ (Narayanan and Kapoor 2023)
makes it difficult to distinguish speculative concerns from

1For a discussion of distinct regulatory challenges posed by
frontier models see Anderljung et al. (2023).
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substantiated harms (Nordström 2022; Vermeer 2025) and
to design regulatory interventions that effectively mitigate
harms without unintentionally restricting beneficial uses of
AI (Guha et al. 2023).

Policymakers thus face two central questions: (1) how
to allocate resources to efficiently and effectively address
emergent risks and mitigate future risks associated with AI,
and (2) how to avoid stifling innovation, economic com-
petitiveness, or the beneficial adoption of AI technologies.
Addressing these questions requires a regulatory framework
grounded in empirical evidence and responsive to evolving
patterns of use (Bommasani et al. 2025). A potential solu-
tion is the creation of post-deployment adverse event (AE)
reporting systems—an approach explored in detail by recent
scholarship (Guha et al. 2023; Dai et al. 2025). AE reporting
systems—long used in public health—serve to identify, an-
alyze, and mitigate harms arising from deployed technolo-
gies, including both actual adverse events and near misses
(Flink et al. 2005; Connell 2011; NASA 2001).

Forms of AE reporting for AI have gained traction within
AI policy discussions (Guha et al. 2023; Dai et al. 2025; Na-
tional Artificial Intelligence Advisory Committee 2023b) as
practical mechanisms to surface risks and advance evidence-
based policy. Academic proposals have outlined a range of
models for AI-related reporting—from mandated adverse
event disclosures (Guha et al. 2023) to broader transparency
reporting frameworks (Bommasani et al. 2024) and struc-
tured incident reporting mechanisms (Paeth et al. 2024;
Agarwal and Nene 2024; Croxton et al. 2024; Frase 2023;
Dixon and Frase 2024; Dai et al. 2025) to domain-specific
obligations (Kale et al. 2024). Recent legislative proposals
have even incorporated incident reporting requirements as
part of emerging governance frameworks (Blumenthal and
Hawley 2024), but Congress has yet to pass a bill with AE
reporting and has not passed any major technology regula-
tion in recent years (Branch and Beller 2025) even on issues
that have been met with bipartisan support (Paul 2025).

The clearest policy progress on incident reporting came
this July in the White House’s AI Action Plan, which di-
rected the federal government to promote AI incident re-
sponse capacity in the public and private sectors, includ-
ing through recommended actions like establishing stan-
dards and including AI considerations in cybersecurity inci-
dent and vulnerability response efforts (White House 2025).
Additionally, the AI Action Plan recommended the estab-
lishment an AI Information Sharing and Analysis Center
(AI-ISAC) to bolster cybersecurity across critical infrastruc-
ture sectors by sharing AI-security threat information (White
House 2025). Although a positive first step, these efforts do
not fully embrace AE reporting, suggesting a need for con-
crete recommendations on developing an AE reporting sys-
tem that serves as a pragmatic tool that enables policymakers
to learn about risks without completely overhauling existing
institutional frameworks.

This paper argues that a post-deployment AE reporting
system is not only a critical first step toward building an
empirical basis for targeted, adaptive, and effective AI reg-
ulation but also a solution to some of the core challenges
that have hamstrung regulation. AE reporting systems can

help transition voluntary ethics guidelines and ad hoc gover-
nance efforts into enforceable, scalable, evidence-based pol-
icy by providing regulators, industry stakeholders, and the
public with actionable information about real-world risks.
When effectively designed, AE reporting facilitates continu-
ous monitoring, supports adaptive policy interventions, and
enables the detection of emerging harms.

However, realizing these benefits requires aligning the re-
porting incentives of developers, deployers, users, and the
broader public. Otherwise, even well-intentioned regulatory
mandates may result in limited or superficial compliance.
This reinforces a central insight: effective and sustainable
AE reporting regimes must be incentive compatible. Overly
broad or ambiguous reporting requirements risk backfiring,
either by discouraging participation or overwhelming report-
ing systems with low-quality or inconsistent data. Drawing
on reporting practices in other high-risk domains, we rec-
ommend a tiered approach: mandatory reporting should ini-
tially be limited to narrowly defined, high-severity adverse
events, while voluntary reporting can capture lower-severity
harms to lower compliance costs, build trust, and encourage
meaningful disclosures.

The remainder of this paper proceeds as follows. First,
we outline key challenges facing U.S. AI regulation. We
then define AE reporting and examine applications of AE
reporting in other sectors. This background offers instruc-
tive insights for designing AI-specific AE reporting sys-
tems. Finally, we distill design principles from these systems
and evaluate tradeoffs in reporting scope, participation man-
dates, and data access strategies. We argue that integrating
these could help address core challenges facing current reg-
ulatory efforts and call on both policymakers and industry
stakeholders to explore AE reporting for AI.

2 Challenges for AI Regulation
To frame our discussion, we first identify four core chal-
lenges that, we argue, currently hinder the development of
effective AI regulation in the United States. First, the rapidly
evolving capabilities of general-purpose AI systems intro-
duce significant uncertainty around both present and fu-
ture risks—-including both known unknowns, such as how
a model might behave when deployed in high-stakes or sen-
sitive contexts, and unknown unknowns, such as the emer-
gence of novel capabilities or unforeseen deployment con-
texts. Second, regulators face information asymmetries rel-
ative to industry about potential risks, limiting regulators’
ability to effectively target real risks. For example, while
Anthropic CEO Dario Amodei has publicly raised con-
cerns about biosecurity risks posed by advanced AI systems
(Amodei 2023), the supporting evidence—derived from in-
ternal studies involving domain experts—has not been made
publicly available. Third, the political economy of AI reg-
ulation often positions safety as in tension with innovation,
giving industry incentives to resist regulation or lobby for
regulation as a form of protection against potential competi-
tion. Fourth, the lack of dedicated resources for implemen-
tation at both the federal and state level means resource-
intensive policy proposals may be unrealistic, at best, and
counterproductive, at worst.
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Unknown Risks AI systems, particularly general-purpose
models, can behave unpredictably in real-world settings
(Schaeffer et al. 2025), complicating pre-deployment risk
assessments and impeding the development of effective reg-
ulatory frameworks (G’Sell 2024). This unpredictability is
compounded by the lack of transparency—including inten-
tional obfuscation to protect asserted trade secrets—in how
these models operate, making it difficult for regulators to es-
tablish clear guidelines. Downstream actors who fine-tune or
adapt general-purpose models for specific applications can
inadvertently introduce new risks or amplify existing ones
(Kim et al. 2025), such as compromising safety features
(Zhan et al. 2024), degrading performance (Betley et al.
2025), or enabling misuse.

Regulating downstream developers, however, is challeng-
ing due to the diversity and number of actors involved. In
this context, traditional regulatory approaches may thus be
impractical or risk stifling innovation through overly bur-
densome regulation. Alternative strategies, such as imposing
obligations on upstream developers to mitigate downstream
risks or clarifying the application of existing laws to these
new contexts (Dudley 2024) have been proposed to address
these issues. Yet, the inherent uncertainty in predicting how
AI technologies will evolve and be used complicates reg-
ulation (Marchant 2011). To apply existing regulatory au-
thorities to governance of new technology requires, first and
foremost, an understanding of the evolving risks.

A central challenge in AI governance is the uncertainty
as to whether existing regulatory authorities are adequate
to address emerging and evolving risks posed by AI sys-
tems. In many cases, existing regulatory frameworks may
already provide the necessary tools to address AI-related
risks, but regulators require better information about the
contexts where those risks arise. For instance, agencies such
as the Food and Drug Administration (FDA), the Federal
Trade Commission (FTC), and the National Highway Traf-
fic Safety Administration (NHTSA) already possess recall
authority and enforcement powers that apply to unsafe or
deceptive technologies, including AI-enabled systems. The
White House’s 2023 Blueprint for an AI Bill of Rights2

also underscores that many AI risks—such as algorithmic
discrimination or product safety failures—can be addressed
under current consumer protection, civil rights, and public
health laws (White House, OSTP 2023).

Information Asymmetries Policymakers and regulators
operate at a significant informational disadvantage relative
to AI developers. These asymmetries stem from limited in-
house expertise, poor visibility into proprietary systems, and
industry use of trade secrecy to shield information that may
be critical to designing effective regulation. Existing disclo-
sure regimes—such as those overseen by the Securities and
Exchange Commission (SEC), Federal Trade Commission
(FTC), and National Highway Traffic Safety Administration
(NHTSA)—offer only fragmented and often superficial in-
sight into AI-related risks specific to their relevant sectors.
For example, while publicly traded companies may disclose

2We note that the current status of recommendations and guid-
ance issued by the previous administration is unclear.

AI-related risks in SEC filings, such disclosures tend to be
high-level, strategic, and lack technical specificity (Kuhn
2022; Lu 2020). Additionally, companies may engage in ‘AI
washing,’ overstating or misrepresenting the scope and so-
phistication of their AI capabilities to investors, consumers,
and regulators (Barrios et al. 2024). This distorts the regula-
tory landscape by obscuring the true nature and distribution
of risk. In the absence of consistent reporting mechanisms,
policymakers are left with an incomplete and often lagging
picture of the AI ecosystem.

Politics of Regulation and Industry Capture Debates
over AI regulation reflect broader ideological disagreements
about open innovation, free enterprise, and government in-
trusion. Recent legislative proposals have advocated for a
laissez-faire regulatory approach to prioritize innovation and
avoid stifling the still nascent industry (Liu 2023). The
recently-passed One Big Beautiful Bill originally included
a ten-year moratorium on state-passed AI laws (Hendrix
2025; Perrigo and Chow 2025). Other legislation has empha-
sized ethical considerations, civil rights, and national secu-
rity, pushing for stricter oversight (Lund et al. 2025). These
divergent priorities have, in some instances, delayed legisla-
tive progress as legislators seek more information about the
technology and its capabilities (Kang and Satariano 2023) or
focus on catastrophic risks (Green-Lowe 2024). Moreover,
lobbying by powerful tech firms can stall progress, as com-
panies push for self-regulation (Hadfield and Clark 2023)
or lobby against enforceable constraints (Kang 2025). The
absence of a universally accepted definition of AI further
complicates regulatory efforts, as it hampers the ability to
delineate the scope of regulations and identify which tech-
nologies should be subject to oversight. Moreover, the rapid
pace of AI development outruns the slower processes of leg-
islation and regulation, creating a ‘pacing problem’ where
laws and regulations lag behind technological advancements
(Marchant 2011). Without concrete information about AI
risks, ideological commitments may make it difficult to craft
unified, proactive policies that address the full spectrum of
AI-related risks while also avoiding overburdening industry.

Regulatory Resources Finally, regulatory frameworks re-
quire institutional capacity to be effectively implemented.
Many of the federal agencies charged with overseeing
technology—like the FTC, the Food and Drug Adminis-
tration (FDA), and the National Institute of Standards and
Technology (NIST)—face significant resource and staffing
constraints (Nihill 2024). The Center for AI Standards and
Innovation (CAISI) (formerly the U.S. AI Safety Institute),
created to serve as a central technical authority for AI over-
sight, remains underfunded and understaffed (National Arti-
ficial Intelligence Advisory Committee 2023a). At the state
level, resource limitations are even more pronounced. State
legislatures, which have recently taken the lead on AI regu-
lation (DePaula et al. 2024; Norden 2025)—proposing poli-
cies ranging from algorithmic transparency requirements to
bans on biometric surveillance technologies—largely op-
erate without access to dedicated technical advisors or
domain-specific policy staff (Jones, Kaye, and Fineberg
2025).
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The resource gap between regulators and well-funded
tech companies means that enforcement lags far behind in-
novation (Nordström 2022). The U.S. AI Safety Institute
(AISI) had a budget of $10 million for fiscal year 2024
(Wilson 2024). In contrast, Anthropic has secured signifi-
cant funding, including a $4 billion investment from Ama-
zon (Anthropic 2024). Without adequate resources to sup-
port implementation—including personnel, expertise, and
technical systems—even well-designed regulatory frame-
works may fall short of achieving their policy goals (Za-
krzewski 2024; Lawrence, Cui, and Ho 2023; Fox-Sowell
2024). For instance, to comply with E.O. 14110’s require-
ment that agencies appoint a Chief AI Officer many agen-
cies tapped officials with significant existing responsibilities
(e.g., Chief Information Officer, Chief Data Officer) (Wang
et al. 2025).

Forms of licensing, auditing, and active monitoring sys-
tems require upfront investments that may be de-prioritized
in austere budget environments (e.g., personnel, technology,
infrastructure). This financial pressure exacerbates the exist-
ing expertise gap between the public and private sectors, al-
lowing industry to outpace regulation leading to unchecked
development and deployment just as the capabilities of fron-
tier models are rapidly increasing.

3 Adverse Event Reporting Regulation
3.1 Description
Adverse event reporting systems, as used in this paper, re-
fer to passive monitoring or surveillance schemes that are
administered by or in conjunction with government enti-
ties (e.g., agencies) to centrally collect specified information
about relevant events or incidents3 from various mandated or
voluntary reporters. We use reporters to refer to individuals,
organizations, or other entities that provide the specified in-
formation either voluntarily (i.e., voluntary reporters) or as
required by law or regulation (i.e., mandated reporters).

Developing an AE system requires specifying:
• Reportable events: what events must be reported and/or

may be reported;
• Reportable information and reporting process: what

information is reported about the events and how to re-
port that information;
• Reporting entities: which entities are required to report

and/or may report an event and/or specified information
about that event;
• Reporting timeline: when entities are required to report

events and/or the specified information;
• Information sharing: which entities receive information

about the events and how that information is used; and
• Penalties and protections: any sanctions or mechanisms

used to induce compliance.
By collecting reports of damaging events, AE reporting

systems improve regulators’ abilities to learn about risks in
a systematic way. By requiring private-sector actors (e.g.,

3We use the term “events” going forward to encompass both
events and incidents.

organizations, industry, companies, manufacturers) to report
unanticipated or harmful events, AE reporting systems mit-
igate at least one challenge to AI regulation—information
asymmetries between regulators and industry. Due to their
involvement in product development, testing, or use, private-
sector actors generally have more information about the
risks and harms associated with a particular product than
regulators. This information is valuable to regulators that
face substantial uncertainty about the risks of new and
rapidly evolving technology.

International bodies, including OECD, UNESCO, and the
IEEE, have all released AI ethics and governance guide-
lines emphasizing transparency, accountability, and harm
mitigation (UNESCO 2021; Corrêa et al. 2023). AE report-
ing aligns directly with these principles, offering a concrete
method to transform values into practice. Rather than wait-
ing for litigation or catastrophic failure, AE reporting sys-
tems promote a culture of learning, encourage responsible
development, and improve public awareness of risks.

Forms of AE reporting (Guha et al. 2023; Dai et al. 2025)
have been proposed as a structured method for capturing and
analyzing context-specific, emergent, and low-frequency but
high-severity risks—such as edge-case failures, critical mal-
functions, and unintended or unexpected harms that may
not be evident during pre-deployment testing. These systems
can also surface systematic patterns of misuse and degrada-
tion that only become apparent through repeated real-world
use.

AE reporting systems have long played a critical role in
public safety and regulatory oversight across several high-
risk sectors, including in the pharmaceutical, medical de-
vice, consumer product, transportation, and digital security
sectors. We now discuss AE reporting systems used to pro-
mote public health, transportation safety, and digital safety.

3.2 Applications for Public Health
For decades, the federal government has used forms of AE
reporting to proactively detect and respond to product, phar-
maceutical, or device risks by capturing real-world data
from industry practitioners, frontline workers, and the pub-
lic. Early mandatory AE reporting systems were developed
to identify public health risks (Flink et al. 2005) in re-
sponse to public health crises that revealed significant gaps
in safety oversight, particularly in pharmaceuticals and med-
ical devices. The Elixir Sulfanilamide disaster (Wax 1995),
in which more than 100 people died after ingesting the
drug that had been distributed without any safety testing
(Paine 2017), prompted a dramatic shift in the U.S. gov-
ernment’s approach to drug regulation. Congress passed the
Food, Drug, and Cosmetic Act (FDCA) of 1938, which re-
quired manufacturers to provide evidence of drug safety
before marketing, laying the groundwork for future post-
market pharmaceutical surveillance systems. The concept of
adverse event reporting became more formalized with the
1962 Kefauver-Harris Amendments, which mandated that
pharmaceutical companies report adverse drug reactions to
the FDA and established efficacy requirements (Greene and
Podolsky 2012). Though not yet formalized or centralized,
the reporting requirements demonstrated the value of post-
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market surveillance in uncovering rare but serious harms
that informed broader regulatory paradigms that emphasized
continuous learning, responsiveness, and evidence-based in-
tervention.

In the decades that have followed, the FDA continues to
use AE reporting schemes to monitor for medical and pub-
lic health risks (Gliklich RE 2014). For example, the FDA
currently administers several mandatory and voluntary re-
porting systems, including FDA’s Adverse Event Report-
ing System (FAERS), its Medical Device Reporting (MDR)
program, and MedWatch to monitor post-market safety of
FDA-regulated products and identify emerging risks through
structured reporting from both manufacturers and health-
care professionals (FDA 2025). FAERS and MDR enable
the FDA to monitor for risks without specifying those risks
ex ante. Risks identified through the FAERS system, for
instance, range from medical device malfunctions, adverse
drug reactions, and user difficulties (e.g., poor instructions
or medication labeling). The MedWatch system requires the
reporting of serious adverse events related to pharmaceuti-
cals and medical devices. This framework has contributed
significantly to identifying unsafe products, issuing recalls,
and guiding regulatory decisions.

3.3 Applications for Transportation Safety
In the transportation sector, Congress has authorized agen-
cies to collect certain information and mandated disclosures
by certain private-sector entities so that agencies could re-
duce traffic accidents, deaths, and injuries (Wansley 2023).
For example, Congress amended the National Traffic and
Motor Vehicle Safety Act in 1974 (Public Law 93-492) to
require manufacturers to report defects that endangered mo-
tor safety, which supported the National Highway Traffic
Safety Administration’s (NHTSA) ability to set safety stan-
dards for vehicles and equipment (Wansley 2023). In 2000,
Congress passed the Transportation Recall Enhancement,
Accountability, and Documentation (TREAD) Act (Public
Law 106–414) which mandated the creation of NHTSA’s
Early Warning Reporting program—vehicle manufacturers
must report information related to defects, injury, or death
related to their products and NHTSA is to use such infor-
mation to identify defects and inform its safety-related rule-
making (Wansley 2023). Similarly, aviation authorities, such
as the FAA, mandate incident reporting from airlines and
aircraft manufacturers, helping reduce fatalities and near-
misses through continuous learning. NASA, for example,
administers the Aviation Safety Reporting System (ASRS)
for near-miss and safety incidents in collaboration with the
FAA (Connell 2011).

3.4 Applications for Digital Safety
More recently, incident reporting systems have been intro-
duced to monitor for cybersecurity threats–including data
breaches (NCSL 2022; Harris and General 2016) and AI in-
cidents (Paeth et al. 2024). In fact, as of 2022, all 50 states
had laws requiring private businesses to notify individuals of
security breaches involving the release of personally iden-
tifiable information (NCSL 2022). While the fundamental
problems regulators are attempting to resolve resemble those

in other non-AI domains, certain considerations and chal-
lenges are specific to AI, including definitional issues (Na-
tional AI Advisory Committee 2023), rapid technological
change, and varied and widespread adoption (Bick, Blandin,
and Deming 2024).

Cybersecurity provides particularly relevant lessons, as
monitoring systems were built over years of experimen-
tation, often by leveraging pre-existing expertise from
non-governmental institutions. Following the 1988 Mor-
ris worm—the first large-scale cyberattack to severely dis-
rupt internet-connected systems, including those used by
the military and major research universities—national at-
tention turned urgently to the vulnerabilities of emerging
digital networks. The worm caused significant damage and
highlighted the need for a coordinated approach to cy-
bersecurity threats (Spafford 1989). In response, the De-
fense Advanced Research Projects Agency (DARPA) col-
laborated with Carnegie Mellon University to create the
Computer Emergency Response Team Coordination Center
(CERT/CC) within the Software Engineering Institute (SEI),
aiming to research software bugs impacting security and to
collaborate with businesses and government entities to en-
hance overall software and internet security. This innovative
partnership combined academic research capabilities with
government resources to address a rapidly evolving cyber
threat landscape and set a precedent for coordinated incident
response that endures today (CERT/CC, 2021).

The Cyber Incident Reporting for Critical Infrastructure
Act (CIRCIA) of 2022 includes mandatory reporting re-
quirements (CISA 2024a), whereby covered entities (CISA
2024c) must report relevant cyber incidents within 72 hours
of becoming aware of the incident. Similarly, Europe’s Gen-
eral Data Protection Regulation (GDPR) introduced manda-
tory breach reporting for data controllers (of the Euro-
pean Union 2016). The policy requires the disclosure of per-
sonal data breaches within 72 hours, ensuring transparency
and user protection (Board 2023). Likewise, the EU Artifi-
cial Intelligence Act, includes provisions that require high-
risk AI systems to have human oversight, continuous moni-
toring, and post-market data collection. The Act specifically
mentions the need to notify authorities about any serious in-
cidents or malfunctions that violate fundamental rights or
result in harm.

4 Designing an Adverse Event Reporting
System for AI

We now turn to our findings and recommendations about de-
sign features that should be considered and included when
developing an AE reporting system for AI. We first surveyed
existing studies of AE reporting systems in the three safety
contexts discussed above—(1) public health, (2) transporta-
tion safety, and (3) digital safety—and the effectiveness of
those systems to identify our recommended design features.
Table 2: Select studies of US reporting systems in the Ap-
pendix compiles and summarizes key findings from 21 such
studies. We identified five specific design features that poli-
cymakers should prioritize in designing an AE reporting sys-
tem for AI: reportable events, continuous evaluation, penal-
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ties and liability protections, mandatory and voluntary re-
porting, and data access.

After identifying these design features, we surveyed the
presence of those design features in AE reporting systems
administered by or in collaboration with U.S. federal or
state governments that monitor risks in consumer products
or that arise from the interactions between human decision
processes and technical systems (i.e., our three identified
safety contexts). Table 1 lists 11 of these reporting sys-
tems and some of our key findings about the design fea-
tures of those systems. Table 3 (in the Appendix) provides an
overview of other AE reporting systems administered by the
federal government, including emergency reporting systems
and other reporting systems unrelated to product or tech-
nology safety. Our analysis of these AE reporting systems
demonstrates that well-defined and standardized AE report-
ing mechanisms not only improve safety and accountability
but are feasible and enforceable in complex technological
systems. We discuss below how the five design features ad-
dress the four core challenges for AI regulation that we dis-
cussed in section 2.

4.1 Reportable Events
For an AE reporting system to be effective, it must begin
with a clear and narrowly defined set of reporting criteria
that specifies the types of events to be reported.4 Narrowly
scoped criteria in the early stages help ensure that the re-
ports submitted are both consistent and actionable, minimiz-
ing noise and maximizing the system’s utility for early risk
detection and policy development. As emphasized in the lit-
erature on incident reporting systems in high-risk domains,
overly broad criteria can dilute the informational quality of
submissions and overwhelm agencies with low-priority re-
ports, making it harder to identify genuine safety threats
(Leveson 2011; Crumpler and Lewis 2019) and generate ac-
tionable insights. Starting with narrowly tailored definitions
allows administering agencies and entities to refine opera-
tional processes and build capacity before scaling up report-
ing requirements when necessary.

Initial reporting frameworks for an AE reporting for
AI should target high-severity incidents—such as safety-
critical failures, emergent malicious behavior, or security
breaches—where there is a clear public or systemic risk.
This approach is consistent with best practices in other sec-
tors, including the FDA Sentinel Initiative, which began with
narrowly focused adverse event criteria before expanding
as the infrastructure matured (Platt et al. 2018; U.S. Food
and Drug Administration 2008, 2015). Categorizing adverse
events can help with identifying which events to initially
focus reporting requirements. For example, the FDA cate-
gorizes adverse events according to the severity and seri-
ousness of the impact of the event (e.g., whether it results
in death or permanent incapacity), whether the event was
unexpected (i.e., has not previously been observed or docu-
mented), and whether the adverse event is determined (e.g.,
through implication or affirmative evidence) to be caused by

4We discuss the entities responsible for reporting AE, which
must also be clear and narrowly defined, in section 4.3.

to the drug or medical device (Gliklich, Dreyer, and Leavy
2014; Lucas et al. 2022). Narrowly defined reporting re-
quirements focus analysis and follow-up on serious events
(Donaldson, Corrigan, and Kohn 2000). As discussed in sec-
tion 4.2, reporting systems should incorporate regular re-
views, as the AI landscape evolves, to strike a balance be-
tween responsiveness and efficiency, ensuring that the sys-
tem adapts to capture emerging challenges and a wider range
of risks, as necessary, without being overloaded.

4.2 Continuous Evaluation
Reporting Requirements An iterative approach to ad-
verse event reporting requirements is essential for keep-
ing pace with evolving technological risks. Static or overly
prescriptive criteria risk becoming obsolete as new threats
emerge, while adaptive frameworks enable regulators to re-
fine reporting obligations in response to empirical trends and
technological change. This approach is already used in other
sectors. For example, California’s data breach notification
law has undergone several amendments (Harris and General
2016) to account for new types of sensitive data, such as bio-
metric identifiers, that were not previously considered high-
risk (California Civil Code § 1798.82). These amendments
reflect the state’s responsiveness to emerging data security
threats and provide a model for an iterative approach to AI
safety reporting.

This flexibility is crucial in the context of AI, where
the risk landscape is still poorly understood and continues
to shift rapidly with new model capabilities and deploy-
ment practices. Iterative regulatory design—such as sunset
clauses that specify an expiration date for mandates, peri-
odic review mandates that may require assessing the ade-
quacy of reporting criteria or the continued relevance of reg-
ulations (Bennear and Wiener 2021), or rulemaking author-
ity for agencies—allows legal frameworks to adapt without
requiring full statutory overhaul. Scholars of adaptive gover-
nance emphasize that iterative mechanisms improve policy
responsiveness and reduce the risks of regulatory mismatch
or lag (Bennear and Wiener 2019; Craig et al. 2017). Leg-
islators play a key role in this process by ensuring agencies
have the legal authority and flexibility to update definitions
of reportable events, adjust enforcement mechanisms, and
incorporate feedback from both regulated entities and inde-
pendent researchers.

Agency Authorities Adverse event reporting systems can
highlight gaps in regulatory authority by providing regula-
tors and lawmakers with real-world evidence of how AI is
used—and misused—in practice. This continuous flow of
information could enable agencies to assess whether current
legal and regulatory tools are sufficient or whether Congress
must provide agencies with new authorities to regulate real
risks identified through AE reporting. Evidence-driven eval-
uation of the sufficiency of current regulatory authorities is
essential to avoid both under- and over-regulation. On one
hand, AE data can identify policy blind spots by surfacing
previously unknown harms and edge-case failures. On the
other hand, AE data may demonstrate that certain harms are
not as numerous as expected. Thus, AE data could support
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System Context Mandatory or
Voluntary

Liability
Protections

Public Data
Access

Administering
Agency/Entity

FDA Averse Event
Reporting System
(FAERS)

Drug safety Mandatory for
manufacturers;
voluntary for
healthcare providers
and consumers

Yes for voluntary
reports: civil liability
shield for providers

Yes FDA

Vaccine Adverse
Event Reporting
System (VAERS)

Vaccine
safety

Voluntary (some
mandates for
providers under
emergency use)

Yes: civil liability
shield for both
manufacturers and
providers

Yes FDA; CDC

MedWatch Drug and
device safety

Mandatory for
manufacturers;
voluntary for
consumers and
providers

For voluntary
reports: civil liability
shield for providers

Yes FDA

Vaccine Safety
Datalink (VSD)

Vaccine
safety

Voluntary Limited (aggregate
summaries)

Yes CDC

Aviation Safety
Reporting System
(ASRS)

Aviation
safety

Voluntary Yes: civil liability
shield for reporters
and immunity from
FAA enforcement
actions including
flying certificate
suspensions

No
(anonymized
reports
available)

FAA; NASA

Near Midair
Collision System
(NMACS)

Aviation
safety

Mandatory for
pilots/Air Traffic
Controllers

Limited, use
de-identified reports
for analysis

Limited
(aggregate
summaries)

FAA

Early Warning
Reporting

Autonomous
vehicle safety

Mandatory for
manufacturers

Reports may be
anonymized

Yes NHTSA

Cyber Incident
Reporting (CIRCIA)

Cybersecurity Voluntary and
mandatory (in
process)

In process Limited during
investigations

CISA

CERT Coordination
Center &
Vulnerability Notes
Database

Cybersecurity Voluntary No Yes SEI, Carnegie
Mellon University
(with federal
funding); CISA

California Data
Security Breach
Reporting

Consumer
data
protection

Mandatory for
entities with breaches
affecting
Californians

No Yes California
Department of Justice

AI Incident Database
(AIID)

AI/ML
systems

Voluntary No formal
protections

Yes Non-Governmental
(Partnership on AI,
AI Incident Database
project)

Table 1: Examples of Adverse Event Reporting Systems and Description of Design Features

targeted and adaptive legislative and regulatory action (U.S.
Department of Transportation, NHTSA 2023).

AE reporting infrastructure would support these agencies
by enabling early warnings, pattern recognition, and sector-
specific insights needed to operationalize existing mandates
effectively (Dudley 2024). In this way, reporting not only
supports the case for new authorities where necessary but
also enhances the strategic use of existing regulatory capac-
ities.

At the same time, rather than duplicating efforts or creat-

ing siloed reporting structures, AI-related incidents should
be reported through extensions of existing systems when
possible, with cross-referencing capabilities to flag incidents
implicating other agencies. This approach can streamline
reporting for regulated entities, avoid fragmentation, and
enhance coordination between agencies. For example, AI-
related failures in medical devices should be routed through
the FDA’s MedWatch or FAERS systems, while AI incidents
in aviation should leverage the ASRS. Coordination across
agencies, possibly facilitated through a centralized AI office
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or interagency teams, can ensure that AI-specific risks are
both detected in their application domains. This integrated
model supports regulatory efficiency and helps prevent crit-
ical AI harms from falling through jurisdictional gaps.

Proactive Mitigation Adverse event reporting systems
are essential components of a life-cycle approach to AI
governance—one that links ex ante evaluation (i.e., pre-
deployment testing and risk assessments) with ex post moni-
toring. While ex ante tools aim to identify and mitigate fore-
seeable risks before deployment, AE reporting captures fail-
ures that only become evident in real-world contexts. This
feedback loop between pre-deployment testing and post-
deployment monitoring enables continuous learning and it-
erative risk management throughout a system’s operational
life.

Reporting creates shared visibility into real-world fail-
ures or near-misses, allowing private sector developers and
downstream deployers to learn from others’ experiences
and proactively address similar risks in their own systems.
By surfacing recurring patterns or critical edge cases, this
transparency distributes responsibility for risk mitigation
that supports iterative model improvement. This principle of
continuous learning is central to modern safety engineering
and has been increasingly emphasized in AI ethics litera-
ture as key to responsible development (Morley et al. 2020,
2021).

Regulatory precedents reinforce this approach. Evidence
from Vaccine Safety Datalink (VSD) demonstrates the value
of continuous sequential analysis to enhance the sped and
power of signal detection (Huang, Moon, and Segal 2014;
Silva and Kulldorff 2015; Kulldorff and Silva 2017). Sim-
ilarly, NHTSA has implemented a near-real-time reporting
mandate for automated driving system (ADS) developers,
requiring the submission of accident data within one day of
occurrence (Wansley 2023). These disclosures enable adap-
tive safety governance through the rapid identification of ve-
hicle software vulnerabilities and allow for timely recall no-
tices. In addition, the Cybersecurity and Infrastructure Se-
curity Agency (CISA) plays a central role in managing fed-
eral cyber incident reporting and vulnerability mitigation ef-
forts, despite its relatively modest budget of under $3 billion
(Crumpler and Lewis 2024). Through its Continuous Diag-
nostics and Mitigation (CDM) program, CISA has identi-
fied and helped remediate more than 25 million cybersecu-
rity vulnerabilities across federal networks, improving the
security of civilian government systems (CISA 2024b). The
agency’s Vulnerability Warning Pilot, launched in 2022, ex-
tended these efforts to the private sector by proactively noti-
fying over 7,600 organizations about vulnerabilities, result-
ing in the mitigation of more than 3 million vulnerabilities
(CISA 2024b).

A life-cycle model could similarly cultivate an industry-
wide culture of safety and accountability, encouraging de-
velopers to integrate lessons from real-world deployment
into continuous model validation, testing, and retraining ef-
forts. This dynamic, adaptive approach is critical for ensur-
ing that AI systems remain safe and aligned with societal
values as they evolve.

Independent Risk Assessments In contrast to regulations
that require firms to report self-assessed sources of risk pe-
riodically (e.g., SEC quarterly reports), an AE report is trig-
gered by a realized event. This limits provides regulators
with access to the underlying risk data and limits discretion.

Adverse event reporting systems would enable regulators
to conduct independent, evidence-based risk assessments us-
ing granular data about actual harms, malfunctions, or unin-
tended outcomes encountered in real-world settings. These
systems have proven effective in other domains—such as
aviation, healthcare, and cybersecurity—at uncovering new
or systemic risks that were missed in pre-deployment test-
ing or obscured by organizational incentives (Leveson 2016;
Sherry et al. 2025; Crumpler and Lewis 2019). Applied to
AI, adverse event reports could help surface emergent failure
modes, bias amplification, security vulnerabilities, or down-
stream misuse, all of which are critical to ensuring that reg-
ulators and the public are not wholly reliant on industry for
risk intelligence.

4.3 Mandatory and Voluntary Reporting
A hybrid reporting approach—combining mandatory and
voluntary components—offers a pragmatic and flexible
framework for monitoring post-deployment AI risks. This is
because, even where AE reporting systems have incentive-
compatible reporting mechanisms like liability protections,
AE reporting systems that rely on voluntary disclosures may
still suffer from under-reporting of events and incomplete
information (Robb et al. 2012; U.S. Food and Drug Ad-
ministration 2008, 2015). A hybrid system could impose
mandatory reporting obligations on core AI developers, who
possess the most technical insight into system behavior and
failure modes, while allowing voluntary reports from down-
stream users, integrators, and end-users to enrich the overall
risk landscape. This structure mirrors successful reporting
systems in other sectors. For example, FDA’s Medical De-
vice Reporting (MDR) program mandates reports from man-
ufacturers, importers, and device user facilities, while also
collecting voluntary submissions from healthcare providers,
patients, and consumers to capture a wider range of adverse
events and rare occurrences (FDA, 2022).

In the cybersecurity domain, CISA is transitioning to a
hybrid model under the forthcoming final rule implement-
ing the Cyber Incident Reporting for Critical Infrastructure
Act (CIRCIA) of 2022. CIRCIA requires CISA to establish
a national reporting system for significant cyber incidents
and ransom payments that impacted sixteen critical infras-
tructure sectors (e.g., energy, transportation, and financial
sectors) (CIRCIA, Public Law 117-103). This system will
require timely reporting from covered critical infrastructure
entities, as defined in regulation (CISA 2024c), while con-
tinuing to accept voluntary reports from any entity that ex-
perienced a cyber incident, enhancing situational awareness
across both public and private sectors (CISA, 2023). CISA
has published fact sheets and other guidance documents de-
tailing who are mandatory reporters, what entities CISA en-
courages to make voluntary reports, and when incident re-
porting must be made (CISA 2023). Once implemented, this
mandatory reporting framework will enable more targeted
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threat mitigation, strengthening the nation’s cyber defense
capabilities. These efforts underscore the potential of struc-
tured reporting systems—not only to reduce vulnerability
exposure at scale but also to inform proactive government
responses. CISA’s model demonstrates how effective risk
monitoring and data sharing can significantly improve na-
tional security outcomes. Hybrid reporting could encourage
faster identification of high-severity risks post-deployment,
especially when paired with incentives such as liability pro-
tections or safe harbor provisions (Strauss et al. 2025).

4.4 Penalties and Liability Protections
Incentive-compatible reporting mechanisms are essential for
the success and integrity of AE reporting systems, espe-
cially when applied to AI systems where the risks are com-
plex, emergent, and often opaque. The core challenge is that
entities—such as AI developers, deployers, or downstream
users—may lack incentives to voluntarily disclose harm-
ful or risky outcomes, particularly if doing so could expose
them to legal liability, heightened regulatory scrutiny, rep-
utational damage, or competitive disadvantage. To address
this, AE reporting systems must be designed so that partic-
ipating entities see the value in compliance and do not face
disproportionate penalties for honest disclosures.

Mechanisms to ensure incentive compatibility may in-
clude safe harbor protections that shield entities from puni-
tive enforcement actions if they promptly and transparently
report adverse events, as long as there is no willful negli-
gence or misconduct. Anonymized or confidential report-
ing channels can encourage participation, especially in early
stages of system deployment when the full range of harms
is unknown. Furthermore, reciprocal benefits, such as access
to aggregated industry data, benchmarking reports, or tech-
nical support, can turn reporting into a cooperative rather
than adversarial process. For example, some systems, like
the FAA’s ASRS, allow for anonymous submissions that in-
centivize the reporting of sensitive or stigmatized informa-
tion while shielding reporters from punitive consequences—
an approach that has significantly improved aviation safety
culture (Connell 2011).

4.5 Data Access
Information Sharing Between Agencies Effective ad-
verse event reporting systems should incorporate structured
information-sharing protocols that enable relevant agencies
with domain-specific expertise to respond quickly and ap-
propriately to reported risks. Centralized intake of reports—
with secure distribution to agencies such as the FDA,
NHTSA, FTC, or CISA, depending on the sector—can fa-
cilitate timely interventions and leverage existing regulatory
capabilities. While the protection of proprietary informa-
tion is essential, especially for reports involving trade se-
crets or confidential model architectures, mechanisms for
anonymized data sharing are critical to incentivize report-
ing (O’Leary and Chappell 1996). Anonymized summaries,
trend analyses, and retrospective review can help prevent re-
peated failures and foster a shared safety culture across de-
velopers and sectors (Flott et al. 2018; Darveau and Hannon
2017).

Precedents from cybersecurity policy offer valuable mod-
els for information-sharing structures. Under the CIRCIA
reporting system, federal agencies that receive a cyber in-
cident report must share that report with CISA and the De-
partment of Homeland Security must establish an intergov-
ernmental council to coordinate and deconflict incident re-
porting requirements across the federal government (CISA
2023).

Cross-Sector Collaboration The Joint Cyber Defense
Collaborative (JCDC), operated by CISA, brings together
public and private sector actors to share real-time threat in-
telligence and coordinate proactive defense strategies (CISA
2021). Similarly, Information Sharing and Analysis Or-
ganizations (ISAOs) enable cross-sector collaboration by
disseminating actionable threat data while protecting con-
fidential business information (EO 13691, 2015). Coor-
dinated vulnerability disclosure (CVD) processes, widely
used in cybersecurity and critical infrastructure sectors, pro-
vide a structured method for engaging developers, ven-
dors, and government stakeholders to jointly fix cyber vul-
nerabilities before disclosing those vulnerabilities publicly
(Householder et al. 2025). AI safety reporting could mirror
these practices by establishing anonymized databases, pub-
lic dashboards, and risk briefings to support shared learn-
ing and reduce duplication of harm across the ecosystem
(MITRE 2024).

Public Data Access Public access to adverse event reports
plays a critical role in supporting both regulatory oversight
and independent research aimed at identifying and mitigat-
ing uncertain risks—each of the 11 systems surveyed in Ta-
ble 1 allows for some public data access, even if subject
to additional restrictions. The FDA maintains the FDA Ad-
verse Event Reporting System (FAERS), a publicly accessi-
ble database that enables researchers to conduct large-scale
analyses of medication safety, uncovering potential statis-
tical associations between drugs and adverse events (FDA,
2024). These datasets not only enhance transparency but
also empower external experts to validate regulatory find-
ings and identify emerging safety concerns that may not
be evident through internal review alone. They also may
provide some insight into the frequency of certain types of
prompts.

Moreover, open access to adverse event data has spurred
innovation in data science and public health. Researchers
have applied machine learning and natural language pro-
cessing techniques to mine FAERS and similar databases
for previously undetected patterns, including early warn-
ings of drug interactions or rare adverse reactions (Harpaz
et al. 2012). Beyond pharmacovigilance, adverse event data
has shown potential utility in broader epidemiological mon-
itoring. For instance, studies suggest that patterns in med-
ication error and adverse event reports can offer early de-
tection of disease outbreaks (Wong et al. 2003) or shifts
in healthcare delivery practices (Rafter et al. 2015). These
cross-disciplinary applications illustrates the expanding role
of transparency in fostering technical advancements to im-
prove health outcomes.
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Government-Academic Partnerships The history of cy-
ber incident reporting highlights the strategic value of
government-academic partnerships in building resilient na-
tional security infrastructure. The federal government’s col-
laboration with CERT/CC has demonstrated how academic
institutions can offer vital analytical and operational sup-
port, filling technical gaps in government agencies with
cutting-edge expertise and agility. Over the years, it has con-
tributed to the discovery and coordination of responses to
thousands of software vulnerabilities and played a key role
in developing best practices for cyber defense (U.S. Senate
Committee on Commerce and Transportation 2018).

In public health, the RADAR (Research on Adverse Drug
Events and Reports) project demonstrates the value of part-
nerships in uncovering previously undetected drug safety
issues (Bennett et al. 2007). Established in 1998, the part-
nership between academic researchers and regulators has
successfully identified adverse reactions to cancer therapies
and anticoagulants (Bennett et al. 2007) that were not de-
tected during clinical trials or passive surveillance systems.
Through independent case investigations and analysis of in-
cident data, RADAR has prompted FDA communications
and label changes and influenced clinical practice guidelines
(Bennett et al. 2005, 2007). The success of RADAR in sur-
facing adverse drug reactions more quickly than FDA alone
(Bennett et al. 2007) underscores how academic institutions
can provide essential analytical capacity to support active
surveillance—serving as a scalable template for risk detec-
tion in AI. Researchers may also develop novel statistical
techniques for analyzing incident data (Bangard et al. 2025;
Tan, Markatou, and Chakraborty 2025).

These models of collaboration offer valuable lessons for
the design of AI safety oversight. As AI technologies be-
come more pervasive and complex, a similar academic-
government framework could support risk analysis, helping
federal agencies interpret, prioritize, and respond to emerg-
ing risks more efficiently. Leveraging academic expertise
in areas such as algorithmic auditing and machine learning
could make an AI adverse event reporting system both more
scalable and adaptive to technological change.

5 Limitations
We conclude by acknowledging four unresolved challenges
that fall outside the scope of this paper, but will be critical
for the development of an effective AE reporting system for
AI.

First, AE reporting systems are limited in their ability to
convey risk magnitude without contextual information about
base rates (Singleton et al. 1999), such as model deployment
or prompt type frequencies. Without this information, poli-
cymakers lack critical information for estimating risk prob-
abilities and assessing causality (Shimabukuro et al. 2015).
Access to usage statistics are essential for interpreting the
significance of observed incidents and prioritizing regula-
tory responses accordingly.

Second, the value of AE reports depends on the ability
of reporting entities to identify and interpret adverse events.
Mandated or voluntary reporting can only yield actionable
insights if individuals or organizations are able to identify

when a reportable event has occurred—highlighting the im-
portance of clear reporting criteria, easy to use reporting por-
tals, and tiered obligations based on the technical sophisti-
cation, organizational scale, or access to model output of re-
porting entities (Brundage et al. 2024).

Third, any new AE reporting framework for AI must be
interoperable with existing systems, such as those used in
healthcare, product safety, and cyber incident reporting. A
key design consideration is how an AI-specific AE system
can be effectively integrated with or complement these exist-
ing mechanisms to avoid duplication, reduce reporting bur-
dens, and ensure coordination across regulatory domains.

Finally, while our recommendation to restrict reporting to
a narrow set of adverse events, at least initially, could fo-
cus scarce regulatory resources on more speculative harms,
it aims to balance the informativeness of reports against the
burdens of reporting obligations and investigation resources.
This does not diminish the importance of existing risk, like
bias.

6 Conclusion
Effective AI governance must begin with an understanding
of the real-world risks associated with deployed systems.
Pre-deployment assessments alone are increasingly insuf-
ficient as applications of AI technology grow. AE report-
ing systems can complement these ex ante mechanisms by
capturing failures, unintended consequences, and emergent
harms that arise post-deployment—particularly those that
are context-specific or difficult to anticipate. These systems
enable continuous monitoring and iterative risk assessment,
facilitating agile, evidence-based governance.

Policymakers should prioritize the development of AI-
specific AE reporting systems to manage AI risks. Much of
the necessary infrastructure can be pursued under existing
statutory authority and integrated into existing regulatory
frameworks. Agencies like the FDA, CDC, NHTSA, and
CISA already manage sophisticated post-market surveil-
lance systems that can serve as blueprints for AI AE report-
ing. Embedding AE reporting within existing institutional
practices provides a pragmatic, near-term strategy to miti-
gate novel risks while broader governance regimes are de-
veloped.

The recent action plan for AI released by the White House
is a starting point for developing the monitoring capacity
and information-sharing infrastructure to assess the safety
of AI in real-world settings. However, the proposal should
go further by adopting a hybrid reporting model for critical
AI events, engaging cross-sector partnerships to support ac-
tive surveillance, and allowing open access to anonymized
incident data to accelerate learning and the development of
evidence-based practices for AI risk management.

Industry stakeholders must also support these efforts. De-
velopers and deployers of AI systems bear direct responsi-
bility for the safety and performance of their technologies in
society. An AE reporting system can provide critical feed-
back to improve models and identify failures that evade pre-
deployment detection. AI companies can hence also benefit
from collaborating around an AI system and the develop-
ment of shared safety infrastructure.
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A. T.; Birgé, H.; DeCaro, D. A.; Fremier, A. K.; Gosnell,
H.; and Schlager, E. 2017. Balancing stability and flexibil-
ity in adaptive governance: an analysis of tools available in
US environmental law. Ecology and society: a journal of
integrative science for resilience and sustainability, 22(2):
1.
Croxton, J.; Robusto, D.; Thallam, S.; and Calidas, D. 2024.
Message Incoming: Establish an AI Incident Reporting Sys-
tem.
Crumpler, W.; and Lewis, J. A. 2019. The Cybersecurity
Workforce Gap.
Crumpler, W.; and Lewis, J. A. 2024. Department of Home-
land Security.
Dai, J.; Raji, I. D.; Recht, B.; and Chen, I. Y. 2025. Aggre-
gated Individual Reporting for Post-Deployment Evaluation.
arXiv:2506.18133.
Darveau, K.; and Hannon, D. 2017. Barriers and facilita-
tors to voluntary reporting and their impact on safety cul-
ture. The International Journal of Aerospace Psychology,
27(3-4): 92–108.
DePaula, N.; Gao, L.; Mellouli, S.; Luna-Reyes, L. F.; and
Harrison, T. M. 2024. Regulating the machine: An ex-
ploratory study of US state legislations addressing Artificial
Intelligence, 2019-2023. In Proceedings of the 25th Annual
International Conference on Digital Government Research,
815–826.
Dixon, R. B. L.; and Frase, H. 2024. An Argument for Hy-
brid AI Incident Reporting: Lessons Learned from Other In-
cident Reporting Systems. Georgetown Center for Security
and Emerging Technology.
Donaldson, M. S.; Corrigan, J. M.; and Kohn, L. T. 2000. To
err is human: building a safer health system.
Dudley, S. E. 2024. Lessons from the Past for Regulating
AI.
Economist, T. 2023. The world wants to regulate AI, but
does not quite know how.
FDA. 2025. Public Dashboard: FDA Adverse Event Report-
ing (FAERS) System.
Flink, E.; Chevalier, L.; Ruperto, A.; Dameron, P.; Heigel,
F.; Leslie, R.; Mannion, J.; and Panzer, R. 2005. Lessons
Learned from the Evolution of Mandatory Adverse Event Re-
porting Systems.
Flott, K.; Nelson, D.; Moorcroft, T.; Mayer, E. K.; Gage,
W.; Redhead, J.; and Darzi, A. W. 2018. Enhancing safety
culture through improved incident reporting: a case study in
translational research. Health Affairs, 37(11): 1797–1804.

Fox-Sowell, S. 2024. Local governments need more cyber
funding, report finds.
Frase, H. 2023. AI Incident Collection: An Observational
Study of the Great AI Experiment. Georgetown Center for
Security and Emerging Technology.
Gliklich, R. E.; Dreyer, N. A.; and Leavy, M. B. 2014. Reg-
istries for evaluating patient outcomes: a user’s guide.
Gliklich RE, L. M., Dreyer NA. 2014. Registries for Evalu-
ating Patient Outcomes: A User’s Guide [Internet]. Agency
for Healthcare Research and Quality (US).
Google. 2024. Recommendations for Regulating AI.
Green-Lowe, J. 2024. CAIP Applauds the Romney-Led, Bi-
partisan Bill to Address Catastrophic AI Risks.
Greene, J. A.; and Podolsky, S. H. 2012. Reform, regulation,
and pharmaceuticals—the Kefauver–Harris Amendments at
50. New England Journal of Medicine, 367(16): 1481–1483.
G’Sell, F. 2024. Regulating Under Uncertainty: Governance
Options for Generative AI.
Guha, N.; Lawrence, C.; Gailmard, L. A.; Rodolfa, K.;
Surani, F.; Bommasani, R.; Raji, I.; Cuéllar, M.-F.; Honigs-
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