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Abstract

Privacy concerns and competitive interests impede data ac-
cess for machine learning, due to the inability to privately
assess external data’s utility. This dynamic disadvantages
smaller organizations that lack resources to aggressively pur-
sue data-sharing agreements. In data-limited scenarios, not
all external data is beneficial, and collaborations suffer espe-
cially in heavily regulated domains: metrics that aim to as-
sess external data given a source e.g., approximating their
KL-divergence, require accessing samples from both enti-
ties pre-collaboration, hence violating privacy. This conun-
drum disempowers legitimate data-sharing, leading to a false
“privacy-utility trade-off”. To resolve privacy and uncertainty
tensions simultaneously, we introduce SecureKL, the first
secure protocol for dataset-to-dataset evaluations with zero
privacy leakage, designed to be applied preceding data shar-
ing. SecureKL evaluates a source dataset against candidates,
performing dataset divergence metrics internally with pri-
vate computations, all without assuming downstream mod-
els. On real-world data, SecureKL achieves high consistency
(> 90% correlation with non-private counterparts) and suc-
cessfully identifies beneficial data collaborations in highly-
heterogeneous domains (ICU mortality prediction across hos-
pitals and income prediction across states). Our results high-
light that secure computation maximizes data utilization, out-
performing privacy-agnostic utility assessments that leak in-
formation.

Code — https://github.com/kere-nel/secure-data-eval
Extended version — https://arxiv.org/abs/2502.05765

1 Introduction
Since Hestness et al. (2017), empirical works have prede-
termined data as a key driver to performance gains, via
the so-called “scaling laws” (Kaplan et al. 2020; Brown
et al. 2020). Yet, accessing and combining datasets is per-
sistently challenging. As datasets have evolved from small
to larger (Sun et al. 2017), more diverse (Zhang et al. 2020),
and more compute-optimal (Hoffmann et al. 2022), the field
of machine learning continues to seek more data (Maha-
jan et al. 2018; Brown et al. 2020; Park et al. 2019; Reed
et al. 2022; Sheller et al. 2020) and better ways to combine it
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Figure 1: Privacy can dis-incentivize data collaborations.
Without seeing external data, an organization has two strate-
gies: i. blind default π0: randomly selecting partnerships
causes hesitation and hinders partnerships. ii. private eval-
uation πp: securely assessing datasets before commitment.

(Shen et al. 2023; Nguyen et al. 2023; Petty, van Steenkiste,
and Linzen 2024; Li et al. 2024; McKinney et al. 2020).

Strategically combining data from different sources
promises enhanced models, but disempowers smaller or-
ganizations. While diverse, high quality data often im-
proves performance, robustness, and fairness (Miller et al.
2021), access to such data significantly varies across en-
tities and domains (Tenopir et al. 2011; L’Heureux et al.
2017). As domain-specific data becomes increasingly valu-
able (Alsentzer et al. 2019; Gururangan et al. 2020; Lee et al.
2020), data-owning entities are more reluctant to share it for
free, opting instead to sell it in emerging data markets (Ace-
moglu et al. 2022; Huang et al. 2021; Liang et al. 2018).
This dynamic disproportionately handicaps smaller organi-
zations who lack both the resources to purchase data and the
leverage to negotiate favorable sharing agreements.

Organizations may hesitate to commit to a potential part-
nership when unsure about the benefits. As Figure 1 illus-
trates, this “commitment issue” is not solely a privacy issue;
it’s the inability to privately assess an external dataset’s util-
ity before partnerships. This evaluation is, however, nontriv-
ial. For example, adding in-domain data does not necessar-
ily result in more performant models. Due to the precarious
nature of domain shifts, machine learning models are sensi-
tive to additional training data, often unpredictably when the
source dataset is small (e.g., a single hospital’s data) – a phe-
nomenon known as “the dataset combination problem” (Koh
et al. 2021; Wang et al. 2022; Taori et al. 2020; Bradley et al.
2021; Meng 2018; Shen, Raji, and Chen 2024).
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Figure 2: The Dataset Combination Problem. Real-world
data collaborations are inherently uncertain. AUC change
for a source entity, after incorporating external data across
hospitals and states. Left: In eICU (Pollard et al. 2018), 10
out of 12 hospitals may see their mortality prediction model
degrade for some potential hospital partners. Right: In Folk-
tables (Ding et al. 2021), combining with random state leads
to worse income prediction in 10 out of 15 states. (red is bad;
exact values are reported in Appendix F)

Ideally, all target data should be considered to reduce un-
certainty in costly data collaborations. Yet, datasets owned
by separate entities cannot be directly and fully accessed,
significantly limiting the practicality of non-private dataset
measures (Shen, Raji, and Chen 2024; Ilyas et al. 2022).

Our work directly addresses this crux by recognizing both
privacy and competitive incentives. First, before committing
to acquiring unseen data, we enable organizations to pri-
vately gauge the relative utility of candidate datasets. Sec-
ond, we provide strong privacy guarantees required of en-
tities operating under stringent regulations e.g. healthcare
providers to navigate data acquisition.

Developers are often uncertain about the most effective
model before more data becomes available. This renders
a secure data appraisal stage by Xu, Hannun, and Van
Der Maaten (2022), which requires model parameters, not
applicable. In this opportunistic setting, we ask:

Can we ascertain the differential utility of prospective
datasets, without knowing the final model?

We introduce SecureKL, the first divergence-based
dataset measure with zero privacy leakage. Our key in-
sight is that private divergence computations (via secure
multiparty computation (MPC)) are more data-efficient than
sharing samples, thus achieving high performance. By pre-
serving performance, SecureKL presents a compelling guar-
antee: for both parties, privacy is fully protected while
data utilization is maximized.

Contributions A novel secure dataset-to-dataset evalu-
ation protocol SecureKL (SKL) that reduces uncertainty
in data utility under limited data and budget, produc-
ing privacy-preserving measures while using the maximum
available samples. SKL achieves a > 90% correlation with
privacy-violating counterparts across two real-world hetero-
geneous domains. Empirically, on ICU mortality prediction,
SKL reliably chooses beneficial hospital(s) to partner with,
outperforming data-leaking alternatives, including using de-
mographic summaries or sharing data subsets.

Impact We provide a practical solution for organizations
seeking to leverage collective data resources while maintain-
ing privacy and competitive advantages. Our major advan-
tage lies in reliability, especially when small organizations
cannot afford to invest in detrimental partnerships. These re-
sults demonstrate the potential for wider data collaboration
to advance machine learning applications in high-stakes do-
mains while promoting more equitable access to data. Our
code is available, and can be readily deployed to demon-
strate potential data value preceding collaborations.

2 Background

2.1 Dataset Combination Problem

In high-stakes domains, incorporating additional datasets
may degrade the model. In healthcare scenarios, both Comp-
ton et al. (2023) and Shen, Raji, and Chen (2024) showed
that blindly acquiring new datasets can degrade model per-
formance. We extend these findings by replicating the effect
under our own experimental setup. As shown in Figure 2,
combining data from one hospital or state with an external
source often leads to inconsistent, and sometimes negative,
changes in model performance. This non-monotonic behav-
ior highlights the need to evaluate data partners before em-
barking on a full-fledged collaboration.

2.2 Trading Off Sample Utility For “Privacy”

Figure 3: Non-private evaluation strategies. iii. sub sam-
pling πs: a subset of the target’s data is shared. iv. demo-
graphic summaries πd: the target entity discloses distribu-
tions by protected attributes, i.e. age, gender, or race.

Before an agreement, informed negotiations become im-
possible when entities do not expose data. In practice, data
owners frequently resort to tiny samples (Centers for Medi-
care & Medicaid Services 2025) or summary statistics (e.g.,
race, gender, age) for making decisions (Figure 3). Yet, in
data-limited settings, model performance is highly sensitive
to new input. These heuristics are fickle, as sparse traits or
limited samples often fail to capture the entire dataset’s nu-
ance and complexity, especially in heterogeneous domains,
creating a perceived privacy-utility trade-off. We will show
that secure computation, on the other hand, can avoid this
tradeoff by measuring over entire datasets while maintain-
ing privacy.
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3 Problem Setup
Consider a binary prediction task for ICU patient mortal-
ity based on electronic medical records. A source hospi-
tal Ho has historical patient data Do containing static past
patient characteristics, prior medical records, and ICU out-
comes. Other hospitals {Hi} each has their patient data:
{Di | i ∈ [1..N ]}.

For this binary prediction task, hospitals typically op-
timize for performance metrics, for example the area un-
der the receiver-operating characteristic curve (AUC). Using
only their data, Ho can train a modelM with parameters θ
to achieve:

AUCo = max
f(θ)

AUC(M,Do) (Baseline AUC)

where f is their chosen algorithm with parameter θ.
When Ho has exhausted their own internal data, they may

benefit from incorporating additional target data sources
T ⊂ [1..N ]. By combining datasets, i.e., DT = {Di | i ∈
T} ∪ Do, Ho can potentially achieve better results:

AUCT = max
f(θ)

AUC(M,DT ). (Combined AUC)

We define the potential improvement from data addition as
δT = δ(o,T ) = AUCT − AUCo. To add a single additional
data source by setting T = {i}, the improvement is δi =
δ(o,i) = AUCi −AUCo. This leads to our central question:

Without seeing target data, how does a hospital as-
certain potential data sources to combine with?

Formally, given n ≤ N , we seek a strategy π that selects
n target datasets T = π(Do, n) to maximize model utility:

π∗(Do, n) = argmax
T⊂([1...N]

n )
AUCT (Ideal Combination)

Practical Considerations. Computing every subset T ⊂(
[1...N ]

n

)
’s associated δT is exponential in n. To make this

problem tractable, we make two key assumptions. First,
we apply strategies greedily, selecting top-ranked target
datasets. With the ultimate objective of improving the source
hospital’s prediction task, we fix Ho; to compare the trade-
offs between strategies in Section 4, we apply each π greed-
ily to select top-n institution(s) for Ho without replacement.
Second, in data constrained settings, we aim to maximize
the probability of positive improvement: PHo∼H(δT > 0).

Kullback–Leibler Divergence. Our approach uses
Kullback-Leibler (KL)-divergence-based methods to gauge
data utility, building on prior work (Shen, Raji, and Chen
2024). KL divergence (Kullback and Leibler 1951), also
called information gain (Quinlan 1986), describes a mea-
sure of how much a model probability distribution Q is
different from a true probability distribution P :

KL(P ||Q) =

∫
x∈X

log
P (dx)

Q(dx)
P (dx) (KL-Divergence)

Because computing KL-divergence on hospital datasets Do

and Di is non-trivial due to the high dimensionality of the
data, Shen, Raji, and Chen (2024) proposes two groups of

scores to make this divergence approximation tractable from
small samples. We adopt one such score, KLXY , which
trains a classifier to distinguish between source and target
samples and uses the classifier’s output probabilities to es-
timate dataset divergence. We describe the KLXY score in
detail in Section 4.2.

Privacy Model We operate under a semi-honest privacy
model—also known as honest-but-curious or passive secu-
rity—where parties follow protocols but may probe inter-
mediate values. Parties are “curious”, meaning that they can
probe into the intermediate values to avoid paying for the
data. This assumes a weaker security model than malicious
security where a corrupted party may input foul data, but
ensures the algorithm to be private throughout the compu-
tation. This privacy preservation model incentivizes collab-
oration, improving upon Shen, Raji, and Chen (2024) and
Ilyas et al. (2022).

Dataset Divergence and Downstream Utility Building
on the finding of Miller et al. (2021) where a model’s in-
distribution performance is related to its out-of-distribution
performance (across all model choices), we confer that
dataset divergence does predict downstream model’s per-
formance after combining the data (Table 3), using metrics
introduced in Shen, Raji, and Chen (2024) (Section 4.2).
Intuitively, in-distribution quality is paramount in low-data
settings, where dataset divergence can capture greater com-
plexity and nuance than accessing a few traits.Yet, privacy is
unresolved: divergence measures entail accessing both en-
tities’ data (Shen, Raji, and Chen 2024; Ilyas et al. 2022),
posing significant risks for heavily-regulated entities who
are liable for any data exposure (Centers for Medicare &
Medicaid Services 1996; Gervasi et al. 2022).

Secure Multiparty Computation (MPC) To crypto-
graphically secure our divergence computation, we use Se-
cure Multiparty Computation (MPC) (Yao 1982; Shamir
1979). MPC lets two or more parties to compute a function
over private inputs, revealing only the final output (Gold-
wasser and Micali 2019).

Engineering machine learning workflows in private faces
differs drastically from non-private machine learning engi-
neering, due to 1. precision configurations and normaliza-
tions (to avoid blow-ups and underflows), 2. error control
and performance engineering for machine learning in bit-
limited spaces, and 3. debugging, hyperparameter tuning.
Nevertheless, they are provably secure.

Despite their non-trivial engineering, MPC programs en-
joy strong security guarantees and relative ease of deploy-
ment. Even small organizations can deploy MPC with-
out any specialized hardware. Thus, the algorithms devel-
oped and shared in SecureKL readily enable zero-leakage
dataset-to-dataset evaluations before sharing data.

Assumptions Consider high stakes domains where dis-
parate data may have additive benefits to the existing data.
To make privacy boundaries tractable, we make the follow-
ing assumptions:
1. Existing knowledge is not private. The hospitals are

aware of each other having such data to begin with. The
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hospitals may know of the available underlying dataset
size and format, which is assumed to be uniform across
the hospitals in the setup to simulate unit-cost. Hospitals
frequently know of each other’s resources, and the avail-
able ICU units are contentious, not kept secret.

2. Uniformity of |Di|. Though each hospital gets to price
their data and set their own budget, for generality, the
uniformity assumption allows us to use the number of ad-
ditional data sources n as the main ”budget proxy” across
different strategies.

3. Legal risks of sharing any data are omnipresent in high
stakes domains. The risks with sharing sensitive data
in data-leaking strategies, which we coin as πd (demo-
graphic distance) and πs (small sample), are not made
explicit, but assumed to be ”moderate” and ”high” re-
spectively. This abstraction side-steps legal discussion,
which would go beyond the scope of our paper.

4. No malice is assumed on any of the parties involved, as
each hospital wants to authentically sell their data and set
up a potential collaboration. This assumption becomes
stronger when the number of parties grows or when the
setup changes to potentially more competitive industries
with less trust. We note our limitations in Section 6.3.

4 Methods

Strategy Sub-strategies Leakage
π0 Blind (baseline) n/a zero
πp Private (SecureKL) n/a minimal
πd Demographic sex, gender, race moderate
πs Subset Sampling 1%, 10%, 100% high

Table 1: Concrete selection strategies π, differentiated by
leakage risks. For a strategy p, a set of targets is chosen, i.e.,
T ← π(Do, n).

4.1 Defining Dataset Acquisition Strategies
Given the private and non-private data acquisition strategies
illustrated in Figures 1 and 3, we associate privacy leakage
as a primary cost of data partnerships. This section formal-
izes them by their leakage risks, summarized in Table 1.

A, high leakage, sharing raw data. πs(n, k) supposes
each hospital to share a dataset of size k; a default set-
ting of 1% is commonplace practice in some contracts, as
a pre-requisite to being considered (Centers for Medicare &
Medicaid Services 2025). Though leakage can be controlled
through k, the data is inherently sensitive. The underlying
distance metric follows the KLXY score introduced by Shen,
Raji, and Chen (2024) , which we define in the following
subsection.

B, moderate leakage, sharing summary statistics. πd(n)
uses demographic metadata to guide data selection. This is
implemented through ratio distance between source and tar-
get distributions, which may be considered aggregates there-
fore potentially not sensitive, such as when the underlying
aggregation function ϕ is differentially private.

C, zero/minimal leakage, sharing no additional informa-
tion besides what is assumed public, and what our method
outputs, such as a score or a ranking. There are two meth-
ods: a. Blind selection baseline: π0(n) randomly selects n
disjoint data sources, until data purchasing budget runs out.
Prior works suggests that when n = 1, randomly select-
ing a source in hospital ICU may be risky and inefficient. b.
Our method πp(n) selects data sources based on privacy-
preserving measure for data combination, specifically Pri-
vate KLXY .

4.2 KL-based Methods, Without Privacy
In subset-sampling strategy πs(n, k), each of the candidate
entities will leak a set of raw data. πs is implemented with
KL-based measures similar to Shen, Raji, and Chen (2024).
Recall KL(P ||Q) is not symmetrical, meaning that it is not
a ”metric” that satisfies triangle inequality. Intuitively, this
means the measure is directional: a hospital’s distribution
Po may be ”close” to the target distribution Pi, but not the
other way around:

KL(Po||Pi) =

∫
x∈X

log
Po(dx)

Pi(dx)
Pi(dx)

(Ideal Estimator)
Because we only have access to finite data Do and Di, ap-
proximations are needed. Typically, a learned model can
capture distributional information, used to estimate continu-
ous entropy. Thus the joint distribution of features and labels
from both the source and target are included, with the goal of
deriving an efficient estimator for KL(Po||Pi) that captures
distributional shift from source to target.

Specifically, KLXY score used in SecureKLXY first
trains a logistic regression model (Cox 1958) on Do ∪ Di

– where the labels are folded into the covariates. The goal is
to infer dataset membership using “proxy labels”, defined as
follows:

I(x, y) =
{
1 if (x, y) ∈ Do

0 if (x, y) ∈ Di

A binary predictor is fit on this combined dataset, predicting
I from (X ,Y) using logistic regression. The model’s output
p(x, y), also called the probability score, is Score(x, y).

A score of 0.5 or less means the datasets are not distin-
guishable, making the data potentially useful. Shen, Raji,
and Chen (2024) established the insight that in data-limited
domains of heterogeneous data sources, domain shifts of the
covariates are useful for predicting whether the additional
data helps the original task, similar to Miller et al. (2021).
We note again that even though this model is trained on both
parties’ data, the final algorithm that the hospital uses to train
on combined data is not restricted.

Then, the resulting model’s probability score function
Score(·): X ,Y → [0, 1] is averaged over a dataset in Ho,
obtaining

KLXY = E(x,y)∼Do
(Score(x, y)). (KL-XY)

We reproduce Shen, Raji, and Chen (2024) ’s results that
KLXY is predictive of downstream change in AUC in hos-
pital setting (Table 4). Let the score function gKL be the
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final result of this dataset-to-dataset evaluation is revealed.

approximate of KL(Do||Di). The strategy selects the most
likely hospital with the closest distance under the measure:

πs(n = 1, k = K) = argmin
i∈[1..N ]

gKL(Do,Di).

(KL-based Strategy, in plaintext)
When only a subset is available, this function is adjusted

by swapping Di for D′
i ⊆ Di where |D′

i| = k. We denote
the full dataset size as K = |Di|.

Though leakage can be controlled through k, yet the data
is inherently sensitive. In ICU data, simulate that a default
of 1% is shared, so k = 3000 × 1% = 30, though we run
experiments with k ∈ {3, 30, 300, 3000}.

4.3 SecureKL: Private KL-based Method
Using MPC, we extend on KLXY to require no information
sharing (besides what was already assumed public). Specifi-
cally we leverage private tensors and secure gradient descent
in CrypTen (Knott et al. 2021) to implement private KLXY .
As illustrated in Figure 4, the logistic regression as well as
the scoring need to be implemented in private.

Denote the private encoding of x as [x].

SecureKLXY = E(x,y)∼Do
(Score([x, y])).

(Secure KL-XY)
Let the score function gSKL be the secure approximation of
KL(Do||Di). The strategy selects the most likely hospital
with the closest distance under the measure:

πp(n = 1) = argmin
i∈[1..N ]

gSKL(Do,Di).

(SecureKL Strategy, encrypted)
As shown in Figure 4, any KL-based measure gSKL can be

adapted to our setup. We mainly use SecureKLXY as the un-
derlying measure. Its performance is detailed in Section 6.2.
Additionally, even though our implementation measures dis-
tance of data between one source and one target party, the
setup readily extends to accommodating multiple parties.
Section 7.2 discusses potential deployment challenges.

4.4 Trivially “Private” Baseline: Blind Selection
π0(n) randomly selects n disjoint data sources, until data
purchasing budget runs out. This random strategy may evade
selection biases and help gather diverse data. Yet, prior work
(Shen, Raji, and Chen 2024) suggests that π0(1) – randomly
selecting one source – for ICU is risky and inefficient for
mortality prediction.

0.5 0.6 0.7 0.8
SecureKL

−0.04

−0.02

0.00
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0.06

δ i

ρ: -0.18
p-value: 3.65e-02
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73
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420
243
338
443
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Figure 5: SecureKL: Overall Correctness. Rank corre-
lation between SecureKL output and ground truth AUC
change, δi, from acquiring 1 additional dataset for a given
source hospital Ho. We propose selecting data partner
ranked by our secure system under SecureKLXY score to
reliably increase AUC gains. (|H| = 12 hospitals; colored
by source.)

4.5 Alternative Data-leaking Baseline: Sharing
Summary Statistics

A relaxation to sharing no sensitive data is to share meta-
data. While demographic traits are often causal and avail-
able, their exact cause in relation to the task is not a pri-
ori established (without a highly effective model), therefore
their success in distributional-matching is not guaranteed
to be strong. Additionally, in practice, the most effective
model that results from data combination may or may not
be causally-sound. Nevertheless, we posit alternative strat-
egy πd(n) to find the demographically close candidates to
guide data selection: Let ϕ : D → Rm be an m-dimensional
summary statistic of a demographic feature i.e. the racial
distribution of patients. Then, we use the distributional dis-
tance betweenDo andDi, characterized by their L2-distance
through ϕ:

πd(n = 1) = argmin
i∈[1..N ]

L2(ϕ(Do)||ϕ(Di)).

(Demographic-based Strategy)

5 Experiment Setup
5.1 Experimental Questions
1. Consistency: Does MPC degrade the original measure’s

effectiveness? Since MPC implementations introduce ap-
proximations, we first validate SKL’s correctness by ex-
amining the correlation of private scores (SecureKL)
vs. plaintext scores (KLXY , with full data access). Then,
for the consistency of choosing encryption in the hos-
pital domains, we examine plaintext and encrypted ver-
sions’ correlation with downstream ground truth rank-
ings across hospitals.

2. Positivity: Does our method pick entities that reliably
improve performance? If source dataset Do can only add
data from n more sources, does our measure lead to even-
tual AUC improvements? Specifically, in multi-dataset
combination, we examine whether using SKL can im-
prove the source hospital’s downstream outcome. When
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selecting a single (or a few) additional data source, how
many hospitals improve with our method? Additionally,
we compare our method with alternative, privacy-leaking
strategies.

3. Error analysis: If our privacy-preserving method is not
the dominant strategy against alternatives including lim-
ited data accessibility, why? As we know, small and un-
certain improvements for downstream tasks underscore
the inherent difficulty of evaluating data utility without
seeing the full data. We are especially interested in ana-
lyzing (a) hospitals with low SecureKLXY and KLXY
correlations, and (b) hospitals lagging AUC improve-
ments using the random strategy π0 or limited-sample
strategy πs.

5.2 MPC implementation
SecureKLXY includes training logistic regression model in
private. We implement measures based on dataset diver-
gence by building a custom logistic regression model over
encrypted data leveraging CrypTen. The model parameters
and input are encoded as 16-bit MPCTensors, ensuring that
all computations, including forward passes, sigmoid activa-
tions, and gradient descent updates, are performed in private.

Additional baseline details We additionally run our ex-
periments on plaintext methods used in Shen, Raji, and Chen
(2024), including the KLX measure, which is similar to
KLXY without using each data source’s labels:

KLX = E(x)∼Do
(Score(x)). (KL-X)

To compare against KLX for baseline, we additionally im-
plemented its encrypted version, SecureKLX , as a gSKL

candidate.

SecureKLX = E(x)∼Do
(Score([x])). (Secure KL-X)

Optimizers Because L-BFGS – the optimizer prior work
(Shen, Raji, and Chen 2024) used in plaintext-only with
Scikit-Learn (Pedregosa et al. 2011) – is not available
as an encrypted version, our MPC experiments are facili-
tated with SGD optimizer. A fair comparison between the
scores obtained through plaintext and encrypted settings ne-
cessitates re-implementing plaintext scores, Score(X) and
Score(X,Y ), using logistic regression with SGD in Py-
Torch (Paszke et al. 2019). The hyper-parameter tuning
for SGD in private and plain text are performed indepen-
dently, as they do not transfer. Appendix C will discuss
hyperparameter-tuning in detail.

5.3 Data and Model Setup
eICU dataset. The downstream task is 24-hour mortality
prediction from ICU data using the eICU Collaborative Re-
search Dataset (Pollard et al. 2018). This dataset contains
> 200, 000 real-world admission records from 208 hospi-
tals across the United States.

A note on data filtering. Because medical research is
inherently complex, ensuring reproducibility on statistical
methods can be significantly challenging. Water et al.
(2023) proposes that the research community follow a
shared set of tasks with fixed preprocessing pipelines that are

clinically informed – essentially a machine learning train-
ing and evaluation protocol on eICU – in order to facilitate
method verification on the same benchmark. Therefore, our
work follows their data cleaning criteria and the evaluation
protocol. Additionally, we use the hospital exclusion crite-
ria in (Shen, Raji, and Chen 2024) to obtain top 12 hospi-
tals, where the most patient visits are collected (each with
> 2000 patients).

Downstream model and baselines for eICU. Recall that
each strategy uses the same K number of records per hos-
pital – in our experiment, K = 3000. For πs which leaks
a subset k of all samples, a default k = 1%|Di| randomly
drawn samples are shared. In ICU data, we run experiments
on {0.1%, 1%, 10%, 100%}.

Following holistic benchmarking tools in (Water et al.
2023), our strategy comparisons take 1500 samples and the
downstream model performance – AUCo, AUCT – uses
400 samples (unless otherwise noted). Specifically, the AUC
change, δi or δT , comes from 1. combining 1500 random
samples from each selected dataset and 2. combining it
with 1500 samples from Do, and 3. subtracting the baseline
model’s AUC1.

Folktables dataset Though we primarily focus on hospi-
tal domain, we additionally validate using Folktables (Ding
et al. 2021), predicting across 15 states an individual’s an-
nual income exceeds $50,0002. The details of our process-
ing, which diverges from that of eICU, is included in Ap-
pendix F.

6 Results and Analysis
We organize our results around three research questions:
whether using multiparty implementation sacrifices KLXY ’s
efficacy (consistency; Section 6.1), whether our method re-
liably picks hospitals that improve performance (positivity;
Section 6.2), and where our method may fail (error analysis
and limitations; Section 6.3).

6.1 Consistency Between Plaintext and
Encrypted Computations

Because our encrypted computation is the first implementa-
tion of dataset divergence in MPC, we ought to show that
SecureKLXY and SecureKLX lead to highly comparable
behaviors as KLXY and KLX .

Spearman’s Rank Correlation Coefficient for Underly-
ing Scores For each source hospital Ho, use all full sam-
ples for Di. Between KLXY and SecureKLXY on Do and
Di for all remaining hospitals Hi, EHo∼H[ρ] = 0.908 with a
range of [0.691, 1.0], obtaining p < 0.02 across all hospitals.
Between SecureKLX and KLX , EHo∼H[ρ] = 0.9303 with
a range of [0.455, 0.991], with 11 of 12 hospitals achiev-
ing p-values below 0.05. After applying Hochberg false dis-
covery rate correction (Benjamini and Hochberg 1995), our

1The samples are fixed across all experiments, the sample num-
bers are chosen to match (Shen, Raji, and Chen 2024)’s setup.

2Because the Folktables dataset contains simpler features and is
low-dimensional, KL divergence is directly computed rather than
estimated. For implementation details, see Appendix F.
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p-values remain significant. This range may be an artifact
of sweeping hyperparameters independently in plaintext and
encrypted optimisations, because sharing the same SGD hy-
perparameters would result in a tighter range. For all 12 hos-
pitals, see appended Appendix D for details.

Impact of Adding Security on AUC Correlation We fur-
ther examine the effect by adding encryption through its
impact on the downstream AUC, using how AUC improve-
ments are ranked. This rank is compared with how secure
measures (i.e., SecureKLXY ) and plaintext measures (i.e.
KLXY ) rank hospitals. This comparison investigates the ex-
tent of the shift in the full hospital ranking, when we switch
from a plaintext setup to encrypted. For Ho ∼ H, we mea-
sure δi that results from addingDi toDo for all i. This corre-
lates all target hospitals {Hi} with their ground truths {δi}
in the case of picking a single target hospital. We find the
linear coefficient for encrypted SecureKLXY to be −0.182
and plaintext KLXY to be −0.184 (99% matching). Both
SecureKLX and KLX have a linear coefficient of −0.164
with δi. For all strategies’ correlations with ground truth at
n = 1, see Appendix B.

6.2 Positivity in Realistic Setup
We apply SecureKL in a pragmatic multi-source data com-
bination problem, where each strategy acquires n datasets
for n ∈ {1, 2, 3}.

Overall Positivity. For n = 1, we find that πp improves
AUC in 10 out of the 12 hospitals. When n = 2 and n =
3, we find that using πp consistently improves AUC for all
hospitals. Overall, 34 out of the 36 dataset combinations we
evaluate on have an AUC improvement δT > 0, suggesting
that πp is a reasonable strategy for selecting hospital dataset
combinations with a high expected return E[PHo∼H(δT >
0)] for the source hospital from using our strategy.

Comparing With Alternative Strategies Other strategies
– π0, πd, and πs – can also arrive at “positive” datasets.
Comparing private method to other strategies at n = 3, i.e,
πp(n = 3), we describe our results in Figure 6:

1. πp (our method based on SecureKLXY ) has a median
δT of 0.020, and a standard deviation of 0.015. Our re-
sults indicate that for 50% of the hospitals, πp gives a
δT >= .02. Compared to other strategies, πp has the
highest median, the lowest standard deviation, and it is
one of two strategies that improves performance for all
hospitals.

2. Demographic-based strategies underperform compared
to πp on average. However, we observe that πd-gender
can be highly effective for a subset of hospitals, as it
achieves the highest 75th percentile (Q3) of 0.033 among
all strategies. This indicates that for 25% of hospitals,
δT ≥ 0.033. Despite this, πd-gender has a lower median
value of 0.012 compared to πp, exhibits a high standard
deviation (0.022), and degrades the performance for cer-
tain hospitals. Similarly, πd-age has a median of 0.014,
and πd-race has a median of 0.008, both lower than πp’s
median.

3. Plaintext small-sample strategies, πs, outperform all
demographic-based methods but slightly underperform
relative to πp. For instance, πs(k = 300) has a median δT
of 0.0178, and although it achieves δT > 0 across all hos-
pitals, it performs worse on average compared to πp and
exhibits a higher standard deviation (0.017). πs(k = 30)
has a median δT of 0.0165. Compared to other strate-
gies, it has the largest standard deviation (0.024), and it
degrades the performance for some hospitals.

In summary, our method πp achieves the highest AUC
improvement on average with the lowest standard devia-
tion, demonstrating more consistent improvements for all
hospitals. While the average improvement of πp is small,
demographic-based and plaintext small-sample strategies
exhibit greater variability, with some strategies improving
performance for specific subsets of hospitals but underper-
forming or degrading results in others.

6.3 SecureKL Error Analysis
Underlying Data Limitations In high-stakes domains,
data partnerships are expensive, but potentially detrimental
– this forms a challenging landscape for evaluating meth-
ods on real-world data. Indeed, as shown in Table 2, the
AUC gain is small across all strategies, and the variance
is high. This suggests that 3 hospitals’ data is likely still
too small for the general task to the robust explains limited
AUC gains, highlighting the need to maximize samples for
informative decisions. The key distinction, however, is that
privacy-leaking methods (demographic, small sample) and
blind baseline risk performance declines in many hospitals
while SKL consistently improves downstream tasks more
reliably than alternatives, across all hospitals, over multiple
runs.

Underlying Score Limitations Data addition algorithms
underpin the effectiveness of our method. Even ifDo obtains
access to all the plaintext data, there is no guarantee that πp

can correctly predict whether the data is useful. As seen in
Figure 8, Hospital 243’s utility when acquiring another data
set is badly correlated with plaintext and encrypted KL-XY
scores. This leads to its bad strategy for acquiring the top 3
hospitals, as seen in the middle pane of Figure 9. Interest-
ingly, for this hospital, no other informational strategy ex-
cels, either, so choosing a random 3 may be preferred.

This behavior stems from the underlying measure, not
from adding secure computation: in Figure 8 and Figure 9,
the encrypted performance closely follows that of plaintext
performance, for both good and bad downstream correla-
tions.

Sometimes, Not All Underlying Data Is Needed Relat-
edly, when seeing a few samples can successfully identify
useful candidate hospitals, πs (which is on small samples)
outperforms πp (which is on full samples).

In the right panel of Figure 9, hospital 199, the smaller
sample sizes achieve a score that better reflects ground truth
as a data addition strategy. In that case, the hospital may
not need the full sample to know which target hospitals to
collaborate with.

969



Demographic Summary Strategies Subset-sampling Strategies Secure Strategy (Ours)

Dataset n πd-gender πd-age πd-race πs(k = 300) πs(k = 30) πp SecureKLXY

eICU 1 0.020± 0.023 0.012± 0.016 0.014± 0.015 0.012± 0.014 0.010± 0.017 0.011± 0.018
2 0.016± 0.016 0.017± 0.017 0.015± 0.013 0.024± 0.020 0.017± 0.019 0.027± 0.022
3 0.020± 0.023 0.016± 0.019 0.011± 0.021 0.021± 0.017 0.021± 0.024 0.024± 0.015

Folktables 1 0.006± 0.017 0.007± 0.013 0.006± 0.009 0.006± 0.016 0.007± 0.016 0.009± 0.013
2 0.015± 0.019 0.015± 0.014 0.010± 0.013 0.011± 0.014 0.014± 0.018 0.010± 0.017
3 0.013± 0.018 0.014± 0.016 0.013± 0.017 0.014± 0.016 0.016± 0.019 0.011± 0.017

Table 2: AUC improvements in mean and standard deviation, across all source regions for each strategy π, for eICU and
Folktables setups. n denotes the number of candidate datasets added to the source dataset. The small gains and high variance
from adding selected datasets highlight the precarious nature of assessing data value in the real world. Bold indicates highest
AUC improvement per n. Note: Only πp SecureKLXY is private.
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Figure 6: AUC change δT over all strategies in eICU
prediction (higher is better). Our private dataset evalua-
tion strategy πp outperforms demographic-based strategy
πd (left), and subset-sampling strategy πs for k = 300
(10%) and k = 30 (1%) (right), after combining source
data with the top 3 candidates.
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Figure 7: AUC change δT over all strategies in Folktables
dataset prediction (higher is better). All strategies exhibit
comparable distributions, after combining data from top 3
candidates. In a noisy domain, our method is stable: it nei-
ther excels nor penalizes against non-private strategies.

This behavior is specific to the interaction of the data and
the underlying score, and does not affect the general insight
that adding private computation preserves privacy (and eases
privacy-related risks that hinder data sharing). We further
note that our method still clearly applies to encrypted com-
putation on a smaller data set under data minimization.

7 Discussion
7.1 SecureKL Contribution
After establishing that πp with SecureKLXY is a robust strat-
egy in practical downstream performance, we hereby sum-
marize the benefits of SecureKL and elaborate on their prac-
tical implications.

Matching Plaintext Performance in Downstream
Tasks. Our major contribution is to match plaintext perfor-
mance with no data sharing. Using MPC provides input pri-
vacy, meaning that if both hospitals only want to know the
resulting score, the computation can be done without leaking
original data. This strong guarantee can significantly ease
the tension related to privacy and compliance in setting up a
collaboration, leading to a practical ”data appraisal stage” in
data-limited high stakes domains.

Gain from Data Availability. In contrast to limited-
sample approaches, a key advantage for our method πp is
that it takes advantage of all the underlying data – gener-
ally impossible with non-secure methods for private data in
heavily regulated domains. The general intuition is that data
is localized; therefore, once a good target hospital is iden-
tified, we would prefer to acquire all of the data. It may be
tempting to assert that we prefer the highest k for data ad-
dition algorithms as well. In our experiments, while this is
generally true, the smaller k sometimes outperform larger k
in plaintext strategy πs, which we investigate in Section 6.3
and in Figure 9. This occasionally non-monotonic behavior
mirrors the challenge of data combination itself: even within
one source dataset for the same estimator, more data is not
necessarily better. This suggests the potential for a hospital-
specific alternative to sharing a large amount of data for
some source hospital, and points to future directions to us-
ing secure computation on a minimal-sized sample dataset
for minimal performance overhead while remaining private.

Potential Improvements to SecureKL In the case where
that output can be sensitive, i.e., when a source hospital
queries a target hospital multiple times and accrues infor-
mation through the score function, the output can also be
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Figure 8: The correlation between AUC change δi and
underlying score KLXY affects SecureKLXY ’s efficacy.
In Hospital 420, the KLXY scores identify beneficial data
(ρ < 0). For Hospital 243, KLXY anti-correlates (ρ > 0).

made privacy-preserving through differentially private data
releases, such as using randomized response (Dwork, Roth
et al. 2014).

7.2 Potential Challenges to Broader Adoption
Our code is readily usable by small organizations. While our
approach generalizes to model-based measures (by substi-
tuting gSKL) and scales to multiple parties, our work also
uncovered deployment limitations.
1. Operational: engineering personnel limitations. While

our implementation requires little cryptographic knowl-
edge to deploy, it still needs technically-trained staff
at each participating hospital to collaborate and main-
tain. This skill is similar to using pre-packaged software,
cleaning data, and setting up network calls.

2. Engineering Extensions: Extending any MPC protocol
is non-trivial, as security engineering is a specialized
skill. While SecureKL applies broadly to other under-
lying scores in multi-party setups, validating a new MPC
algorithm requires software engineering – prototyping,
tuning, debugging – and numerical verification – akin to
data analytics and research - likely requiring technical
talents who can be especially costly for hospitals to re-
tain in-house.

3. Framework Limitation: While CrypTen is designed to
accommodate PyTorch, it is a research tool where not
all plain text functionalities are implemented. For exam-
ple, writing optimizers – such as L-BFGS – and cus-
tom operators that are not readily available requires both
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Figure 9: Mean AUC (± standard deviation). Left:
SecureKLXY outperforms πs(k = 30) and π0. Middle: All
strategies perform similarly. Right: πs(k = 300) outper-
forms SecureKLXY .

machine learning and cryptography knowledge. More-
over, the protocol incurs additional computational over-
head, especially if hyper-parameters become more com-
plex to sweep3. This will likely improve with time, as
new frameworks address design shortcomings.

4. Inherent to Secure Computation: When the method re-
quires significant hyper-parameter tuning, such as using
SGD on small batch data with learning rate schedules,
plaintext tuning may not transfer perfectly. As detailed
in Appendix C, our hyperparameters for SGD differ in
encrypted and plaintext settings. Thus, as encrypted com-
putation hides loss curves and training details by default,
development is expected to be complex. This is because
both hospitals want to ensure model fit with secure evalu-
ation, but may not want to expend the computational cost
of private hyperparameter sweeping.

8 Related Works
We briefly relate alternative approaches towards dataset pri-
vacy for sharing. More work on data pricing, differential pri-
vacy, and private fine-tuning are included in Appendix G.2.

Augmenting existing data with synthetic data in medi-
cal domains Synthetic data generation has emerged as a
promising approach to expand training datasets while pre-
serving privacy. Generative adversarial networks (GANs)
have shown success in generating realistic cancer incidence
data (Goncalves et al. 2020), medical imaging data (Tham-
bawita et al. 2022), and electronic health records (Baowaly
et al. 2019). These methods preserve statistical properties of
the original data while providing differential privacy guaran-
tees. Transforming data into a similar form that desensitizes
certain attributes can be desirable (Drechsler 2011; Howe
et al. 2017; Nikolenko 2021; Gonzales, Guruswamy, and
Smith 2023; Sweeney 2002). Yet, to still preserve the util-
ity of the dataset transformed for analytics or learning tasks
is challenging by itself (Jordon et al. 2021). Additionally,
outside the scope of sensitive data that is transformed, lit-
tle privacy guarantee is available, leading to re-identification
risks (Narayanan and Shmatikov 2006; Jordon et al. 2021).

In addition, evaluation of synthetic medical data re-
veals challenges in capturing rare conditions and maintain-

3For our work, the performance metrics are provided in Ap-
pendix E for reference
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ing consistent relationships between multiple health vari-
ables (Goncalves et al. 2020). For tabular data, methods like
CTGAN and TVAE (Xu et al. 2019) have demonstrated abil-
ity to learn complex distributions while preserving corre-
lations between features. However, these approaches often
struggle with high-dimensional data and can introduce sub-
tle biases that impact downstream model performance (As-
sefa et al. 2020). Recent work has also explored combining
synthetic data with differential privacy to provide formal pri-
vacy guarantees (Jordon, Yoon, and Van Der Schaar 2018).
While these methods offer stronger privacy protection, they
often face significant utility loss, particularly for rare but im-
portant cases in the original dataset (Yang et al. 2024a).

Secure Data Combination Recent work has explored
methods for securely combining datasets while preserv-
ing privacy and improving model performance. Early ap-
proaches focused on using secure multi-party computation
to enable multiple parties to jointly train models without
sharing raw data (Aono et al. 2017). However, these methods
often struggled with computational overhead and communi-
cation costs when dealing with large-scale datasets (McMa-
han et al. 2017). More recent techniques have introduced
frameworks for evaluating potential data partnerships before
commitment. These approaches use privacy-preserving pro-
tocols to estimate the compatibility and complementarity of
different datasets (Leung, Law, and Sima 2019; Chakraborty
et al. 2024). Some methods focus specifically on measuring
distribution shifts between datasets without revealing sensi-
tive information (Duan et al. 2021). Others trained the down-
stream model in private, but limited to LASSO (van Egmond
et al. 2021). Several systems have been developed to facili-
tate secure data combination in specific domains. In health-
care, methods have been proposed for securely combining
patient records across institutions while maintaining HIPAA
compliance (Raisaro et al. 2018; van Egmond et al. 2021).
Financial institutions have explored similar approaches for
combining transaction data while preserving client confiden-
tiality (Liu et al. 2021).

Federated Learning Cross-silo federated, decentralized,
and collaborative ML (McMahan et al. 2017; Li et al. 2020;
Bonawitz et al. 2019; Kairouz et al. 2021) focus on acquir-
ing more data through improved data governance and effi-
cient system design. Healthcare machine learning is con-
sidered especially suitable, as health records are often iso-
lated (Rieke et al. 2020; Xu et al. 2021; Nguyen et al. 2022;
Cho et al. 2025). Yet, even though no raw data is shared,
model parameters or gradients flow through the system. As
the federated computing paradigm offers no privacy guar-
antee, the system is vulnerable to model inversion (Geip-
ing et al. 2020) and gradients leakage attacks (Boenisch
et al. 2023; Zhu, Liu, and Han 2019). A subtle but urgent
concern is that privacy risks discourage the very formation
of the federation when optimization is traded off with pri-
vacy (Lyu et al. 2022; Raynal and Troncoso 2024). Building
on the insight that useful data is often disparately-owned, we
tackle the specific incentive problem between pairs of play-
ers where one side trains the model, instead of scaling up the
number of parties through a federation.

Compared to vanilla Federated Learning, an MPC system
(Shamir 1979; Yao 1982; Bonawitz et al. 2017; Knott et al.
2021) provides stronger guarantee in terms of input security.
Model owners and data owners can potentially federate their
proprietary data, including model weights, training, and test-
ing data, can work together under stringent privacy require-
ments. Our work extends the line of work by (Xu, Hannun,
and Van Der Maaten 2022; Yang et al. 2024b; Bonawitz et al.
2017) that demonstrates the potential of incorporating MPC
in various federated scenarios. On the practical side, unlike
mobile-based networks for secure federated learning proto-
cols (Bonawitz et al. 2019), our system assumes a smaller
number of participants, where communication cost and run-
time are not dominant concerns.

Comparing with Federated Learning with Privacy Guar-
antees Privacy incentivizes federation (Usynin, Rueckert,
and Kaissis 2024). Specifically, preserving privacy between
the parties under federated learning uses secure computation
methods (Truex et al. 2019; Bonawitz et al. 2017; Stripelis
et al. 2021; Cho et al. 2025; Froelicher et al. 2021) combined
with differential privacy (Xu et al. 2023; Usynin, Rueckert,
and Kaissis 2024; Avent et al. 2017), trusted execution en-
vironments (Mo et al. 2021) – an approach that is coined
”Privacy-in-Depth” in Kairouz et al. (2021).

Performing dataset evaluation with MPC, as in
SecureKL, can be seen as an extension of data feder-
ation, by adding a separate privacy-preserving component
before all parties commit to an entire federated learning
system. It is low-commitment, as privacy is preserved by
default, and there is no requirement to continue in any
system; it tackles the incentives’ problem blocking collabo-
ration. By demonstrating utility, the two parties foster trust.
Our work complements the line of ambitious systems that
incorporate MPC in potential federated scenarios where the
participants are semi-honest (Yang et al. 2024b; Bonawitz
et al. 2017; Cho et al. 2025).

9 Conclusion
Our work demonstrates that privacy-preserving data val-
uation can help organizations identify beneficial data
partnerships while maintaining data sovereignty. Through
SecureKL, we show that entities can make informed de-
cisions about data sharing without compromising privacy
or requiring complete dataset access. As the AI commu-
nity continues to grapple with data access challenges, par-
ticularly in regulated domains like healthcare, methods that
balance privacy and utility will become increasingly critical
for responsible advancement of the field. As noted in Sec-
tion 6.3, our approach has several limitations, including the
fact that, despite impressive aggregate results, our method
is less effective for individual hospitals, which motivates fu-
ture work. Our method assumes static datasets and may not
generalize well to scenarios where data distributions evolve
rapidly over time. A sequential version of our framework
may more closely model dynamic data collaborations. Fu-
ture work should explore extending these techniques to han-
dle more complex data types and dynamic distribution shifts
while maintaining strong privacy guarantees.
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D. 2024. Pricing Data Based on Value: A Systematic Lit-
erature Review. In Proceedings of the Future Technologies
Conference, 319–339. Springer.

975



Raisaro, J. L.; Troncoso-Pastoriza, J. R.; Misbach, M.;
Sousa, J. S.; Pradervand, S.; Missiaglia, E.; Michielin, O.;
Ford, B.; and Hubaux, J.-P. 2018. M ed C o: Enabling Secure
and Privacy-Preserving Exploration of Distributed Clinical
and Genomic Data. IEEE/ACM transactions on computa-
tional biology and bioinformatics, 16(4): 1328–1341.
Raynal, M.; and Troncoso, C. 2024. On the Conflict of Ro-
bustness and Learning in Collaborative Machine Learning.
arXiv preprint arXiv:2402.13700.
Reed, S.; Zolna, K.; Parisotto, E.; Colmenarejo, S. G.;
Novikov, A.; Barth-Maron, G.; Gimenez, M.; Sulsky, Y.;
Kay, J.; Springenberg, J. T.; et al. 2022. A generalist agent.
arXiv preprint arXiv:2205.06175.
Rieke, N.; Hancox, J.; Li, W.; Milletari, F.; Roth, H. R.; Al-
barqouni, S.; Bakas, S.; Galtier, M. N.; Landman, B. A.;
Maier-Hein, K.; et al. 2020. The future of digital health with
federated learning. NPJ digital medicine, 3(1): 1–7.
Shamir, A. 1979. How to share a secret. Communications of
the ACM, 22(11): 612–613.
Sheller, M. J.; Edwards, B.; Reina, G. A.; Martin, J.; Pati, S.;
Kotrotsou, A.; Milchenko, M.; Xu, W.; Marcus, D.; Colen,
R. R.; et al. 2020. Federated learning in medicine: facilitat-
ing multi-institutional collaborations without sharing patient
data. Scientific reports, 10(1): 12598.
Shen, J. H.; Raji, I. D.; and Chen, I. Y. 2024. The Data
Addition Dilemma. In Machine Learning for Healthcare
Conference. PMLR.
Shen, Z.; Tao, T.; Ma, L.; Neiswanger, W.; Liu, Z.; Wang,
H.; Tan, B.; Hestness, J.; Vassilieva, N.; Soboleva, D.; et al.
2023. Slimpajama-dc: Understanding data combinations for
llm training. arXiv preprint arXiv:2309.10818.
Stripelis, D.; Saleem, H.; Ghai, T.; Dhinagar, N.; Gupta, U.;
Anastasiou, C.; Ver Steeg, G.; Ravi, S.; Naveed, M.; Thomp-
son, P. M.; et al. 2021. Secure neuroimaging analysis using
federated learning with homomorphic encryption. In 17th
international symposium on medical information processing
and analysis, volume 12088, 351–359. SPIE.
Sun, C.; Shrivastava, A.; Singh, S.; and Gupta, A. 2017. Re-
visiting unreasonable effectiveness of data in deep learning
era. In Proceedings of the IEEE international conference on
computer vision, 843–852.
Sweeney, L. 2002. k-anonymity: A model for protecting
privacy. International journal of uncertainty, fuzziness and
knowledge-based systems, 10(05): 557–570.
Taori, R.; Dave, A.; Shankar, V.; Carlini, N.; Recht, B.; and
Schmidt, L. 2020. Measuring robustness to natural distri-
bution shifts in image classification. Advances in Neural
Information Processing Systems, 33: 18583–18599.
Tenopir, C.; Allard, S.; Douglass, K.; Aydinoglu, A. U.; Wu,
L.; Read, E.; Manoff, M.; and Frame, M. 2011. Data shar-
ing by scientists: practices and perceptions. PloS one, 6(6):
e21101.
Thambawita, V.; Salehi, P.; Sheshkal, S. A.; Hicks, S. A.;
Hammer, H. L.; Parasa, S.; Lange, T. d.; Halvorsen, P.;
and Riegler, M. A. 2022. SinGAN-Seg: Synthetic training
data generation for medical image segmentation. PloS one,
17(5): e0267976.

Tramer, F.; and Boneh, D. 2020. Differentially private learn-
ing needs better features (or much more data). arXiv preprint
arXiv:2011.11660.
Truex, S.; Baracaldo, N.; Anwar, A.; Steinke, T.; Ludwig,
H.; Zhang, R.; and Zhou, Y. 2019. A hybrid approach to
privacy-preserving federated learning. In Proceedings of the
12th ACM workshop on artificial intelligence and security,
1–11.
Usynin, D.; Rueckert, D.; and Kaissis, G. 2024. Incentivis-
ing the federation: gradient-based metrics for data selection
and valuation in private decentralised training. In European
Interdisciplinary Cybersecurity Conference, 179–185.
van Egmond, M. B.; Spini, G.; van der Galiën, O.; IJpma,
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