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Abstract

As Al agents become more widely deployed, we are likely
to see an increasing number of incidents: events involving
Al agent use that directly or indirectly cause harm. For ex-
ample, agents could be prompt-injected to exfiltrate private
information or make unauthorized purchases. Structured in-
formation about such incidents (e.g., user prompts) can help
us understand their causes and prevent future occurrences.
However, existing incident reporting processes are not suf-
ficient for understanding agent incidents. In particular, such
processes are largely based on publicly available data, which
excludes useful, but potentially sensitive, information such as
an agent’s chain of thought or browser history. To inform the
development of new, emerging incident reporting processes,
we propose an incident analysis framework for agents. Draw-
ing on systems safety approaches, our framework proposes
three types of factors that can cause incidents: system-related
(e.g., CBRN training data), contextual (e.g., prompt injec-
tions), and cognitive (e.g., misunderstanding a user request).
We also identify specific information that could help clarify
which factors are relevant to a given incident: activity logs,
system documentation and access, and information about the
tools an agent uses. We provide recommendations for 1) what
information incident reports should include and 2) what in-
formation developers and deployers should retain and make
available to incident investigators upon request. As we tran-
sition to a world with more agents, understanding agent inci-
dents will become increasingly crucial for managing risks.

1 Introduction

Many in the AI community are developing Al agents: Al
systems that accomplish tasks by autonomously interacting
with the world (Casper et al. 2025; Kasirzadeh and Gabriel
2025). Many of today’s Al agents are based on language (or
multimodal) models like OpenAI’s GPT-4 or Google Deep-
Mind’s Gemini. Based on instructions, these agents can per-
form tasks such as producing research reports, carrying out
e-commerce transactions, and developing software.

Yet, agents are currently unreliable: they suffer from is-
sues such as adversarial vulnerabilities (Greshake et al.
2023), tendencies not to follow instructions (Wallace et al.
2024), and compliance with requests from malicious users
(e.g., spear phishing; Heiding et al. 2024). For example,
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an exploit of the Microsoft 365 Copilot agent allowed red-
teamers to extract sensitive user information without the
user’s knowledge (Aim Labs Team 2025). This exploit in-
volved injecting malicious instructions into the agent’s con-
text via an email. As agent use increases, these issues could
lead to more incidents: events involving Al agent use that
directly or indirectly cause harm (Chan et al. 2023; Gabriel
et al. 2024; Hammond et al. 2025).

In safety-critical fields like aviation, healthcare, and in-
dustrial operations, formal incident reporting systems cap-
ture extensive data on accidents and near-misses. This rich
data supports both individual case reviews and aggregate
analyses. These investigations reveal root causes and pat-
terns to inform corrective actions (Occupational Safety and
Health Administration n.d.). For example, the aviation in-
dustry uses the Human Factors Analysis and Classifica-
tion System (HFACS), a structured taxonomy that classi-
fies incident causes at four levels: organizational influences
(e.g., organizational processes), unsafe supervision (e.g.,
planned inappropriate operations), preconditions for unsafe
acts (e.g., environmental factors), and unsafe acts (e.g., skill-
based errors) (Shappell and Wiegmann 2000).

Collecting Al incident reports enables practitioners to an-
alyze their root causes and share lessons to prevent future oc-
currences. Driven by recent regulations that require it (Euro-
pean Union 2024; Creemers, Webster, and Toner 2022), pro-
cesses for more comprehensive Al incident reporting are be-
ginning to emerge. Yet, some of these processes remain un-
derdeveloped (Longpre et al. 2025). For example, the Third
Draft of the EU’s General-Purpose Al Code of Practice de-
scribes the need to report the “chain of events” leading to
incidents and conduct “root cause analysis” of causal factors
(European Commission 2025). However, the EU has not yet
described how a root cause analysis should be conducted,
or what information it should be based upon. Ongoing ini-
tiatives for Al incident reporting and documentation (AIID
2024; OECD 2025a; AIAAIC 2025; AVID 2025) could in-
form emerging incident reporting processes to some extent.
However, these initiatives do not systematically record the
kinds of information needed to identify incident causes. For
example, since current Al incident databases are voluntary,
they usually do not include potentially sensitive information
such as an agent’s chain of thought. If shared by developers,
such information would be useful for understanding how, for



example, a prompt injection succeeded. To develop report-
ing processes that are appropriate for agent incidents, we
will need to look beyond existing Al incident initiatives.

Motivated by processes in safety-critical domains, this
paper proposes a framework for identifying the causes of
Al agent incidents. In particular, we draw on “human fac-
tors” methods, which view incidents as arising from a “chain
of causes”—from organizational practices through individual
cognitive error. Our framework similarly treats Al agent in-
cidents as arising from a chain of causes, spanning three do-
mains. First, we consider system factors: training, develop-
ment, and design choices that predispose Al agents to inci-
dents. Second, there are contextual factors: external condi-
tions and an agent’s inputs that precipitate incidents. Third,
we identify cognitive errors: flaws in an Al agent’s observa-
tion, understanding, decision-making, and action execution.

Our framework generates hypotheses about the causes of
incidents. Examining these hypotheses requires adequate in-
formation about the incident. Thus, we link possible causal
factors to the specific information needed to test them. In
particular, we identify activity logs, system documentation
and access, and information about the tools that an agent
uses. Based on these categories of information, we provide
recommendations for 1) what should be included in incident
reports and 2) what information developers and deployers
should retain and make available to incident investigators
upon request.

Although some aspects of our framework are applicable
to Al systems in general, we discuss many incident causes
and information needs that are more specific to agents. First,
we consider how the use of tools (e.g., browsers, APIs, com-
pilers) can play a significant role in agent incidents. For ex-
ample, an agent given SSH access to a user’s machine made
unintended system modifications that rendered the computer
unusable (Buck Shlegeris [@bshlgrs] 2024). Second, we
consider how external reasoning traces, otherwise known as
“chains of thought” (OpenAl 2024b), can help to identify
incident causes. Agents use chains of thought for reason-
ing and planning their actions. For example, during an eval-
uation of one of OpenAl’s agents, a strategy to cheat the
evaluation by skipping unit tests was evident in the agent’s
chain of thought (Baker et al. 2025). Third, we consider
how agent development practices can affect behavior. For
example, Baker et al. (2025) find that applying strong opti-
mization pressure to the chain of thought, such as penaliz-
ing models when they reason about reward hacking, can lead
models to hide undesirable behaviors. Finally, Al agents are
composed of other components in addition to Al models.
This includes scaffolding, or code within Al agent frame-
works that handles inputs and outputs from Al models (e.g.,
structuring prompts) and facilitates interactions with tools.
We consider how problems with scaffolding code can also
contribute to incidents, such as if a software engineering
agent fails to correct a bug because it does not observe all
the error messages in the terminal.

We conclude by discussing limitations of our proposal and
future work. In particular, we discuss the importance of more
domain-specific information, as well as balancing rigorous
incident analysis with privacy and public accountability.
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Figure 1: The causal chain through which the three cate-
gories of causal factors contribute to hazards/incidents.

2 Framework

The OECD provides the following definition of an Al inci-
dent: “An Al incident is an event, circumstance or series of
events where the development, use or malfunction of one or
more Al systems directly or indirectly leads to any of the
following harms: (a) injury or harm to the health of a per-
son or groups of people; (b) disruption of the management
and operation of critical infrastructure; (c) violations of hu-
man rights or a breach of obligations under the applicable
law intended to protect fundamental, labour and intellectual
property rights; (d) harm to property, communities or the
environment” (OECD 2025b). An Al hazard is an “event,
circumstance or series of events [that] could plausibly lead
to an Al incident” (OECD 2025b). While we refer to our
framework as an incident analysis framework, it can also be
used to identify the contributing factors to hazards.

Al agent incidents could result from numerous factors.
Our framework considers three complementary categories
of incident factors: system factors, contextual factors, and
cognitive errors. System factors are design and development
choices that contribute to hazards and incidents. Like other
human factors methods (Leveson 2023), our framework also
incorporates contextual factors when assessing incidents,
such as the tools available to an agent. Finally, the cogni-
tive errors category draws on cognitive science to describe
how flaws in cognitive functions—such as understanding in-
formation and making decisions—can lead the agent to fail
to achieve the intended task. Cognitive errors are the most
proximate to the incident, but they arise because of system
and contextual factors. The categories of factors and their
relationships are depicted in Figure 1.

Factors from different categories offer complementary
perspectives on a failure. For example, consider a prompt
injection that causes an agent to send sensitive user informa-
tion to a third party. A system factor can be insufficient input
sanitization, and contextual factors can include web pages
with malicious text that hijack the agent’s goals. Further-
more, the categories illuminate alternative courses of cor-



rective action available to different stakeholders. Improved
input sanitization can complement measures to alter the con-
text, such as blocking Al agents from accessing websites
known to contain malicious text.

The line between system and contextual factors can some-
times blur. For example, an Al agent’s reward function is
part of the system itself, yet it encodes a goal defined by
the task context. In such cases, a factor might be categorized
as system-related or contextual (or both) depending on the
analytic lens—the key is to capture the factor in whichever
category most helps identify appropriate interventions. For
instance, misspecification of a reward signal could be ad-
dressed by redesigning the agent’s reward function (system
adjustment) or by refining how the task goals are communi-
cated (context adjustment). We flag these overlaps to remind
analysts that systemic and contextual contributors are not al-
ways strictly distinct, and that categorization should be used
to inform—not inhibit or confuse—the search for corrective
actions.

Below, we describe each category in more detail, along
with examples of failures that the category could explain. In
Appendix A, we provide a more exhaustive description of
incident causes within each category.

2.1 System Factors

System factors are problems related to an Al agent’s devel-
opment and its static aspects, meaning those which remain
the same across usage contexts. System-related problems,
such as misspecified reward models during training or is-
sues with the system prompt, can predispose Al agents to
failures and be responsible for entire classes of incidents.
For example, on April 25, 2025, OpenAl pushed an update
to its GPT-40 model that made the model “overly flatter-
ing or agreeable—often described as sycophantic” (OpenAl
2025d). They hypothesized that this failure was attributable
to implementing “candidate improvements to better incor-
porate user feedback, memory, and fresher data” (OpenAl
2025b). Notably, the cause of this incident was not obvious
even to OpenAl, which wrote that their changes to training
practices, “which had looked beneficial individually, may
have played a part in tipping the scales on sycophancy when
combined” (OpenAl 2025b). Indeed, our scientific under-
standing of how some system factors can contribute to prob-
lematic model behaviors remains preliminary (Pittaras and
McGregor 2022). Exploring and testing hypotheses for how
system-related factors lead to incidents, such as by analyz-
ing the root causes of GPT-40’s sycophancy, can enhance
our understanding of these causes.

We identify four categories of system factors. These cat-
egories are not exhaustive. Rather, we describe the system
factors that are likely the most relevant to understanding the
causes of incidents involving contemporary Al agents. We
anticipate that the most common system factors will evolve
over time. Incident reporting processes can include a more
comprehensive list of plausible system factors (e.g., archi-
tecture, hyperparameters, etc.) and allow reporters or inves-
tigators to identify novel system factors.

Two of the categories we identify are training-related: (1)
training and feedback data and (2) learning methods (e.g.,
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RLHF). Two additional categories of system factors are re-
lated to deployment: (1) system prompts and (2) scaffold-
ing. The relationship of these categories to the Al system is
shown in Figure 2.

Training and Feedback Data Training data and feedback
can contribute to incidents. Al systems may fail because
of, for example, poisoned training data, non-representative
data, or false and misleading data (Lin, Hilton, and Evans
2022; Alber et al. 2025). Training data may also include
personally-identifiable information (Carlini et al. 2021; Wei-
dinger et al. 2022), dual-use information (e.g., biological
weapons design) that enables malicious use, or other sensi-
tive and/or confidential information. For example, the New
York Times discovered that one of OpenAI’s GPT models
was able to regurgitate many of its copyrighted articles due
to having been trained on them (Grynbaum and Mac 2023).
Human or Al feedback are also common inputs into the
training process (e.g., RLHF) (Ouyang et al. 2022; Bai et al.
2022) which can contribute to incidents. Feedback may in-
advertently reinforce undesirable behaviors. For example,
users may provide positive feedback for Al outputs that are
agreeable rather than correct, thereby encouraging manipu-
lation or sycophancy (Sharma et al. 2023; Ranaldi and Pucci
2024). Feedback may also lead models to make inappro-
priate trade-offs between conflicting objectives. For exam-
ple, developers may provide positive feedback when agents
demonstrate harmlessness by refusing to comply with mali-
cious requests. However, this feedback can lead to excessive
refusals, inhibiting agents’ helpfulness (Bai et al. 2022).

Learning Methods Developers use a range of methods
to adjust model parameters—we refer to these as learning
methods. These include learning algorithms such as rein-
forcement learning from human feedback (RLHF) and di-
rect preference optimization (DPO), as well as targeted ed-
its informed by interpretability findings (Meng et al. 2022).
These adjustments can produce unintended side effects. For
example, Yang et al. (2024) shows that some model edits can
inadvertently lead to nontrivial performance degradation on
several benchmarks. The choice of learning method also in-
fluences which goals and behaviors are reinforced or penal-
ized. For example, some fine-tuning approaches can lead to
a significant loss in token diversity (Biderman et al. 2024),
or inadvertently reinforce instrumental goals misaligned
with human objectives (e.g., power-seeking, resource ac-
quisition, influencing the input distribution) (Krueger, Ma-
haraj, and Leike 2020; Krakovna and Kramar 2023; Casper
et al. 2023). Learning methods may also influence a model’s
memory formation, leading it to over-memorize sensitive in-
formation that it can later regurgitate, or forget crucial infor-
mation. For example, Hans et al. (2024) show how a modi-
fication to the next-token training objective can significantly
reduce memorization, and Carlini et al. (2021) show that
training methods such as fine-tuning on task specific data
can lead models to ‘forget’ memorized data.

System Prompt A system prompt is a developer-provided
input which is by default included for every use of an agent
within a developer-provided interface (e.g., there may not
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Figure 2: System factors. Blue arrows depict training inputs to the model. Green arrows depict inputs and outputs to the Al
system, mediated by the scaffolding. Purple arrows depict inputs and outputs from the AI model during inference. Red arrows

depict inputs and outputs to tools.

be a system prompt for API usage). Developers set system
prompts to describe how models should behave. Issues can
arise if the system prompt provides the agent with inade-
quate information about its role or context. For example, in
September 2024, Anthropic updated the system prompt for
Claude 3.5 Sonnet to include the following: “If asked about
purported events or news stories that may have happened af-
ter its cutoff date, Claude never claims they are unverified or
rumors. It just informs the human about its cutoff date” (An-
thropic 2025d). Anthropic may have made this change be-
cause Claude would issue confusing responses when users
about news events after its cutoff date, and users may have
been misled if they did not understand why Claude seemed
to lack knowledge about them. The system prompt can also
inadvertently encourage undesirable behavior. For example,
in May 2025, a modification to XxAI's Grok chatbot’s sys-
tem prompt “which directed Grok to provide a specific re-
sponse on a political topic,” according to an official com-
pany statement, led it to bring up alleged white genocide in
South Africa in unrelated conversations (Preston 2025).

Scaffolding Scaffolding code structures an agent’s inputs
and outputs and mediates its interactions with the user and
tools. Scaffolding may include a template to combine the
system prompt, user prompt, and additional context from
tools (e.g., code execution logs). It may also ensure that an
agent’s outputs are properly structured to make API calls, or
check that tools are safe to use. Incidents can arise if scaf-
folding does not function as intended. For example, an Al
agent may have a security scanner to examine tools for mali-
cious instructions (Beurer-Kellner and Fischer 2025a) which
misses some prompt injection attacks.

2.2 Contextual Factors

Contextual factors are deployment- or environment-specific
conditions that can precipitate failures. For example, sup-
pose a customer support agent offers personalized advice
and assistance to users based on looking up their order his-
tory using an API. The agent usually provides accurate rec-
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Figure 3: Contextual factors. The agent is provided with a
task, and it also accesses information from other sources,
mediated by tools.

ommendations. However, because rate limits sometimes pre-
vent it from accessing the order history, it sometimes offers
generic advice instead. We identify three categories of con-
textual factors: (1) task definition, (2) tools, and (3) infor-
mation. The relationship between these categories and the
Al agent is shown in Figure 3.

Task Definition Characteristics of the task can make
proper execution challenging for the agent. For example, the
user’s intention may not be clear from the prompt. Joshi et al.
(2025) points out that some prompts may be open for sub-
jective interpretation (e.g., “produce a concise summary”)
whereas others are more objective (e.g., “produce a three-
sentence summary”). In addition, the agent may have lim-
ited resources to complete tasks, such as a limited com-
pute budget, limited financial resources, or a time and/or
token budget. Indeed, agents with more test-time compute
can achieve higher performance on tasks using methods
such as repeatedly attempting the task, directed searches, or
performing more reasoning (Villalobos and Atkinson 2023;
Kapoor et al. 2024; Welleck et al. 2024). An agent asked to
pursue a task that conflicts with other tasks, goals, or de-
sired behaviors may also reconcile competing instructions
in an undesirable manner. For example, an agent used by a



car dealership may have the system prompt “you are a car
salesman bot”, but the agent may still comply if a user asks
the agent to research an unrelated question (Wallace et al.
2024). Wallace et al. (2024) introduces “instruction hierar-
chies”, where models should privilege instructions from cer-
tain kinds of inputs (e.g., system prompts) over others (e.g.,
user inputs and tool inputs).

Tools Tools enable agents to execute real-world actions.
These tools can include a browser, coding environment, or
accounts (e.g., a bank account). Agents interact with tools
through their inputs and outputs (e.g., API calls and re-
sponses). We identify several potential problems related to
tools:

e Tools could be unavailable or inaccessible when

requested—e.g., rate-limited APIs.

* Agents could have excessive tool access, or more tools
than needed for a task (e.g., extensive privileges on the
user’s machine)—an attacker could use this to their advan-
tage (e.g., gaining access to sensitive information; Aim
Labs Team 2025).

* Tools may have functionality issues, such as coding en-
vironments that have incompatible or outdated libraries.

* Agents may have inadequate visibility into tools, or be
unable to monitor them for errors—for example, agents
may be unable to observe all the logs from executed code.

» Tools may also have security vulnerabilities. For exam-
ple, tools that appear innocuous may contain tool de-
scriptions with prompt injections, e.g., an instruction to
send sensitive user data to a malicious actor (Beurer-
Kellner and Fischer 2025b).

Information Finally, there are contextual factors related to
the information that the agent uses or needs to perform tasks.
This includes information contained within the user’s in-
puts (e.g., user prompts) and information from other sources,
such as tool responses (e.g., internet search results). We
identify three categories of information-related problems:

 Information may be inaccessible, such as when agents
are unable to access information behind a paywall.

* Information may be unclear or low quality, such as when
agents lack complete instructions for using a tool (e.g.,
structuring an API call) or webpages have false or mis-
leading content.

* The information environment may also be insecure, such
as prompt injections that cause an agent to disregard a
user’s instructions.

2.3 Cognitive Errors

Cognitive errors are flaws or breakdowns in an Al agent’s
function, resulting in its failure to perform the intended task.
We emphasize that both of the following involve failures to
properly execute cognitive functions:

¢ Inadequate task performance, such as by overlooking or
misinterpreting crucial information.

e Performing an unintended or undesirable task, such as
an Al agent that attempts to manipulate a user to buy a
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Figure 4: Agents perform cognitive functions in a sequential
order. Their execution of cognitive functions is also cyclical,
since agents may perform a series of consecutive tasks, each
of which involves numerous cognitive functions.

product rather than identify a product that satisfies their
needs.

Following Xing et al. (2017), we propose grouping cognitive
errors into four categories that correspond to distinct cogni-
tive functions that an agent may fail to adequately perform:

* Observation: an agent fails to detect or allocate appropri-
ate attention to inputs.

* Understanding: an agent fails to identify the significance
of inputs in relation to the task and other inputs.

* Decision-making: an agent fails to properly consider,
evaluate, and select among possible courses of action to
achieve a goal.

* Action execution: an agent improperly executes a series
of actions to achieve a goal.

These cognitive functions are performed consecutively, as
depicted in Figure 4. We emphasize that cognitive errors are
observable flaws in an Al agent’s outputs or behavior. We do
not make the assumption that Al agents possess human-like
cognition, nor that the cognitive steps we describe perfectly
map onto their behaviors. Cognitive errors are an analytic
category: they suggest hypotheses and help characterize is-
sues related to an Al agent’s operation (e.g., overlooking a
critical input) without implying a human-like mental state
(see O’Keefe et al. 2025 for related discussion).

As an example, consider an Al coding assistant tasked
with integrating Stripe payments into a web application. An
observation failure may involve overlooking the existence
of a certain endpoint in the codebase, leading the agent to
plan to create a duplicative route. An understanding failure
may involve misunderstanding what subscription plans en-
tail, resulting in the agent’s failure to realize that it needs
to write code for billing recurring customers automatically.
A decision-making failure may involve the agent creating
a custom form to collect card information rather than rely
upon existing Stripe elements that pose a lower security risk.
An action execution failure may occur if the agent fails to
add appropriate error handling as it implements its code.

Cognitive errors can be useful for explaining why agents
behave undesirably and identifying patterns among inci-



dents. For example, consider how encoding prompts in base-
64 can cause some Al systems to comply with malicious
requests they would normally deny (Wei, Haghtalab, and
Steinhardt 2023). We can characterize this as an understand-
ing failure: the Al system is unable to recognize the base64-
encoded information as a malicious request. Furthermore,
patterns of similar failures of understanding—where models
fail to reason consistently when prompts are semantically
equivalent but superficially different-may become apparent.
Multilingual evaluations of models show that models may
succeed at particular tasks when they are provided in En-
glish, but fail when those tasks are presented in other lan-
guages (Lai et al. 2023). Known patterns of similar failures
can help to identify when tasks may be especially challeng-
ing for Al agents.

This explanatory method can be especially useful when
Al systems produce reasoning traces. For example, the chain
of thought may include false assumptions or explicit state-
ments about undesirable goals or plans. Indeed, OpenAlI’s
models reasoned about reward hacking in their chain of
thought before they engaged in it (Baker et al. 2025). One
limitation is that this explicit reasoning is not always faithful
to the actual reasoning in which a model engages to produce
its final outputs and actions (Turpin et al. 2023).

3 Information for Identifying Incident
Causes

When incidents are reported, incident investigators need in-
formation to determine which factors from our framework
apply. Incidents may be documented and reported by a wide
array of stakeholders, including users, red-teamers, or down-
stream application providers. Developers and deployers may
have relevant information to which other stakeholders lack
access (e.g., system information, chains of thought), and
therefore do not include in incident reports. Developers and
deployers can add supplementary information to incident re-
ports involving their agents, or retain such information and
make it available to incident investigators upon request.

We identify three categories of information that can help
identify causes of incidents: activity logs, system documen-
tation and access, and tool information. For each category,
we outline potentially relevant information that developers
and deployers should include in incident reports by default
or retain for sharing with investigators if requested. Some
of this information is sensitive, including user prompts and
system documentation for proprietary models. As such, we
describe the practical considerations involved in storing and
sharing sensitive data. Incident investigators may also need
to reconstruct or resimulate incidents, such as to under-
stand which concepts or features explain a model’s behavior
(Casper et al. 2024; Tlaie and Farrell 2025). Thus, we also
describe the information and artifacts that developers and
deployers would need to provide to enable incident recon-
struction. Table 1 shows various kinds of information that
can help identify relevant incident factors from Section 2
and/or enable incident reconstruction.
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Table 1: Information needs to identify incident factors from
Section 2 and/or enable incident reconstruction. Asterisks
denote information primarily useful for reconstruction.

3.1 Activity Logs

What does an activity log include? An Al agent’s activ-
ity log includes a record of all of its inputs and outputs. Al
agents consist of several components with their own inputs
and outputs, including the AI model(s) and various com-
ponents of the scaffolding (e.g., filters, parsing code, etc.).
Storing activity logs for each component enables investiga-
tors to assess how each component influenced the agent’s
functionality and contributed to the incident.

The activity log of the AI model itself includes the
prompts provided to the model, external information given



to the model (e.g., webpage content), the model’s reasoning
traces and planned actions, and the model’s final actions and
outputs. It can shed light on any effects of the training pro-
cess or system prompt, the model’s cognitive activity (e.g.,
reasoning traces), and contextual influences the model ob-
serves or with which it interacts. For example, there may
be a prompt injection in the input stream, and the subse-
quent outputs may reveal that the prompt injection diverted
the agent’s attention to another task. The complete inputs to
the model are also necessary for incident reconstruction.

Since an Al system can also consist of multiple AI mod-
els, the activity logs of all AI models can inform incident
analysis. For example, an LLM can produce responses and
another LLM can evaluate whether they follow behavior in-
tended by the developer.

Records of inputs and outputs to other Al system com-
ponents can provide additional information about why in-
cidents occurred. Inputs to scaffolding components include
the original user prompt, system prompt, and returned re-
sults from tools, including API responses or the logs pro-
duced by code execution. Outputs from scaffolding compo-
nents may include API calls or other code to execute, results
returned to users in chatbot interfaces, outputs from classi-
fiers and other guardrails, and other logs produced by the
execution of scaffolding code.

What should be in an incident report?  Activity logs may
include personally identifiable information and other sen-
sitive information. As such, incident reports could include
redacted versions of the activity logs or their non-sensitive
aspects that are relevant to the incident, such as tool outputs
that do not reveal user information.

What data should developers retain? If incidents merit
further investigation, developers and deployers should be
prepared to share more complete logs with incident inves-
tigators. As such, they should default to storing complete
records of inputs and outputs from both the model and other
system components. These logs should be stored alongside
metadata to map the logs to context, including timestamps,
anonymized user and session identifiers, location data, and
identifiers for the model and/or system component.

Data retention policies should balance the potential need
for complete logs with storage costs and privacy considera-
tions (Chan et al. 2024). Some developers and deployers al-
ready have limited data retention periods (Anthropic 2025a;
OpenAl 2024a). For example, Anthropic stores inputs and
outputs for 30 days by default, for up to two years for de-
tected violations of usage policies, or otherwise “as required
by law” (Anthropic 2025b). We recommend similar prac-
tices: developers could store complete activity logs for a de-
fault initial period, which could be extended if further in-
vestigation becomes necessary. OpenAl and Anthropic also
offer zero data retention agreements to approved customers,
where data is not stored by default (or unless required by
law) (OpenAl 2025a; Anthropic 2025b). Although more
comprehensive incident investigation may not be possible in
such cases, restrictive eligibility criteria for zero data reten-
tion could reduce the rate of certain kinds of incidents, such
as misuse.
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Developers and deployers could also store activity logs
for extended durations when agents are used in settings
where incidents are more likely to occur or could be more
severe, even if incidents have not yet been reported. Such
settings could include when agents are used to perform cer-
tain tasks (e.g., help users make financial decisions), have
access to certain tools (e.g., users’ accounts to make online
purchases), or view certain web pages or information (e.g.,
weapon-related content).

3.2 System Documentation and Access

What should be in an incident report?
should include:

Incident reports

* A link to any publicly released model and/or system doc-
umentation, such as model or system cards (Mitchell
et al. 2019; OpenAl 2024b; Anthropic 2025c). This helps
incident investigators identify public system information
without requiring redundant documentation and report-
ing.

* The exact Al model and system version involved. This
helps investigators aggregate incidents caused by the

same Al system, and it is necessary for incident recon-
struction.

* Non-sensitive runtime details (e.g., temperature, random
seeds) to enable incident reconstruction.

What data should developers retain? In line with the EU
Al Act’s documentation requirements for general-purpose
Al systems—covering basic system information (e.g., archi-
tecture), training details (e.g., methods and data), system
component details, evaluation methods and results, and risk
mitigation measures (European Union 2024)—developers
should maintain and, upon request, share these materi-
als with incident investigators. For example, knowing that
RLHF was used to train a model can lead investigators to
consider whether issues with human feedback (e.g., harmful
biases or data poisoning attempts) may have contributed to
the incident (Casper et al. 2023).

Developers and deployers should also maintain change
logs for each new model version. This includes:

* Information about the training data, feedback, and learn-
ing methods used to update the model

* Changes in scaffolding code or other system components

Change logs can help investigators determine whether recent
model updates introduced problems.

What other policies should developers and deployers fol-
low? Understanding incidents may require reconstructing
or re-simulating them. Doing so could require access to
more sensitive system artifacts, such as scaffolding code, or
grey- or white-box access to the model itself (Casper et al.
2024), with the same model version and runtime environ-
ment as in the incident. Although it may not always be war-
ranted, the severity of the incident could justify such access
for incident investigators. For such cases, developers and de-
ployers should establish secure Al system access programs
for investigators, which may include:



* On-site model access programs or custom grey-box or
white-box APIs with technical support (Casper et al.
2024).

e Collaborative evaluation programs, such as the pre-
deployment evaluations of OpenAI’'s ol model con-
ducted by the UK Al Security Institute and US Al Safety
Institute (UK Al Security Institute 2024).

3.3 Tool Information

What should be in an incident report? Incident reports
should document basic information about any tools that Al
agents use, including the following:

¢ Identification and description of the tool (e.g., Google
Chrome web browser with extensions, Bing Web Search
API, Python libraries)

¢ Tool version information

e The actions that the tool enables the agent to exe-
cute (e.g., web searches, making purchases, accessing
databases, etc.)

¢ The information or services to which the tool facilitates
access (e.g., databases, indexed web pages, payment sys-
tems, other API endpoints)

* Instructions for how to use the tool (e.g., guides, API
or library documentation). If this information is publicly
available, links to instructions are sufficient.

* The presence of access requirements for the tool (e.g.,
need for API keys, login information, billing informa-
tion, etc.)

* A description of any information that the tool collects
about the user (e.g., search history, products viewed or
purchased, location, etc.) and how the tool uses user in-
formation for personalization (e.g., recommender sys-
tems, sharing with third parties, etc.)

Much of this information may already be publicly avail-
able. For example, many APIs have public documentation
available online, and services have privacy policies. Inci-
dent reports can link to archived versions of these public web
pages corresponding to the time when the incident occurred.
Where information is not publicly available, developers and
deployers should still report such basic information about
the tools to which agents had access when they possess it.

What data should developers retain? Developers should
retain more comprehensive information about the Al agent’s
specific interaction with the tool, including:

e A description of any actions that the agent used, or at-
tempted to use, the tool to perform. This includes, for ex-
ample, any API calls and a description of what the agent
was likely trying to achieve via those API calls.

* A description of any information that the tool provided
to the agent (e.g., retrieved data, execution logs).

* Any tool usage instructions that were provided to the
agent, and the method through which those instructions
were provided (e.g., training data, RL feedback, few-shot
learning, instructions in prompt).
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» How the agent gained access to the tool (e.g., no access
requirements, credentials from the user, credentials from
the developer, creating its own account).

* A description of any information the tool had available
for personalization (e.g., no information, the user’s loca-
tion/history, the agent’s location/history).

* Details about the tool’s state (e.g., shopping cart con-
tents) before, during, and after the interaction with the
agent.

* Any errors that arose during the interaction and their
causes (e.g., details about a paywall or bot detection sys-
tem, any API error codes that occurred).

Much of this information would be evident within activity
logs. For example, Al system outputs may show the actions
that the agent attempted (e.g., API requests) or credentials
provided to the agent during user interactions (e.g., an API
key, account login information, etc.). However, some infor-
mation specific to the interactions may not be evident from
the activity logs or be publicly available. For example, if an
agent is operating a browser, its activity logs—which con-
sist of browser snapshots—may not reveal if the user or agent
agreed to a data collection policy in a previous session. If de-
velopers or deployers provide agents with access to tools and
can obtain this information (e.g., OpenAI’s Operator uses its
own browser rather than the user’s), they should be prepared
to report it upon request.

What other policies should developers and deployers fol-
low? Users may possess some of the interaction-specific
information listed above. This may include the permissions
and accounts to which they provided agents access, their ac-
count or profile settings (e.g., which cookies are enabled in
their browser), and other details about the available tools
(e.g., Python libraries installed on their system). As is stan-
dard with many software packages, developers could ask
users to voluntarily provide such diagnostic information ei-
ther in advance or at the time of the incident.

4 Discussion
4.1 Case Study: EchoLeak Incident

EchoLeak (CVE-2025-32711) was a vulnerability in Mi-
crosoft 365 Copilot that allowed attackers to exfiltrate confi-
dential data without user interaction (Aim Labs Team 2025;
Microsoft 2025). In particular, a malicious email containing
hidden instructions led Copilot’s underlying large language
model to reveal private information—an indirect prompt in-
jection attack. Microsoft addressed this exploit after re-
searchers reported it (Microsoft 2025). Public advisories de-
scribe what happened but omit sensitive information that
would pinpoint how and why the agent complied. Based
on public information, the following assessment about con-
tributing factors to the incident can be made:

» System factors: Copilot’s scaffolding did not detect and
filter malicious inputs, nor did it detect harmful outputs
(sharing confidential information with untrusted external
parties). However, the design and limitations of the scaf-
folding are not public and cannot be fully determined.



* Contextual factors: An attacker placed a malicious re-
quest within an email inbox to which Copilot had access.
However, the content of malicious emails that would trig-
ger such failures is poorly characterized.

e Cognitive errors: Copilot may have failed to distin-
guish malicious hidden commands from trusted user re-
quests, or it may have identified—but nevertheless com-
plied with-malicious commands.

To more rigorously diagnose the problem and ensure cor-
rections are adequate, investigators need:

* Detailed activity logs showing, for example, the email
ingested, intermediate prompts, and the agent’s outputs.

* Model reasoning traces to see how the LLM parsed and
prioritized the malicious instructions.

* System documentation and change logs for Copilot’s
prompt injection defenses and the subsequent patch.

With this additional data, investigators could more pre-
cisely identify root causes, assess the adequacy of Mi-
crosoft’s patches, and measure residual risk.

4.2 Existing Incident Reporting Practices and
Emerging Requirements

Existing Al incident databases—such as the AIID, AVID,
or OECD AlM-are limited to information that has been
publicly reported or voluntarily submitted. For example,
the AIID and OECD AI Incidents Monitor (OECD 2025a)
source incidents from news articles. The incident data they
collect does not contain the key items we outlined in Sec-
tion 3: activity logs, system details, and information about
tools. These databases mostly capture high-level informa-
tion about incidents, enabling broad classifications to iden-
tify trends. The AIID, for example, uses taxonomies that
categorize incidents by factors such as deployment sector,
risk domains (e.g., privacy and security), type of harm (e.g.,
discrimination), and lifecycle stage when the incident oc-
curred (development/deployment) (Pittaras and McGregor
2022; Hoffmann and Frase 2023). Pittaras and McGregor
(2022) propose a method, used by the AIID, to classify inci-
dents by their technical causes based on public information.
Using this method, for example, a chatbot which made of-
fensive remarks about minority groups was categorized as
being caused by “distributional bias” (AIID 2016). How-
ever, more information can enable the identification of in-
cident causes with more precision, such as whether instruc-
tions given to human raters led to biased RLHF feedback.

Paeth et al. (2025) discuss how existing incident clas-
sification frameworks lack context-specificity and nuance.
They provide the example of two autonomous vehicle ac-
cidents involving the same vehicle and similar harms, but
which occurred because of different environmental stimuli:
unexpected braking and stop sign misidentification. A tax-
onomy without adequate contextual information may cate-
gorize both of these as vehicle collisions with similar harms
(e.g., physical injury) and technical causes (e.g., distribution
shift), omitting the distinct environmental triggers and cog-
nitive breakdowns (e.g., detection of braking vs. understand-
ing of stop sign).
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Developers and deployers can collect comprehensive in-
cident data pertaining to their own systems and may perform
incident analysis. For example, when users submit problems
and feedback to OpenAl, they can include the conversation
ID, which enables OpenAl to identify the activity logs and
metadata (OpenAl 2025c). Furthermore, developers have
complete documentation and access to their Al systems to
diagnose problems, and they have knowledge of the tools to
which they have given their systems access. However, when
incident reports and databases are internal to developers, ex-
ternal stakeholders cannot conduct analysis, hold developers
accountable, and build public awareness of risks. Develop-
ers may not apply state-of-the-art causal analysis practices,
and they have poor incentives to share some of their findings
externally.

Required incident reporting mechanisms are beginning
to emerge, which can facilitate external incident analysis
to identify causal factors based on comprehensive incident
data. For example, the EU Al Act requires providers of Al
systems with systemic risk to report serious incidents (Eu-
ropean Union 2024). Furthermore, the Third Draft of the
EU AI Act’s Code of Practice commits signatories to re-
porting to authorities “the chain of events that (directly or
indirectly) led to the serious incident as far as it is recon-
structable” and “a root cause analysis, including, as far as
possible, a description of the [AI system’s] outputs that (di-
rectly or indirectly) led to the serious incident and the factors
that contributed to their generation” (European Commis-
sion 2025). Frameworks such as our own-which describe
how root cause analysis can be conducted—can inform cor-
responding reporting requirements and subsequent analysis.
Regulators can ensure that rigorous and comparable causal
analysis practices are applied across developers. In Table 2,
we compare existing approaches to incident reporting to
emerging regulation-based incident reporting.

4.3 Limitations and Future Work

Our incident analysis framework has certain framework
scope limitations. It does not cover every possible cause of
Al agent incidents—for example, we have not covered causal
factors that may be domain-specific. Furthermore, future in-
cidents and trends in Al development and use could surface
additional factors we have not identified.

There is also scientific and technical uncertainty underly-
ing our framework. Our understanding of Al agent cognition
and failure causes remains limited. Our discussion of cog-
nitive errors is necessarily high-level because the cognitive
science of Al agents is still nascent. Future developments
in our understanding of how Al agents orient to situations,
parse tasks, and select actions may require changes to our
framework (McCoy et al. 2024; Hagendorff et al. 2024).

There are also significant institutional and infrastructural
challenges that hinder implementation of our framework.
Presently, there is no dedicated, secure infrastructure for
comprehensive incident reporting. This means that detailed
incident data—especially sensitive data like an agent’s chain
of thought—cannot be easily shared across organizations.
Furthermore, investigations involving confidential data are
likely to remain restricted to certain parties (e.g. regulators)



system details, and tools.

about available tools.

Database operator Civil society Developers/deployers Governments

Example(s) AIID, AVID, AIAAIC, | OpenAl model behavior | EU Al Act (serious incident
OECD AIM feedback form reporting requirements)

Information Limited to publicly reported | Access to activity | Can mandate reporting of
or voluntarily submitted | logs/metadata, full system | information relevant to de-
data; lacks activity logs, | documentation, and details | termining causes.

Identifies causes

Inadequate information to
perform context-specific
root cause analysis.

Analysis is mostly non-
public and unstandardized;
no external oversight.

Regulators can require
state-of-the-art causal anal-
ysis practices.

Aggregates  across | Yes; any relevant incidents | No; data siloed per organi- | Yes; regulators compile
developers/deployers | can be reported. zation. data across providers.
Facilitates account- | Indirectly; relies on public | No; poor incentives to | Yes; regulatory mandates
ability awareness. share some findings. and penalties may exist.
Active Yes Yes No (emerging)

Table 2: Comparison between various institutional arrangements for incident reporting.

who may not have the technical expertise to analyze Al inci-
dents in depth. When only a limited group has access to full
incident details, accountability mechanisms become crucial.
Currently, there are inadequate means to ensure that private
analyses translate into public accountability. There is a need
for protocols such as partial public release of incident data
or periodic reporting of incident trends to oversight bodies.

There are also privacy and legal constraints to implemen-
tation. Incident reports often involve sensitive data, which
limits what can be documented and shared. Strict privacy
requirements and confidentiality agreements can prevent re-
taining certain logs or sharing them with external investi-
gators. In addition, the legal landscape for Al incident data
is unclear—organizations face uncertainty about liability and
compliance when documenting and sharing incident infor-
mation. This ambiguity can discourage comprehensive re-
porting. Even when data is collected, privacy laws and se-
curity concerns impose access limitations: only specific per-
sonnel may be allowed to examine the full incident details,
which in turn limits external validation or community learn-
ing from those incidents.

Finally, there are several operational constraints in ap-
plying the framework. One issue is data retention: many
Al developers and deployers do not store interaction logs
for extensive periods due to storage costs or user privacy
policies. Furthermore, incident reconstruction can be diffi-
cult if investigators lack sufficient access to proprietary sys-
tems, which may exceed what is publicly available (e.g.,
white/grey-box API access). In addition, given the absence
of regulations, implementation of our framework would
currently rely on developers and deployers voluntarily im-
plementing comprehensive logging and reporting practices,
which may not be consistent or guaranteed.

Addressing these limitations—which we also outline in
Appendix B—will require coordinated effort and future work.
On the conceptual side, the framework should be continually
expanded and refined as new incident patterns and research
findings become available. Practically, researchers and poli-
cymakers need to develop the infrastructure and institutions
for secure incident reporting and investigation—for example,
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creating confidential reporting channels or repositories that
facilitate expert analysis and public oversight. Legal and pri-
vacy guidelines for incident data also need to be clarified
so that organizations can share necessary information with-
out undue risk. Finally, operational standards and incentives
(or requirements) for organizations to log relevant data and
cooperate in incident investigations would significantly im-
prove the framework’s effectiveness.

5 Conclusion

Al agents will inevitably be involved in real-world inci-
dents. Our framework emphasizes the importance of com-
prehensive and context-specific data for illuminating multi-
step causal pathways culminating in incidents.

We show how incidents can arise from system design
choices, contextual influences, and the cognitive demands
of the intended task. We have also outlined information that
is likely to be key for understanding which causal factors ap-
ply: activity logs, system documentation and access, and tool
information. Based on these categories of information, we
provided recommendations for 1) what should be included
in incident reports and 2) what information developers and
deployers should retain and make available to incident in-
vestigators.

Effective incident analysis also requires robust institu-
tional support. Governments and regulators can establish
secure reporting infrastructures, mandate the retention and
sharing of key incident data, and build technical capacity
for causal investigation—paralleling practices in aviation and
finance. Regulatory frameworks such as the EU Al Act al-
ready include incident reporting requirements and can serve
as a model for broader practices and mandates (European
Union 2024). By combining rigorous data collection and
analysis with clear regulatory signals and public account-
ability mechanisms, we can strengthen our ability to learn
from Al agent failures and prevent future harms.

Appendices
Available on: https://arxiv.org/pdf/2508.14231
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