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Abstract

Automated detection of vulnerabilities in source code is an
essential cybersecurity challenge, underpinning trust in dig-
ital systems and services. Graph Neural Networks (GNNs)
have emerged as a promising approach as they can learn
the structural and logical code relationships in a data-driven
manner. However, the performance of GNNs is severely lim-
ited by training data imbalances and label noise. GNNs can
often learn “spurious” correlations due to superficial code
similarities in the training data, leading to detectors that do
not generalize well to unseen real-world data. In this work,
we propose a new unified framework for robust and inter-
pretable vulnerability detection—that we call VISION—to
mitigate spurious correlations by systematically augmenting
a counterfactual training dataset. Counterfactuals are samples
with minimal semantic modifications that have opposite pre-
diction labels. Our complete framework includes: (i) gener-
ating effective counterfactuals by prompting a Large Lan-
guage Model (LLM); (ii) targeted GNN model training on
synthetically paired code examples with opposite labels; and
(iii) graph-based interpretability to identify the truly crucial
code statements relevant for vulnerability predictions while
ignoring the spurious ones. We find that our framework re-
duces spurious learning and enables more robust and gener-
alizable vulnerability detection, as demonstrated by improve-
ments in overall accuracy (from 51.8% to 97.8%), pairwise
contrast accuracy (from 4.5% to 95.8%), and worst-group ac-
curacy increasing (from 0.7% to 85.5%) on the widely pop-
ular Common Weakness Enumeration (CWE)-20 vulnerabil-
ity. We also demonstrate improvements using our proposed
metrics, namely, intra-class attribution variance, inter-class
attribution distance, and node score dependency. We provide
a new benchmark for vulnerability detection, CWE-20-CFA,
comprising 27,556 samples from functions affected by the
high-impact and frequently occurring CWE-20 vulnerabil-
ity, including both real and counterfactual examples. Further-
more, our approach enhances societal objectives of transpar-
ent and trustworthy AI-based cybersecurity systems through
interactive visualization for human-in-the-loop analysis.

1 Introduction
Software vulnerabilities remain a primary entry point for cy-
berattacks, making early and accurate detection essential for
securing modern digital systems (Chernis and Verma 2018).
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The deep syntactic and semantic structure of code remains
difficult for traditional static and dynamic analysis tools to
model, restricting their applicability and effectiveness (Ya-
maguchi et al. 2014). To this end, Graph Neural Networks
(GNNs) (Scarselli et al. 2009; Wang et al. 2023) offer a
promising approach for vulnerability detection by represent-
ing source code as graphs that capture syntax, control flow,
and data dependencies. Architectures such as Devign (Zhou
et al. 2019) exemplify the potential of GNN-based methods
to automatically learn complex program semantics and sup-
port data-driven vulnerability detection.

However, the effectiveness of GNN-based detectors is
constrained by the quality of the datasets they are trained
on. Popular benchmarks often suffer from label duplication,
class imbalance, and inconsistent or noisy labeling (Ding
et al. 2024; Guo and Bettaieb 2023; Croft, Babar, and
Kholoosi 2023), which can lead to spurious correlations.
Spurious correlations are formally defined as statistical as-
sociations between input features and target labels that do
not reflect a true causal relationship; instead, they arise
from coincidental patterns or confounding variables in the
data (Haig 2003; Ye et al. 2024; Bell and Wang 2024; Stein-
mann et al. 2024; Chen et al. 2023a; Halder et al. 2024).
Models influenced by such correlations may appear accu-
rate during training but often fail to generalize, as they rely
on misleading or dataset-specific signals. These limitations
are further compounded by the fact that GNN-based detec-
tors behave as opaque boxes, offering limited interpretability
and transparency into their decision-making process. Simply
predicting vulnerabilities is not enough, as it remains unclear
what aspects of the input does the model rely on and if those
aspects are really crucial. Without this understanding, it be-
comes difficult to ensure robust and trustworthy decisions.

To address these limitations, we propose VISION
(Vulnerability Identification and Spuriousness mitigation
via counterfactual augmentatION), a unified framework
for robust and interpretable vulnerability detection by
systematically augmenting a counterfactual dataset. In
our context, we define counterfactuals as minimally al-
tered code examples whose vulnerability labels are in-
verted (e.g., from vulnerable to benign or vice versa), in-
spired from counterfactual explanations in tabular clas-
sification (Wachter, Mittelstadt, and Russell 2018). As
a simple illustration, consider the transformation of a
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line like strcpy(dest, "fixed string"); into
strcpy(dest, user input);. While syntactically
similar, the latter introduces a potential vulnerability by in-
corporating unvalidated input. By generating such minimally
modified examples during training, our framework encour-
ages GNN models to better distinguish genuine vulnerability
patterns from spurious ones. To support this, we train a GNN
model inspired by the Devign architecture (Zhou et al. 2019)
on these counterfactual pairs, and then integrate the Illumi-
nati explainer (He, Ji, and Huang 2023) to identify the most
influential code statements via subgraph-based attributions.

We evaluate our framework on a challenging large-scale
vulnerability detection dataset called the Common Weak-
ness Enumeration (CWE)-20 (MITRE 2025), consisting
of Improper Input Validation—a high-impact vulnerability
ranked 4th in the 2022 CWE Top 25—highlighting our po-
tential to enhance robustness and generalization in critical
security contexts. We find that counterfactual augmentation
leads to substantial improvements across key robustness and
generalization metrics—including pairwise accuracy (rising
from 4.5% to 95.8%) and worst-group accuracy (from 0.7%
to over 85%)—demonstrating our effectiveness in mitigating
spurious correlations and enhancing model generalization.

Our framework also includes an interactive visualization
module for attributing the most influential statements in the
source code (explainable inspection) for human-in-the-loop
settings. Explanations generated under our framework tend
to prioritize semantically relevant code regions, suggesting
reduced reliance on spurious patterns. In essence, our frame-
work VISION is a significant advancement in explainability
for vulnerability detection, that can potentially help practi-
tioners understand why code is flagged as risky, enabling
more reliable remediation (Sharma et al. 2022).

To summarize, our key contributions are:

• Novel counterfactual data augmentation strategy
leveraging Large Language Models (LLMs) to improve
the robustness of GNN-based vulnerability detection by
effectively mitigating spurious correlations.

• Empirical validation on a challenging vulnerability
detection dataset called CWE-20, demonstrating sub-
stantial improvements on several generalization metrics,
showcasing a scalable way to improve performance with-
out relying on new data sources.

• Extensive benchmark that we call CWE-20-CFA con-
structed by generating counterfactual examples from ex-
isting CWE-20 samples.

• Visualization module for qualitative analysis of the
model’s decision-making, showing more semantically-
meaningful input source code attributions.

2 Related Work
Vulnerability Detection with Machine Learning. Early
machine learning methods used handcrafted features like to-
ken frequencies and structural cues but struggled to gener-
alize across codebases (Neuhaus et al. 2007; Chernis and
Verma 2018). Deep learning improved detection leveraging
RNNs for sequential dependencies (Ziems and Wu 2021),

CNNs for local patterns (Wu et al. 2022), and transform-
ers like CodeBERT and GraphCodeBERT for long-range
context (Feng et al. 2020; Guo et al. 2021). GNNs model
source code as structured graphs (Scarselli et al. 2009; Zhou
et al. 2019; Yamaguchi et al. 2014), thus enhancing ro-
bustness. LLMs have also been directly applied for cross-
language and general-purpose vulnerability detection (Sul-
tana, Afreen, and Eisty 2024; Zhou, Zhang, and Lo 2024).

Dataset Quality and Challenges. Label noise is a critical
problem, with mislabeling rates reported between 20–71%
in several benchmark datasets (Croft, Babar, and Kholoosi
2023). Duplication rates from 17–99% can cause overfit-
ting to surface-level patterns, while class imbalance biases
models toward non-vulnerable classes (Guo and Bettaieb
2023). Sample similarity—where inter-class examples are
too alike, or intra-class examples are too diverse—further
complicates learning (Liu et al. 2022b). Recent datasets like
PrimeVul (Ding et al. 2024) introduce stricter de-duplication
and validation. Others, such as DiverseVul (Chen et al.
2023b), aim to increase linguistic and structural diversity,
improving generalization. Yet high-quality, well-balanced
vulnerability datasets remain scarce, posing a significant
barrier to developing robust detection models.

Data Augmentation Strategies for Source Code. Aug-
mentation methods for vulnerability detection aim to pre-
serve both syntactic validity and semantic meaning. Tech-
niques include CodeGraphSMOTE (Ganz et al. 2023),
which interpolates in graph latent space to balance datasets,
and transformation-based methods that diversify code while
preserving labels (Liu et al. 2024). LLM-based approaches
like VulScribeR (Daneshvar et al. 2024) offer scalable syn-
thesis of vulnerable code. Outside of the source code do-
main, other related works (Kaushik, Hovy, and Lipton 2020;
Ross, Marasović, and Peters 2021; Dissanayake and Dutta
2024; Temraz and Keane 2021; Ding et al. 2022; Kong
et al. 2022; Liu et al. 2022a) have explored strategies for
augmenting synthetic examples in the dataset, e.g., find-
ing counterfactuals via optimization for numeric data, man-
ually creating new examples for text data, oversampling
underrepresented groups, or perturbation-based techniques.
However, counterfactual augmentation for code vulnera-
bility detection—focusing on minimal, label-flipping edits
leveraging an LLM—remains largely unexplored.

Explainability in Vulnerability Detection. Model-
agnostic tools like SHAP and LIME explain feature
contributions (Lundberg and Lee 2017; Ribeiro, Singh,
and Guestrin 2016). In code analysis, IVDetect (Li, Wang,
and Nguyen 2021) leverages program dependency graphs
to localize vulnerabilities. CFExplainer (Chu et al. 2024)
generates counterfactuals to highlight decision boundaries.
GNNExplainer and PGM-Explainer provide subgraph-
based explanations for GNNs (Ying et al. 2019; Vu and
Thai 2020). Illuminati (He, Ji, and Huang 2023) is a
domain-specific explainer for GNNs in cybersecurity that
identifies the most influential nodes, edges, and attributes in
a prediction, producing interpretable subgraphs that clarify
the model’s decision-making process. Notably, Illuminati
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Figure 1: Complete architecture of our VISION Framework.
Starting from the original PrimeVul dataset, the framework
illustrates the end-to-end process: dataset filtering to CWE-
20, counterfactual generation and class balancing, graph
construction via Joern-generated CPGs, embedding extrac-
tion, model training using Devign, and finally, explanation
generation with Illuminati and integration of a visualization
module for interpretability.

only reveals the underlying decision logic given a specific
model, and does not mitigate spuriousness or improve
model performance. Instead, our work unifies spuriousness
mitigation and explanation in a single framework VISION
to identify the truly crucial parts of the source code.
While we incorporate Illuminati as an internal explainer,
we complement it with an interactive, human-in-the-loop
visualization module, enabling users to inspect attributions
on the same input in a user-friendly manner, essential for
real-world applicability.

3 Proposed Framework: VISION
This section presents the VISION framework 1, designed to
enhance the robustness and interpretability of vulnerability
detection systems. Focusing on the CWE-20 vulnerability
from the PrimeVul (Ding et al. 2024), our framework gener-
ates counterfactuals—minimally edited examples with op-
posite labels—by leveraging LLMs to balance the training
data and improve generalization. Code samples are parsed
into Code Property Graphs (CPGs) using Joern, and then
embedded for input to the Devign model. Interpretability
is achieved through the Illuminati explainer, with an addi-
tional interactive module supporting qualitative analysis of
the model’s input attributions. Figure 1 illustrates the full
architecture.

1The implementation of the VISION framework is publicly
available at https://github.com/David-Egea/VISION.

Figure 2: CWE-20 Improper Input Validation example.
The function validGlxScreen checks whether the input
screen is greater than or equal to the number of available
screens, but fails to validate negative values. This omission
allows invalid array access and illustrates a classic case of
insufficient input validation.

Dataset Selection: CWE-20 Vulnerability
To evaluate our framework VISION under realistic condi-
tions, we derive our training and evaluation data from Prime-
Vul (Ding et al. 2024), a recently released high-quality vul-
nerability dataset for code language models. This dataset
was curated with human-verified labels and rigorous de-
duplication, resulting in lower label noise and high diversity
of real-world code patterns.

We focus exclusively on examples of CWE-20 (Improper
Input Validation) (see (MITRE 2025)). This vulnerability
class, characterized by the failure to properly sanitize or val-
idate external inputs, was chosen for three main reasons:

1. Clarity of semantics. Improper input validation vulner-
abilities often exhibit clear and recognizable coding pat-
terns, such as missing boundary checks or unchecked
buffer lengths, which facilitate both automated augmen-
tation and human analysis.

2. Data availability. PrimeVul contains a sufficient num-
ber of CWE-20 instances (∼14k) to support both model
training and reliable statistical evaluation without resort-
ing to over-sampling or synthetic over-generation.

3. Real-world relevance. CWE-20 vulnerabilities remain
among the most commonly exploited in practice, rein-
forcing the need for effective detection to strengthen soft-
ware security (MITRE 2022).

A simple, illustrative example from the CWE-20 dataset is
shown in Figure 2. The function validGlxScreen takes
a screen index and returns a pointer to its data. However,
it only checks whether screen is too large, neglecting neg-
ative values (or other invalid ranges), and thus allowing in-
valid dereferences.

Generalization to Other Vulnerabilities and Languages.
Although this study focuses on C source code exam-
ples of CWE-20 for illustrative purposes, VISION is a
general-purpose, dataset-agnostic framework. Applying it to
other CWEs (e.g. CWE-416 Use-After-Free or CWE-787
Out-of-Bounds Write), or even to a mixture of vulnerabil-
ities, would essentially follow the same process: (1) assem-
ble a corpus of code examples labeled with the target vul-
nerability where any initial class imbalance is acceptable;
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(2) leverage an LLM to generate counterfactuals that equal-
ize the dataset; (3) translate all snippets into CPGs using an
appropriate parser (Joern currently provides front-ends for
twelve widely used languages); and (4) discard any invalid
generated graphs. The downstream graph-learning and attri-
bution components can operate without modification.

Counterfactual Generation and Augmentation

Definition of Counterfactuals. First, we define a coun-
terfactual as a minimally modified version of a source code
function whose vulnerability label is flipped relative to the
original. These modifications preserve syntactic and seman-
tic validity while altering the vulnerability, transforming a
benign sample into a vulnerable one, or vice versa. This
concept draws inspiration from counterfactual explanations
for tabular classification (Wachter, Mittelstadt, and Russell
2018; Verma, Dickerson, and Hines 2020; Hamman et al.
2023; Dutta et al. 2022) where counterfactual explanations
are the closest point on the other side of the decision bound-
ary. It also has intuitive connections with contrastive and
counterfactual learning, where the goal is to expose the
model to near-boundary examples (Kaushik, Hovy, and Lip-
ton 2020; Ross, Marasović, and Peters 2021; Dissanayake
and Dutta 2024; Temraz and Keane 2021).

Formally, given a fixed predictive model f(·), input graph
G = (V,E) with node set V = {v1, v2, . . . , vN} and edge
set E = {(vi, vj) | vi, vj ∈ V } , original prediction
f(G) = y and counterfactual prediction yc ̸= y, a coun-
terfactual mapping e : G → G′ such that f(e(G)) = yc.

We observe that counterfactuals are particularly useful in
the context of vulnerability detection, because: (i) they bal-
ance the dataset by providing an equal number of examples
with opposite label; and (ii) they help the model learn to dis-
tinguish subtle input validation changes that mark the pres-
ence (or absence) of a vulnerability (see Figure 3), leading to
an improved understanding of the truly crucial aspects of the
input. Unlike traditional augmentation methods that inject
noise or generate synthetic samples from scratch, counter-
factuals maintain high fidelity to real-world code, improving
both training stability and downstream robustness.

Counterfactual Generation Strategy. We generate the
counterfactuals using a prompt-based rewriting approach
with the GPT-4o-mini model via the OpenAI API. Each
source function was minimally modified to flip its vulner-
ability label, either introducing or removing a CWE-20 vul-
nerability, based on a prompt dynamically built from the
function’s original source code, label and CWE type.

Figure 3 shows an example of a counterfactual transfor-
mation. The original benign function (top) calls net cmd
with a fixed, safe parameter (NULL), ensuring no user input
is involved. In the counterfactual version (bottom), a new
parameter user input is introduced and directly passed
to net cmd without validation. This edit changes the func-
tion’s vulnerability status, injecting a CWE-20 Improper In-
put Validation flaw. Such pairs expose the model to near-
identical source code that differ only in vulnerability seman-
tics, encouraging it to learn discriminative patterns.

Dataset Stage Benign Vulnerable Total

PrimeVul 218,529 6,004 224,533
CWE-20 PrimeVul 14,473 471 14,944
CWE-20 CFA 13,778 13,778 27,556
– Original 13,349 429 13,778
– Counterfactual 429 13,349 13,778

Table 1: CWE-20 Dataset Filtering and Balancing Summary

Dataset Balancing and Processing Methodology. To
prevent the model from biasing towards the original or
majority-class samples, we explicitly balance the dataset
during the augmentation process. First, we extracted only
CWE-20 (Improper Input Validation) examples from the
full PrimeVul dataset, filtering it from 224,533 total func-
tions down to a focused subset of 14,944 CWE-20 samples.
This subset included 14,473 benign and only 471 vulnerable
examples, revealing a substantial class imbalance.

To address this imbalance, we applied counterfactual gen-
eration to both benign and vulnerable samples. This strategy
ensured that we were not over-representing either original
or synthetic instances, effectively doubling the dataset while
producing a perfectly balanced distribution of classes. Prob-
lematic or incorrectly generated examples as well as origi-
nal samples whose counterfactuals could not be reliably cre-
ated or validated were removed, resulting in the final dataset:
CWE-20-CFA, consisting of 27,556 samples (13,778 origi-
nal functions and 13,778 counterfactuals), equally divided
between the two classes (Table 1).

Code samples were converted into graph representations
to enable training within a GNN framework. This transfor-
mation was performed using Joern, a state-of-the-art static
analysis tool that constructs Code Property Graphs (CPGs)
by unifying multiple structural views of the code (Yam-
aguchi et al. 2014). Each function was parsed into a CPG
and serialized into a structured graph format. A Word2Vec-
style embedding encoder was then applied to map code to-
kens and edge types into continuous feature vectors.

Base Model for Vulnerability Detection
The VISION framework builds upon the Devign architec-
ture, a Graph Neural Network (GNN)-based architecture
specifically designed for vulnerability detection in software
source code (Zhou et al. 2019). Devign operates on Code
Property Graphs (CPGs) (Yamaguchi et al. 2014), placing
emphasis on the Abstract Syntax Tree (AST) to model the
syntactic structure of source code. While ASTs can iden-
tify simple issues like insecure arguments, their combination
with control flow graphs (CFG) and data flow graphs (DFG)
enables the model to cover a wider range of vulnerabilities
and learn patterns effectively.

Devign architecture includes three primary components:

1. Graph Embedding Layer. Converts source code into a
composite graph structure, capturing multiple semantic
dimensions.
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Figure 3: Illustration of a counterfactual code pair used in data augmentation. The top function is benign, safely invoking
net cmd with no external input. The bottom version introduces a CWE-20 (Improper Input Validation) vulnerability by re-
placing a fixed argument with user-provided input (user input) that is passed without validation.

2. Gated Graph Recurrent Layers (GGRU). Extract
meaningful features by iteratively propagating and ag-
gregating information through graph nodes.

3. Convolutional (Conv) Module. Performs graph-level
classification by effectively summarizing node embed-
dings into predictive vulnerability labels.

The original Devign model was extensively evaluated on
manually labeled datasets from large-scale, open-source C
projects such as the Linux Kernel, QEMU, Wireshark, and
FFmpeg. The evaluation demonstrated Devign’s significant
improvement over state-of-the-art methods, achieving an av-
erage accuracy improvement of 10.51% and F1-score im-
provement of 8.68% (Zhou et al. 2019).

VISION uses Devign as the baseline model structure due
to its proven ability to encode intricate semantic structures
and effectively classify vulnerabilities at a granular level.

Visualization Module
We developed a visualization module to support inter-
pretability and human-in-the-loop analysis, with a particu-
lar focus on inspecting individual source code examples and
explaining the behavior of the trained model through input
attributions. Its primary goal is to provide evidence for the
central hypothesis of this work: that counterfactual-based
augmentation leads to improved model accuracy, robustness,
and a better understanding of source code through more se-
mantically meaningful attributions.

This module is built on top of the Illuminati explainer (He,
Ji, and Huang 2023) and displays model predictions, confi-
dence scores, and node-level importance values. Illuminati
leverages Devign as the underlying representation for gen-
erating explanations, revealing the model’s decision-making
process through minimal and sufficient subgraph extraction.
Predictions are color-coded—green when the model predicts
correctly, and red when it misclassifies—providing immedi-
ate visual feedback on performance.

One of the key features of our visualization module is

the highlighted source code view, where the original func-
tion text is color-coded based on the importance scores de-
rived from the model explanation. A continuous color scale
maps higher importance to warmer colors, allowing users
to quickly identify which statements the model considered
most influential. In parallel, the graph view represents the
function as a map of nodes and edges that follow the pro-
gram’s logical flow, applying the same color scale for inter-
pretability consistency.

Beyond direct attribution visualization, the system also
offers subgraph-based interpretability. This includes positive
subgraphs, where nodes are incrementally added in order of
importance until the model recovers the correct prediction;
negative subgraphs, where nodes are progressively removed
to identify the minimal structural weaknesses that lead to
prediction failure; and optimal subgraphs, which represent
the subset of nodes that yield the highest overall confidence
in the prediction.

An example of this process is shown in Figure 4, which
compares the visualization output for an original benign
function (top) and its corresponding vulnerable counterfac-
tual (bottom). The highlighted tokens and graph regions
clearly demonstrate how the model’s attention shifts in re-
sponse to the augmented structure.

While the visualization module is not the core contribu-
tion, it is a powerful tool for qualitative inspection, debug-
ging, and explanation verification. It has proven particularly
useful in validating whether the model’s input attributions
align with semantically relevant regions of the code, espe-
cially for conducting ablation studies with and without using
our proposed counterfactual-based augmentation.

4 Experimental Evaluation
To evaluate the effectiveness of our counterfactual augmen-
tation framework, we analyze model performance across a
series of training benchmarks with varying proportions of
original and counterfactual source code examples. Evalua-
tion is conducted using both conventional metrics, such as
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Figure 4: Integrated visualization module showcasing model predictions and explanation scores for an original benign function
(top) and its vulnerable counterfactual (bottom). The right-hand side highlights tokens with attribution scores, where red inten-
sity indicates higher importance. The module enables intuitive inspection of the model’s input attribution shifts, demonstrating
how the counterfactual structure influences both the prediction and explanation.

accuracy, precision, recall, and F1-score, as well as a set of
metrics specifically aimed at evaluating robustness and spu-
riousness mitigation. These metrics include pair-wise accu-
racy, worst-group accuracy, causal effect detection, embed-
ding space neighborhood analysis, intra-class attribution
variance, inter-class attribution distance, and a new node
score dependency metric introduced in this work.

Experimental Setup
Dataset Splitting and Augmentation Strategy. To eval-
uate the impact of counterfactual-based augmentation, we
construct benchmark datasets with varying ratios of origi-
nal to counterfactual functions. All benchmarks are derived
from the CWE-20-CFA dataset generated using the VISION
framework. Each dataset contains the same total number of
examples, balanced between benign and vulnerable classes,
but differs in the original-to-counterfactual composition.

A fixed, balanced test set is used across all benchmarks
to ensure consistent evaluation. The full dataset is first parti-
tioned by unique IDs using an 80/10/10 train-validation-test
split. Each ID is assigned exclusively to either the training
or test set to preserve the integrity of original–counterfactual
pairs. The test set contains both versions of each function,
ensuring perfect class balance and mirrored pairings.

Training benchmarks range from 100% original to 100%
counterfactual, in 10% increments. To maintain label bal-
ance within each split, examples are independently upsam-
pled per class and data source as needed. This setup allows
the model to learn from subtle syntactic and semantic differ-
ences, improving its ability to distinguish between benign
and vulnerable code. Figure 5 summarizes the dataset com-
position. The test dataset is kept constant for all evaluations
to ensure fair comparison and consists of an equal number of
benign and vulnerable functions, with each original sample
paired with its corresponding counterfactual.

Performance Across Benchmarks
We report standard evaluation metrics—accuracy, preci-
sion, recall, and F1-score—for models trained under vary-
ing original/counterfactual data ratios, ensuring fair compar-
ison through a consistent test set. As shown in Table 2, in-
corporating counterfactual examples consistently improves
model performance across all evaluation metrics. The 100/0
configuration yields perfect precision but suffers from ex-
tremely low recall and F1-score, highlighting severe over-
fitting to superficial patterns. In contrast, performance peaks
around the 50/50 split, where the model demonstrates strong
generalization with balanced precision and recall. However,
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Figure 5: Benchmark dataset distribution by class and data
source (original vs. counterfactual). Each bar stack shows
the number of examples for benign and vulnerable samples,
and the split between original, counterfactual, and upsam-
pled sources.

Split Accuracy Precision Recall F1-score

100/0 0.518 1.000 0.036 0.069
90/10 0.867 0.996 0.737 0.847
80/20 0.955 0.960 0.948 0.954
70/30 0.970 0.960 0.980 0.970
60/40 0.978 0.961 0.997 0.979
50/50 0.960 0.957 0.962 0.960
40/60 0.970 0.998 0.941 0.969
30/70 0.951 0.949 0.953 0.951
20/80 0.930 0.904 0.962 0.932
10/90 0.919 0.875 0.978 0.924
0/100 0.799 0.726 0.957 0.826

Table 2: Performance across original/counterfactual training
splits on the balanced test set.

relying exclusively on synthetic data, as in the 0/100 case,
leads to notable performance degradation—indicating that
synthetic examples alone lack sufficient information for ef-
fective learning. Overall, these results confirm that balanced
integration of counterfactuals enhances learning robustness
while maintaining predictive stability.

Robustness and Spurious Correlation Analysis
In the context of source code, spurious correlations often
emerge when a model learns to associate vulnerability labels
with superficial patterns that do not reflect the true seman-
tics or security posture of the code. These misleading corre-
lations often stem from recurring harmless syntax patterns,
rather than true indicators of security flaws.

Figure 6 illustrates this phenomenon with two semanti-
cally related functions. The upper function is benign and re-
trieves a configuration value (aa g profile mode) from
a secure internal source. The lower function is vulnerable,
as it accepts a user-controlled input (mode) that is directly

Figure 6: Illustration of spurious correlation in source code.
The upper (benign) function assigns a safe internal value to
mode, while the lower (vulnerable) version takes mode as
unchecked user input. Without sufficient counterfactuals, a
model may incorrectly associate the presence of the mode
variable with safe behavior, failing to recognize its misuse
in the vulnerable case.

passed to sprintf() without bounds checking. A model
trained only on examples like the benign variant may erro-
neously learn that the presence of the mode variable is in-
dicative of safe behavior—due to its association with sani-
tized sources—thereby failing to flag the vulnerable pattern
when mode originates from external input.

By training on both the original and counterfactual ver-
sions of such examples, the model is exposed to minimal but
security-critical changes in the code structure. This encour-
ages learning that is grounded in true semantic distinctions,
rather than dataset-specific shortcuts, and is key to mitigat-
ing spurious correlations in source code analysis.

Pair-Wise Accuracy. Pair-wise accuracy, introduced in
(Ding et al. 2024), measures how well a model distinguishes
between pairs of semantically similar functions with oppo-
site vulnerability labels, typically an original and its mini-
mally modified counterfactual.

Formally, a high pair-wise classification accuracy indi-
cates that the model distinguishes between subtle code-level
changes that cause label flips, rather than relying on spurious
features. This metric is an indicator of the model’s sensitiv-
ity to subtle, meaningful changes in source code.

Pair-wise accuracy includes four components: P-C (Pair-
Correct) measures correct contrast between original and
counterfactual examples; P-V (Pair-Vulnerable) and P-B
(Pair-Benign) represent incorrect predictions where both
functions are classified as vulnerable or benign, respectively;
and P-R (Pair-Reversed) captures flipped predictions. High
P-C and low P-V, P-B, and P-R indicate the model effec-
tively distinguishes subtle, vulnerability-inducing changes
without relying on spurious patterns.

As shown in Table 3, the 50/50 benchmark achieves the
highest correct contrast (P-C = 95.79%), indicating that a
balanced mix of original and counterfactual data helps the
model focus on subtle but important vulnerability indicators.
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Split P-C P-V P-B P-R WGA2 WGA3 WGA4 WGA5 WGA6 WGA7 Purity Intra-B Intra-V Inter-D

100/0 4.50 0.00 95.43 0.07 0.0171 0.0096 0.0073 0.0067 0.0058 0.0067 0.707 0.01103 0.01027 0.00061
90/10 74.09 1.38 23.88 0.65 0.7309 0.7156 0.7052 0.7126 0.5909 0.5952 0.907 0.01120 0.01035 0.00073
80/20 91.07 5.44 3.27 0.22 0.9115 0.8828 0.8757 0.8512 0.8444 0.8205 0.953 0.01096 0.01046 0.00027
70/30 94.63 4.86 0.36 0.15 0.9056 0.8745 0.8757 0.8595 0.8444 0.8205 0.962 0.01109 0.00995 0.00010
60/40 93.69 6.31 0.00 0.00 0.9056 0.8745 0.8703 0.8512 0.8444 0.8205 0.967 0.01134 0.01030 0.00010
50/50 95.79 0.44 0.00 3.77 0.8991 0.8667 0.8555 0.8087 0.7955 0.8095 0.944 0.01061 0.01030 0.00160
40/60 94.12 1.02 4.50 0.36 0.8471 0.8089 0.8092 0.7739 0.7955 0.8067 0.966 0.01122 0.01036 0.00017
30/70 87.52 8.13 3.85 0.51 0.8777 0.8400 0.8266 0.7739 0.7727 0.7857 0.941 0.01101 0.01010 0.00038
20/80 70.97 27.72 1.02 0.29 0.8820 0.8622 0.8497 0.8174 0.8182 0.8333 0.929 0.01144 0.01036 0.00028
10/90 77.94 20.54 0.65 0.87 0.8584 0.8350 0.8152 0.8265 0.8149 0.8099 0.910 0.01103 0.01046 0.00008
0/100 41.51 57.40 0.65 0.44 0.5398 0.4983 0.5030 0.4966 0.4754 0.4742 0.856 0.01122 0.01007 0.00099

Table 3: Comprehensive evaluation across training splits, covering robustness, generalization, and explanation quality. Metrics
include: pair-wise agreement—P-C (correct contrast), P-V (both predicted vulnerable), P-B (both predicted benign), and P-
R (flipped predictions); higher P-C and lower P-V/P-B/P-R indicate better discrimination. Worst-Group Accuracy (WGA,
k=2–7): higher is better, reflects subgroup robustness. Neighborhood Purity: higher values indicate stronger class consistency
in the embedding space and better semantic separation. Attribution metrics include Intra-class Attribution Variance (lower is
better, measures consistency) and Inter-class Attribution Distance (higher is better, reflects class separability).

Extremes like 100/0 or 0/100 result in higher confusion and
misclassification, suggesting that spurious correlations dom-
inate when training is biased toward only one data type.

Worst-Group Accuracy. Worst-Group Accuracy (WGA)
is a robustness metric that captures a model’s weakest per-
formance across latent subgroups defined by both structural
code patterns and class labels (Idrissi et al. 2022). It reflects
how well the model avoids overfitting to spurious correla-
tions and maintains reliable predictions even for hard-to-
classify regions of the data.

Since no explicit spurious attributes are available, we
adopt an unsupervised approach to define these subgroups.
First, we extract latent code embeddings from the trained
model and apply K-means clustering to identify groups of
structurally or stylistically similar functions. Each function
is then assigned to a subgroup based on its cluster ID and
ground truth label. Groups with fewer than 1% of the total
data are discarded to avoid instability. The WGA is com-
puted as the lowest classification accuracy among the re-
maining subgroups.

Given a dataset D = {(xi, yi)}Ni=1 and a trained model f ,
we define latent groups via unsupervised clustering. Let gi ∈
G denote the group assignment of sample xi, determined by
the intersection of its K-means cluster ID and true label yi.

For each group g ∈ G with size |g| > 0.01N , we compute
its accuracy:

Acc(g) =
1

|g|
∑
i∈g

[f(xi) = yi]

The Worst-Group Accuracy (WGA) is then defined as:

WGA = min
g∈G, |g|>0.01N

Acc(g)

Table 3 presents the WGA values across different orig-
inal/counterfactual training splits and clustering granulari-
ties. The 100/0 model performs poorly across all k-values,

with WGA below 2%, indicating brittle generalization and
overfitting to spurious patterns. Models trained with moder-
ate counterfactual integration (e.g., 80/20 to 60/40) achieve
the highest and most stable WGA values, consistently above
85%. Performance slightly drops for fully synthetic or
highly imbalanced configurations (0/100 or 50/50). Because
k = 2 almost perfectly separates the two ground-truth
classes, WGA2 is invariably the largest and tracks the class-
level Purity metric closely (Pearson r ≈ 0.88 across splits).
For k > 2 each class is subdivided into rarer stylistic
clusters, so the worst-group accuracy naturally falls. Splits
with the highest WGA2 also show the lowest intra-class
attribution variance. These results support the hypothesis
that counterfactual augmentation mitigates spurious corre-
lations by improving the model’s consistency across diverse
code structures.

Neighborhood Analysis in Embedding Space. Neigh-
borhood purity measures the extent to which embeddings of
samples cluster with others of the same class in latent space.
Higher purity indicates stronger semantic consistency and
suggests that the model has learned to organize representa-
tions based on meaningful vulnerability patterns rather than
spurious shortcuts.

We compute the Neighborhood Purity Score using a k-
nearest neighbor (kNN) strategy over graph-level embed-
dings, and report the average class consistency across all
samples.

The calculated scores for all training splits appear in Ta-
ble 3 to show how class consistency in the embedding space
changes with different levels of counterfactual augmentation

Neighborhood purity increases sharply as counterfactuals
are introduced, peaking around the 60/40 split. The 100/0
model shows the lowest purity (0.71), suggesting under-
structured embeddings due to overfitting. While purity re-
mains high for most augmented settings, it slightly declines
for heavily synthetic configurations (e.g., 0/100), indicating
reduced semantic clustering. These results suggest that mod-
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Figure 7: t-SNE projections of graph embeddings for benchmarks 100/0 (left), 50/50 (center), and 30/70 (right). Green points
represent benign samples, and red points represent vulnerable samples. These visualizations illustrate how different original/-
counterfactual splits influence the spatial distribution and separation of vulnerability classes.

erate augmentation improves embedding structure without
inducing shortcut learning.

To further analyze how embedding space evolves under
different augmentation ratios, we visualize graph-level rep-
resentations using t-SNE projections for selected bench-
marks (Figure 7). The 0/100 model shows heavily entan-
gled clusters, with benign and vulnerable examples largely
mixed—indicating poor separation and potential reliance
on non-semantic features. In contrast, the 50/50 benchmark
yields a much cleaner separation between classes, suggest-
ing that balanced counterfactual training enables the model
to form more meaningful latent representations. The 30/70
exhibits intermediate behavior: vulnerable and benign exam-
ples are not as distinctly partitioned as in the 50/50 config-
uration. This visualization qualitatively supports the neigh-
borhood purity findings and highlights how counterfactual
augmentation enhances the model’s ability to semantically
organize code representations in latent space.

Intra-Class Attribution Variance and Inter-Class Attri-
bution Distance. In this work, we also propose two other
attribution-based metrics to evaluate the consistency and dis-
criminability of model explanations.

The metrics are as follows:

• Intra-Class Attribution Variance measures how stable
the explainer attributions are across different samples of
the same class. High variance suggests that the model
may be relying on sample-specific or potentially spuri-
ous patterns, while low variance indicates more consis-
tent reasoning.

• Inter-Class Attribution Distance quantifies the differ-
ence between the average attribution vectors of benign
and vulnerable samples. A larger distance suggests bet-
ter separability between the explanation patterns of both
classes.

These metrics are computed using attribution vectors gen-
erated by the Illuminati explainer. They reflect not only how
a model performs, but also how it reasons—providing a
more nuanced evaluation of explanation quality, model be-
havior, and robustness to dataset bias.

As shown in Table 3, intra-class variance remains rela-
tively stable across benchmarks, but the 50/50 configura-
tion achieves the highest inter-class attribution distance—
indicating the clearest semantic separation in model rea-
soning. This supports that balanced augmentation not only
boosts predictive accuracy but also improves explanation
quality by helping the model focus on truly semantically rel-
evant and discriminative features.

Node Score Dependency. Lastly, we introduce Node
Score Dependency, a novel metric to analyze how the impor-
tance of each node in a graph depends on others in the con-
text of GNN-based explanation. This metric captures inter-
node attribution dynamics by quantifying how attribution
scores change when a specific node is removed.

For each node i, we temporarily mask or remove it from
the graph and recompute the attribution scores using the post
hoc explainer. The difference in the importance of any other
node j ̸= i reflects the degree to which node j’s contribution
relies on node i. This yields a node dependency matrix M ∈
Rn×n, where:

Mi,j =
∣∣∣scoreorig

j − score(i-removed)
j

∣∣∣
Here, Mi,j represents the absolute change in the impor-

tance score of node j when node i is removed. Diagonal
entries Mi,i capture the self-dependence of each node, while
large off-diagonal values reflect strong cross-node influence.

This metric offers several practical use cases. It enhances
interpretability by identifying globally or locally dominant
nodes within prediction explanations and detecting spurious
correlations—such as when semantically irrelevant or con-
stant nodes unduly influence outcomes. It supports model
debugging by uncovering shortcut behaviors or fragile rea-
soning patterns and informs robustness analysis by guiding
graph perturbations to assess model stability and sensitivity.

Next, we apply this proposed analysis across different
benchmarks on the same vulnerable function used in Fig-
ure 6, allowing visual comparison of attribution dynamics
under varied training regimes.

The heatmap for the 100/0 benchmark reveals a narrow
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Figure 8: Node Score Dependency heatmaps for the same vulnerable function under two training regimes: Left: Benchmark
100/0 and Right: Benchmark 50/50. Each heatmap shows how masking one node (rows) affects the attribution scores of others
(columns). Red indicates increased influence; blue indicates reduced importance. The 100/0 model exhibits high focus on
spurious context nodes, while 50/50 shows more meaningful attribution alignment.

attribution dependency pattern, with notably high sensitiv-
ity centered around the variable EPERM. This suggests that
the model disproportionately relies on this node when form-
ing its prediction. However, this behavior likely reflects a
spurious correlation, as EPERM—a standard error code—
does not fundamentally determine the presence of a CWE-
20 vulnerability. Conversely, critical vulnerability-relevant
components such as mode, profile mode names, and
profile mode names[mode], which directly relate to
the improper input validation flaw, show little to no influ-
ence on the attribution of other nodes. This indicates that the
model fails to capture the semantic importance of these core
vulnerability-inducing elements.

In contrast, the 50/50 benchmark, trained on a bal-
anced mix of original and counterfactual examples, demon-
strates a more structured and semantically aligned depen-
dency map. Here, masking profile mode names or
profile mode names[mode] significantly alters the
attribution of related nodes, suggesting that the model has
internalized the interdependence between these components.
Furthermore, conditional statements and their associated re-
turn values also exhibit logical attribution interactions, im-
plying better recognition of control-flow implications.

These observations underscore the effectiveness of the
proposed node dependency metric in revealing both spuri-
ous and semantically meaningful attribution patterns. The
comparison between benchmarks demonstrates that coun-
terfactual data augmentation improves the model’s learning
consistency, encouraging reliance on true vulnerability sig-
nals rather than superficial correlations. Across all metrics,
this collectively highlights counterfactual augmentation as

a robust strategy for mitigating spurious learning and en-
hancing the stability, generalization, and interpretability of
GNN-based vulnerability detection systems.

5 Conclusions and Future Work

The research presents a single unified framework, VISION,
which detects vulnerabilities in source code through coun-
terfactual data augmentation while providing interpretabil-
ity. The method generates paired examples through sys-
tematic, minimal semantic changes to prevent models from
learning spurious correlations that appear in noisy or imbal-
anced datasets. The model learns to detect actual vulnerabil-
ity patterns rather than relying on superficial code features
through GNN training on counterfactual pairs. The frame-
work uses graph-based explainability to reveal important
decision-making components while providing an interactive
visualization module for human-in-the-loop analysis.

We also point out two limitations. First, VISION has been
evaluated exclusively on CWE-20 in this study. However,
extending VISION to new CWEs entails the same process:
gather labeled examples, generate counterfactuals with an
LLM, and translate the source code into CPGs. The down-
stream modules require no further adjustment. Second, the
use of LLM-generated counterfactuals may occasionally in-
troduce unrealistic or noisy modifications. Future work will
therefore (i) evaluate the framework across a broader set of
CWEs and programming languages to assess generalization;
and (ii) integrate semantic-preserving generation approaches
together with formal verification to assess the correctness of
all generated counterfactuals.
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