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Abstract

Accountability regimes typically encourage record-keeping
to enable the transparency that supports oversight, inves-
tigation, contestation, and redress. However, implementing
such record-keeping can introduce considerations, risks, and
consequences, which so far remain under-explored. This pa-
per examines how record-keeping practices bring algorithmic
systems within accountability regimes, providing a basis to
observe and understand their effects. For this, we introduce,
describe, and elaborate ‘accountability capture’ — the re-
configuration of socio-technical processes and the associated
downstream effects relating to record-keeping for algorith-
mic accountability. Surveying 100 practitioners, we evidence
and characterise record-keeping issues in practice, identify-
ing their alignment with accountability capture. We further
document widespread record-keeping practices, tensions be-
tween internal and external accountability requirements, and
evidence of employee resistance to practices imposed through
accountability capture. We discuss these and other effects for
surveillance, privacy, and data protection, highlighting con-
siderations for algorithmic accountability communities. In
all, we show that implementing record-keeping to support
transparency in algorithmic accountability regimes can itself
bring wider implications — an issue requiring greater attention
from practitioners, researchers, and policymakers alike.

1 Introduction

There is growing attention and critique towards how algo-
rithmic (and ‘AI’) systems are commissioned, designed, de-
ployed, and used. Laws such as the European Union’s (EU)
General Data Protection Regulation (GDPR) (EU 2016),
Al Act (European Commission 2021), and Digital Services
Act (EU 2020) provide for accountability regimes to inter-
rogate and regulate the use of digital technologies. Regula-
tors and policy-makers have called for better oversight of
how systems are designed and used (European Commis-
sion 2020; Government of Canada 2020; House of Com-
mon Science and Technology Committee 2018; Koene et al.
2019; Information Commissioner’s Office 2020; Govern-
ment of Canada 2019; Information Commissioner’s Office
and The Alan Turing Institute 2020). Accordingly, aca-
demic researchers have proposed frameworks of explain-
ability (Arrieta et al. 2020), reviewability (Cobbe, Lee, and
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Singh 2021), contestability (Kaminski and Urban 2021),
traceability (Kroll 2021), and related approaches. Civil so-
ciety groups have similarly proposed auditability, trans-
parency, and accountability frameworks (Institute 2020; De-
mos, doteveryone, Global Partners Digital, Institute for
Strategic Dialogue 2020; Reisman et al. 2018).

Record-keeping is key to accountability regimes, produc-
ing the information necessary for supporting meaningful
transparency. Record-keeping practices involve storing and
managing information relating either to the technical com-
ponents of algorithmic systems (e.g., logs describing system
operation) or to broader human and organisational processes
around them (e.g., their commissioning, design, deployment
and use). Such information, in turn, can assist accountability,
being provided to support understanding, scrutiny, investiga-
tion, oversight, contestation, and redress by a range of stake-
holders (Wieringa 2020a; Cobbe, Lee, and Singh 2021).

Importantly, technical and organisational record-keeping
processes relating to algorithmic systems may require in-
stitutional changes (reconfiguration) to ensure that relevant
information is generated or recorded. In turn, these record-
keeping processes might change how an organisation’s em-
ployees engage with the accountability regime as they re-
orient to navigate and (potentially) evade it. Records will
also often collect information about people using or subject
to systems, implicating surveillance, privacy, and other le-
gal issues. Further, technical mechanisms supporting record-
keeping must accord with the needs of varying audiences,
including regulatory bodies and organisations. As such, the
design of record-keeping mechanisms is both shaped by, and
influences, emerging accountability regimes, and can pro-
duce downstream effects on actors and organisations.

1.1 Motivation and Contributions

There are growing legal and regulatory' pressures for en-
hanced record-keeping, echoed across responsible Al stan-
dards and best-practice documents. However, the effects
and implications of accountability-related record-keeping
are so far under-considered. Current record-keeping discus-
sions primarily relate to transparency—focusing on the in-
formation that might support accountability or audit, and

'While we mainly refer to EU law, the record-keeping issues

and their effects apply broadly across jurisdictions.



how to best obtain, provide, and understand that informa-
tion (Norval et al. 2022; Cobbe, Lee, and Singh 2021; Kroll
2021; Wieringa 2020b; Casper et al. 2024; Simkute et al.
2021; Birhane et al. 2024)—rather than the processes ef-
fecting and governing record-keeping practices themselves.
Here, we highlight and analyse the real-world impact of
record-keeping practices, and emphasise the associated risks
for those devising accountability regimes or implementing
record-keeping practices.

Specifically, this paper explores the implications, chal-
lenges, and risks around accountability-oriented record-
keeping. To provide a theoretical foundation, we draw and
build from Agre’s concept of ‘capture’ (Agre 1993), which
describes how human activity is reconfigured to become
amenable for tracking by and with computers. Extending
this concept of ‘capture’ to the process of designing and im-
plementing record-keeping practices for accountability pur-
poses, our paper contributes the following:

1. Establishes the concept of ‘accountability capture’:
how reconfiguring algorithmic systems for accountabil-
ity record-keeping requirements can have potentially
wider and unintended effects.

2. Provides evidence from a survey of 100 professionals,
indicating record-keeping practices and the emerging dy-
namics of accountability capture.

3. Applies the lens of accountability capture to key con-
siderations around surveillance and privacy, to highlight
emerging risks for those shaping, deploying, or regulat-
ing record-keeping systems.

2 Information for Supporting Accountability

In this section, we describe accountability and discuss how
record-keeping practices help support it.

2.1 Defining Accountability

Definitions and conceptions of accountability vary across in-
stitutions and domains as governance structures are rapidly
adapting to widespread algorithmic deployment (Cobbe
and Singh 2024; Williams et al. 2022a). When discussing
accountability around algorithmic systems, we, like oth-
ers (Wieringa 2020a; Cobbe, Lee, and Singh 2021; Binns
2018), draw from Bovens’ model of accountability (Bovens
2006). In Bovens’ model, accountability involves an actor
from whom accounts are owed, a forum to whom those ac-
counts are owed, and a relationship of accountability be-
tween them. Here, actors provide information (accounts) to
forums, to support (i) review, investigation, and oversight,
and (ii) effective and appropriate responses by the forum.
Legal, regulatory, institutional, or organisational account-
ability regimes establish accountability relationships by
identifying actors from whom accounts are owed; activi-
ties about which accounts are owed; and forums to whom
they are owed. Regimes can reflect more or less formalised
prescriptive frameworks from either internal (e.g., organisa-
tional codes of conduct) or external (e.g., regulatory report-
ing requirements) forums requiring account-giving. These
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accounts can enable audit and scrutiny, which is increas-
ingly discussed regarding algorithmic systems (Constanza-
Chock, Raji, and Buolamwini 2022; Raji et al. 2022). Thus,
under Bovens’ model of accountability, any form of record-
keeping can be potentially understood as supporting some
form of accountability where its records enable or support
the provision of accounts to a forum.

Accountability regimes may be imposed either exter-
nally (such as through law, regulation, or policy) or inter-
nally (such as by organisations themselves seeking to better
understand their own systems). Generally, algorithmic ac-
countability regimes seek information about (i) actor organ-
isations (e.g., their organisational processes and technical
logs and details); and (ii) the activities that actors organi-
sations enable (e.g., actions on their application, service or
platform). As algorithmic accountability requirements be-
come more formalised, internal and external accountabil-
ity demands are likely to overlap; e.g., when in-house legal
teams align company practices with external audits or reg-
ulatory guidance. As such, current record-keeping practices
are relevant for shaping proposals and understanding the im-
pact of evolving accountability regimes.

2.2 The Role of Records

Accountability—providing meaningful accounts to support
understanding and action by forums—often necessitates the
keeping of records (Cobbe, Lee, and Singh 2021) describ-
ing the design, deployment, or operation of organisational
and socio-technical systems. This requires that actor organ-
isations employ record-keeping practices: technical or or-
ganisational measures to collect appropriate records, pro-
viding information that enables the meaningful transparency
needed to support accountability regimes. However, as we
argue, record-keeping itself can bring positive or negative
implications that may require action to support or mitigate.

Supporting Legal and Regulatory Accountability Rela-
tionships. Accountability-related record-keeping require-
ments are often imposed by law to assist in understanding
system design and behaviour. The EU (GDPR), for exam-
ple, requires those processing personal data keep records of
that processing and potentially make them available to reg-
ulators and others (EU 2016, Art. 30, recital 82).

Given the recent increased availability of algorithmic
tools and services, the EU’s Digital Service Act contains
powers for judicial and administrative authorities to obtain
records from organisations relating to users of their ser-
vices (EU 2020, Art. 10). The EU’s Artificial Intelligence
Act requires those responsible for ‘high risk’ Al systems
to maintain records relating to their system’s development,
capabilities, and limitations (European Commission 2021,
Arts. 10-11, 13, 18), including around processes for check-
ing models and datasets for biases and errors, and to imple-
ment automated logging mechanisms for deployed systems
(Arts. 12, 20). Moreover, records may also assist with hu-
man oversight activities, such as those specified by the EU
Al Act (Sterz et al. 2024), as well as regulatory/compliance
management and determining liability when harm arises.



Supporting Other Types of Accountability Relation-
ships. Records about algorithmic systems thus potentially
support many accountability relationships and regimes, in-
cluding regulators and oversight bodies through compliance
and enforcement actions or civil society through scrutiny
and advocacy. Records may help individuals using or af-
fected by systems to be better informed and to challenge
an actor and its systems. Record-keeping can help ac-
tors developing algorithmic systems with assessing their
systems, workflows, and processes in line with organisa-
tional requirements and standards (‘bureaucratic account-
ability’ (Williams et al. 2022b)). When incidents occur,
records can assist with repairing, debugging, and mitiga-
tions to prevent recurrence, reflecting internal accountability
regimes established to support product design and operation.

2.3 Implementing Record-Keeping Practices

Instituting record keeping practices for an accountability
regime involves considering (i) what information is required,
and (ii) how the algorithmic systems need to be developed
and configured to best support record-keeping.

Two Kinds of Record-Keeping.  Broadly speaking,
record-keeping practices take two forms: records from and
about an algorithmic system. Records from the system de-
scribe how the system and its workflows actually functioned.
These records may include how systems were used, details
of actions taken through interfaces, and results of any pro-
cessing or models employed. Meanwhile, records about the
system concern how an algorithmic system was commis-
sioned, built, deployed, and monitored. Typically, these de-
tails include documents, notes, training and testing datasets,
validation criteria, risk assessments, model specifications,
staff training manuals , etc. (Cobbe, Lee, and Singh 2021). In
this way, some records concern what should occur, and oth-
ers what does occur; and therefore can include information
about both ‘design-time’ and ‘run-time’ aspects of systems.

Information Requirements. Accountability is inherently
contextual — the information and corresponding records
needed to support accountability depend on the actors, fo-
rums, and accountability regimes involved (Bovens 2006;
Stohl, Stohl, and Leonardi 2016; Ananny and Crawford
2018; Cobbe and Singh 2024). Accountability relationships
between actors and regulators (‘administrative accountabil-
ity’), for instance, differ from those between actors and
professional peers (‘professional accountability’) (Williams
et al. 2022b). There may also be contextual overlaps or
differences between internal standard organisational prac-
tices and requirements implemented by external account-
ability regimes. Contextually appropriate information is: rel-
evant to the accountability relationships; accurate in that it
is correct, complete, and representative; proportionate to the
level of transparency required; and comprehensible by fo-
rums (Cobbe, Lee, and Singh 2021).

Technical Configuration. Record-keeping systems will
need to be designed, instrumented, adjusted, or extended to
enable the technical recording of relevant information and
support the broader organisational record-keeping practices.
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Record-keeping will often entail both passive measures (au-
tomatic mechanisms recording details of particular system
events, inputs, user actions, etc.) and active measures (proce-
dures requiring human input to record information not cap-
tured automatically, e.g., reasons behind user actions such as
GitHub commit messages).

Various recent approaches for algorithmic record-keeping
propose recording information about particular aspects
of the algorithmic process (though holistic approaches
are emerging including ‘reviewability’ (Cobbe, Lee, and
Singh 2021) or ‘traceability’ (Kroll 2021)). For instance,
‘datasheets for datasets’ (Gebru et al. 2018) and other works
(Hutchinson et al. 2021; Werder, Ramesh, and Zhang 2022)
propose recording information about the quality of datasets
used in model training, while ‘model cards’ (Mitchell et al.
2019) and ‘factsheets’ (Sokol and Flach 2020) propose
recording key model details about. Emerging organisational
measures include standards, questionnaires for identifying
sources of unintended algorithmic bias (Lee and Singh
2021), and auditing frameworks (Information Commis-
sioner’s Office 2019). While we are not concerned here
with such proposals directly, these illustrate trends in record-
keeping practices suggested in literature.

3 Effects of Record-Keeping: Accountability
Capture

Exploring the impacts of record-keeping for accountability
requires inquiry into technical and organisational record-
keeping processes, resulting human behaviors, and associ-
ated requirements imposed across accountability regimes.
To analyze record-keeping and associated effects, we ap-
ply the lens of capture (Agre 1993) which recognises that
computerised tracking of human activities requires those
activities to be (re-)configured through a complex socio-
technical process that reflects underlying logics of comput-
erisation. Drawing from this, we argue that record-keeping
can produce accountability capture, bringing downstream
transparency implications for actor organisations and others.

3.1 Agre’s Theory of ‘Capture’

Agre derived his theory of capture in the 1990s in the con-
text of increasing computerisation. Capture is described as
“the deliberate reorganization of industrial work activities to
allow computers to track them in real time” (Agre 1993).
Capture involves human and organisational processes (e.g.,
managing supply chains) being reconfigured for comput-
erised tracking, permitting control for purposes such as un-
derstanding workflows and optimising systems. Indeed, the
re-configuration of organisational activities around logics of
computation is a key feature of capture. Computers do not
simply record neutral information, instead recording repre-
sentations of activities using data shaped by human choices
about what can and should be represented computationally.
Agre identifies five phases of the capture process, drawn
from observations of real-world computerised tracking:
1. Analysis: Studying an activity and conceptualising its
fundamental units for representation by computers.



2. Articulation: Articulating grammars of action describing
how the fundamental units identified in the ‘analysis’ phase
can be “strung together” to form “stretches of activity” that
facilitate computerised tracking.
3. Imposition: Re-configuring activities in line with the
grammars of action by inducing people engaged in the ar-
ticulated activity to act accordingly. Imposition is typically
social (procedures involving some relations of authority) and
technical (involving machinery or physical barriers).
4. Instrumentation: Providing organisational and techni-
cal means to collect information about the ongoing re-
configured activity for use in computational processes for
control. Participants in the activity “begin, of necessity, to
orient their activities towards the capture machinery and its
institutional consequences.”
5. Elaboration: Storing, inspecting, auditing, and analysing
the captured activity’s records, merging them with other
records, using them for optimisation, further calibrating the
grammars of action and captured activity, and so on.
Through these phases, human activities can be brought
within the reach of automated tracking by computers.

3.2 Accountability Capture

While Agre focused on ‘capture’ as it relates to organisa-
tional gains (and did not discuss accountability or algorithms
directly), we argue that designing and implementing record-
keeping practices to meet accountability regimes reflects and
builds on capture’s phases. During this process, algorithmic
and organisational systems are created or (re)-configured
to embed accountability requirements that produce or re-
tain information suitable for account-giving. Reflecting on
Agre’s description of capture, we describe and argue that ac-
countability capture—or capture produced through record-
keeping intended to meet accountability requirements—
operates through analysis, articulation, imposition, instru-
mentation, and elaboration to make human, organisational,
and socio-technical processes amenable to the control of
an accountability regime. While Agre’s traditional concep-
tion of capture refers to reconfiguration of activities brought
by computerised tracking of human behavior, accountability
capture emphasizes the ‘capture within captured’ that occurs
when record-keeping processes shape and re-orient socio-
technical processes and data captured on surrounding algo-
rithms that may already be gathering and processing data on
human behaviors themselves.

3.3 Case Study: Worker Monitoring Algorithms

Organisations are increasingly implementing algorithms to
monitor, evaluate, and compare employee performance, us-
ing metrics such as compliance with hybrid work policies
requiring in-person employee attendance (Ajunwa 2019;
Aloisi and Gramano 2019). Many jurisdictions, including
the EU’s Charter of Fundamental Rights (Title IV, Art. 30)
protect against employee termination without cause. More-
over, some data protection legislation explicitly contains
employment-related provisions, such as GDPR [Art. 88] en-
abling rules to protect “rights and freedoms in respect of the
processing of employees’ personal data in the employment
context” (Aloisi and Gramano 2019). External oversight
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from data protection and employee protection bureaus may
influence internal activities from legal and HR departments,
necessitating record keeping on “evidence-based” employee
monitoring practices (Aloisi and Gramano 2019). This sec-
tion uses a case study—grounded in reporting on hybrid
work and employee monitoring (Labs 2023)—to illustrate
‘accountability capture’ in a domain subject to regimes with
varying levels of formalisation (e.g., internal legal teams and
external employment and data protection actors).

Components of Algorithmic Record-Keeping. First, the
process of deciding which aspects to document about the
employee monitoring algorithm involves analysis of the pur-
pose involved in establishing the algorithm. This might in-
clude review of legal hiring and termination requirements,
formalisation of employee job descriptions, key perfor-
mance indicators (KPI), and organisational reflections on
the ideal hybrid employee’s performance. Then, the artic-
ulation phase involves the stringing together of these com-
ponents identified as relevant to establishing the employee
monitoring algorithm into ‘grammars of action’ that can be
tracked via computers. For example, articulation might in-
volve scrutiny over the legal, organisational, and technical
arms within scope during the creation, justification, and op-
eration of the algorithm. The process may also include de-
tails on how to measure the relevant units identified during
analysis, including how precisely or frequently to track job
expectations (e.g., on-time deliverables and other KPIs) or
hybrid work policy compliance (e.g., ‘badging’ frequency
of tapping their card to physically enter/exit the workplace).

Implementing  Algorithmic  Record-Keeping. The
record-keeping process could inform other actors as to
the nature of the algorithmic monitoring during the latter
accountability capture phases. During imposition of the
algorithmic record-keeping, contractual language may
be inserted into employment agreements that authorises
employee monitoring via certain metrics (e.g., laptop and
network access). During instrumentation, IT or HR special-
ists may be asked to create documentation on the employee
monitoring algorithm and associated features implemented
to enable monitoring. Lastly, elaboration may entail the
analysis and updating of records related to thresholds and
features captured within the algorithmic monitoring system.

The Effects of Accountability Capture. The end result
of accountability capture may involve behavior change from
affected employees who gain insight into monitoring algo-
rithms during the implementation of record-keeping. Con-
sider, for example, the case where there is employee dis-
satisfaction with return to office mandates and performance
monitoring (Parkinson et al. 2023). The process of keeping
records on monitoring algorithms may facilitate employee
investigation into evolving algorithmic metrics or thresh-
olds employed to issue warnings (e.g., requiring x of badge-
ins over y days). As a result of record-keeping imposition
and instrumentation during accountability capture, employ-
ees may re-orient to evade these sanctions owing to records
imposed by accountability regimes, such as through ‘cof-
fee badging’ or briefly badging in to the office and leaving



(Labs 2023). Meanwhile, the capture apparatus may be up-
dated through the accountability regime, such as Amazon re-
defining an office visit duration to minimum 2 hour periods
(Kim 2024), requiring new social imposition and technical
instrumentation (e.g., adding badge-out tracking).

Summary. The framework of accountability capture
specifically considers amongst other things the creation of
records from and about systems that are tracking human be-
havior (e.g., attendance), allowing for the analysis of sce-
narios of ‘capture within the captured’ (e.g., investigation
into established measures and metrics). Thus, accountability
capture operates to reconfigure practices around algorithmic
systems (e.g., updating the record-keeping frequency or doc-
umentation format of a monitoring system) that are them-
selves reconfiguring practices (e.g., employee behavior).

This case study highlights the mixed implications of ‘ac-
countability capture,” where competing internal and external
factors, such as legal record-keeping requirements through
employment and data protection regulations, organisational
motives, and employee rights and incentives may influence
the process of algorithmic record keeping, including related
frequency, documentation, and implementation methods. As
such, just as Agre discussed how ‘computerisation’ gener-
ally entailed capture, we argue that accountability regimes
may similarly provoke, necessitate, shape, or intensify the
capture of human and organisational processes and the ac-
tivities of technical components in various different ways to
produce accountability capture.

4 Practitioner Survey on Record-Keeping

To understand how accountability capture arises (or could
arise) in practice, we surveyed 100 professionals managing,
building, or using algorithmic systems. Through this, we (i)
explore current record-keeping practices of organisations us-
ing algorithmic systems, and (ii) outline real-world effects
of accountability capture faced by participants from inter-
nal and/or external accountability regimes. The aim of the
survey was to provide empirical grounding for the concept
of accountability capture by examining how record-keeping
approaches, their drivers, and their consequences play out
in practice, and to identify areas for further attention as ac-
countability regimes become more formalised.

4.1 Survey Method and Details

Our survey asked questions aimed to investigate (i) broad
record-keeping practices, (ii) the specific practices imple-
mented (if any) to meet internal and/or external account-
ability regimes (e.g., legal/regulatory drivers), and (iii) the
associated effects of implementing such record-keeping.”
Through the Prolific platform (Prolific 2023), we ini-
tially recruited 400 working professionals with experience
in software development. Participants completed a brief pre-
screening survey, and those with self-reported experience
working with or managing algorithmic systems were invited
to complete the full survey until we obtained our desired

2Full survey data and code used to generate figures are available
at github.com/shreyarch/accountabilitycapture.
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sample size of 100, broadly in line with other studies engag-
ing online qualitative feedback (Caine 2016).

Participants were recruited from 21 countries across 4
continents (Fig. Sla), representing a wide range of sectors
including commerce, professional services, and finance (Fig.
S1b). Participants held a diverse array of roles, including de-
velopers, consultants, and data analysts/scientists (Fig. S1c),
with most holding 0-5 years of experience (Fig. S1d). We
obtained prior approval from our institution’s ethics review
board, and all respondents were compensated in line with
the UK’s ‘living wage’ (National Minimum Wage 2025).

Percentages reported in the following section reflect an-
swers to multiple choice questions (generally with multi-
select enabled), while individual numbers reported (e.g.,
n=8) refer to common responses grouped during thematic
analysis of optional free text responses.

4.2 Accountability Capture in Practice

We now describe the extent to which accountability capture
occurs or could be observed during the creation and im-
position of algorithmic record-keeping practices using real-
world evidence captured in our survey. Ongoing organisa-
tional practices form the baseline for understanding the re-
alised and potential impacts of accountability capture, as
future accountability-oriented record-keeping requirements
will likely be implemented in these contexts. As such, we
examined and categorised the diverse purposes and methods
of record-keeping, distinguishing where internal and exter-
nal accountability regimes played a role. Bolded texts rep-
resent summarised key findings relating to the phases of ac-
countability capture identified within the survey.

(1) Analysis. In the frame of accountability capture, anal-
ysis might involve reviewing the design and functionality of
an algorithmic system or its associated accountability mech-
anism, followed by a review of which algorithmic aspects
can be documented or recorded. Key observations may in-
clude actors, resources, and stages involved with creation,
tooling, or application of an algorithmic system throughout
the development lifecycle (De Silva and Alahakoon 2022).

Algorithmic systems are being widely deployed across
sectors and organisational processes, involving forums
with diverse information requirements. Surveyed organ-
isations used algorithmic systems for diverse purposes, in-
cluding management, hiring/recruiting, purchasing/finance,
and other logistics/supply chain mechanisms. Participants
often reported multiple parties responsible for operating
these algorithmic systems, including in-house actors (91%
of responses), other businesses (39%), consumers (19%),
and external government, public sector, or charity organi-
sations (14%). Use of these algorithmic systems often im-
pacted multiple parties, including employees (88% of re-
sponses), people from other organisations (41%), and other
individual system users such as customers (48%), indicating
widespread potential for accountability capture effects.

The algorithmic system design and development pro-
cesses vary widely between organisations. Analysis likely
requires a detailed understanding of the conceptualisation,
design, implementation, and operation of the algorithmic



system in question. Analysis is central to Bovens’ defini-
tion of accountability, as an understanding of the system
is required to better enable appropriate account-giving to
a forum, who may have different information requirements
based on their contextual needs. Surveyed algorithmic sys-
tems often involved multiple parties in their design, includ-
ing in-house individuals (65% of responses), contractors
or consultants (41%), organisations hired to build custom
systems (32%), commercial systems for multi-purpose use
(30%), or with open-sourcing (17%). These results indicate
a wide array of actors called upon during the design and de-
velopment of algorithmic systems, who may hold varying
motives, viewpoints, and levels of power towards actually
shaping processes during the articulation stage.

(2) Articulation. Agre’s second stage of capture involves
articulation, or development of grammars of action that
combine units identified in the prior analysis phase and sup-
port computerised tracking. In the context of accountabil-
ity capture, this may include organisation-level decisions of
how different aspects of the algorithmic system interact and
how data on such interactions should be captured.
Record-keeping is widespread. Results indicated that
organisations have largely engaged in the articulation pro-
cess as 87% of participant organisations automatically
record information about their system. These automatic
records were broadly reported to include customer infor-
mation, usage logs/tracking, evaluative metrics, and oper-
ations/financial details. Individuals within the organisation
(88%) were largely involved in defining and articulating
organisational record-keeping specifications. These respon-
sible parties included management (n=48), specialized de-
partments including audit, fraud, and legal (21), and project
managet/software engineer teams (18). Only 15% of partici-
pants agreed that their organisation was not recording infor-
mation that it should or would prefer to record, indicating
relatively high satisfaction with the overall articulation pro-
cess. These results evidence the ongoing, widespread pro-
cess of record-keeping across diverse organisations, indicat-
ing the need for stakeholders calling for accountability to
study and be aware of existing record-keeping practices.
Record-keeping practices are guided by both internal
and external organisations. At the same time, the articula-
tion process is shaped by input from multiple stakeholders.
Participants reported engaging internal guidance (e.g., rank-
ing the importance of data to collect) and 58% previously
sought external guidance from parties such as regulators,
industry bodies, and consultants about their record-keeping
processes. 16% also explicitly indicated that external actors
were primarily responsible for defining their organisational
record-keeping processes, demonstrating the already influ-
ential role of external entities in establishing broad explicit
and/or sector-specific accountability requirements.
Designing computerised record-keeping systems is an
imperfect process, with many records persisting in man-
ual formats. As Agre argues, grammars of action breaking
down activities into component units may oversimplify or
distort captured activities (Agre 1993; Poirier 2022). Con-
sequently, the activity’s ‘invisible’ aspects may be unrep-
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resented, while the grammars of action may elide aspects
of how activities interweave, or mistake prescribed proce-
dures for an accurate account of the activity in practice (Agre
1993; Poirier 2022). Our results also indicated a varied pro-
cess of articulation, with 47% of participant organisations
continuing to engage in manual record-keeping processes
(as opposed to fully automated tracking). Manually recorded
information included system design & updates (n=15), per-
sonal data (11), organisational information (9), debugging /
error logging (4), customer feedback (3), and performance
statistics (2). Reasons for manually recording information
included needs for system documentation (n=15), general
operations requirements (15), performance evaluation de-
sires (8), organisation requirements (3), regulation (1), de-
sire for system backup (1), and lack of automated system
abilities (1). These results may indicate challenges in the
analysis or articulation phase for more complex components
of record-keeping, such as the establishment of sufficient
documentation, that supports continued manual records. The
manual or automatic units identified during articulation af-
fect the latter stages of accountability capture, and thus re-
flect the relevance of organisational structures and technical
design choices for algorithmic accountability in practice.

(3) Imposition. Agre’s third stage of imposition during
capture involves the re-configuration of existing activity to
align with grammars of action identified during articulation.
In the context of accountability capture, this might involve
organisational and/or individualised actions to facilitate, im-
plement, and communicate record-keeping practices.
Organisations primarily rely on internal or in-house
actors to establish, articulate, and maintain record-
keeping processes. 82% of organisations had at least one
in-house responsible party involved in ensuring appropriate
compliance with record-keeping processes, with these gen-
erally including senior management and C-suite executives,
as well as dedicated audit/legal, security, and/or informa-
tion technology departments. Reported strategies to artic-
ulate, maintain, and verify these record-keeping processes
included training, documentation, system design, organisa-
tional guidelines, workshops, testing, communication, rec-
onciliation reports, periodic reviews, and quality indicators.
These diverse approaches to establishing record-keeping re-
quirements reflect the potential influence of organisational
norms, practices, and management towards shaping the al-
gorithmic capture apparatus. Additionally, they reflect the
potential risks for the algorithmic capture apparatus to be
defined and managed by a singular or particular perspective.
Imposition often involves multiple stages of activity re-
configuration to support accountability regime require-
ments. When discussing barriers to automatically record-
ing information, participants explicitly discussed legal com-
pliance related to privacy and consent (n=10), planning
and execution difficulties (4), fairness / ethics considera-
tions (3), maintaining only relevant information (2), per-
formance errors (2), and labor displacement (1). Strate-
gies suggested to overcome these challenges included com-
munication explaining the accountability-related purposes
for record-keeping data (n=7), dedicated planning & spec-
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ification strategies (5), onboarding and testing (4), stake-
holder engagement research (4), establishment of an in-
house ethics committee, and even lobbying of institutions.
Moreover, at least 19% of surveyed organisations imple-
mented record-keeping mechanisms into already deployed
algorithmic systems, adding additional records of perfor-
mance metrics (n=8), system documentation (5), organisa-
tional reports (3), financial details (4), and customer analyt-
ics (3). These results indicate the complex, contextual, and
fluid process of imposition during capture, often requiring
multiple forms of re-configuration to align record-keeping
practices with the goals of the accountability regime.

Competing notions of accountability often shape the
record-keeping implementation process. Sometimes the
process of imposition can also put various stakeholders at
odds, with 16% of surveyed participants indicating that their
organisation needs to record certain information (e.g., for
legal or contractual purposes) that it would prefer not to
be recording (Fig. 2). People overseeing regimes are often
not the people designing, implementing, or complying with
record-keeping. As a result, there may be discrepancies be-
tween what those designing the regime expect to happen,
what those designing record-keeping interpret the regime to
mean should happen, and what occurs in practice. This may
be relevant where regulatory external accountability regimes
are developed in the abstract and require translation to spe-
cific record-keeping practices by actor organisations.
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(4) Instrumentation. Instrumentation refers to the or-
ganisational and technical processes of imposing the re-
configured activities for computerised tracking, and involves
participants orienting their activity towards “the capture ma-
chinery and its institutional consequences.” Through ac-
countability capture, instrumentation might include deploy-
ment of automated record-keeping mechanisms and associ-
ated actor behavior in response to these novel mechanisms.
Instrumentation is influenced by both the actors and
motives involved during the creation and implementa-
tion of algorithmic systems. Records kept about algorith-
mic systems as they were built included operation / use in-
formation (n=13), design / conceptualisation details (9), sys-
tem upgrade history (8), performance metrics (8), error log-
ging (6), system requirements (5), customer analytics (2),
safety and efficiency guardrails (3), and data sources (1).
The variety of records kept indicate diverse conceptions of
an algorithmic system, its purpose, its constituent parts, and
its relevance to an organisation. Yet, technical barriers to
automated record-keeping remain. 13% of participants who
didn’t automatically record information about their algorith-
mic systems cited personnel access restrictions and manual
data processing methods, while those automatically record-
ing data still cited issues of legal compliance (n=10), plan-
ning and execution challenges (4), fairness and ethics con-
cerns (2), and concerns over labor displacement (1).
Record-keeping produces changes in actor organisa-
tions and employee behaviours. We found that 58% of
respondents agreed that record-keeping practices produced
changes in their organisation, with the vast majority of these
(50 out of 58) indicating that changes were positive (Fig.
2). Changes included increased compliance (n=7), employee
wellbeing (5), efficiency (4), and fairness (1). 22% of all re-
spondents indicated that employees changed their behaviour
following the introduction of record-keeping. In many cases,
this was viewed as a positive change to support or engage
with the accountability regime. One participant noted that
employees “became more serious about the need for docu-
menting what is relevant,” while another said that employees
became “more careful when it came to recording their order
and customer details” and were “thorough when carrying
out administrative tasks.” These responses suggest that the
phases of capture can make a positive difference by orient-
ing actor internal activities towards accountability regimes.
Record-keeping produces changes in behavior out-
side of the organisation. Record-keeping may also elicit
changes external to the organisation implementing such pro-
cess, with 20% of respondents indicating that internal algo-
rithmic record-keeping practices generated changes outside
of their own organisation, including the practices of clients,
competitors, other cooperating businesses, and overall in-
dustry insights. Some of these changes included improved
organisational optics, increased reporting from users, and in-
creased financial investment. This reflects the wider scope
and impact of accountability capture, given that the record-
keeping process can influence industry trends and behavior
of users subject to algorithms.
Instrumentation of record-keeping practices may
elicit resistance from those subject to accountability



regimes. Encouraging changes in actors’ algorithmic pro-
cesses is often part of an accountability regime’s goal. Yet,
resulting changes may not always be desirable to the party
seeking accountability. Accountability capture can thus pro-
voke forms of resistance (Foucault 1976) to the capture pro-
cess, which may undermine the accountability regime.
Almost a quarter (n=23) of respondents said that employ-
ees have attempted to push back against or evade the record-
keeping apparatus. In some cases, employees “became less
active with their work,” and “became depressed and less fo-
cused.” Another respondent indicated that “the biggest chal-
lenge is to push everyone to comply with the record-keeping
practices.” The extent to which employees seek to under-
mine record-keeping may also depend on factors such as
their understanding of the technology: “some employees are
not skilled when it comes to using technology systems so
they tend to evade some of the record keeping processes.”
This is particularly relevant as actors may appear compli-
ant whilst actually undermining the regime’s efficacy. Par-
ticipants in captured activities may, for instance, advanta-
geously adjust the timing and contents of records; interpret
and categorise events sympathetically; bias judgement calls;
minimise interactions with activities that are recorded; in-
clude, delay or fail to enter certain information; or even
falsify records. Some respondents noticed “resistance to
change” when record-keeping processes were brought in,
while another noted employees “scolded for not complying
with record keeping policy.” Some reported that these issues
may lessen over time (perhaps from staff turnover or gradual
acceptance), but may not necessarily disappear, with a par-
ticipant noting “People trying to evade or push back against
record keeping was a huge one in the beginning, and some
people still try to dodge it sometimes.” In some cases, re-
sistance may be for personal benefit, with one participant
reporting “there have been instances of people performing
mass changes to information so that it fits their KPI require-
ments before reverting them back after audits are done.”
Such forms of ‘everyday resistance’ (Scott 1985) (typically
concealing the resistor or their activities) may be informal
and small-scale , but could become a wider pattern of resis-
tance that challenges the overall accountability regime.

(5) Elaboration. The final step of Agre’s ‘capture’ in-
volves storing and analysing records of the captured ac-
tivity made suitable for computerised tracking. Through
the accountability capture lens, elaboration includes audit-
ing, analysing, and adjusting record-keeping apparatus built
around algorithmic systems for various purposes.
Record-keeping is utilized for many accountability
purposes, including both internal monitoring processes
and compliance with legal and regulatory requirements.
The most commonly selected responses suggest that, at
present, organisational (i.e. internal) performance moni-
toring processes were the predominant reason for record-
keeping. 74% of respondents said that the organisations kept
records to monitor or improve the system’s performance,
while 65% said that records were kept to verify correct sys-
tem operation or identify bugs, issues, and failures (Fig. 1).
In a similar vein, 53% and 51% of respondents said records
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were kept for support purposes and to verify appropriate use,
respectively. The key purposes for keeping records are rel-
evant both towards the design of the capture apparatus, as
well as when considering the risks for data re-use towards
purposes not initially outlined during record-keeping anal-
ysis to instrumentation. As external accountability regimes
establish more explicit record-keeping requirements, new
requirements may be retrofitted or layered on top of record-
keeping mechanisms established for internal regimes.

The elaboration stage also reveals that imposed and
instrumented record-keeping practices may require re-
configuration. 16% of organisations identified issues in
their records, including missing details, irrelevant or over-
recorded information, and irreconcilable system inconsis-
tencies. 11% of participants had also received queries
or challenges from outside organisations regarding their
records, including client or regulatory body activities.
Accountability capture thus risks producing ‘ripple ef-
fects’ (Selbst et al. 2019) which can alter the organisational
contexts where record-keeping practices are implemented,
potentially undermining their goals. In spite of these poten-
tial effects, only 18% of participants agreed that potential for
data re-use was a concern for their record-keeping practices.
Thus, our results indicate that participants, and by extension,
their organisations may not be sufficiently informed or sup-
ported to critically reflect on their record-keeping practices
or recognise the effects of accountability capture.

4.3 Summary

In all, our survey of practitioners found evidence for ac-
countability capture’s processes and effects in practice. This
showed that (i) the vast majority of respondents’ organisa-
tions employed various forms of record-keeping; (ii) both
internal and external accountability regimes drive record-
keeping; and (iii) that record-keeping does produce changes
in employees’ behaviour — both in accordance with or to
evade the record-keeping apparatus. These findings draw at-
tention to the under-considered issues which organisations
face in keeping records about their activities in line with
accountability regimes (whether imposed internally or ex-
ternally), and underscore the importance of considering ac-
countability capture effects when developing and imple-
menting laws, regulations, standards, and practical record-
keeping processes for algorithmic systems.

5 Discussion

Record-keeping is widely embedded in organisational pro-
cesses, yet takes diverse forms in practice. Internal account-
ability regimes widely drive record-keeping for system mon-
itoring, verification, and support, with external regimes in-
cluding legal/regulatory drivers across sectors influencing
the design of associated mechanisms. These systems are also
often deployed across sectors subject to their own unique
regulations. Given that our survey results identified changes
in human behavior enabled by accountability capture, it is
important to examine record-keeping contexts in other key
sociotechnical research areas. We now discuss our results in
the context of (1) surveillance and (2) privacy/data protec-
tion to explore real-world effects of accountability capture



and better place communities, including practitioners, reg-
ulators, and researchers, to understand and mitigate related
concerns during record-keeping design and implementation.

5.1 Surveillance Considerations

Accountability capture naturally facilitates surveillance of
actors and of organisations and individuals who use the ac-
tors’ products and services. In study of digital technolo-
gies, however, surveillance (connected to ‘visibility’ (Fou-
cault 1977)) can be understood more broadly to involve the
collection and processing of information to influence or con-
trol people (Lyon 2001). This is typically through targeted
interventions to alter their circumstances or opportunities
(often through ‘social sorting’ (Lyon 2003)), or by produc-
ing behaviour changes due to one’s awareness that they may
be ‘watched’ at any given moment, thereby applying rules
and norms themselves without requiring further direct inter-
vention (a process known as ‘discipline’ (Foucault 1977)).
We therefore recognise accountability capture as a process
of surveillance of people and organisations.

Accountability regimes operate both through a process of
discipline, as actors subject to an accountability regime align
their behavior with imposed requirements under knowledge
that their recorded activities may be analysed (see §4.2), and
through targeted interventions imposed by forums to change
actor behavior after record-related analysis.

Visibility Over Organisations. Accountability capture
can afford visibility over organisations by enabling record-
keeping that reveals information about their internal sys-
tems and processes. This affords surveillance of organisa-
tions responsible for algorithmic systems and processes (or,
sousveillance or ‘undersight’ (Mann, Nolan, and Wellman
2003) where those subject to power and control by organ-
isations collect information to understand how they oper-
ate). Facilitating this kind of sur-/sousveillance to under-
stand what actor organisations are doing (and how) is of-
ten the point of accountability-related discussions and inter-
ventions. As such, such sur-/sousveillance may generally a
beneficial and intended outcome in accountability regimes.
Yet, this also brings further surveillance-related considera-
tions in two areas: surveillance of actor organisations them-
selves, and surveillance of employees of those organisations.

Corporate surveillance. We have discussed how account-
ability regimes generally aim to make visible the systems,
processes, and activities of actors. This visibility may raise
concerns about the protection of intellectual property, for in-
stance, as organisations provide information about their pro-
cesses to external bodies or end-users (Singh and Cobbe
2019). Indeed, several survey respondents indicated such
concerns: “if the data was leaked,” said one, “it could help
our competitors and our clients competitors.” Another re-
spondent was worried that records about their organisa-
tion’s activities could be “leaked by accident and/or used
[by] the [cloud] service providers for their purposes.” While
such concerns are understandable from a corporate point of
view, and thus may directly impact internal accountability
regimes, they may be overridden by justifications for record-
keeping arising from overarching public policy goals, rights,
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or other reasons, and to facilitate litigation against them.

Employee surveillance. Visibility over actor organisations
often entails surveilling employees — likely an intended out-
come of many accountability regimes and may be desirable
in high-stakes domains (e.g., pilots). However, accountabil-
ity capture may enable employee surveillance which is not
desirable, necessary, or proportionate (§4.2). 47% of respon-
dents indicated that records were used “to monitor or im-
prove staff performance” (Fig. 1), e.g. “keeping an eye on
employees” to “improve [their] performance,” and “to track
in case employees go rogue.” Some reported record-keeping
was to bring performance improvements, but others com-
mented on employees being “less active with their work™, or
becoming “depressed or less focused,” due to the “Orwellian
feeling” brought about by record-keeping.

Employee surveillance is particularly concerning given
the increasing metricisation of work (Edwards, Martin, and
Henderson 2018), whereby many aspects of working life
are quantified, reconfigured, and subjected to performance
monitoring and targets (often through a process of capture)
such as Amazon’s retail workforce surveillance (Williams
2021). Those in low paid or precarious work are particularly
at risk, disproportionately including women and people of
colour (O’Neil 2016). As a result, organisations, comprised
of many actors including legal departments, quality assur-
ance, compliance teams, product managers, and C-suite ex-
ecutives (§4.2), may analyze disparate impact on and imple-
ment stakeholder engagement processes with affected com-
munities They might also institute policies to restrict records
about employees being used for worker surveillance, or have
processes to regularly check that the ‘grammars of action’
underpinning record-keeping practices properly describe the
activity and reflect the accountability aims.

Visibility Through Organisations. Accountability cap-
ture may also afford visibility through organisations, or in-
sight into external people or organisations that use or are
affected by the actor’s algorithmic system. Our survey es-
tablished the broad potential for visibility through organisa-
tions to facilitate sur-/sousveillance of others using services
provided by those actors (e.g., cloud services), as organisa-
tions reported recording information about users (41% of re-
sponses), employees of other organisations (29%), and oth-
ers affected by outcomes of the algorithmic system (9%).
This visibility may beneficially support various accountabil-
ity aims (Cobbe, Norval, and Singh 2019) (e.g., if the organi-
sation forms part of another’s ‘supply-chain’). However, vis-
ibility through organisations may also potentially facilitate
corporate espionage (Mattioli 2020) (see §4.2), surveillance
by state agencies, or the owner, operator, or providers us-
ing such user information for their own benefit (e.g., how
Amazon used sales performance records of products sold
through its retail platform to identify profitable markets and
launch competing products (Mattioli 2020)). The potential
visibility through organisations created by accountability
capture relates to ongoing research and broader calls for
transparency and accountability given the opaque nature of
many Al and/or data-driven supply chains (Cobbe, Lee, and
Singh 2021; Widder and Nafus 2023).



5.2 Privacy and Data Protection Considerations

Privacy relates to questions of what happens with informa-
tion about people (personal data), who has access to that in-
formation, making sure information flows are contextually
appropriate, etc. Privacy brings practical tensions, in meet-
ing the needs of accountability regimes, and respecting the
wishes, expectations, and legal rights of those whose infor-
mation is recorded or shared with others. Understanding the
process of accountability capture and its effects can help leg-
islators consider the impact of their regulations on actor or-
ganisations and subjects affected by algorithms (i.e., visibil-
ity afforded through organisations).

Privacy by Contextual Integrity. Nissenbaum’s contex-
tual integrity model of privacy recognises that norms around
acceptable collection, sharing, and use of information de-
pend on 1) norms of appropriateness, governing what infor-
mation is contextually appropriate to record, and 2) norms of
flow or distribution, governing with whom it is contextually
appropriate to share information (Nissenbaum 2004). Our
survey revealed that strategies to establish and shape norms
of appropriateness for automatic record-keeping included 1)
stakeholder engagement (§4.2) and 2) communication with
users, whereby an “organization needed to clearly communi-
cate why this data was being collected, how it would be used
to provide value, and how their privacy and rights would be
protected.” Norms of flow relate to which forums can access
and view accounts by actors. For example, GDPR enables
regulators to access personal data processing records [20,
Art. 30, recital 82], which may violate user norms of flow
(see e.g. (Bauer et al. 2022)). Thus, the needs of accountabil-
ity regimes must be balanced with respecting the privacy (as
contextual integrity) of those whose data may be recorded.

Data Protection. Record-keeping and the related recon-
figuration of systems may also involve processing personal
data within the scope of data protection law (Council of Eu-
rope et al 2018). Some survey respondents noted priorities
“to make sure nobody accesses the recorded data because
it would lead to (potential) fines” and of “keeping the per-
sonal information of customers safe.” The predominance of
organisational accountability regimes as drivers for exist-
ing record-keeping is not surprising (§4.2) given little direct
regulation on algorithmic record-keeping. Still, 31% of re-
spondents said record-keeping was undertaken for legal and
regulatory compliance purposes, with data protection laws
cited as a primary driver. As one respondent put it, “a lot
of GDPR and other regulations require endless retention of
business activity records.” Requirements in legal and reg-
ulatory accountability regimes may override organisations’
preferences on record-keeping (see Fig. 2), as some respon-
dents indicated obligations to record information they would
prefer not to and “because of the law it’s kind of concerning
to keep all the data.” As future regulations target algorithmic
accountability, these sentiments may become common.
Organisational mechanisms. Data protection principles
may affect what kinds of records organisations keep, for how
long, and for what purpose. Organisations may be inclined to
‘cast the net wide,” or capture large amounts of information
to ensure sufficiently available records, and later restrict the
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scope of record-keeping as more is learned about the system
and domain. However, this ‘over-collection’ of data may not
reflect common (cross-jurisdictional) data protection princi-
ples of purpose limitation (keeping and using records only
for specific purposes), data minimisation (recording only the
information needed for the given accountability regime), and
storage limitation (keeping records only for as long as it is
needed), which will be relevant for organisations designing
and implementing record-keeping systems.

5.3 Technical Implementation Considerations

Accountability regimes, whether internally or externally im-
posed, can also bring specific technical and practical consid-
erations. Record-keeping processes can entail added func-
tionality that introduces time- and scale-constrained over-
heads to ‘real-time’ systems, as well as data storage re-
quirements for appropriately capturing all relevant actions
within a system (Pasquier et al. 2015) (e.g., mobile apps
generating gigabytes of audit data in minutes (Cloete, Nor-
val, and Singh 2021)). Record storage location and format
also invoke associated risks, as choices such as offloading
data to the cloud might assist scaling but raise security, pri-
vacy, legal and other concerns. The dependencies (supply-
chain) supporting record-keeping also bear consideration,
as emphasised by the vulnerability in the popular logging
utility 1og4 7 placing many dependent systems at risk (As-
sociated Press 2021). Moreover, mechanisms deployed to
mitigate the risks of accountability capture themselves must
also be assessed as to their potential impacts. For example,
desensitising data might hinder types of oversight, such as
where deleting images of individuals not recognised (for
‘privacy’) hindered fairness assessments of a problematic
police face recognition system (Bridges 2020). As such, fu-
ture work may investigate the impacts of technical imple-
mentation choices made during the (re-)orienting of record-
keeping mechanisms to support accountability regimes.

6 Conclusion

Calls for greater accountability encourage increased record-
keeping surrounding algorithmic systems. In accountabil-
ity regimes, record-keeping is often the means through
which transparency is realised, supporting oversight, inves-
tigation, contestation, and redress. Yet, the impacts of these
record-keeping practices remain under-examined. Here we
describe accountability capture, which considers the re-
configuration of socio-technical processes and associated
downstream effects relating to record-keeping for algo-
rithmic accountability. From a practitioner survey, we re-
veal record-keeping practices and indicate evidence of ac-
countability capture, including positive and negative be-
havioural changes from those subject to these processes. Our
work argues an urgent need to critically evaluate record-
keeping requirements and practices, along with their im-
plications. Accountability capture shows how implementing
record-keeping for transparency can reshape socio-technical
systems and accountability regimes, revealing broader and
potentially unintended consequences.
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