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Abstract

This extended abstract discusses the three approaches to epis-
temic risk in general-purpose Al that characterize my re-
search: measurement, design, and transparency.

Introduction

General-purpose Al systems like the now-ubiquitous Chat-
GPT stand poised to reshape longstanding information in-
frastructures and professions, ranging from search to social
media to online journalism (Eloundou et al. 2023; Memon
and West 2024). Yet questions surrounding subtle biases,
misinforming output, and data provenance — epistemic risks
related to the way knowledge is encoded and disseminated —
have followed these technologies since their inception (Ben-
der et al. 2021). My research develops methods to precisely
measure epistemic risks in general-purpose Al and envi-
sions ways to deploy these systems in the presence of epis-
temic risk. To solve these problems, I develop techniques
that center the epistemic needs both of society and of the or-
ganizations deploying such models. These include: 1) com-
putational techniques for identifying the manifestations of
epistemic risks like bias and misinformation and their un-
derlying causes; 2) context-aligned techniques and designs
that allow for the responsible deployment of epistemically
flawed but nonetheless useful technologies; and 3) alterna-
tive approaches to closed, proprietary systems where privacy
and transparency are valued as highly as raw performance.

Measuring Epistemic Risk

Managing the risk of bugs or downtime in traditional soft-
ware systems meant writing tests to ensure that deployed
software fulfilled its intended purpose and met standards
of reliability expected by consumers. Yet the capacity of
general-purpose models to take nearly any input and pro-
duce a plausible output presents a problem that is as much
social as technical, as Al may replicate subtle, even uncon-
scious biases of the human mind (Caliskan et al. 2022). In
my most recent work, I used a dataset developed by psy-
chologists (Peterson et al. 2022) to study a suite of 43 pre-
trained multimodal CLIP models (classifiers that learn to
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match images with text based on the cosine similarity be-
tween them (Radford et al. 2021)), with systematically vary-
ing training regimes and parameter counts (Cherti et al.
2022). I found that two variables predominantly accounted
for the traits learned by the models: the extent to which the
inference was consistent across society (based on human
inter-rater reliability), and the size of the dataset on which
the model trained. This introduces a catch-22 for training
general-purpose Al: the same variables that produce models
that are more accurate (scale) and preferred by more people
(societal consistency) also lead to novel biases, with conse-
quences for downstream applications.

This study, now accepted at AIES 2024 (Wolfe et al.
2024a), continues a line of work in which I have applied
and developed psychologically grounded tests for general-
purpose Al systems (Wolfe and Caliskan 2022d,b; Wolfe,
Hiniker, and Howe 2024; Wolfe et al. 2024b), especially
multimodal models like CLIP and Stable Diffusion (Wolfe,
Banaji, and Caliskan 2022; Wolfe and Caliskan 2022a;
Wolfe et al. 2023). My research on these models has stud-
ied consequential topics ranging from biased defaults in
general-purpose classification (Wolfe and Caliskan 2022c)
to problems of safety when generating images of women
(Wolfe et al. 2023), highlighting unanticipated epistemic
problems in novel Al architectures.

Designing for Responsible Deployment

Flaws that prevent general-purpose Al from reaching its
full potential do not necessarily prevent its responsible use.
While developing effective technical solutions to epistemic
issues remains an important direction, and one I have ex-
plored in my collaborations (Yang et al. 2024), an equally
important direction explores how organizations can respon-
sibly deploy general-purpose Al in the presence of epistemic
risk. To that end, I conducted an interview study with fact-
checking organizations, for whom success depends on nav-
igating epistemic risk both within the organization and in
society.

The interviews surfaced tensions between the need to pro-
vide audiences with an efficient response to misinforming
content circulating online and the need to carefully verify
all published fact-checking content. Fact-checking organi-
zations necessarily embrace task-specific AI and machine
learning solutions to sift through enormous quantities of on-



line content (Juneja and Mitra 2022), and most expressed
openness to adopting general-purpose Al not only for pro-
cessing data internally but also for user-facing applications,
like collecting tips and delivering fact-checking content via
novel interfaces like conversational tiplines. Yet most orga-
nizations were also acutely aware of the risks of a mistake,
expressing concern that an Al-generated mistake could cast
doubt on their organization’s commitment to its expressed
values. In light of such risks, how could fact-checking orga-
nizations move forward with deploying generative Al?

The answer is an approach I call Designing for Verifi-
cation (Wolfe and Mitra 2024a). Interviewees consistently
described a process of information production followed by
verification to ensure the epistemic integrity of their orga-
nization’s content. Depending on the context, either a hu-
man fact-checker or a generative model could play the role
of the Producer and/or the role of the Verifier. Though hu-
man fact-checkers did verify machine-generated content, the
more appealing use of generative models for many organi-
zations was in quality assurance — fact-checkers valued ad-
versarial analysis of their own content to address epistemic
errors and uphold their values.

Maximizing Transparency

Many organizations are concerned about submitting private
materials through an external API, which could capture data
and use it for reasons they did not intend. Open models like
Mistral (Jiang et al. 2023) or Meta’s LLaMA series (Tou-
vron et al. 2023) seem to offer an alternative by allowing
companies to download and run models either locally or on
a private cloud instance. But how competitive are open mod-
els with proprietary models served via corporate APIs? I ad-
dressed these questions in a study that found that open mod-
els like LLaMA-2 lag behind proprietary models like Chat-
GPT out of the box, but can match the task-specific perfor-
mance of proprietary models with only a small amount of
supervised fine-tuning (Wolfe et al. 2024c).

To further understand the tradeoffs of using open vs. pro-
prietary models, I conducted a study with 24 fact-checking
organizations (Wolfe and Mitra 2024b), asking about use of
open vs. proprietary models. The study revealed that orga-
nizations can’t be neatly divided those that use proprietary
models and those that use open models. Open models were
preferred when dealing with sensitive data, or when perfor-
mance needed to be strong for specific tasks, as open mod-
els can be extensively customized. Proprietary models were
preferred for user-facing applications, as they offer reliable
out-of-the-box usability and fairness mitigations viewed as
safer for audiences.

Future Work

I hope to study the epistemic risks of ecosystems of Al mod-
els like those in OpenAI’s GPT Store, which I show in a re-
cent workshop paper can exhibit deceptive design patterns
(Wolfe and Hiniker 2024). I also hope to continue explor-
ing the role of general-purpose Al as a mediator of culture
(Dangol et al. 2024), including the potential for frontier mul-
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timodal models to reproduce biases and amplify misinform-
ing content.
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