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Abstract

Automated decision-making systems for regulating human
behaviors are increasingly deployed around the globe. This
project investigates people’s perceptions of and behavioral
reactions to automated decision-making systems used for be-
havioral regulation; first, in experimentally replicated social
scoring systems, and second, in survey-based studies on the
Chinese Social Credit System (SCS). The objective of this
project is to understand the overall legitimacy of these sys-
tems, the sources of harm stemming from these systems, and
to identify future areas of research necessary to determine
whether these systems can be ethically justified.

Introduction
A growing body of research investigates how humans per-
ceive algorithmic decision-making (ADM) systems. Prior
work mainly studies ADM systems used for decision sup-
port, e.g., when used in loan approval (Yurrita et al. 2023)
or healthcare scenarios (Araujo et al. 2020; Lee and Rich
2021), in legal contexts (Araujo et al. 2020), for online rec-
ommendations (Araujo et al. 2020), or management deci-
sions (Binns et al. 2018; Lee 2018). Situated in this broader
research strand, my research focuses on ADM systems used
for regulating behaviors (Yeung 2018). I empirically investi-
gate how people perceive and how they react to such systems
from a behavioral viewpoint.

In this context, I adopt an approach that is rooted in proce-
dural justice theory (Tyler 2006), which allows to study per-
ceptions and behavioral reactions from a multi-dimensional
perspective. I apply this approach to investigate ADM sys-
tems for behavioral regulation from two angles. First, fo-
cusing on social scoring systems as an instance of ADM
systems for behavioral regulation (Cristianini and Scantam-
burlo 2020), I experimentally investigate perceptions of and
behavioral reactions to social scoring systems using a com-
bination of experimental, scenario-based, and survey-based
approaches. Second, I investigate perceptions and behaviors
in a real-world social scoring system, namely the Chinese
Social Credit System (SCS) (Chen and Grossklags 2022).
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Research Framework
ADM Systems for Behavioral Regulation
In ADM systems for behavioral regulation, the decision of
the system is a behavioral assessment, often in the form of a
quantified score (Mau 2019). The score is issued to decision-
makers in various fields to determine access to services or
goods. As such, ADM systems for behavioral regulation rely
on a quantified assessment of one’s behaviors, which incor-
porates behavioral adaptions in a feedback loop (Cristian-
ini and Scantamburlo 2020). The behavioral aspect differ-
entiates ADM systems used for behavioral regulation from
those used for decision support. Scholars refer to this prac-
tice also as algorithmic regulation (Yeung 2018; O’Reilly
2013). Algorithmic regulation should help achieve a broader
society-wide goal, e.g., establishing a more trustworthy so-
ciety (State Council 2014), in which people behave in a
prosocial fashion (Yeung 2018). However, there are signif-
icant ethical concerns associated with ADM systems used
for regulating behaviors, relating to their opacity, arbitrari-
ness (Citron and Pasquale 2014), and potential disparate im-
pact on different groups of people (European Commission
2021; Loefflad, Chen, and Grossklags 2024a). A main fac-
tor adding to this debate is the fact that these systems of-
ten violate contextual integrity. Contextual integrity requires
that the score is used to make decisions only in domains that
are related to the domain from which the score was sourced
(Nissenbaum 2004). My research investigates the extent to
which disparate impacts and the conceptually identified con-
cerns arise (Zarsky 2016; Citron and Pasquale 2014). To this
end, I focus on both perceptual and behavioral implications
for those who are directly subjected to the decision-making
of ADM systems for behavioral regulation.

Understanding Perceptions and Behavioral
Reactions
To investigate people’s perceptions and behavioral reactions
to ADM systems used for behavioral regulation, I com-
bine experimental methods with scenario-based and survey-
based approaches. For the behavioral aspect, I study the
prosociality of individuals subject to ADM systems used for
behavioral regulation. For the perceptual aspect, I adopt an
approach that is rooted in procedural justice theory, and in-
vestigate perceptions of legitimacy, procedural justice, and
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effectiveness. I also account for people’s experiences, in
terms of how favorable they perceive their outcome (out-
come favorability) (Brockner 2002; Brockner et al. 2003),
as well as the degree of privacy invasion, which I refer to
as subjective privacy harms (Calo 2011). I have established
a research model to assess how perceptual and experiential
factors shape the overall legitimacy of and people’s behav-
ioral reactions toward such systems. This research model
also allows to examine how the relationship between per-
ceptions, experiences, and behavioral aspects is impacted by
external factors, for example, transparency (Loefflad, Chen,
and Grossklags 2023).

Published Articles on Social Scoring Systems
In my experimental works, I replicated people’s experiences
with a social scoring system, which aimed to regulate peo-
ple’s trustworthiness, as an instance of prosocial behaviors.
In this context, I investigated how a system-level property,
namely the provision of transparency, affects people’s per-
ceptions of and behavioral reactions to a social scoring sys-
tem, in which contextual integrity is maintained. I found
that the determinants of legitimacy were strongly shaped by
transparency; specifically, in a non-transparent system, per-
ceptions of legitimacy were biased by people’s outcome fa-
vorability (Loefflad, Chen, and Grossklags 2023). From a
behavioral angle, transparency was important to ensure that
individuals engage in the desired behaviors, and that com-
munities equally benefit from the introduction of a social
scoring system, by developing trust and a less pronounced
disparate impact in the aggregate. However, transparency
also increased the discriminatory actions against people with
a low score (Loefflad, Chen, and Grossklags 2024b).

Following these findings, I investigated how an
individual-level property, namely the types of conse-
quences, in terms of the outcome (good vs. bad outcome)
and the decision importance (high vs. low importance)
shape perceptions and behavioral reactions in a social
scoring system in which contextual integrity is violated. I
found that the outcome created pivotal opinion differences
between people with a good and people with a bad outcome,
which were partly exacerbated by the decision importance.
Moreover, the outcome changed the underlying motivation
to comply with the system, suggesting that the types
of consequences might induce very opposing dynamics
(Loefflad and Grossklags 2024). My results also suggest
that revealing a social score to receive benefits constitutes
a strong privacy invasion (Loefflad, Chen, and Grossklags
2024b), specifically once the score is transparent and
gives precise indications about the underlying behaviors
(Loefflad, Chen, and Grossklags 2023).

Research on the Chinese SCS
The Chinese SCS is a multifaceted system, consisting of
several branches at the national, provincial and local level
(Chen, Engelmann, and Grossklags 2023). In my research,
I focus on the local government-run SCS (Loefflad 2024).
These local SCS evaluate citizens according to a broad range
of aspects, including their prosocial behaviors. In China,

most cities have regulations regarding a local SCS, but not
all cities have launched a personal credit scoring system.
Systems that issue a behavioral score provide benefits for
people with a good score, and punishments for people with
a bad score (Li and Kostka 2022; Engelmann et al. 2019;
Chen, Engelmann, and Grossklags 2022; Engelmann et al.
2021). While data collection affects all individuals and or-
ganizations, the active utilization of local SCS systems is
voluntary. As such, groups of people can be distinguished
based on their involvement in local government-run SCS.

Following the perceptual framework (Loefflad, Chen, and
Grossklags 2023), a large-scale survey was conducted with
citizens in different cities in China. I investigated citizens’
perceptions and experiences of the local SCS. For com-
parative purposes, I retrieved the normative expectations of
groups of people who are not actively involved in local SCS.
In addition, the survey shed light on the behavioral impli-
cations of local SCS; focusing on people’s compliance and
engagement as instances of prosociality, I assessed whether
groups of people with different degrees of involvement in
local SCS also differ in behaviors.

My preliminary results indicate that the local SCS cannot
live up to what is normatively expected, specifically in terms
of procedural justice and effectiveness. From a behavioral
viewpoint, using local SCS systems is strongly associated
with compliance and engagement. However, while the pres-
ence of a local SCS in a city raises the bottom line of proso-
cial behaviors, it also imposes an upper limit on prosocial
behaviors, which might be due to a motivation crowding-out
effect (Frey 2012).

In addition, following our prior work (Loefflad, Chen,
and Grossklags 2023), I investigated the relationship be-
tween perceptions, experiences, and prosocial behaviors, fo-
cusing on users of local SCS only. My results reveal two no-
table differences compared to the scoring experiments con-
ducted in a Western context. First, the strongly negative as-
sociation between subjective privacy harms and perceptions,
as revealed in my experimental works, could not be repli-
cated among Chinese citizens. Second, perceptions of legit-
imacy of decision-making systems are commonly strongly
enhanced by procedures that are perceived as just (Tyler
2006; Tyler and Lind 1992). While my experimental studies
confirmed this association (Loefflad, Chen, and Grossklags
2023; Loefflad and Grossklags 2024), Chinese citizens’ per-
ceptions of legitimacy of local SCS were only weakly due to
perceptions of procedural justice. Instead, these perceptions
are primarily driven by instrumental considerations, such as
the perceived effectiveness of the local SCS and the extent
to which individuals receive favorable outcomes.

Future Work
My results offer evidence against the engrossing arguments
made for the introduction of ADM systems for behavioral
regulation (O’Reilly 2013). In this context, two strands of
research need to be investigated in the future. First, it is im-
portant to identify further sources of disparate impact stem-
ming from regulatory ADM systems. For example, similar
to (Schoeffer, Kuehl, and Machowski 2022; Wang, Harper,
and Zhu 2020), I found that people’s AI literacy is positively
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associated with procedural justice (Loefflad and Grossklags
2024). From a policy perspective, the disparate impacts aris-
ing from differences in AI literacy constitute a main concern
(European Commission 2021), specifically as differences in
perceptions of justice further shape the perceptual and be-
havioral dynamics emerging from ADM systems used for
behavioral regulation (Loefflad, Chen, and Grossklags 2023;
Loefflad and Grossklags 2024). A second strand of research
may investigate how the identified disparate impacts can be
mitigated. In this context, future work should elaborate on
whether the opposing opinion differences that the outcome
creates (Loefflad and Grossklags 2024) could be mitigated
by adhering to the concept of contextual integrity.

Lastly, my work suggests that people’s socio-cultural
background shapes their perceptions of an ADM system
used for behavioral regulation, for example, by altering the
determinants of perceived legitimacy, or people’s sensitivity
to the privacy invasion of such systems. Future work should,
therefore, identify the disparate impact that might arise due
to differences in socio-cultural characteristics. This is specif-
ically important once such systems are utilized in societies
that are characterized by a strong cultural diversity. The
questions of which additional disparate impacts may arise,
as well as whether the identified concerns can be mitigated
is key to informing policymakers on how to set the legal
boundaries of ADM systems used for regulating behaviors.
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