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Abstract 
Artificial Intelligence (AI) Safety Institutes and 
governments worldwide are deciding whether they evaluate 
and audit advanced AI themselves, support a private auditor 
ecosystem or do both.  
Auditing regimes have been established in a wide range of 
industry contexts to monitor and evaluate firms’ compliance 
with regulation. Auditing is a necessary governance tool to 
understand and manage the risks of a technology. This paper 
draws from nine such regimes to inform (i) who should audit 
which parts of advanced AI; and (ii) how much capacity 
public bodies may need to audit advanced AI effectively.  
First, the effective responsibility distribution between 
public and private auditors depends heavily on specific 
industry and audit conditions. On the basis of advanced AI’s 
risk profile, the sensitivity of information involved in the 
auditing process, and the high costs of verifying safety and 
benefit claims of AI Labs, we recommend that public bodies 
become directly involved in safety critical, especially gray- 
and white-box, AI model evaluations. Governance and 
security audits, which are well-established in other industry 
contexts, as well as black-box model evaluations, may be 
more efficiently provided by a private market of evaluators 
and auditors under public oversight. 
Secondly, to effectively fulfill their role in advanced AI 
audits, public bodies need extensive access to models and 
facilities. Public bodies’ capacity should scale with the 
industry's risk level, size and market concentration, 
potentially requiring 100s of employees for auditing in large 
jurisdictions like the EU or US, like in nuclear safety and 
life sciences. 

1 Introduction1 

Governments across the world are exploring new 
regulations to mitigate the risks of advanced artificial 
intelligence (Weidinger et al. 2022, UK Government 
2023). Establishing an auditing regime is one tool available 
to policymakers to facilitate and enforce firms’ compliance 
with AI rules. For the purposes of this paper, we define an 
‘AI auditing regime’ as the institutional framework by 
which advanced AI developers and providers (“AI Labs”), 
particularly their AI models, are subjected to evaluation by 
externals. Under this definition, there are numerous design 
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choices available to policymakers (Birhane et al. 2024). 
We explore two sets of choices, (1) Who should audit 
which parts of advanced AI? (2) What resources, 
competence and access should the public body develop to 
carry out its role in auditing? We use ‘public body’ to refer 
to the government institution that is primarily responsible 
for auditing, whether through rule-setting and oversight or 
undertaking audits. We use the term “audit” to include 
exploratory evaluations, targeted auditing and monitoring. 
Our contributions are: 
• Auditing Regime Case Analysis and Design Factors: 

We analyze nine industry cases to identify dimensions 
along which auditing regimes differ, and quantify 
industry and audit factors explaining the differences. 
These are an extension of hybrid governance theory.  

• Three-Step Logic for Auditing Regime Design:  
We propose a three-step logic to determine who is best 
placed to audit depending on the industry context, 
demand for auditing and the type of auditing required. 
We apply this logic to derive policy recommendations 
for designing advanced AI auditing regimes. 

• Estimate of Required Capacity in AI Safety Institutes 
or Other Public Bodies for Advanced AI:  
We empirically estimate the resource, competence and 
access requirements for a public body in an advanced AI 
auditing regime.  

This paper is structured as follows:  
• Section 2 locates the study in the literature 
• Section 3 explains the methodology and limitations 
• Section 4 proposes demand-side and supply-side factors 

determining who could and should audit 
• Section 5 explores nine high-risk auditing regimes and 

extrapolates a three-step logic on who should audit  
• Section 6 applies the three-step logic to advanced AI  
• Section 7 outlines resource, competence and access 

requirements for public bodies in advanced AI auditing 
• Section 8 describes open questions and concludes 
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2 Related Literature 

We use the term ‘advanced AI’ to refer to state-of-the-art 
general-purpose AI models, aligning with the definition of 
the International Scientific Report on the Safety of 
Advanced AI (DSIT 2024). As this report and other 
research analyzes, firms that develop advanced AI risk the 
imposition of unpredictable and potentially severe costs on 
unconsenting third parties (DSIT 2024). Such externalities 
require government intervention (Pigou 1920). Embedded 
in a spectrum of measures (Gunningham, Grabosky and 
Sinclair 1998), one important intervention is AI auditing 
(Costanza-Chock et al. 2023). However, advanced AI is 
one of the fastest evolving and complex general-purpose 
technologies. Its externalities are difficult to reliably 
estimate (DSIT 2024, Hobbhahn and Scheurer 2024). 
Thus, advanced AI auditing regimes need to address the 
challenge of running the right audits well under resource 
constraints (“audit effectiveness”)2.  
 Running the right audits. Sufficient and flexible 
capacity is necessary to keep up with the speed of AI 
progress and therefore an expanding list of dangerous 
capabilities and downstream sociotechnical risks (EpochAI 
2023). Auditors need to be competent and have access to 
assess capabilities and risks. Running the right audits 
means reducing uncertainties, e.g. through standardization. 
 Running audits well: Independence vs. resource 
efficiency. The most independent auditors aligned with 
public interest – public bodies, publicly-appointed 
auditors, academics or civil society – may be less efficient 
and flexible than private auditors. However, private 
auditors fail to produce high quality auditing when they 
share conflicts of interest with auditees (DeFond 2010). 
Thus, balancing independence and efficiency can mean 
trading-off audit quality and efficiency. This trade-off 
shapes auditing regimes. Audit quality and independence 
is more important for audit steps that are critical for public 
safety (Brundage et al. 2020, Power 1999). The industry 
setting and auditing ecosystem, including the distribution 

 
2 An effective audit requires accurately assessing relevant benefits 
and harms (“audit quality”), while minimizing costs and delay 
(“audit efficiency”). 
3 We focus on US oversight regimes, given the country’s leading 
AI development capacity (Tortoise 2023). As part of the case 
studies, we briefly compared each industry’s US regimes to their 
counterparts in the EU and UK, finding no major deviations, even 
though regimes in the US are slightly more liberal in most 
industries (e.g., OECD 2014). We add audits of online platforms 
in the EU as an additional case that is less present in the US.  
 The US, for example, categorizes AI as a critical and 
strategically important technology (NSTC 2024). Given 
Advanced AI’s potential risks, we focus on sectors classified as 
critical infrastructure in the US, EU and UK. Of these, we use 

of resources and skills may influence this trade-off (Power 
1999). 
 Previous literature observes significant variability in the 
design and effectiveness of auditing regimes across 
industry contexts (Kleinman, Lin, and Palmon 2014; Raji 
et al. 2022). Key factors influencing auditing effectiveness 
include auditor independence (Duflo et al. 2013, Short et 
al. 2016), resources (Anderljung et al. 2023), competence 
(DeFond and Zhang 2014) and the auditor’s access to 
evidence for the audit (Lamoreaux 2016, Raji et al. 2022), 
and the auditor’s access to the evidence required for audits 
(Simnett, Carson, and Vanstraelen 2016; Simnett and 
Trotman 2018; Hansen, Kumar, and Sullivan 2008). 
 Questions about the public body’s optimal role in an 
advanced AI auditing regime remain under-explored 
(Hadfield and Clark 2023). Extant auditing literature 
emphasizes auditor characteristics like independence in 
explaining regime effectiveness. Our research examines 
underlying characteristics of the industry and audit, 
exploring their implications for auditing regime design.  
For this purpose, we connect with the hybrid governance 
literature and new institutional economics. Effective 
governance is only partly determined by the characteristics 
of the oversight or auditing body, mainly by the alignment 
of these characteristics with the underlying conditions of 
transaction costs and asset specificity (Menard 2004, 
Quélin et al. 2019). As hybridity shapes AI governance 
(Radu 2021) and auditing too (Rajala and Kokko 2021), we 
adapt Menard’s (2004) hybrid governance framework for 
the auditing context.  

3 Methodology, Scope and Limitations 

To analyze which advanced AI audits should be performed 
by public and which by private bodies and its resource 
implications, we surveyed examples of auditing regimes 
across nine different industries, focusing our analysis on 
critical infrastructure sectors in the United States (“US”)3. 
This comparative case study approach has proven effective 

sectors with especially high speed of innovation based on patents 
filed (Marco et al. 2017). Within each sector, we pick a typical 
product or security system for clarity. This leads to our case 
studies on transport (airworthiness certification of civil airplanes), 
communications (authorization of radio frequency devices in 
telecommunications), IT (cyber security infrastructure - for 
nuclear power plants, government contractors and bulk power 
systems; and large online platforms), financial services (audits of 
public companies’ annual reports, risk monitoring of financial 
securities products), and life sciences (regulatory approvals 
process for medical software). We focus on audits in civilian 
contexts, within a single jurisdiction, aimed at general-purpose 
models. We assume that advanced AI will be developed by 
private entities.  
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for similar prescriptive questions on regulatory regimes 
(Levi-Faur 2003, Hill and Varone 2021). Given the small 
number of high-risk regimes and difficulty in capturing 
nuances in their variations quantitatively, we deploy an 
exploratory, inductive mixed-method approach. Based on 
existing literature, case studies and in line with hybrid 
governance theory, we identify demand-side factors 
determining auditing responsibilities across and within 
industries. To understand variations at a high level, we 
quantify the demand-side factors for each case, and 
observe their association with the degree of public body 
involvement in auditing. To explain this link and derive 
more granular implications for advanced AI auditing, we 
qualitatively analyze auditing supply and estimate public 
bodies’ capacity requirements.  
 Our case study research describes what is the case across 
contexts, and does not measure effectiveness of audit 
regimes directly, nor establish a causal link quantitatively. 
Instead, we follow Menard (2004) and assume that 
effective governance is largely determined by the 
alignment of the characteristics of the auditing body with 
underlying demand-side factors. Further, our capacity 
estimates are initial, rough approximations, and require 
more dedicated research.4 Appendix B further details the 
methodology and limitations. 

4 Framework of Analysis: Auditing Factors 

We propose that differences across regimes on who audits 
and with which resources can be understood by considering 
the nature of risks in an industry being addressed by the 
audit and challenges inherent to auditing (demand-side 
factors); and the characteristics of auditors (supply-side 
factors). We analyze them in each case study. 

4.1 Demand-Side Factors: The Nature of the Risk 
We suggest that the demand for and emergence of an 
auditing regime is shaped by an industry’s risk profile and 
its perceived importance by the public (Ramanna 2015). In 

 
4 Our quantification of capacity requirements of public bodies in 
section 7 is only a first, simplistic estimate. We acknowledge that 
this approach is imperfect as, e.g., the size of the AI industry does 
not necessarily correlate with the demand for AI audits, and 
depends on the jurisdiction. 
5 The demand-side factors are in line with Menard’s three hybrid 
governance factors (2004), adapted for auditing. 1) Uncertainty is 
captured by risk uncertainty relating to the validity and reliability 
of information about risks. 2) Transaction costs are described on 
the extensive margin as the reasons for auditing transactions 
(“risk externalities”), on the intensive margin as the difficulty of 
the auditing transaction (“verification costs” and “information 
sensitivity”). 3) Asset specificity describes how the competence 

addition, the industry market size and concentration may 
impact the volume of audits demanded.  
 An adjacent set of demand-side factors are inherent to a 
specific audit. These relate to the availability of auditors 
and the skills they require to conduct audits, which vary 
according to the complexity of auditing methods. 
Furthermore, there is a perennial information problem – to 
conduct the audit, the auditor must obtain information in 
the control of the auditee and verify the auditee’s claims. 
Finally, collecting, managing and, in some regimes, 
publishing this information may pose its own set of risks if 
the information is sensitive to, for example, intellectual 
property and national security concerns.  
 
Demand-side factors 
Industry conditions 
Risk 
uncertainty 

Predictability and clarity regarding risks and risk 
measures (ISO standard length and share of 
standards under development) 

Potential for 
externalities 

Risk severity & third-party exposure to harm 
when risks materialize (National Risk Register: 
Impact and likelihood of risk) 

Public  
salience 

Level of importance the public places on an 
industry’s risks (# search results on Google 
News across the last 5 years) 

Market size / 
concentration 

Distribution of and total industry revenue across 
firms (Herfindahl Index) 

Audit conditions 
Verification 
costs 

Cost of establishing an auditee’s conformity with 
rules (Invasiveness of audit procedure) 

Information 
sensitivity 

Potential harm from unauthorized use of 
information required for audit (Governmental 
document sensitivity classifications) 

Skill 
specificity 

Rarity and level of specialized expertise required 
for audit (Level of market-based salary) 

Table 1: Definition and quantification proxy (in brackets) 
of demand-side factors. Each proxy value is categorized 

into high, medium and low for simplicity. Criticality 
refers to the first four factors.5  

 We posit that demand-side factors influence the trade-
off between audit quality and audit efficiency. High levels 

of auditors generalizes (“skill specificity”). However, economic 
hybrid governance theory is limited in focusing on economic 
hybridity and agents. This allows for this paper’s actor-focused 
approach, but falls short of analyzing auditing from a within-
organizational perspective (Bol et al. 2019) and power-
distribution perspective (Levi-Faur 2011). To bridge the latter 
limitation, we build on regulation theorists (Behr 1985 and Stigler 
1971) to establish factors which pertain to the existing power 
distribution, from a societal and an economic perspective. 
Following auditing scholars (Ramanna 2015), we separate power 
distribution into “public salience” and “market concentration and 
size”.  
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of risk uncertainty, potential externalities, verification 
costs, and information sensitivity necessitate prioritizing 
audit quality, which is achieved through auditors' 
independence, competence, and access. Conversely, in 
large, less concentrated markets, audit efficiency becomes 
paramount, achieved through auditors' existing and 
adaptable capacity and relevant skills. These requirements 
for auditor characteristics subsequently dictate the 
allocation of audit responsibilities and the resources public 
bodies may need to develop. 

4.2 Supply-Side Factors: Auditor Characteristics, 
Archetypes and Auditing Responsibilities 
The factors outlined above define the demand for and 
challenges of auditing within an industry context. An 
appropriate auditing regime fulfills this demand by 
incentivizing independence and sufficient capacity 
(resources, competence and access) of auditors. 
 
Supply-side factors (Audit characteristics) 
Independence Absence of conflicts of interest (e.g. due to 

selection/payment by auditee), in public interest 
Resources Auditor’s human, financial, computational and 

other resources; and flexibility of using resources 
Competence Auditor’s skills and experiences in the kinds of 

audits demanded 
Access Extent of the auditor’s access to evidence required 

for the audit (e.g., to data, tech, offices, staff) 

Table 2: Definition of supply-side factors 

 We cluster different sets of auditor characteristics into 
four idealized auditor archetypes. In practice, a 
classification of public-appointed auditors as “highly 
independent” should be interpreted as a potential degree of 
independence, while currently many publicly-appointed 
auditors have conflicts of interest, e.g. due to simultaneous 
consulting work. Appendix C details our assumptions on 
auditor characteristics in depth.  
 

 

 
6 Given our focus on regulatory-demanded, statutory audits, we 
do not specifically list civil society or academic auditors - though 
the category of “publicly-appointed auditors” could be expanded 
to include them, while results remain similar. 
7 The demands of each stage depend on the type of audit 
undertaken and its purpose. Consider, for example, an AI model 
audit that utilizes benchmarking. Firstly, the auditor must select 
or develop the framework of benchmarks, resulting in a dedicated 
software package. This undertaking is technical and conceptual, 
requiring a match between the purpose of the audit and the metrics 
adopted. Multiple kinds of subject matter expertise may be 
required, e.g., relating to the model, auditing method and domain 

Auditor 
type 

Auditor characteristics 
Independ.    Resources   Competence Access 

Public 
bodies  Public 

scrutiny  Inflexible  Built if 
salient   Clearances, 

mandates 
Publicly-
appointed  

Quality for 
re-selection  

Inflexible 
tendering  Specialized 

experts  
Depends 
on security 
clearance Auditee-

selected  Lenient for 
re-selection  

Flexible 
ecosystem 

Internal  Private 
interests  Directly 

available  Product-
specific  Internal 

access 
 

Level of auditor characteristics:    High  Medium  Low 

Table 3: Auditor archetypes6 and potential, idealized 
characteristics suggested by the auditing literature. 
Auditors can build and change their characteristics 

(Details in Appendix C). 

Auditing Responsibilities Along the Audit Lifecycle 
We suggest that the lifecycle of all audit processes involves 
the following three stages (Raji et al. 2020, Ojewale et al. 
2024)78: 

1. Developing auditing methods and rules 
2. Collecting evidence (‘auditable artifacts’) for the 

audit in accordance with the auditing method 
3. Judging the evidence, producing an audit report.  

The combination of audit scope (for advanced AI models: 
governance, security and model - see below) and audit 
lifecycle defines the auditing responsibility space. 
Different auditor archetypes can fulfill each responsibility. 
In the following, we observe who fulfills different 
responsibilities across case studies. 

5 Auditing Regime Case Study Findings 

5.1 Comparative Case Study Findings 
The framework above is applied to each case, as illustrated 
below for one example case. In addition, each case is 
qualitatively examined along its historical emergence, 
responsibility setup and audit effectiveness. There are 
many factors shaping an auditing regime, like the degree of 

of interest for the audit (such as CBRN risks). Secondly, the 
auditor runs the AI model through the selected benchmarks to 
gather performance data. This may require substantial 
engineering effort, from preparing and formatting benchmark 
datasets through to ensuring benchmarking tools interface with 
the AI model. Thirdly, the auditor judges the performance data, 
decides on the need for additional tests and corrective measures, 
and produces the audit report.  
8 We exclude post-audit actions like transparency and 
enforcement considerations from this analysis for reasons of 
brevity. An audit of the auditor follows similar steps.  
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information access or continuity of audits (See Appendix 
A.1 for details on each case).  
 
Case example: Cybersecurity audits in nuclear energy 

D
em

an
d-

si
de

 fa
ct

or
s Risk uncertainty Medium  (<50% of ISO standards 

under development but >2000 pages) 
Potential for external. High ("catastrophic" classification) 
Verification costs Medium (Inspections and simulations) 
Information sensitivity High (Classification “restricted”) 
Market concentration High (Herfindahl Index of 1500) 

Skill specificity Medium ($122k salary for a nuclear 
cybersecurity analyst) 

Public salience High (43M news search results) 

Su
pp

ly
 

-s
id

e High criticality, thus independence important. 
High market concentration, thus inflexible capacity okay.  
High salience allows for capacity build-up in public bodies. 

A
ud

ito
r Who judges audit Public bodies 

Who collects evidence Public bodies & Internal 
Who develops audit All 
Who audits the auditor Public bodies 

Table 4. Case example: Cybersecurity in nuclear energy. 

 
Figure 1: High criticality (risk externality, risk 

uncertainty, verification costs and info sensitivity) and 
market concentration of an industry is associated with 

relatively high involvement of public bodies in auditing 
(developing, collecting evidence, judging evidence and 
judging auditors). Both axes are quantified averages of 
the factors in brackets, for a typical product or security 

audit for each industry, as of 2024. Here they are 
displayed as ranks along the axes, thus distances between 
points are not meaningful. Details in Appendix A. As of 

2024, advanced AI auditing by public bodies (-appointed) 
is limited (Hobbhahn and Scheurer 2024). Criticality of 

advanced AI is unclear. 

The case studies illustrate that auditing regimes strike 
different compromises between independence and 
efficiency. Variation in regime design relates to demand-
side characteristics in each context, such as risk 
uncertainty, the costs of verifying the safety of the audited 
technology, and the sensitivity of information uncovered 
during the auditing process. These factors positively 
correlate with the public body assuming greater control 
over the auditing process, prioritizing independence, safety 
and public trust over efficiency.  
 For nuclear energy cybersecurity and aviation safety, we 
empirically find a “critical” risk profile, and a high 
involvement of public bodies. However, it is not always 
effective for the public body to be highly involved in 
auditing. Intuitively, the more auditing that is demanded 
(because, for example, the market is larger and there are 
more audited firms), the more challenging it becomes for 
the public body to conduct each and every audit. For 
example, the diversity and quantity of radio frequency 
devices constrain the ability of the public body to conduct 
auditing in every instance. Similarly, the regime for public 
firms’ annual reports requires more efficient auditing. 
Potential harm by radio frequency devices or accounting is 
relatively low, audit information less sensitive and 
verification possible without extensive trials. Thus, private 
parties are responsible for most auditing steps.  
 The following figure illustrates a potential explanation 
for different auditing responsibilities. Industry conditions 
and audit conditions (demand-side factors) demand 
different auditor characteristics (supply-side factors), 
essentially determining whether independence or efficient 
capacity are more important, which dictates who audits 
(auditing responsibility).  
 

 
Figure 2. Connection between demand-side factors, 

supply-side factors and auditing responsibility. Note that 
auditor capacity can be influenced (see section 7). For 

each case, a combination of criticality, market 
concentration and skill specificity influences who audits, 

while criticality seems most prominent. 
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Figure 3: 3-step decision logic for running advanced AI auditing. Suitable auditors are indicative for collecting and judging 

evidence. The suitability is based on case study evidence on criticality and efficiency, and qualitatively explainable with 
auditor characteristics of independence and resources. Most likely, all auditor types might be involved in developing audits. 

AI Labs might support in all cases with collecting evidence. The volume of audits depends on future developments of market 
concentration and market size.  

5.2 Three-Step Logic for Auditing Regime Design  
Drawing on the quantification and analysis of cases above, 
we develop a three-step logic, intended to guide 
policymakers’ auditing regime design choices (Figure 3). 
• Step 1 - Criticality. Is the audit critical, necessitating an 

independent audit from a public body or publicly-
appointed auditor? Criticality depends primarily on the 
risk level, risk uncertainty, verification costs and 
information sensitivity associated with the particular 
audit. It is only non-critical to involve auditee-selected 
auditors if the associated risks are well understood and 
the testing procedure is standardized.  

• Step 2 - Efficiency. Who has or can efficiently build the 
required resources, competence and access? In this 
regard, we consider the volume of audits and the 
required skill specificity. If the volume of audits is high, 
and auditors do not require access to sensitive 
information, private parties may be tasked with auditing. 

• Step 3 - Suitable auditors. Steps 1 and 2 determine 
which auditor characteristics are most demanded, and 
auditors with fitting characteristics are thus suitable. 

This three-step logic is an idealized deduction from the 
case studies, reducing them to factors that previous 
literature and hybrid governance theory reasonably expects 

to influence audit effectiveness, as per our framework. 
However, the emergence of regimes is shaped by many 
other historical factors too, including political dynamics or 
concentration of skills in certain government departments 
(Ayres and Braithwaite 1992), as reviewed for each case in 
detail in Appendix A.1.  

6 The Role of Public Bodies in an Advanced 
AI Auditing Regime 

Public bodies can be involved in 6.1) different types of AI 
audits along different stages of the auditing lifecycle. The 
demand-side factors of each type determine 6.2) the 
optimal role of the public body in line with the three-step 
logic. 

6.1 Advanced AI Audit Scope 
There are many scopes or types of advanced AI audits. We 
focus on audits relevant to the development and provision 
of the AI model, and thus exclude product audits. We 
distinguish between those that focus on the governance 
practices of the firm that develops and provides advanced 
AI models, the security systems in place to prevent 
unauthorized access to the AI Lab’s software and data, and 
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the capability, alignment and sociotechnical impacts of an 
AI model (Moekander et al. 2023, EU AI Act).  
 Governance audits ensure the firm meets structural and 
procedural prescriptions (Moekander et al. 2023, Crawford 
2022). Governance audits are predominantly qualitative 
and examine documentation concerning the auditee’s: 
• Risk management system: risk identification, 

assessment, thresholds and mitigations, with emergency 
protocols in case of major incidents (Barrett et al. 2023) 

• Quality management system: roles and responsibilities, 
points of contacts, system architecture, data governance 

• Data audits (Birhane et al. 2024)  
• Ecosystem audits: environmental reporting, labor, 

supply chain (Birhane et al. 2024) 
Security audits evaluate the robustness of systems that 
prevent unauthorized access to and use of an AI Lab’s 
technologies and data. They encompass assessments of 
cybersecurity systems, physical security systems, and 
information security systems (Nevo et al. 2023, Huang et 
al. 2024, Alaghbari et al. 2022).  
 Model audits evaluate AI models to explain their 
behaviors, assess their capabilities, and test their capacity 
for harm in user interactions and sociotechnical impacts 
(Weidinger et al. 2023, Casper et al. 2024). Black-box 
evaluation techniques assess an AI model’s performance 
from an external (e.g., user) perspective, limiting analysis 
to the model’s inputs and outputs without accessing its 
internal workings (Casper et al. 2024). By contrast, white-
box techniques involve analyzing the internal functioning 
of the model (Casper et al. 2024). Intermediate approaches 
are referred to as ‘gray-box’. 
 The required comprehensiveness of an audit may scale 
with an AI model's capabilities. For example, highly 
capable models, such as those trained with substantial 
computational resources, may require more rigorous 
audits. Common tiers of model audits include but are not 
limited to (OpenAI 2023, Anthropic 2024): 

1. Single-shot or few-shot benchmarking. 
Evaluating the model’s performance on specific 
tasks such as answering a set of multiple choice 
questions. There are different suites of 
benchmarks including the ‘Measuring Multitask 
Language Understanding’ (MMLU) measures, 
which test model accuracy on ‘57 tasks ranging 
from mathematics to history to law’ (Anthropic, 
2024, Liang et al. 2023) 

2. Black-box adversarial testing. Technique aimed 
at intentionally exploiting a model to produce not 
intended outputs, such as an offensive image or 
instructions for cyberattacks. This may leverage 
domain-specific expertise, such as knowledge of 
chemical, biological, radiological and nuclear 
(“CBRN”) threats (Anthropic 2023).  

3. Gray- or white-box, or scaffolding-enhanced 
adversarial tests. Elicitation of capabilities and 

propensities of model behavior with extensive 
tooling on-top of the model or analysis of the 
internals of the model (Anthropic 2023).  

4. Systemic impact evaluations, including human 
interaction evaluations, systemic safety 
monitoring, sociotechnical user studies, uplift 
studies and yet-to-be-developed audits of specific 
societal areas (Weidinger et al. 2023, Stein and 
Dunlop 2024). 

This typology is not exhaustive. Other kinds of audits 
relevant to advanced AI are emerging such as code 
inspections (Cohen at al. 2024) and audits of computational 
resources (Sastry et al. 2024).  

6.2 The Public Body’s Optimal Role in an 
Advanced AI Auditing Regime 
Below we apply the logic developed in Section 5 to the 
advanced AI context (Detailed sources: Appendix A.2.). 
Demand-Side Analysis: Industry and Audit Factors  
Industry conditions 
 Risk Uncertainty. Advanced AI is a complex and 
evolving general-purpose technology with implications for 
users and external systems that are expanding and difficult 
to reliably estimate, i.e. highly uncertain (DSIT 2024). 
There is a record number of 12 related standardization 
requests under discussions in JTC 21. 
 Potential for Externalities. Advanced AI already 
proliferates rapidly, with hundreds of millions of users 
worldwide (Stein and Dunlop 2024). The generality leads 
to an indefinite number of potential downstream use cases. 
The degree of risk externalities is debated and uncertain. In 
some scenarios, advanced AI poses catastrophic risks, in 
others, rather low externalities.  
 Public Salience. Currently, public salience of advanced 
AI risk is high (as measured by Google News results, see 
Appendix A.2), which allows for the build-up of public 
oversight capacity. 
 Market size and concentration. As a technology with 
high returns to scale, advanced AI model providers are 
highly concentrated. The 2024 generative AI industry size 
is $25 billion in the US (Statista 2024b). The industry is 
growing, but the audit volume remains highly uncertain. 
Audit conditions 
 Verification Costs. Verifying the risks, safety and 
compliance of advanced AI systems can be complex and 
potentially costly, depending on the audit scope (see Table 
5, and Brundage et al. (2020), Casper et al. (2024)). Current 
methods for adversarial tests, systemic impact analysis and 
security audits are unstandardized and require significant 
expertise, time, and resources, making thorough 
verification challenging. Other methods, like 
benchmarking, are less time intensive and more 
standardized.  
 Information Sensitivity. Adversarial model audits that 
identify flaws and vulnerabilities in highly capable AI 
models are sensitive to the extent they reveal pathways to 
misusing advanced AI for harmful purposes, like 
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cyberattacks or CBRN threats. There are also concerns that 
sensitive model test results could enter the training datasets 
of advanced AI. Due to the national security relevance of 
advanced AI, audits of security and AI models are 
sensitive. On the other hand, API-based black-box model 
evaluations need less sensitive information. 
 Skill Specificity. As foreshadowed in subsection 6.1, we 
suggest that particular AI model audits, as opposed to 
governance and security audits, require significant and 
specialized expertise. Domain-specific expertise is 
required to develop threat models and red-team advanced 
AI. Research engineers and computational social scientists 
are required to understand models and their impacts.  
 

Audit  
scope 

Demand-side factors 
Industry  
risk profile 
(→Resources) 

Skill 
specificity 
(→Competence) 

Verification costs 
& info sensitivity 
(→Access) 

Governance    E.g., Auditors 
in Compliance   

E.g. Partly manual 
documentation 

Security    E.g., Security 
professionals  E.g. Inspections, 

partly manual 
Model...       

..Benchmarks    E.g., ML 
engineers  E.g. Black-box, 

automated 
..Adversarial  
tests    E.g., Domain 

& ML experts  E.g. Grey-/White-
box, manual 

...Systemic 
impact    E.g., Social 

scientists  E.g. Black-box / 
Usage, manual 

 

Level of demand-side factors:    High  Medium  Low 

Table 5: Assumed status quo of demand-side factors by 
audit scope, for advanced AI. Industry risk profile 

includes risk uncertainty, potential for externalities and 
market concentration. Access from Casper et al. (2024); 

competence based on practitioner input (see Appendix A). 

Supply-Side Analysis: The Role of AI Safety Institutes 
and Other Public Bodies in Advanced AI Auditing 
An advanced AI auditing regime should be designed to 
incentivize an optimal balance between the auditor’s 
independence, resources, competence and access to 
auditing evidence. Failing this, we expect auditing quality 
and its usefulness as a tool for monitoring regulatory 
compliance and the benefits and safety of AI systems to 
deteriorate. The demand-side analysis of the industry risk 
profile suggests that the unpredictable but potentially 
critical and far-reaching impacts of advanced AI justify the 
prioritization of independence and, consequently, public 
body involvement. However, this finding is complicated by 
intersecting efficiency challenges of using existing and 
building new competence, access and capacity in a nascent 
and unstandardized ecosystem for AI model audits. Such 
audits require niche expertise and innovation in auditing 
practices. Therefore, as illustrated by Table 5, we suggest 
that different aims and types of AI audits invite different 
auditing regime considerations.  
 

Implication 1: Public Body Involvement in Gray- and 
Black-Box Model Evaluations for Critical Risks  
If policymakers agree with the demand-side analysis, we 
suggest that the public body should be directly involved in 
certain kinds of advanced AI model audits that: (a) pertain 
to critical risks such as those affecting national security; (b) 
demand white- or gray-box access to AI models (such as 
certain kinds of adversarial tests and evaluations); and (c) 
involve access to sensitive information. This model loosely 
resembles auditing regimes in aviation and nuclear energy. 
In line with the three-step logic, suitable auditors for such 
high criticality tasks are public bodies & publicly-
appointed externals. Given concentration in the advanced 
AI market and the prohibitive costs of training state-of-the-
art models, the volume of audits might allow for such high 
involvement of less efficient public bodies. However, as 
discussed in subsections 7.1 and 7.2 below, the challenge 
for policymakers is to ensure the public body possesses 
adequate expertise and knowledge of the advanced AI 
system to conduct intensive, complex and potentially 
bespoke model evaluations (Casper et al. 2024, Anthropic 
2023). This could manifest as an integrated team 
comprising government officials, publicly-appointed 
experts and senior representatives from the AI Lab itself. 
 
Implication 2: Public Oversight of an Auditing Market 
for Governance, Security and Select Model Audits 
Governance and security audits of AI Labs are more 
standardized, tap into auditing practices that are relatively 
mature in other industry contexts, and, apart from certain 
kinds of security audits, do not entail access to information 
that would harm the public if disclosed (Schuett 2023, Bos 
2018). We suggest, therefore, that such audits could be 
provided by a market of private auditors supplemented by 
public body oversight. The public body’s role should be to 
facilitate high quality auditing through policies that 
augment auditor independence and competence. These 
should include schemes to accredit auditor expertise and 
regulations that impose quality standards on auditors with 
consequences for failure.  
 These considerations may also extend to certain kinds of 
black-box model audits such as benchmark evaluations that 
assess AI model performance on standardized tasks. Such 
evaluations do not typically involve highly sensitive 
information and could benefit from the competitive 
dynamics of a private auditing market, generating 
innovation and expertise in AI auditing practices.  

7 Public Body Capacity Estimates  

As a consequence of the criticality of some advanced AI 
audits and the necessity for government involvement 
analyzed in the previous chapter, public bodies like AI 
Safety Institutes must build regulatory capacity, technical 
competence and ensure information access to both conduct 
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certain kinds of audits and oversee others. In this section, 
we estimate the resources, competence and access 
requirements of the public body, with reference to case 
study evidence. Shortfalls in public bodies’ capacity, 
competence and access limited effective AI auditing in the 
past (Lawrence et al. 2023, Groves et al. 2024, Politico 
2024). Our figures are estimates only and assume the 
public body is operating in an advanced economy with a 
remit covering the current size of the advanced AI industry 
in the US.  
 

 
Figure 5: Public bodies’ resources across case studies in 
the US, sorted by criticality and market concentration. 
FTEs (Full-time equivalents) are scaled to the current 

advanced AI industry size of $25 billion in the US 
(Statista 2024b). Share of technical FTE are roles framed 

as “specialists”. “Supportive” roles are non-technical 
staff. Info access on demand for random inspections (See 

details in Appendices A.3, B.4 and B.5) 

7.1 Resources 
Case Study Evidence 
The cases suggest that in auditing regimes where the public 
body is directly involved in auditing, the public body 
employs more staff relative to when the public body is an 
overseer of private auditors. As analyzed previously, the 
public body is more involved in auditing, when criticality 
and market concentration are high. Thus, higher criticality 
and market concentration demands more staff at public 
bodies, as shown in Figure 5.  
Implication 3: 100s of FTE for Advanced AI Auditing 
For effective advanced AI auditing, public bodies’ 
auditing-related FTEs, share of technical staff and access, 
will need to be roughly on par with public bodies active in 
other industries with similar criticality and market 
concentration. If criticality and market concentration of 
advanced AI remains high and thus demands high public 
involvement in auditing, then the public body will need 
100s of auditing FTEs in jurisdictions like the US.  
 Advanced AI models or security audits that entangle 
sensitive information require precautionary measures to 

ensure evaluation results or test sets are not leaked publicly 
or introduced into the AI model’s training data. We assume 
that particular model or security audits will be resource-
intensive with up to a dozen auditors being required to 
collect and elicit evidence in respect of a single threat (see 
Appendix A.3 and B.4 for detailed estimations for each 
audit method).  
 A surge in new AI Labs, models and risks will require 
the public body to increase its auditing capacity. To adapt 
to changes in demand, public bodies may need to develop 
organizational slack (Bourgeois 1981) or flexibility by, for 
example, maintaining and drawing on a pool of accredited 
AI auditing experts from academia or private sectors. 
Framework agreements could assist in accelerating their 
appointment.  

7.2 Competence 
Case Study Evidence 
What kind of staff are needed? We find that in auditing 
regimes where the public body is directly involved in 
specialist auditing methods related to a complex product or 
technology rather than corporate governance, a higher 
proportion of the public body’s staff are technical 
specialists. For example, auditing teams in the US Food 
and Drug Administration (“FDA”) are composed of >70% 
technical specialists, which reflects that the FDA is directly 
involved in assessing complex products such as medical 
devices. In regimes where the public body oversees a 
private auditing market, the public body is able to develop 
more generalist competence to, for example, focus on 
assessing auditors and processes rather than the safety and 
benefits of a technology itself. 
Implication 4: Extensive, Diverse Technical Expertise 
at Public Bodies to Verify Claims of AI Labs 
Required staff skill profiles vary depending on the specific 
audit. Public bodies require a mixed technical and non-
technical team dedicated to developing, conducting or 
judging audits. This team should involve a mix of computer 
engineers, compliance specialists, and domain-specific 
experts from fields like cybersecurity (See Table 5). The 
share of technical profiles will depend on the public body’s 
degree of involvement in auditing. As discussed, it seems 
likely that the public body will be very involved, at least in 
the medium-term, given high levels of risk uncertainty and 
a lack of standardization.  

7.3 Access and Learning 
Case Study Evidence 
In addition to capacity and competence, auditors require 
access to the information necessary for auditing. When risk 
uncertainty and verification costs are high, public bodies 
and appointed auditors need extensive access to 
information held by auditees and auditors (Costanza-
Chock et al. 2023).  
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 Not only does sufficient access to information underpin 
auditing quality, it may also facilitate the development of 
auditing competence and standardization (Schelker 2010). 
However, private players who learn the most through 
internal access may not always have the incentive to share 
their learnings - as seen in the case of oil companies 
research on climate change or financial auditors’ 
withholding of information as part of the Enron scandal 
(Petrick & Scherer 2003). Therefore, public bodies should 
ensure their learning through mandating access to: (A) 
auditees’ information; and (B) auditors’ information. 
 For technical, profit-aligned developments of audits, 
firms share information, speed up standardization and, in 
turn, increase innovation - like for telecommunications and 
cybersecurity in bulk power systems (Blind 2013, Blind 
2006). In healthcare, cyber for government contractors, 
aviation, cyber for nuclear and life sciences, public bodies 
learned through continued information access, enabling 
more standardized guidelines and, over time, auditing by 
private auditors instead of directly by public bodies. 
Implication 5: Structured Access to Auditee and 
Auditor Information 
Verifying claims and conformance with rules of AI Labs 
requires structured access to facilities, security systems, 
and the AI model. Lacking access is a noted challenge for 
AI auditors (Costanza-Chock et al. 2023, Casper et al. 
2024). To effectively collect and judge evidence, e.g. by 
conducting in-depth evaluations and adversarial tests, 
gray- and white-box access might be required (see Figure 
6). For API-based benchmarks or developing audits access 
to proxies and analogous samples (i.e., sufficiently similar 
but not identical datasets) may suffice. Systemic impact 
and human interaction evaluations might require access to 
anonymized usage or human trial data (Weidinger et al. 
2023). 
 Given the current concentration of expertise and the 
need to swiftly develop (harmonized) standards in 
advanced AI, public bodies and trusted researchers need 
access to private sector expertise and information.  
 

 
Figure 6: Access for auditing advanced AI. Terminology 

based on Casper et al. (2024) 

When risks are more certain and audits standardized, 
auditee information can be restricted to cases of suspicion. 
AI audits that identify flaws and vulnerabilities in highly 
capable models may reveal pathways to misusing advanced 
AI for harmful purposes. Consequently, policymakers must 
mandate the optimal level of information access for AI 
auditors, instigating safeguards such as the requirement to 
obtain security clearances for gray- and white-box audits 
of highly capable AI models. 

8 Conclusion 

Drawing on our analysis of auditing regimes across high-
risk industries, we derived five implications for designing 
advanced AI auditing regimes. Implications 1 and 2 
revealed that when advanced AI risks, risk uncertainty, 
verification costs and information sensitivity are at levels 
comparable to the nuclear energy or aviation sectors, 
public bodies and publicly-appointed specialists need to 
audit AI Labs directly. Implications 3, 4, and 5 described 
the required resources, competence and access for AI 
Safety Institutes and public bodies to fulfill their auditing 
role. In case of high criticality, 100s of sociotechnical FTE 
and structured access to auditee and auditor information are 
needed.  
Future research could explore a wider range of auditing 
regimes and country contexts, using deductive 
methodologies to test findings. Such research might, for 
example, consider: 
• Quantitatively investigating causal links between 

auditing regime design choices and regime 
effectiveness. 

• Qualitatively describing nuanced dynamics within and 
between AI auditor organizations (both public and 
private), exploring, for example, power dynamics, 
regulatory capture, and cultural differences.  

• Understand the historical political and institutional 
reasons how different regimes and public bodies 
developed best practices and standardized audits. 

• Define how auditing intersects with other AI governance 
mechanisms as part of a comprehensive regime. 
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