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Abstract

Generative Al systems produce a range of ethical and so-
cial risks. Evaluation of these risks is a critical step on the
path to ensuring the safety of these systems. However, eval-
uation requires the availability of validated and established
measurement approaches and tools. In this paper, we pro-
vide an empirical review of the methods and tools that are
available for evaluating known safety of generative Al sys-
tems to date. To this end, we review more than 200 safety-
related evaluations that have been applied to generative Al
systems. We categorise each evaluation along multiple axes to
create a detailed snapshot of the safety evaluation landscape
to date. We release this data for researchers and Al safety
practitioners (https://dpmd.ai/EvalsRepo). Analysing the cur-
rent safety evaluation landscape reveals three systemic “eval-
uation gaps”. First, a “modality gap” emerges as few safety
evaluations exist for non-text modalities. Second, a “risk cov-
erage gap” arises as evaluations for several ethical and social
risks are simply lacking. Third, a “‘context gap” arises as most
safety evaluations are model-centric and fail to take into ac-
count the broader context in which Al systems operate. De-
vising next steps for safety practitioners based on these find-
ings, we present tactical “low-hanging fruit” steps towards
closing the identified evaluation gaps and their limitations.
We close by discussing the role and limitations of safety eval-
uation to ensure the safety of generative Al systems.

Introduction

Generative!, multimodal?> Al systems3 are becoming in-
creasingly widely used. Real-world applications of gener-
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By “generative” we refer to Al systems that generate novel
output rather than analysing existing data (Huang, Grady, and
GPT-3 2022). This includes transformer-based systems (Vaswani
et al. 2017), such as large language models (Brown et al. 2020b),
diffusion-based systems (Ho, Jain, and Abbeel 2020), and hybrid
architectures.

By “multimodal” we refer to models that accept input and pro-
duce output in any combination of modalities, including but not
limited to image, audio, and textThis includes models that accept
input in one modality and produce output in another, as well as
models that accept or produce multimodal content, such as inter-
leaved image and text data

3By “Al system” we refer to a pre-trained base model, poten-
tially “fine-tuned” by adapting it to particular datasets for specific
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ative Al systems are proliferating across domains, ranging
from medical applications (Singhal et al. 2023; Nori et al.
2023) to news and politics (e.g. Bruell (2023)) and social in-
teraction such as companionship (e.g. Pentina, Hancock, and
Xie (2023); Griffith (2023)). Early systems produced output
in single modalities, such as images (Rombach et al. 2022;
Ramesh et al. 2021) and text (OpenAl 2023c; Glaese et al.
2022; Anil et al. 2023). Generative Al systems are steadily
improving in other modalities such as audio, including voice
and music (Oord et al. 2016; Dhariwal et al. 2020; Borsos
et al. 2023; Agostinelli et al. 2023a; Huang et al. 2023), and
video and audiovisual capabilities (Du et al. 2023). Gener-
ative Al systems that combine modalities are increasingly
prevalent and rapidly deployed at scale in society, and their
integration into various aspects of life is anticipated (Gabriel
et al. 2024).

While multimodal generative Al systems promise a range
of benefits, they also pose risks of harm. These risks have
been mapped out in different taxonomies for individual
modalities (Bommasani et al. 2022; Weidinger et al. 2021;
Liu et al. 2023; Bird, Ungless, and Kasirzadeh 2023; So-
laiman et al. 2023; Shevlane et al. 2023; Barnett 2023;
Shelby et al. 2023; Dinan et al. 2021) as well as in re-
search on individual risks or applications (e.g. Luccioni et al.
(2024); Bianchi et al. (2023); Birhane, Prabhu, and Kahem-
bwe (2021); Carlini et al. (2023a); Shevlane et al. (2023);
Khlaaf et al. (2022)). Complementing such foresight re-
search, observed instances of harm from generative Al sys-
tems have also been logged (AI Incident Database 2023;
OECD Expert Group on Al Incidents 2023). But identify-
ing potential or realised harms is not enough to predict risk.
Once hazards from generative Al systems have been iden-
tified, their impact on the overall safety of a generative Al
system must be understood. Concretely, a critical step on the
path to mitigating harm is to obtain well-grounded measure-
ment of different types of harm, their severity, likelihood,
and how different groups may be disparately affected. This
requires evaluation.

In this paper, we survey the state of safety evaluation of

performance targets, as well as end-to-end applications built on
such models. Al systems may also include filters such as input
or output filters. This definition encompasses intended “general-
purpose” systems as well as domain-specific systems designed for
specific tasks.



generative Al systems. We first explain what safety evalu-
ations are and motivate the importance of studying exist-
ing safety evaluation of multimodal generative Al systems
in particular. We then consolidate a taxonomy of risks of
harm from multimodal generative Al systems. Next, we em-
ploy an extensive process to identify existing safety eval-
uations of generative Al systems and to label 200+ evalu-
ations along key axes. We release the resulting repository
of safety evaluations publicly for researchers and Al prac-
titioners (https://dpmd.ai/EvalsRepo). Analysing the current
landscape of safety evaluations, we find three “evaluation
gaps”: evaluations insufficiently cover model output modal-
ities, identified risk areas, and the AI system in context.
Given these gaps, we discuss practical directions to close
them, such as repurposing existing evaluations or develop-
ing novel evaluations. We close by discussing limitations of
evaluation as a means of ensuring Al system safety.

The Role of Safety Evaluation

Evaluation is the practice of measuring the performance or
impacts of an Al system. Safety evaluation* in particular fo-
cuses on evaluating risks of harm or actualised impacts on
individuals, groups or on broader societal structures. In this
paper, we take a sociotechnical approach to the concept of
safety evaluation. This approach is anchored in the obser-
vation that Al systems are sociotechnical systems: both hu-
mans and technological artefacts are necessary in order to
make the technology work as intended (Selbst et al. 2019).
To evaluate the safety of Al systems, it is therefore insuffi-
cient to measure the safety of a technical artifact, such as the
underlying language model, in isolation: rather, Al system
safety must be assessed in the context of its real-world use
and deployment.

Evaluations can be exploratory, such as open-ended prob-
ing of an Al system; or more directed, such as running a
specific test for a predefined harm. Evaluation can occur
in idealised settings, e.g. to assess the safety of intended
use cases; and include investigations in real-world settings
to study how people actually attempt to use an Al system.
Exploratory evaluations may identify areas of uncertainty,
or give rise to novel directed evaluation questions, such as
identifying new harm vectors. Directed evaluations by con-
trast follow a series of steps, whereby a target — such as a
risk of harm — is selected, operationalised into an observable
metric, and measured.

Evaluation is never neutral: it rests on interwoven tech-
nical and normative decisions, such as deciding what risks
of harm to evaluate in the first place and how to measure
these. In all types of evaluation, the results are then judged
against a normative baseline, such as whether an Al system
is “good”, “fair”, or “safe enough”.

Safety evaluation performs several important functions.
First, it provides assurances on the potential public safety
impacts of an Al system once deployed. To this end, safety

“In the context of Al research, ‘safety’ has occasionally taken
on a narrower meaning. In this work, we take a broad view of the
term ’safety’, defined as the absence or successful mitigation of
danger or harm.
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evaluation can form part of broader audits, which may addi-
tionally take into account organisational governance struc-
tures, existing documentation and more (Raji et al. 2020;
Mokander et al. 2023; Costanza-Chock, Raji, and Buo-
lamwini 2022). A second function of safety evaluation is
to guide the development of Al systems themselves. Eval-
uation models the likelihood of potential downstream harms
and can surface the factors and mechanisms that influence
whether downstream harms may occur. In this way, it can
help identify aspects of the Al system that can be modified
to reduce risks of harm, or indicate specific applications or
contexts in which an Al system is or is not safe to use. These
understandings are essential for well-informed, responsible
decision-making on Al system development and deployment
(Stilgoe, Owen, and Macnaghten 2013). Third, evaluation
of different risk areas brings to light normative trade-offs
that arise as Al systems are developed and deployed in real-
world settings, aiding governance decisions. By systemat-
ically testing Al systems against risks of harm, evaluation
can make Al systems less opaque, and offers a foundation
for risk mitigation and meaningful accountability in the de-
velopment and deployment of generative Al systems.

The growing use of generative Al systems makes it both
easier and more pressing to evaluate risks of harm. As these
technologies become widely used and embedded in society,
the risks they create are a public safety concern. Accord-
ingly, evaluating risks from generative Al systems has be-
come a growing priority for Al developers (OpenAl 2023d;
Anthropic 2023b), public policy makers (The White House
2023), regulators (UK Task Force 2023; EU Al Act 2023;
National Institute of Standards and Technology 2021a,b),
and civil society (Electronic Privacy Information Center
2023). This has led to an increasing availability of evalu-
ation tools and a growing ecosystem and debate on who
should run evaluations when (Weidinger et al. 2023; Raji
et al. 2020; Anthropic 2023a).

Multimodality Introduces New Safety Challenges

Multimodal models can display harms in novel ways, com-
pared to language models. Indeed, although all of the higher-
level risk areas in multimodal Al systems are known also in
text-only generative Al systems, the specific ways in which
each risk manifests can differ across modalities. For exam-
ple, images have been shown to be more memorable than
text (Nelson, Reed, and Walling 1976), which may make vi-
olent, defamatory or sexually explicit content more harmful
compared to text - in some cases, it may be harder to “unsee”
an image than to “unread” text. In a similar vein, misinfor-
mation has been found to be more compelling in audiovisual
modalities as opposed to text (Hameleers et al. 2020).
Moreover, risks may be compositional, i.e. manifest
through the very combination of output across modalities.
For example, pairing the caption “these smell bad” next to
an image of a skunk is not harmful, but the same caption
next to an image of a group of people may constitute ha-
rassment (Kiela et al. 2021). Similarly, a video of regularly
scheduled military training exercises combined with unre-
lated, fictional audio describing the invasion of a country
risks creating an instance of misinformation (Vincent 2023).



Furthermore, Al systems that span multiple modalities
may also be more vulnerable to malicious attacks aimed at
getting a model to create harmful output. This is because
fewer safety mechanisms and less exploration of vulnerabil-
ities exist for multimodal AT systems (Carlini et al. 2023b).

These observations suggest that evaluating risks of harm
in multimodal AI systems requires novel or meaningfully
adapted (e.g. context-sensitive) evaluations of the same
risk across modalities. Though risk evaluation will likely
draw from lessons learned from evaluating models in sin-
gle modalities, novel evaluations that enable a holistic view
across modalities are required to capture risks in multimodal
Al systems.

Taxonomy of Harm

Our mapping of safety evaluations for generative Al sys-
tems first requires a grounded understanding of the types of
risk that safety evaluations should assess. To this end, we
introduce a taxonomy of harms that unites high-level cate-
gories from the literature. We don’t take this taxonomy to
be a key novel contribution - rather, it unifies prior litera-
ture and serves to anchor the main contribution of this paper
of reviewing the state of evaluation of these known risks in
multimodal generative Al systems. This taxonomy casts a
broad net on all potential harms from multimodal generative
Al and unites relevant insights from prior social, ethical, and
safety research on generative Al systems into a unified tax-
onomy of potential harms.

Prior relevant literature includes taxonomies that centre
risks from audio (Barnett 2023; Hutiri, Papakyriakopoulos,
and Xiang 2024), text (Bommasani et al. 2022; Weidinger
et al. 2021; Liu et al. 2023; Bender et al. 2021; Kirk et al.
2023), as well as combined modalities, such as text-to-image
(Bird, Ungless, and Kasirzadeh 2023). We build on tax-
onomies that provide overviews of sociotechnical harms and
risks writ large (Solaiman et al. 2023; Liu et al. 2023; Shelby
et al. 2023) or focus on specific areas of interest such as
safety concerns (Shevlane et al. 2023) and malicious uses
(Ferrara 2024). Solaiman et al. (2023) further describe ap-
proaches to social impact analyses per risk area. The aggre-
gate resulting taxonomy presented here aims to be as com-
prehensive as possible to not let potential risks of harm go
unnoticed. Its role here is to provide a shared basis for map-
ping the state of safety evaluation of generative Al systems.
The taxonomy is purposefully taking a broad view of risks:
risks that originate from model capabilities (including de-
sirable and potentially dangerous capabilities), user interac-
tions, and downstream societal interactions and impacts.

Similarly to Weidinger et al. (2021), our taxonomy of
harms from generative Al systems has six high-level risk ar-
eas: 1. Representation and Toxicity Harms, 2. Misinforma-
tion Harms, 3. Information and Safety Harms, 4. Malicious
Use, 5. Human Autonomy and Integrity Harms, 6. Socioeco-
nomic and Environmental Harms. For a detailed taxonomy
table listing risk groups under each high-level harm area, see
Appendix B (https://dpmd.ai/3WUc5un).
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Methodology

Our main contribution is a large-scale review of the
current state of safety evaluation targeted at genera-
tive Al systems. We release an evaluation repository
(https://dpmd.ai/EvalsRepo) of all evaluations included in
our review as an open resource for researchers and Al safety
practitioners to draw from. Furthermore, we perform analy-
ses on this repository to glean insights on the current state
of the safety evaluation landscape and present key analysis
results.

To synthesize and map existing safety evaluations, a
group of multi-disciplinary researchers performed an ex-
tensive review of the literature. We conducted a system-
atic search across relevant academic databases, including
Google Scholar and Web of Science, as well as the web-
sites of major Al policy organisations®. Our search strat-
egy combines keywords that reference the risk areas listed
in our taxonomy (Table 1), the names of major generative
Al models deployed by leading commercial labs®, and a list
of search terms related to generative Al and evaluation’. To
supplement this search, we also reviewed the system cards
and technical documentation of the aforementioned gener-
ative Al models and performed a reverse citation search
to identify any evaluations not previously captured in our
search. Finally, we directly elicited submissions for eval-
uations from the wider machine learning community via
an online form (https://dpmd.ai/EvalsRepoSubmission) and
cross-referenced these citations against our initial dataset.

Publications were included if they met the following cri-
teria:

* Academic papers or online reports published between
January 1st, 2018 and December 15th, 2023

¢ Constituted an evaluation

» Had been applied to a generative Al system.

In line with the section “The role of safety evaluation,” an
evaluation is defined as either a set of model inputs, such
as a dataset, and a metric; or the application of a method
(e.g. red teaming a specific Al system or a human—computer
interaction study). It has been applied to a generative Al sys-
tem if the publication reports results from its application to a
generative Al system. Note that evaluations which may po-

3See https://www.aiethicist.org/ai-organizations

80OpenAl: GPT family (Brown et al. 2020a; OpenAl 2023b,c;
GPT-4V ision), DALL-E family (Ramesh et al. 2021; Mishkin et al.
2022; OpenAl 2023a), Whisper (Radford et al. 2023); Meta: Llama
family (Touvron et al. 2023a,b), Voicebox (Le et al. 2023), Mu-
sicGen (Copet et al. 2023); DeepMind: Gopher (Rae et al. 2022),
Sparrow (Glaese et al. 2022), Flamingo (Alayrac et al. 2022), Gem-
ini (Team 2023); Google: Imagen (Saharia et al. 2022), Parti (Yu
et al. 2022), MusicLM (Agostinelli et al. 2023b), PALM family
(Chowdhery et al. 2022; Anil et al. 2023); Cohere models (Cohere
Model Limitations); Inflection models (Inflection-1); Falcon (Al-
mazrouei et al. 2023); Anthropic: Claude (Anthropic 2023); Vicuna
(The Vicuna Team 2023)

T

generative Al”, “evaluation”, “assessment”, “audit”, “impact
assessment”, impact”, “human-computer interac-

tion”

9 <

social impact”,



Risk area Definition Example
Representation & Toxi- Al systems under-, over-, or misrepresenting  Generating images of Christian churches only
city Harms certain groups or generating toxic, offensive, when prompted to depict “a house of worship”

abusive, or hateful content

(Qadri et al. 2023)

Misinformation Harms

Al systems generating and facilitating the
spread of inaccurate or misleading information

An Al-generated image that was widely cir-
culated on Twitter led several news outlets to
falsely report that an explosion had taken place
at the US Pentagon, causing a brief drop in the
US stock market (Alba 2023)

Information & Safety
Harms

Al systems generating, leaking, or inferring
sensitive, private, or hazardous information that
could pose a security threat

An Al system leaks private images from the
training data (Carlini et al. 2023a)

Malicious Use

Al systems reducing the costs and facilitating
activities of actors trying to cause harm (e.g.
fraud, weapons)

Al systems can generate deepfake images
cheaply, at scale (Amoroso et al. 2023)

Human Autonomy &
Integrity Harms

Al systems leading to the compromising of hu-
man agency, self-determination, or exploiting
psychological vulnerabilities

An Al system becomes a trusted partner to a
person and leverages this rapport to nudge them
into unsafe behaviours (Xiang 2023)

Socioeconomic & En-
vironmental Harms

Al systems amplifying existing inequalities or
creating negative impacts on society, the econ-

Exploitative practices to perform data annota-
tion at scale where annotators are not fairly

omy and the natural environment

compensated (Stoev, Yordanova, and Tonkin
2023)

Table 1: High-level overview of risks of harm from generative Al systems. See Appendix B for a detailed taxonomy.

tentially be applicable to generative Al systems but have not
been applied to such systems yet were not in scope.

All submitted evaluations were categorised by the
methodology used (Appendix A.l), risk area they assess
(Table 1), and the degree of context they take into account
as defined in Weidinger et al. (2023) (see Appendix A.4
for condensed definitions). In increasing degrees of context,
evaluations can operate directly over model outputs, mea-
sure harms arising from human interaction with a genera-
tive Al system, or measure broader societal implications of
a technology. Evaluations were further categorised by the
modality of the evaluation, as well as the modality of the
model evaluated. We separate modality of the evaluation and
the model because an evaluation may only test a subset of
the model’s possible modalities, e.g. a text-only evaluation
could be applied to a multimodal model, and some evalu-
ations do not map clearly to modalities at all, e.g. evalua-
tions of emissions. Risk area was determined based on the
taxonomy outlined in Table 1. Note that this is a high-level
overview of the identified harm areas, and a more detailed
taxonomy is in Appendix B. For detailed information about
our inclusion criteria and categories, see Appendix A. All
appendices can be read at https://dpmd.ai/3WUc5un.

Limitations of the Repository

While great efforts were made to provide a comprehensive
review of existing evaluations of generative Al, the review
cut off date is on Dec 15, 2023. Due to the high pace of in-
novation in the safety landscape, there will be newer safety
evaluations that our repository does not include. In addition,
due to how we bounded our systematic search, we may have
missed specific evaluations. For example, our search was re-
stricted to English-language publications. To help address
this limitation, we release a public form for the community
to contribute missing evaluations for future versions of this
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repository. Moreover, our mapping is a snapshot in time of a
fast-moving field. Moving forward, it may be conducive to a
thriving ecosystem on sociotechnical evaluations to expand
the evaluation repository into a living resource that evalua-
tion developers can continually update.

Identifying modalities presented a particular challenge.
Some evaluations do not clearly map to modalities, e.g.
evaluations of model emissions (e.g. Lacoste et al. (2019);
Luccioni, Viguier, and Ligozat (2022)), dataset audits (e.g.
Birhane, Prabhu, and Kahembwe (2021)), or economic im-
pact studies (e.g. Eloundou et al. (2023)). We address this by
classifying evaluations depending on the Al system output
that they evaluate. We provide further detail on the modality
classification in Appendix A.3 (https://dpmd.ai/3WUc5un).

Results: Safety Evaluation Gaps

Our mapping of the state of safety evaluations applied to
generative Al systems reveals three high-level gaps:

1. Modality gap: Evaluations are missing for multi-
modal Al systems. Existing evaluations cluster in the
text modality, with fewer evaluations available that make
use of audio, image, video, or combinations of modali-
ties.

2. Risk gap: Evaluations for several risk areas are lack-
ing. The thematic coverage of safety risk evaluations
overall is low. For several risk areas very few evaluations
exist.

3. Context gap: Human interaction and systemic evalu-
ations are rare. Most safety evaluations that were iden-
tified are model-centric, focusing on Al system outputs
in isolation.

First, we observe that the vast majority of evaluations ex-
clusively assess text (Figure 1). Few evaluations exist for im-



B Representation &
Toxicity

150 B Misinformation

Information & Safety
Harms

B Human Autonomy &
Integrity

100 Malicious Use

Sociceconomic &
Environmental

Number of evaluations

Audio Image Multimodal  Text Video

Model modality

Figure 1: Modality gap: Mapping modality coverage per risk
area shows that the majority of evaluations assess text only,
while audio and video have little to no coverage. Risks areas
are laid out in Table 1, and modality categorisation is de-
tailed in Appendix A.3.

age outputs or combinations of text and image, and evalua-
tions of audio or video modalities are scarce to non-existent.
There are only four publicly documented evaluations target-
ing audio outputs, and we did not find any evaluations tar-
geting video.?

This is not explained by the capabilities of extant mul-
timodal Al systems: generative Al systems that produce
compelling audio including voice and music already exist
(Oord et al. 2016; Dhariwal et al. 2020; Borsos et al. 2023;
Agostinelli et al. 2023a; Huang et al. 2023), and the state-
of-the-art of video and audiovisual capabilities are steadily
improving (Du et al. 2023). In particular, the combination
of multiple modalities — through interleaved outputs, such
as articles with supporting imagery; or modalities layered
on top of each other, such as video with audio and subti-
tles — creates novel manifestations of harm across the six
identified risk areas. As shown in Figure 2, all risk ar-
eas have been evaluated primarily in text. However, signif-
icant risks have been anticipated in the audio, image, and
video modalities or combinations thereof (see Appendix B
in https://dpmd.ai/3WUc5un). This may in part be a result of
historical contingencies: generative Al systems that output
text, i.e. language models, saw rapid, widespread adoption,
which may have triggered proportionately more research
into safety risks and corresponding evaluations. Critically,
the distribution of evaluations centering text modalities is
likely driven by the widespread access and immediacy of
text-related risks, rather than a principled assessment of the
modalities in which harm is likely to occur more generally.

For example, the lack of representation harm evaluations
in the audio modality is not driven by a view that these harms
are unlikely to occur. On the contrary, audio training data is
likely to overrepresent some voices and dialects. Analogous

8Note that there are evaluations for harms arising in video that
have not been applied to generative Al systems and so did not sat-
isfy our inclusion criteria (e.g. Das et al. (2023); Wu and Bhandary
(2020); Ashraf et al. (2022)).
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M Text M Multimodal M Image M Audio

100%

% of evaluations, per modality

Human
Autonomy &  Safety Harms
Integrity

Information & Malicious Use Misinformation Representation Socioeconomic
&

Toxicity
Environmental

Risk area

Figure 2: Risk gap: Mapping risk area coverage per modality
shows that most risk areas are primarily evaluated for text-
only models. The values denoted within each bar are number
of evaluations.

to representation harms in text-based systems, this bias may
lead generative Al systems to produce higher-quality output
in some voices and dialects than others. Such unfair dispar-
ities across dialects is well documented in speech recogni-
tion and in speech-to-text models (Ngueajio and Washington
2022), but there are no evaluation tools available to assess
this in generative Al systems.

Combinations of modalities can create novel risks as well
as compound effects. This is why, in addition to evaluating
individual modalities in isolation, evaluations must also be
expanded to assess compositions of modalities, i.e. multi-
modal outputs.

Our second main observation is that evaluations are scarce
or simply lacking for several previously identified risks from
generative Al systems. This lack of coverage is particularly
pronounced for human autonomy and integrity harms, ma-
licious use harms, and socioeconomic and environmental
harms (Figure 3). While the number of available evaluations
itself is insufficient to assess coverage of a risk area, the
complete absence of evaluations for certain risk and modal-
ity combinations indicates that there are currently no off-the-
shelf approaches or tools that safety practitioners can use to
evaluate these risks. This means that a given risk area cannot
currently be evaluated for all types of generative Al systems
(Figure 2). It follows that these harms often go unassessed,
or that assessments go unreported.

Diving deeper into the evaluation repository reveals that
the lack of coverage extends beyond these three risk ar-
eas: even for harm areas where evaluations exist, they do
not cover the risk area comprehensively. For example, the
95 evaluations of “representation and toxicity harms” cover
only a small space of anticipated representation harms: 23%
of these evaluations measure bias through associations of bi-
nary gender and occupation.” Similarly, multiple “discrim-
inatory bias” benchmarks limit themselves to binary gen-
der or skin colour as potential traits for discrimination, e.g.

?Six of the twenty one focused exclusively on gender and occu-
pation (Zhao et al. 2018; Rudinger et al. 2018; Perez et al. 2022b;
Malik and Johansson 2022; Borchers et al. 2022; Sun et al. 2023).
The rest include additional demographics and stereotypes.
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Figure 3: Context gap: Mapping risk area coverage by level
of context shows that multiple risk areas are narrowly as-
sessed only at the model layer. Across all risks, there are few
evaluations of harms arising in human interactions with gen-
erative Al or of systemic impacts. However, such evaluations
are more common for certain risks, such as socioeconomic
and environmental harms and degradation of human auton-
omy and integrity. “Systemic impact,” “human interaction,”
and “capability” are categorisations of how much context an
evaluation encompasses, as detailed in Appendix A.

(Cho, Zala, and Bansal 2023; Mandal, Leavy, and Little
2023). These evaluations do not cover potential manifesta-
tions of representation harms along other axes such as abil-
ity status, age, religion, nationality, or socioeconomic status,
although some recent work expands the coverage of traits
(Costa-jussa et al. 2023; Esiobu et al. 2023). Still, further
evaluations are needed to cover risks of harm, including ad-
dressing more nuanced gaps in risk areas for which evalua-
tions exist.

Our third observation is that insofar as evaluation tools
exist to address risks from generative Al, they are mainly
evaluating model capabilities, with few studying human-Al
interactions or the systemic impacts of such systems (Figure
3). This is parallel to gaps observed across machine learning
domains (Hutchinson et al. 2022), reflecting a widely held
assumption that the evaluation of these systems can be ab-
stracted out of context (Selbst et al. 2019). More detailed
inspection of the repository indicates that, among technical
artifacts, safety evaluations focus particularly on Al system
outputs and to a lesser degree on other artifacts such as train-
ing data, classifiers or filters. This emphasis on capabilities
in isolation also results from how many evaluations have re-
cently been performed and disclosed as part of large gener-
ative Al system announcements, which primarily focus on
capability evaluations (Glaese et al. 2022; Anthropic 2023;
OpenAl 2023b; Mishkin et al. 2022; Touvron et al. 2023b;
Anil et al. 2023). It is also likely influenced by the inavail-
ability of training data or filters used in proprietary models,
contrasted with the availability of the Al system for black-
box testing via public APIs.

While a capability-focused approach provides important
indications as to potential downstream harms, and is there-
fore a core piece of safety evaluation, it does not account for
contextual factors that co-determine risks of harm. Thus, it
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must be complemented by further analyses that add layers
of relevant context. Without such context, it is only possi-
ble to measure what has already been anticipated, and it is
challenging to create grounded thresholds for what good real
world performance looks like.

Closing Safety Evaluation Gaps

Our assessment of the current state of safety evaluations
of generative Al systems identified significant gaps in the
modalities, risks and contexts covered by current evalua-
tions. We now propose practical steps that can be taken to
close those gaps, including a discussion of their advantages
and limitations.

Increasing Modality Coverage

One gap in the current safety evaluation landscape is that
tests for image-, audio-, video-, and multimodal AI systems
are often missing. To increase modality coverage, there are
some low-hanging fruit strategies - specifically, text-based
evaluations can be repurposed to assess other modalities
(e.g. image), or output in non-text modalities can be tran-
scribed into text such that text-based evaluations can be ap-
plied. Here, we describe these approaches and their limita-
tions.

Repurposing Evaluations One way to address gaps in the
evaluation landscape is to repurpose components of existing
evaluation methods. Repurposing and reusing datasets and
tasks is a common approach in machine learning research,
including on generative Al systems. For example, a senti-
ment bias evaluation that was introduced in 2019 by Huang
et al. (2020) was cited in the GPT-3 paper for a modified
sentiment bias analysis (Brown et al. 2020a). In their 2021
paper presenting Gopher, Rae et al. (2022) conducted the
same analysis but used an expanded set of prompts. Most
recently, PaALM2 drew on the Gopher prompt set for a mul-
tilingual toxicity analysis (Anil et al. 2023). This practice of
reuse is especially common when Al system developers are
working on tight timelines in fast-moving research domains,
as is the case with generative Al

However, this approach must be pursued with caution,
as repurposing can create a range of negative unintended
effects. For example, Winogender (Rudinger et al. 2018)
and Winobias (Zhao et al. 2018) were developed as bench-
marks to address the specific problem in language modelling
of coreference resolution. These benchmarks are now com-
monly repurposed for the different goal of assessing bias in
large generative Al systems, as they quantify the association
of gender and occupation in text output. The basic frame-
work of these evaluations was furthermore used as inspi-
ration for probing risks in images, as seen in the DALL-E
2 system card (Mishkin et al. 2022). In this propagation, a
narrow evaluation (as is appropriate for coreference resolu-
tion) has become state-of-the-art on an inherently broad and
manifold problem, social discriminatory bias. In this nar-
row test, several forms of social bias go unmeasured. In-
terestingly, the narrow operationalisation of social bias in
language models has even carried over to other modalities,
where no prior evaluations are being repurposed - rather,



novel evaluations are being developed from scratch, equally
operationalising social bias via the association of gender and
occupation, e.g. to assess bias in image models (Luccioni
et al. 2024; Naik and Nushi 2023). One step to mitigate this
is to carefully capture and document the propagation of spe-
cific evaluations across different use cases (Koch et al. 2021;
Bommasani et al. 2023).

Another way in which repurposing may occur is by rely-
ing on classifiers as evaluation tools. However, such repur-
posing is risky and may return distorted or invalid results.
Specifically, in all forms of repurposing lies a risk that the
evaluation in question may not be valid in the context to
which it is being repurposed. We now survey these risks and
ways to address them.

While repurposing saves work and can create common
standards, applying an evaluation or classifier out of its in-
tended context comes with trade-offs such that repurposing,
if done poorly, may create more harm than good (Selbst et al.
2019; Rauh et al. 2022). For example, repurposing an eval-
uation may result in simply invalid results - a metric that is
appropriate in one context or modality may be invalid in an-
other context or modality. If a risk is being evaluated in this
way, this may not create any helpful insights and, critically,
provide a false sense of security.

To sidestep these risks, rather than directly repurposing
existing evaluations to assess risks in other modalities, an-
other option is to use existing tools as a starting point for re-
finement. By using existing evaluations as a guiding analogy
for constructing new evaluations, researchers could adapt or
augment prior evaluation datasets.

To determine if and when an evaluation should be reused,
practitioners should consider its provenance, identify how
the original context and purpose align with the new usage,
and understand what norms are being perpetuated by its
reuse. Because risks of harm are contextual, understanding
the difference between the original and updated context will
uncover the gaps in the new use case. This is especially im-
portant because some information inevitably gets lost when
operationalising complex constructs (e.g. a certain societal
risk) such that they can be measured — translating risks from
Al systems into narrow metrics and tests is fraught with am-
biguity (Wagner et al. 2021). This loss compromises the va-
lidity of a measure. Here we are particularly concerned with
external validity failures, where a test may capture a target
construct fully in a given instance but not allow extrapola-
tion to new situations (Liao et al. 2021).

In addition to considering the differences between the
evaluation’s original and new context, repurposing an eval-
uation requires reflection on how it operationalises harm
and how it may offer opportunities for refinement. Evalu-
ations operationalise broad concepts, e.g. misinformation,
into more specific measures, e.g. fact-checking accuracy on
human-written COVID-19 information (Bang et al. 2023).
Without this reflection and refinement, repurposing evalu-
ations may lead to missing the actual intended evaluation
target.

Transcribing non-text output for text-based evaluation
Another way to address the uneven distribution of evalu-
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ations across modalities is to transcribe outputs from one
modality into another modality in which an appropriate eval-
uation exists. This may be attempted through transcribing
content from images, video, or audio output such that the
transcript can then be evaluated using text-based evalua-
tion tools. For example, automatic speech recognition tools
can be leveraged to transcribe speech into text or an image
captioning system can be used to caption a generated im-
age (e.g. Wiles, Albuquerque, and Gowal (2023)). Similarly,
video can be split into a series of images to enable image-
based evaluation.

Transcription into text is a valuable and tractable first step
in evaluating risks of harm in non-text modalities. However,
through the process of transcription, some information in-
evitably gets lost and thus evades evaluation. For example,
in speech, prosody (the way in which something is said, e.g.
with sarcasm) carries information about meaning but this
may not be captured by simple transcription of sentences
(Wilson and Wharton 2006). Similarly, generating synthetic
audio in the voice of a particular person may create appro-
priation or defamation harms that would not be detected by
transcribing the audio and analysing the text. Additional pit-
falls of the transcription approach stem from the fact that
methods to translate between modalities may be error-prone
(Rohrbach et al. 2018; Ramesh, KhudaBukhsh, and Kumar
2022), sometimes in systematically biased ways (Ngueajio
and Washington 2022; Wang et al. 2022). Such errors can
propagate through the harm analysis. For example, if an
image-captioning system is biased toward people on mo-
torcycles as “male” (Hendricks et al. 2018), evaluation of
image captions may indicate a different gender bias than is
present in the images that are the target of evaluation. In
sum, while transcription approaches are a promising first
step, these methods are limited, require quality checks, and
must be complemented by evaluation methods that are cali-
brated to the output modality directly.

Increasing Risk Coverage

Model-driven or “automated” evaluations are one way to in-
crease coverage across risk areas. We introduce these meth-
ods as immediately available low-hanging fruit. However,
these approaches are limited and ultimately not sufficient.

Model-driven evaluations Generative Al systems them-
selves are being used as evaluation tools because of the
adaptability they offer for coverage of risks. Language mod-
els can be used to adversarially generate model inputs that
elicit harmful language from other language models (Perez
et al. 2022a) or lead to systematic failures in model pre-
dictions (Wiles, Albuquerque, and Gowal 2023). In contrast
to asking humans to generate model inputs, generating in-
puts automatically often requires little work in the form of
prompting or fine-tuning on small amounts of data, com-
pared to a potentially time-consuming human evaluation
task. Language models have also been used to classify out-
put text as harmful or not (Bai et al. 2022; Inan et al. 2023;
Markov et al. 2023). Instead of relying on human annotators
to manually label data and training bespoke classifiers for
individual harms, language models enable quick implemen-



tation of classifiers with little to no additional data. Building
evaluation tools with language models, as opposed to rely-
ing on human annotators, allows for flexible pipelines that
are fast for researchers to iterate on. As such, they make it
easy to adjust and expand definitions of harmful behaviour
to changing model capabilities, emergent risks, or usage
patterns. They can also mitigate the drawbacks of evalua-
tions relying on human raters, which are typically costly and
slow, and could put the raters themselves at risk when the
evaluation task is disturbing. Although work in this space
is currently limited to text, there may be ways to expand
model-driven evaluations, such as adversarial probing, to
other modalities.

However, Al systems as evaluation tools face limitations.
Current work tends to rely on proprietary Al systems that
may not be accessible to those performing an evaluation.
It also limits trust in such evaluation results, as the system
used cannot be inspected and methods may not be replicable.
Al systems are also updated over time and produce samples
stochastically, which may adversely impact the reproducibil-
ity of this approach (Pangakis, Wolken, and Fasching 2023).
In addition, generative models may have biases and behave
in unexpected ways, which can introduce confounds or noise
to the evaluation. There is a further risk of spiralling effects
if Al systems from the same base model are used to evaluate
each other, as existing biases or blindspots present in these
systems can be amplified through this process.

This method is also limited in the types of risks it can ad-
dress: it is most readily useful for covering risks from “un-
safe” outputs, rather than risks that manifest during human
interaction or widespread deployment of an Al system. As
described above, the model-driven evaluations currently be-
ing developed center on evaluation of the technical artefact
in isolation and use the model as a classifier or automated
probe. Finally, this direction of evaluation is novel, and its
robustness needs to be assessed. Grounding the results of
model-driven evaluations by comparing them with human
or well-established evaluations is a cross-validation step to
ensure this method does not fall foul of validation problems.

Increasing Context Coverage

Most safety evaluations to date focus on the model, and do
not take into account human-Al-interaction or broader soci-
etal context in which an Al system may be deployed. Clos-
ing the context gap will require new paradigms for evalua-
tion, but this does not require inventing new methods from
scratch: rather, interdisciplinary groups can expand the tool-
box to tried-and-tested methods from disciplines that have
not traditionally been used in Al development, and apply
those to Al safety evaluation.

Looking beyond ‘model-centric’ evaluation methods
Our analysis of the evaluation landscape surfaced substan-
tial context gaps, finding that most Al harms identified
only reflect behaviour and outcomes of the model in iso-
lation. This lack of coverage is closely related to an over-
representation of certain methodologies, particularly auto-
mated benchmarks, which are familiar to and favored by Al
practitioners. Relying on a handful of well-established tools
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limits the extent to which evaluation can uncover harms
that manifest outside of the model-centered context. Clos-
ing context gaps in safety evaluation may require a paradigm
shift based around a simple principle: evaluating the safety
of an Al system in its proper context requires methods that
can take that context into account.

Interdisciplinary approaches to safety evaluation Ex-
panding the methodological toolkit for a sociotechnical ap-
proach to safety evaluation does not require methodological
innovation. Rather, it can be done by embracing a more in-
terdisciplinary approach to safety evaluation. Experimental
methodologies from the discipline of human-computer in-
teraction or the social sciences are particularly useful. They
take into account broader system-level metrics, such as eco-
nomic indicators, to predict or assess impacts on broader
systems, such as the labour market. For example, longitu-
dinal studies can inform the design of evaluations aimed at
uncovering long-ranging societal impacts of Al systems, e.g.
trends in occupational values in light of Al-induced automa-
tion (Langstedt, Spohr, and Hellstrom 2023) and patterns
of behaviour in engagement with Al-enabled assistants (Xu
and Li 2022).

Qualitative analyses of how people perceive, work with,
and relate to Al systems are another rich information source
for safety evaluation. There is a growing body of work in-
vestigating the effect of interactive Al systems, e.g. hu-
mans’ ability to distinguish AI- and human-generated con-
tent (Jakesch, Hancock, and Naaman 2023; Waltzer et al.
2023) and how users display attachment to Al “compan-
ions” (Laestadius et al. 2022; Pentina, Hancock, and Xie
2023). Ethnographic assessments of the functionality and
safety failures at the point of real-world use are a further set
of approaches that can yield new insights on the safety of a
system, e.g. Marda and Narayan (2020); Raji et al. (2022).

Human-computer interaction research, behavioural stud-
ies, user research, ethnographic studies and social, eco-
nomic and environmental impact assessments all present
established fields with validated frameworks, metrics, and
measurement approaches that have been applied to eval-
uate the safety of generative and other types of Al sys-
tems in their proper contexts (e.g. Elish and Watkins (2020);
Marda and Narayan (2020); Brynjolfsson, Li, and Raymond
(2023); Peng et al. (2023); Noy and Zhang (2023)). These
approaches can be leveraged more systematically to com-
prehensively assess the safety of generative Al systems in
relevant contexts, such as specific use cases, user groups,
or institutions in which Al systems may be deployed. We
list an overview of current and prospective safety evalua-
tion methods in Appendix A.1 (https://dpmd.ai/3WUc5un).
Moreover, incorporating insights from diverse disciplines
infuses safety evaluations with a richer set of perspectives.
This opens doors to evaluating risks that might otherwise
be overlooked and critically examining conclusions drawn
from individual evaluation approaches.

To meaningfully integrate these methodologies into prac-
tice, the necessary resources and infrastructure must be pro-
vided to interdisciplinary researchers both within and be-
yond the immediate Al safety and ethics community. There



are many avenues to enabling critical interdisciplinary safety
work. For large technology corporations, it may involve on-
boarding a range of expertise by hiring with an interdis-
ciplinary focus. Complementary to this approach, organi-
sations could seek to provide seed-funding for novel ap-
proaches to Al safety research (for an example, see Su-
peralignment Fast Grants (OpenAl 2023). Conferences on
Al safety can function as venues to bring different disci-
plines together and foster collaboration, including between
different “safety communities” (Weidinger et al. 2024). In-
dividual research teams and institutions alike may look to
establish long-standing collaborations or partnerships with
other expert organisations — including but not limited to
those that specialise in Al evaluations, to share expertise
and resources. Standing up new interdisciplinary collabora-
tions for safety evaluation requires an upfront cost in terms
of time, infrastructure and resources.

Limitations of Safety Evaluation

Evaluations are critical tools on the path to building safe
generative Al systems. Different methods and modes of
evaluation can be leveraged to build an increasingly fuller
picture of the risks of harm that these models pose; thus
supporting risk mitigation, accountability, and responsible
decision-making by developers and users alike. However,
evaluation is limited and on its own cannot guarantee safe
Al systems. In this section, we discuss limitations of eval-
uation in detail. First, simply expanding the scope of safety
evaluations is no guarantee of completeness. Rather, com-
prehensive safety evaluation requires continually assessing
and adapting to the risk profiles of specific use cases offered
by generative Al systems. This includes the need for con-
tinuous monitoring of the ways in which these systems are
(mis)used in the real world, which may not always be easy to
anticipate at first point of deployment. Second, even where
the use case and risk profile are well-understood, evaluations
are constrained by the choices of their creators. Evaluations
are inherently shaped by the values and biases encoded in
their design decisions, and are never neutral. Finally, evalu-
ation is not enough to ensure sociotechnical safety of a gen-
erative Al system. To truly build safe Al systems, evalua-
tion must be embedded into broader responsible innovation
practices and safety ecosystems that act on evaluation results
through mitigation and governance efforts.

Evaluating ‘General-purpose’ Systems

The challenges of evaluation are particularly apparent in the
context of “general-purpose” generative Al systems, whose
downstream application or user base is not yet defined or un-
derstood. An often-cited ambition in the innovation of gen-
erative Al systems is to develop “general-purpose technolo-
gies” that could be applied to a wide range of potential tasks
and environments (e.g. Bubeck et al. (2023) though see also,
(Raji et al. 2021)). Indeed, generative Al systems have been
likened to general-purpose technologies such as steam en-
gines and office automation (Acemoglu and Johnson 2023).
This supposed open-endedness of Al systems can make it
difficult to identify the contexts — such as applications, user
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groups, or institutions — in which Al system safety should be
evaluated.

One way to address this tension in practice is to define
hypothetical applications of “general-purpose technologies”
and to evaluate them in these contexts. This can, for exam-
ple, take the form of identifying “critical user journeys”,
i.e. mapping a series of steps users may take while using
a product to achieve a desired outcome (Arguelles et al.
2020). Following a precautionary approach, such hypothet-
ical use-case mapping may first focus on high-risk applica-
tions. Still, early evaluation based on hypothetical use cases
cannot replace downstream evaluation of actual use cases;
rather, it serves to highlight risks and must be complemented
with monitoring of real-world impacts. The risk profiles and
thresholds of what constitutes “acceptable” model perfor-
mance may differ between different downstream applica-
tions or user groups, requiring more rigorous evaluation in
some cases than in others.

Rather than evaluating “general-purpose” Al systems as
such, much work is needed to identify and evaluate risks
in the context of their diverse potential use cases. Corre-
spondingly, safety evaluations are not general-purpose ei-
ther: rather, evaluations need to fit the specific risk areas,
modalities, and contexts that they are intended to address.
Evaluation requires explicitly accounting for the variability
of factors that co-determine risk (e.g. evaluating the risk for
different use cases). In this way, evaluation is specific and
grounded, just like a use case of an Al system is specific and
grounded - and neither Al systems nor safety evaluation are
general-purpose solutions.

Evaluation Is Never Value-neutral

Evaluation necessarily and inherently covers only a subset
of all possible manifestations of risks of harm (Bergman
et al. 2023; Raji et al. 2021). What is included depends
on pragmatic and normative considerations, such as what
is tractable, anticipated, and prioritised. Thus, designing an
evaluation involves choices — made either deliberately or im-
plicitly — on what to prioritise and what to discard. Even the
very first step of selecting a target to evaluate requires a nor-
mative judgement on what harms are important or relevant
to measure (Kalluri 2020; Mohamed, Png, and Isaac 2020).
Indeed, as the field makes progress on addressing the eval-
uation gaps we identified, the prioritisation of combinations
of modality, risk, and context will be a value-driven process.
Widespread adoption of such evaluations will then in turn
perpetuate the values they encode (Bommasani 2023).
Furthermore, operationalising a harm construct into a
metric necessarily bakes in certain assumptions. Opera-
tionalising the harm requires normative decisions on what
task is most valuable for the system to perform highly on,
how performance is measured, and where or to whom it is
most valuable for the benefits of the system to accrue. Af-
ter this process, what remains within scope of the evaluation
is what is prioritised, and these decisions inherently express
value. For example, making a commitment to a test and a
metric — e.g. that social biases can be measured via associa-
tions of gender and occupations — is a normative judgement
on where harms are likely to occur and which particular as-



pects of a harm are relevant and tractable (Luccioni et al.
2024). The way in which values are encoded into an evalua-
tion depends on the corresponding risk, harm, and modality
an evaluation aims to measure. For example, some values,
such as those concerning beauty standards and body image,
may not always be present in text, but are immediately vis-
ible in images and video. These normative decisions are all
the more significant, as they tend to have a sticking effect
that propagates as evaluations are being repurposed (see sec-
tion “Results: Safety evaluation gaps”). Thus, when building
evaluations in new modalities, we urge practitioners to care-
fully question the values underlying prior metrics.

Depending on what risk is being evaluated and how harm
is operationalised, conducting an evaluation may even be in-
appropriate or problematic, or may create a disproportionate
burden on those at risk of harm. For example, measuring
sensitive traits to assess performance across demographic
groups may place communities at risk or sit in tension with
privacy, respect, or dignity (e.g. Wenger et al. (2022); Wolff
(2010)). Characteristics or qualities that are essentially con-
tested or fundamentally fluid (e.g. ethnicity, sexual orienta-
tion, or gender identity) may be reified through evaluations
that bin these into discrete categories (Keyes 2019; Lu, Kay,
and McKee 2022; Tomasev et al. 2021; Hanna et al. 2020).
Some communities may not even wish to be represented in
the evaluation (Denton et al. 2021; MediaWell 2019), either
due to the burden (e.g. time and labour costs) of participation
or, for example, if inclusion within the scope of the evalua-
tion means being surveilled (Brunton and Nissenbaum 2016;
Keyes 2019; MediaWell 2019; Bedoya 2014; Hassein 2017).

These normative decisions show that evaluations are in-
herently value expressions of those who conduct them.
Therefore, the inclusion of perspectives beyond those who
develop and deploy these systems is paramount. For ex-
ample, assessing whether a model meets expectations prior
to or after deployment requires a normative evaluation
of whether some measurement expresses performance that
is “good”, “bad”, “safe enough”, etc. (see Bakalar et al.
(2021)). However, for such thresholds to be legitimate, they
need to arise from adequate institutions or processes, such
as expert groups, democratic institutions, or fair and inclu-
sive deliberation processes that centre groups that may be
affected by these Al systems. Calls for greater represen-
tation of community groups is widespread and often of-
fered as a mitigation for a broad range of fairness and so-
ciotechnical harms (e.g. Costanza-Chock (2020); DeVries
et al. (2019); National Institute of Standards and Tech-
nology (2021a); Sortition Foundation (2023); Lashbrook
(2018); Jindal (2021); Pasquale and Malgieri (2021); Suresh
and Guttag (2021); European Commission (2021)). While
greater inclusion of groups and perspectives in the eval-
uation can lead to better visibility of the model perfor-
mance (Buolamwini and Gebru 2018), there are arguments
for adopting this approach with care (Bergman et al. 2023)
due to the risk of disproportionate burden discussed above,
as well as the potential for an oversimplified interpretation
of the notion of representation and of the implementation of
these approaches, which in turn may lead to objectification
and exploitation (e.g. Fussell (2019)).

1209

Evaluation Is Not All You Need

Evaluation is a cornerstone of responsible innovation: by
transforming foresight and observed incidents into ac-
tionable insights, it underpins mitigation and responsible
decision-making. While expanding sociotechnical evalua-
tions is essential to address the gaps in the generative Al
safety landscape, we also argue that it is important to rec-
ognize the limits of what evaluation can provide. Evaluation
alone is not a panacea: to ensure the safe development of
Al systems, it must be embedded in a broader responsible
approach.

Even with the most rigorous evaluation process, certain
types of harms will inevitably remain undetected, especially
when deploying flexible and broadly applicable Al systems.
This is why evaluation must be complemented with ef-
fective governance mechanisms. These should include pre-
deployment assessments to evaluate remaining uncertain-
ties, continuous post-deployment monitoring (including log-
ging observed incidents (Al Incident Database 2023)), and
swift, effective recourse mechanisms for those who expe-
rience or detect harm. Crucially, Al systems must be de-
signed with flexibility, allowing new insights to be quickly
translated into fixes, such as system updates. Given the
pre-deployment evaluation gaps, organisations deploying Al
systems require adequate governance infrastructures that can
respond to detected risks with mitigations, either by delay-
ing or stopping the deployment of an Al system or by sus-
pending an already-deployed system until concerns are re-
solved. Only by embedding evaluation into meaningful pro-
cesses can it lead to action and have actual impact on safety.

Conclusion

Generative Al systems present considerable safety risks,
which can be holistically evaluated by adopting a sociotech-
nical approach. In this work, we survey the state of safety
evaluations of generative Al. We find that the current safety
evaluation landscape presents three significant gaps. Non-
text modalities are under-served, especially for audio and
video. Certain risk areas are also poorly covered in current
evaluations. Finally, there are still too few evaluations that
consider Al system safety beyond the scope of model out-
puts.

These gaps present a roadmap for the field of
safety evaluation research. We release the repository
(https://dpmd.ai/EvalsRepo) for the community to further
analyse and use as a resource in their own work. Progress
on closing these gaps will come from a combination of both
short and long term work, extending present-day evaluation
approaches as well as researching new paradigms. Although
evaluation of “general-purpose” systems is challenging and
will perpetuate whichever values are encoded in their design,
it forms a critical component of responsible Al development.
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