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Abstract

This paper navigates the convergence of the European Data
Protection Regulation and the AI Act within the paradigm of
computational methods that operationalise fairness in the ab-
sence of demographic data, notably through the use of proxy
variables and inferential techniques (Proxy Fairness). Par-
ticularly, it explores the legal nature of the data involved in
Proxy Fairness under the European Data Protection Regula-
tion, focusing on the legal notion of Sensitivity. Moreover,
it examines the lawfulness of processing sensitive personal
data for Proxy Fairness purposes under the AI Act, particu-
larly focusing on the legal requirement of Necessity. Through
this analysis, the paper aims to shed light on core aspects of
the legitimacy of Proxy Fairness in the context of EU law,
providing a normative foundation to this line of Fair-AI ap-
proaches.

Introduction
The increasing adoption of AI systems at high stake areas
of public life along with extensive studies on the discrimi-
natory potential of AI (Mehrabi et al. 2021), have prompted
a proliferation of algorithmic methods that study and pur-
sue fairness in AI systems (Fair-AI) (Ntoutsi et al. 2020;
Schwartz et al. 2022; Mitchell et al. 2021). These methods
are centered on the detection, mitigation and evaluation of
bias across legally protected groups, and almost invariably
require access to sensitive attributes, like demographics, that
determine group membership. However, this often implies
the processing of personal sensitive data, which is in princi-
ple prohibited according to the EU data protection law, pos-
ing challenges to the feasibility of Fair-AI approaches.

In response to this challenge, a growing line of AI re-
search (Ashurst and Weller 2023; Centre for Data Ethics
and Innovation and Department for Science, Innovation and
Technology 2023; Awasthi et al. 2021; Chen et al. 2019a;
Yan, te Kao, and Ferrara 2020; Zhu et al. 2023; Gupta
et al. 2018) has studied computational methods that enable
fairness operationalization in the absence of demographic
data, notably through the use of proxy variables and inferen-
tial techniques (Proxy Fairness). Besides being increasingly
studied, proxy fairness methods have already been widely

Copyright © 2024, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

employed across various sectors, including tax, finance, con-
sumer protection (Elzayn et al. 2023; Baines and Courchane
2014; Consumer Financial Protection Bureau 2014; Elliott
et al. 2009) and social media (Alao et al. 2021) (Belli et al.
2021), particularly in a U.S. context. However, scant atten-
tion has been given thus far to the interaction of these meth-
ods with existing data protection regulations, posing signif-
icant legal uncertainty regarding the legitimacy of these ap-
proaches.

This uncertainty intensifies in the face of ongoing regu-
latory developments. Particularly, the upcoming AI Act has
also addressed the challenge of data scarcity in the context
of Fairness, by enabling, on grounds of public interest, the
processing of personal sensitive data for the purposes of bias
detection and correction in high-risk AI systems. Precisely,
according to the Article 10 (5) AI Act, the processing of
personal sensitive data is permitted only ”to the extent that it
is strictly necessary for the purposes of ensuring bias de-
tection and correction in relation to the high-risk AI sys-
tems..[emphasis added]”. While the enabling provision ap-
pears to be method-agnostic, meaning that it’s not restricted
to a particular fairness approach, the stipulated necessity
requirement significantly influences the choice of fairness
methods, and to a greater extent, the scope of Proxy Fair-
ness.

In light of the above, this paper aims to examine the le-
gal implications of Proxy Fairness under the General Data
Protection Regulation and the AI Act, providing a norma-
tive foundation to this line of Fair-AI approaches. Precisely,
the paper provides the following contributions:
• The first section analyzes Proxy Fairness under the Gen-

eral Data Protection Regulation, focusing on the notion
of data “Sensitivity”. Drawing from established jurispru-
dence of the European Court of Justice and prominent
legal scholarship, the paper scrutinizes the nature of data
involved in Proxy Fairness approaches, shedding light on
nuanced data protection aspects surrounding proxy vari-
ables and data inferences.

• The subsequent section analyzes Proxy Fairness within
the scope of the AI Act, particularly operationalising the
legal notion of “Necessity”. Drawing upon Article 10 (5)
of the AI Act, the paper examines the necessity of pro-
cessing sensitive personal data in the context of proxy
fairness methods, shedding light on core aspects of their
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legitimacy. This examination involves a comparative as-
sessment of proxy fairness approaches versus default al-
ternatives, considering the necessity criteria of intrusive-
ness, effectiveness, and reasonableness.

While the analysis draws on European regulatory frame-
works, its relevance transcends beyond Union borders
to extra-territorial Fair-AI endeavors. Specifically, AI
providers, who place high risk AI systems on the EU market
or put those systems into service in the Union, fall under the
scope of the Act, regardless of their establishment or loca-
tion within the Union or a third country.1 Accordingly, they
are also subject to the AI Act’s data governance obligations,
including the obligation to examine training, testing and val-
idation datasets for relevant biases and take appropriate mea-
sures to detect, prevent and mitigate them.2 To the extent
thus that non-EU AI providers process information related
to individuals located in the EU in order to detect or correct
biases in their datasets, they must adhere to the applicable
EU requirements, including the requirement of necessity. 3

Methodology
The paper fundamentally adopts a doctrinal legal research
methodology. Two EU legislative pieces, the General Data
Protection Regulation and the AI Act, serve as the normative
framework of the analysis, while the legal notions of data
’sensitivity’ and processing ‘necessity’ form its central con-
cepts. However, insofar as it examines technical phenom-
ena within this normative and conceptual framework, such
as computational fairness approaches, the analysis takes on
a techno-legal approach concerning the subject of inquiry.

Particularly, the paper combines descriptive, classifying,
and evaluative methodological features (Kestemont 2018;
Smits 2017), in order to identify the underlying legal sys-
tem applicable in the context of Proxy Fairness and to steer
its lawful application.

To describe the legal notion of data “sensitivity”, the first
section employs grammatical and systemic legal interpreta-
tion as well as interpretation on the basis of EU jurispru-
dence, non-binding legal sources and legal doctrine. Subse-
quently, the insights from the descriptive analysis, largely
following deductive reasoning, inform the classification of
‘proxy’ and ‘inference’ data under the described notion of
personal sensitive data, with insights from technical litera-
ture serving as an external criterion for this classification.

1See art. 2 (1) AI Act.
2See art. 10 (2) (g), (f) AI Act
3AI providers are not obliged to debias their datasets by pro-

cessing sensitive information relating to individuals in the EU.
However, under Article 10 (3), (4) AI Act, they are required to en-
sure that the training, validation, and testing datasets possess appro-
priate statistical properties with regards to the individuals to whom
the high-risk AI system is intended to be used, while also consider-
ing the characteristics specific to the geographical setting in which
the high-risk AI system will operate. This requirement may lead
to the customization of the datasets used for fairness purposes to
suit the Union’s local context, incentivizing the utilization of EU-
related datasets.

The second section employs the same international tools
and internal criteria to describe the legal notion of “neces-
sity” and to classify features of Proxy Fairness under ne-
cessity’s components. Due to the inherent comparative ele-
ment of Necessity, the section builds largely upon a com-
parative evaluation between Proxy fairness approaches4 and
their ‘Default’ counterparts5, along the legal criteria of in-
trusiveness, effectiveness, and reasonableness. Insights from
the literature of computer science, STS (Science, Technol-
ogy, and Society) and AI ethics are incorporated as evalua-
tion indicators, informing the legal criteria without altering
though the paper’s assessment framework.

While holding to a doctrinal normative approach, the pa-
per adopts an interdisciplinary perspective, exposing the
complex interdependencies between (Data Protection) Law,
Computer Science, and Ethics in the context of Fair-AI and
creating a conversational crossroads to be further leveraged
and enriched by the respective disciplines and their method-
ologies.

Proxy Fairness under the GDPR:
a Sensitivity Perspective

The notion of sensitive data, well-established in European
data protection law, is used within the General Data Pro-
tection Regulation to denote ”special categories of personal
data”, which due to their nature are particularly sensitive in
relation to fundamental rights and thus require more exten-
sive protection compared to ”ordinary” personal data (recital
51 GDPR). Article 9 of the GDPR restrictively defines sen-
sitive data as those revealing racial and ethnic origin, polit-
ical opinions, religious or philosophical beliefs, trade union
membership, as well as genetic, biometric and health data,
and permits their processing only under strict exceptions.

The AI Act provides such an exception in Article 10 (5),
enabling the processing of sensitive personal data for bias
detection and correction in high-risk AI systems, explicitly
referencing Article 9 of the GDPR and its concept of sensi-
tive data.6 In order to assess thus Proxy fairness under this
exception of the AI Act, it is necessary to first investigate
the extent to which it involves the processing of sensitive
data under the meaning of the GDPR.7 For this purpose,

4The legal analysis considers a baseline paradigm of Proxy
Fairness, which involves inferring the pertinent sensitive attribute
from related features (proxy variables) through the use of an at-
tribute classifier - also known as a proxy model-, in order to eval-
uate or control for fairness. While variations of proxy fairness
approaches may influence aspects of the analysis, the underlying
logic applies mutatis mutandis to any fairness method that deals to
some extent with proxies and inferences of sensitive data.

5In the context of this analysis, ’Default’ refers to approaches
situated in a non-demographically scarce regime that directly pro-
cess the ”real” sensitive attributes obtained directly or indirectly
from the data subjects.

6The terms ”special categories of data” and ”sensitive data” are
used interchangeably within the GDPR. Cf. Recital 10 GDPR.

7The ”processing” of data involves under Article 4 (2) GPDR
a wide range of operations performed on personal data, including
the data collection, organisation, structuring, storage, alteration, re-
trieval, use or disclosure.
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the ensuing chapter distinguishes between two main data-
pillars involved in Proxy Fairness, namely the Proxy and the
Inferred data, and assesses them under the notion of sensi-
tivity.8 The legal analysis considers a baseline paradigm of
Proxy Fairness, which involves inferring the pertinent sensi-
tive attribute from related features (proxy variables) through
the use of an attribute classifier - also known as a proxy
model-, in order to evaluate or control for fairness. Besides
providing the necessary foundation for the subsequent anal-
ysis, this section, represents a critical legal exercise. This is
because inferential approaches, due to their inherent intrica-
cies and indirect interference with sensitive data, often risk
slipping through the cracks of the European Data Protection
Regulation and its strict protective regime for sensitive data.

Proxy Data
Proxy-based approaches are conceptually built around the
utility and use of proxy attributes, namely data that are as-
sociated with, and could be used as a substitute or stand-in
for unavailable or inaccessible actual demographic traits. An
individual’s surname or address, for example, could serve as
proxies for their ethnicity and be used to calculate the likeli-
hood of their belonging to a specific race or ethnicity. In the
context of Proxy Fairness, ordinary source data are being
processed to infer the pertinent sensitive attributes, which
(inferences) are then used along with standard fairness met-
rics for fairness evaluation or optimization. From a data pro-
tection perspective, this raises the non-trivial question of
the nature of the first data block involved in Proxy Fair-
ness, namely the Proxy Data, also referred to as inference-
producing data.

To address this question one must first draw from a tex-
tual reading of the GDPR and specifically of its Article 9
(1), which defines sensitive data as ”data revealing racial or
ethnic origin..[emphasis added]”. The wording of this provi-
sion explicitly allows for a broad interpretation, encompass-
ing not just inherently sensitive data — i.e. data that by its
nature contain sensitive information — but also data from
which sensitive information with regard to an individual can
be concluded. This is due to the key term ”revealing”, which
describes the nature of the link between the personal data
deemed as sensitive and the information content of this data
(Spiecker et al. 2023).

This expansive interpretative approach has been explic-
itly endorsed by the Article 29 Working Party across various
guidelines, and finally affirmed by the European Court of
Justice (ECJ) in its recent jurisprudence (Nowak 2017). In
this specific ruling, the ECJ explicitly expanded the GDPR’s
scope from inherently sensitive data to information that in-
directly allows the inference of sensitive information by

8Given that the classification of data as ”sensitive” within the
meaning of the GDPR essentially implies its classification as ”per-
sonal”, aspects of the personal link of data —especially those rel-
evant to the context of proxy fairness— are inevitably included.
However, the analysis primarily assumes the existence of personal
data under the meaning of the GDPR, with questions regarding
identifiability and anonymity falling outside the scope of this pa-
per.

means of intellectual operations like deduction or cross-
referencing. Particularly, according to the ECJ, it suffices
that the data is merely capable to indirectly reveal sensitive
information.

Consequently, ordinary source data may also be treated as
sensitive data, when it can be shown to allow for sensitive
attributes to be inferred ( cf. (Wachter and Mittelstadt 2018;
Quinn and Malgieri 2020; Malgieri and Comandè 2017) ).
This interpretation is particularly relevant in the context of
Proxy Fairness, which is conceptually grounded on the ca-
pability of proxy models to infer missing sensitive attributes
from ostensibly non-sensitive data. For instance, an individ-
ual’s postcode may not be inherently sensitive, but when
combined with other data in the context of Proxy Fairness, it
can lead to the inference of the individual’s actual ethnicity.
Failing to consider this data as sensitive would risk, accord-
ing to the established ECJ jurisprudence, compromising the
effectiveness of GDPR’s special protection afforded to sen-
sitive data and in greater extent the associated fundamental
rights and freedoms.

However, the ECJ implicitly dismissed with this jurispru-
dence a large volume of legal scholarship that has critically
questioned the contemporary relevance and effectiveness of
the GDPR’s concept of sensitive data and has accordingly
sough to narrow down its scope. Particularly concerned with
an ”inflation risk” of sensitive data in the face of techno-
logical developments, many scholars have proposed moder-
ating approaches that inject additional subjective or objec-
tive factors into the definition of sensitive data (Quinn and
Malgieri 2020; Wachter and Mittelstadt 2018; Solove 2024;
Schiff, Ehmann, and Selmayr 2017). The subsequent para-
graphs discuss the case of Proxy Fairness in light of these
restrictive approaches.

To begin with, subjective factors center around “inten-
tionality” and essentially look at the intentions and stated
purposes of data controllers with respect to the inference-
generation, excluding thereby data that accidentally or co-
incidentally reveal sensitive information. Given that the use
of proxy data in the context of Proxy Fairness conceptually
involves the intentional or affirmative inference of relevant
sensitive information, upon which the detection and correc-
tion of bias would draw, proxy data seem to pass the sen-
sitivity test under suggested purposeful approaches. This is
plausible, given that the sensitive data is typically the desired
result of the classifier’s analytical process in standard proxy
methods.9

Furthermore, Proxy Fairness seems to satisfy most of the
objective criteria of sensitivity, which consider the process-
ing context and include inter alia the costs and the amount of
time required for the inference, the available technology at
the time of processing (Malgieri and Comandè 2017) and
the ease or the reliability of inference (Malgieri and Co-
mandè 2017; Wachter and Mittelstadt 2018). Firstly, proxy
models claim to be today a relatively simple and easily de-

9This factor may vary in approaches where proxy data are not
treated as such, but rather as a very rough signal about potential
unfairness, without drawing conclusions or inferring the sensitive
attribute itself (Andrus et al. 2021).
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ployable solution, without implying significant complexities
or prohibitive costs (Centre for Data Ethics and Innovation
and Department for Science, Innovation and Technology
2023; Ashurst and Weller 2023). Particularly, a wide range
of proxy tools is currently available as open source [e.g. pre-
dictrace (Kaplan 2023), ZRP (ZestAI 2024) ], or commercial
products (Namsor 2024), with proxy methodologies for race
and ethnicity such Bayesian Improved Surname Geocoding
(BISG) already being widely employed in the US context
for fairness purposes (Elliott et al. 2009; Consumer Finan-
cial Protection Bureau 2014). In the same vein, academic
research has emphatically suggested that sensitive data, and
particularly ethnicity data, can be readily inferred from a va-
riety of other seemingly innocuous data, such as location
and surname, doctors’ notes, or even Facebook likes (Solove
2024; Kosinski, Stillwell, and Graepel 2013).

However, the question whether proxy fairness methods
are also reliably estimating the pertinent sensitive attribute
appears more controversial. Several commentators (Wachter
and Mittelstadt 2018; Gola and Heckmann 2022; Finck
2021) point out that ordinary proxy data should only be re-
classified if they provide a reliable or statistically significant
basis for inference generation, although the ECJ itself does
not specify any threshold level required for the proxy data’s
revealing ”capability”.10 In the examined context of Proxy
Fairness, although currently available or employed proxy
methods often (self-) report a high level of accuracy in pre-
dicting the sensitive attribute in question, reported accuracy
rates frequently prove unreliable and inconsistent across de-
mographic groups, especially in the presence of concept
and model drift (Centre for Data Ethics and Innovation and
Department for Science, Innovation and Technology 2023;
LeClair, Parker, and Young 2023). Overall, assessing Proxy
Fairness against the factor of reliability, would condition the
“sensitivity” of proxy data on the level of accuracy of the
attribute classifier : the higher the predictive accuracy of the
attribute classifier the better the indication of data sensitivity.

Inferred Data
The second data block involved in in Proxy Fairness, namely
the generated inferences, have also been subject to intense
academic debate, particularly due to their artificial and
probabilistic nature. Given that inferences are algorithmic
byproducts of an analytical process on other data (proxy),
rather than directly observed or collected from the data sub-
ject, they raise the following preliminary question: should
they be regarded personal data under the GDPR, distinct
from the data from which they were inferred?

The GDPR’s definition of personal data as “any informa-
tion. . . ” and the available guidelines of the Article 29 Work-
ing Party (Article 29 Data Protection Working Party 2007,
2017, 2016) call for a wide interpretation which is not con-
strained to a specific type or form of information and may
thus include not only collected but also inferred data.11

10Cf. (Wachter and Mittelstadt 2018), that interprets the General
Court’s decision in (Egan and v European Parliament 2012), as an
affirmation that reliability is an essential attribute of sensitive data.

11Cf. also the statement of the Article 29 Working Party in the

The ECJ has also indirectly addressed this question in
(Nowak 2017), extending the scope of personal data to en-
compass both ”objective” and ”subjective” information such
as opinions or assessments, as long as it relates to data sub-
jects. Through means of legal analogy and by resembling
inferences to subjective opinions or types of assessments,
several scholars (Hallinan and Zuiderveen Borgesius 2020;
Wachter and Mittelstadt 2018) have employed this jurispru-
dence to include algorithmically generated inferences under
the scope of the GDPR. Accordingly, inferences generated
in the context of Proxy Fairness can be viewed as probabilis-
tic ”opinions”, which emerge on the back of factual datasets
(Proxy Data) subjected to an analytical and interpretative
framework (the classification algorithm) in order to gener-
ate new, probable conclusions regarding the individuals rep-
resented in the datasets (e.g. their ethnicity). As such, they
would fall under the GDPR scope of personal data based on
the aforementioned jurisprudence. Moreover, according to
the approach followed by the ECJ and the Article 29 Work-
ing Party the inferences generated in the context of Proxy
Fairness would relate to the data subjects by virtue of their
”content”12, representing information about the data sub-
jects (i.e. their ethnic origin) and directly describing them.13

Importantly, the generated inferences should be classified
as sensitive personal data regardless of their accuracy or va-
lidity, meaning whether they accurately predict the actual
ethnic origin of the corresponding data subject. As stated
by the Article 29 Working Party (Article 29 Data Protection
Working Party 2007), information does not need to be true
or proven to be considered personal data under the mean-
ing of the data protection regulation, highlighting that data
protection rules already envisage the possibility of incorrect
information. That is particularly relevant in the context of
Proxy Fairness, as the predicted inferences rely on proba-
bilistic correlations rather than causation, lacking often sci-
entific validity.14 Finally, by explicitly including subjective
information in the form of opinions or assessments under
the GDPR, the European Court of Justice has also indicated
that personal data do not relate only to true or verifiable
facts. Accordingly, utilizing data inferred by proxy models
for evaluating or correcting bias would constitute processing
of sensitive data, irrespective of the accuracy of the proxy

context of biometric data: ”the extraction of information from the
samples is collection of personal data, to which the rules of the
Directive applies (Art29WP 2012).”

12According to the threefold approach followed by the Article
29 Working Party (Article 29 Data Protection Working Party 2007)
and ECJ jurisprudence, information can ‘relate’ to an individual
”by reason of its content, purpose or effect”. In that regard, at-
tributes inferred in the context of Proxy Fairness differ from other
types of inferences, for example, those generated in the context of
profiling, which relate to data subjects by virtue of their ”purpose”
or ”effects” (Wachter and Mittelstadt 2018).

13This link may be disputed in approaches, where inferences are
generated at the group aggregated level (e.g. ”X percent of this
dataset is women/native”) and not linked to an individual (Centre
for Data Ethics and Innovation and Department for Science, Inno-
vation and Technology 2023; Andrus et al. 2021).

14Cf. subsection ”Reasonableness”.
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model in question.
Finally, in terms of sensitivity, it seems straightforward

that inferences drawn for fairness evaluations or interven-
tions would be of a sensitive nature when they directly dis-
close or inherently represent a category of data that is, as
such, highly protected by the GDPR, as in the case of ”eth-
nicity”.

Proxy Fairness under the AI Act:
a Necessity Perspective

The preceding section has analyzed how Proxy Fairness in-
tersects with the European Data Protection Regulation, fo-
cusing particularly on the Regulation’s special regime for
sensitive data. To the extent that they involve the processing
of sensitive personal data for bias detection and correction,
proxy fairness approaches fall under the scope of article 10
(5) of the AI Act.

As mentioned above, this provision outlines an exception
to the GDPR’s prohibition on processing sensitive personal
data, opening up this possibility for bias detection and cor-
rection purposes. While this exception applies to any type of
fairness method that involves sensitive data processing, be it
Default or Proxy, the prescribed necessity requirement sig-
nificantly impacts the choice of fairness method in a specific
case. Particularly, according to art. 10 (5) AI Act the pro-
cessing of sensitive data is permitted only ”to the extent that
it is strictly necessary for the purposes of ensuring negative
bias detection and correction in relation to the high-risk AI
systems [emphasis added]”, i.e. only under the requirement
of Necessity.

The necessity principle, which has been a recurrent con-
dition to the processing of personal data, essentially dictates
that data processing is permissible only to the extent that
there is not a less intrusive but similarly effective alterna-
tive available, which can reasonably achieve the objective at
hand (European Data Protection Supervisor 2023; Schantz
and Wolff 2017). According to ECJ Jurisprudence (Meta
Platforms and Others 2023; TK v Asociaţia de Proprietari
bloc M5A-ScaraA 2018), it must be interpreted in a manner
that fully reflects the objective of the data protection regula-
tion and, importantly, in conjunction with the data minimi-
sation principle enshrined in Article 5 (1) (c) GDPR.

In that regard, AI providers seeking to rely on the excep-
tion of the AI Act and process sensitive personal data for
bias detection and correction must conduct a necessity test,
which involves comparing available alternatives based on
their levels of a) intrusiveness, b) effectiveness and c) rea-
sonableness. Particularly, according to the Article 10 (5) (f)
of the final version of the AI Act, AI providers are explicitly
required to draw up a specific justification as part of record-
keeping, where they explain that the processing operation
was in compliance with the necessity principle. Accordingly,
the utility of a fairness method alone can not justify the pro-
cessing of sensitive personal data.

Conducting this necessity test is a highly complex task
for AI providers as it demands not only a comprehensive
grasp of the state-of-the-art in Fair-AI but also the applica-
tion of vague, open-ended legal notions. This complexity is

intensified by the fact that methods for bias detection and
correction are still in their infancy, with limited real-world
application, yet rapidly evolving. Consequently, this poses
challenges for conducting a rigorous and evidence-based as-
sessment of the availability, efficacy, and trade-offs of dif-
ferent fairness methods for a specific case.

On the other hand, given that the necessity requirement
is intrinsically tied to the legitimacy of data processing, a
wrongful interpretation and application risk not only com-
promising the data subjects’ fundamental right to data pro-
tection but also exposing AI providers to serious conse-
quences, ranging from reputational damage to severe finan-
cial penalties.

The following paragraphs examine proxy fairness ap-
proaches under the necessity requirement, particularly by
comparing them with default approaches that directly col-
lect and use ”real” sensitive attributes15, along the necessity
axes of intrusiveness, effectiveness, and reasonableness.

Given that the application of necessity is inherently
context-dependent and involves a level of discretion on the
part of AI providers, this contribution cannot provide con-
clusive answers regarding the overall legitimacy of the ex-
amined methods. Instead, by shedding light on nuanced as-
pects of the necessity requirement, it aims to support the
lawful processing of sensitive personal data in the context
of Fairness, and provide practitioners, researchers and AI
providers with the necessary tools for interpreting and im-
plementing necessity across various fairness contexts.

Intrusiveness
To adhere to the necessity principle, AI providers are pri-
marily required to assess whether the desired fairness ob-
jective could be attained with less intrusive means, namely
with means that interfere less with data protection rights
(Gola and Heckmann 2022). Some of the criteria that have
been deemed relevant for evaluating the severity of the in-
terference include, inter alia, the volume and type of data
processed, linkage possibilities and the risks of data misuse
(Schantz and Wolff 2017).

Since proxy fairness methods require processing individ-
uals’ ’related’ features (e.g., address or surname) to infer
the one missing attribute of interest (e.g., ethnicity), they
de facto involve the processing of a larger volume of data
compared to default approaches, effectively adding the ex-
tra ’data block’ of proxy information. Moreover, to the ex-
tent that proxy data and generated inferences are classified
as sensitive data under the GDPR16, Proxy Fairness de jure
implies the processing of more data of a sensitive nature,
thereby increasing severity under the criterion of data type.

Similar findings emerge when considering the principle of
data minimization, which implies i.a. minimizing the num-
ber of data and its uses to the greatest extent possible (Gola
and Heckmann 2022). Particularly, this principle aims at re-
ducing not just the quantity of data, but rather the relation

15By ”real” sensitive attributes the paper refers to those that are
directly or indirectly obtained from the data subjects, as opposed to
new data that is inferred from already available data

16See subsection ”Inferred Data”.
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of the data to a natural person, i.e. the ease with which the
data can be connected to an individual (Spiecker et al. 2023;
Panel for the Future of Science and Technology, EPRS —
European Parliamentary Research Service, Scientific Fore-
sight Unit (STOA) 2020). Accordingly, it can be argued that
the collection and processing of various categories of data
related to a data subject in the context of Proxy Fairness
increase not only the possibilities of data linkage but to a
greater extent the ease of the subject’s identifiability, with
certain types of common proxy data, such as surnames, be-
ing particularly identifying.

Thus far, it becomes apparent that the outcome of the in-
trusiveness assessment in a specific case would strongly de-
pend on the type of model used and particularly on the num-
ber and type of input features it requires for the attribute
and/or fairness estimation. In that respect, approaches that
study fairness under the use of a small amount of proxies
and especially under “weak” (i.e. inaccurate) proxies (Zhu
et al. 2023) become increasingly relevant.

Finally, shifting focus to the criterion of misuse risks
yields somewhat contradictory results. Data misuse typically
describes cases where collected data are unlawfully used
for other purposes, particularly in ways that could harm or
damage individuals. A risk, on the other hand, describes
the existence of the possibility of an event with harmful
consequences occurring (van Dijk, Gellert, and Rommetveit
2016). In particular, under the GDPR, the notion of risk
encompasses two dimensions, the severity of the harm to
the rights of data subjects and the likelihood of the harm-
ful event and the harm occurring (Recital 75 GDPR, (DSK
Datenschutzkonferenz 2018)). Comparing Proxy and De-
fault methods in terms of harmful risks is not an easy exer-
cise, given that each approach comes with unique trade-offs
and risks to fundamental rights.

First of all, recital 75 GDPR identifies cases where data
subjects are prevented from exercising control over their per-
sonal data as potential instances of detrimental use of data
bearing risks for their rights and freedoms. In the same vein,
recital 7 GDPR states that in the face of rapid technolog-
ical developments “natural persons should have control of
their own personal data”. Data processing in the context of
inference-based Fairness is inherently more prone to such
detrimental risks, as it hiders the participation and control of
data subjects over the generation of information related to
sensitive aspects of their identity. Particularly, treating sen-
sitive identity characteristics such as race, religion, or sex-
ual orientation as qualities that can be predicted externally,
produces new forms of control over an individual’s agency
to define themselves and, to a further extent, over their au-
tonomy (cf. (Keyes 2018)). Accordingly, the application of
proxy fairness intrudes more on the right to privacy and
data protection, particularly on their rationales of protect-
ing autonomy and informational self-determinaton, respec-
tively. Indeed, while legal scholars disagree on many aspects
of privacy, there is a greater consensus that privacy plays
an important role in protecting an individual’s identity and
autonomy and that informational self-determination consti-
tutes a core rationale of the GDPR (Puri 2021; Thouvenin
2021).

On the other hand, recital 75 GDPR describes also dis-
crimination cases as potential detrimental uses of sensitive
data, while the GDPR itself, and particularly its sensitive
data regime, is set to protect the fundamental right of non-
discrimination (Spiecker et al. 2023). Evidently, abuses of
non-discrimination principles stand out as a significant mis-
use risk linked to the processing of sensitive data. Numer-
ous examples attest to the way the collection and storage
of population data have facilitated human rights abuses and
the prosecution of various groups based on racial or reli-
gious classifications (Seltzer and Anderson 2001). In that
respect, and drawing on the dimension of ’likelihood’ con-
tained within the GDPR’s notion of risk, we could argue that
default approaches entail greater risks to non-discrimination
rights. Particularly, given that quick reference to group
membership records facilitates misuse and that inherently
sensitive data de facto allows for quicker reference than
proxies, it can be reasoned that the direct collection and stor-
age of inherently sensitive data entail a higher risk of misuse
compared to that of proxy data. To elaborate, while proxy
data are capable of revealing sensitive attributes and shall be
highly protected as such, it should not be overlooked that an
additional level of deduction is still required. This implies
a certain level of inferential effort and infrastructure in the
event of unauthorized access or data leakage, which reduces
the probability of their misuse for racial discrimination pur-
poses.17

Centering the necessity assessment around concrete risks
and harms rather than types of data is in line with the in-
creasing scholarly voices arguing for a risk-oriented and
contextual approach to the protection of sensitive data
(Solove 2024; Ohm 2015; Simitis, Hornung, and Spiecker
2019). Daniel Solove (Solove 2024), for example, argues
that to be effective, privacy law must focus on use, harm,
and risk rather than on the nature of personal data, while,
harm and risk depend upon the situation, and, can rarely be
determined outside of a context.18

While this scholarship has so far explored risk and con-
text as means to evaluate varying degrees of data sensitivity,
the present contribution focuses on on the notion of risk as
a means to assess the intrusiveness of data processing and,
to a greater extent, its necessity. Due to its inherently flexi-
ble and contextual nature, the concept of necessity provides
a suitable framework to incorporate circumstantial and risk-
related factors, without interfering with the established ECJ
approach concerning the “natural” sensitivity of fixed cate-
gories of data.

Finally, while risks and harms associated with autonomy
loss are not negligible, it could be argued that focusing on
discrimination risks aligns more with the rationale behind
articles 10 (5) AI Act and 9 (2) GDPR as well as with
the systematics of necessity in the GDPR. Particularly, even

17Crucial in this regard would be the type of technical and organ-
isational measures in place to safeguard data security, including, for
example, segregating the proxy datasets from the inferred ones.

18Similarly, according to (Spiecker et al. 2023), the intrusive in-
timate nature of certain personal data is situational and defining a
set of cases that are entitled to a higher level of protection is one
dimension of social reality.
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though the heightened protection of sensitive data in arti-
cles 9 GDPR and 10 (5) AI Act aims to target risks to
all fundamental rights, those risks are predominantly per-
ceived in terms of an elevated probability of discrimina-
tion.19 Moreover, while most scholars agree that informa-
tional self-determination is a rationale of the GDPR, it is
not per se prominently reflected in the concept of necessity.
Particularly, necessity serves as a requirement in these le-
gal grounds for data processing that rely less on exercising
informational self-determination, such as public interest or
controller’s legitimate interest, as opposed to those based on
consent or the publication of data by the data subject itself.20

Effectiveness
Compliance with the requirement of necessity does not re-
quire prioritizing any kind of milder alternative, but only
those milder alternatives that can attain the pursued objec-
tive in a comparably effective manner.

In a second step, AI providers must compare the identi-
fied alternatives with respect to their effectiveness in detect-
ing and correcting bias, by relying on theoretical and/or em-
pirical evidence regarding the utility and limitations of the
fairness methods under consideration. This includes qualita-
tive and quantitative arguments about the way relevant de-
mographic groups would be better served by the planned in-
tervention, such as performance and fairness metrics, accu-
racy of fairness estimates, and associated trade-offs. Consid-
erations based solely on convenience or cost-effectiveness
in terms of operational costs or organizational resources fall
short of satisfying the effectiveness criterion of necessity.
In the context of the present analysis, the consideration of
effectiveness prompts a high-level comparison between De-
fault and Proxy Fairness approaches based on theoretical and
empirical evidence presented in the literature with respect to
their effectiveness in detecting and correcting (racial) bias.

On one hand, simple proxy methods have already been
employed in several domains21, thereby demonstrating, in
practical terms, a level of efficacy in evaluating and even
accounting for racial disparities, without directly collecting
or relying on real ethnicity data (Bogen, Rieke, and Ahmed
2020; Andriotis and Ensign 2015). Scientific research such
as (Diana et al. 2022) has also demonstrated that it is possi-
ble to efficiently train proxies which can stand in for missing
sensitive features in order to effectively train downstream
classifiers subject to a variety of demographic fairness con-

19Cf. Recital 71 GDPR; Guidelines for the Regulation of Com-
puterized Personal Data Files (Joinet, on Prevention of Discrimi-
nation, and of Minorities. Special Rapporteur on the Study of the
Relevant Guidelines in the Field of Computerized Personal Files
1988), which justify a further protection for sensitive data on the
premise that such data are “likely to give rise to unlawful or arbi-
trary discrimination”; Also (Kühling and Buchner 2020), who sees
article 9 GDPR as a normative specification of Article 21 of the
Charter of Fundamental Rights, i.e. the fundamental right to non-
discrimination, as opposed to (Albers and Veit 2020), who find too
narrow this teleological reduction. For more on the rationales for
protecting sensitive data refer to (Quinn and Malgieri 2020).

20Cf. art. 6 (1) and 9 (2) GDPR and (Thouvenin 2021).
21Cf. paper’s introduction.

straints. Moreover, it has been argued (Andrus et al. 2021),
that inferred demographics might sometimes offer more ob-
jective and accurate insights compared to self-reported or
labeled demographic data, making them more effective for
specific bias detection tasks, such as in cases of bias linked
to perceived race. However, the accuracy and utility of com-
mon proxy methods, which rely on a variety of assumptions,
has been heavily disputed in academic research due to their
tendency to overestimate demographic disparities and intro-
duce errors and systematic biases (Ashurst and Weller 2023;
Chen et al. 2019a; LeClair, Parker, and Young 2023; Imai
et al. 2023).

On the other hand, the direct use of true demographic
data, provided it is of high quality, evidently offers the most
accurate estimates of group fairness metrics, allowing for
a deeper analysis of group disparities (Ashurst and Weller
2023).22 Contemporary research suggests that fairness meth-
ods which rely on proxies, even if well-trained, should still
be regarded as a secondary solution in terms of efficiency
(Ashurst and Weller 2023; Chen et al. 2019b). That seems
plausible since proxy methods, by definition, strive to repro-
duce the default alternative in constrained settings where the
relevant data are either inaccessible or not available at all
stages of the development-deployment pipeline.

To sump up, the effectiveness comparison, like the entire
necessity test, needs to be conducted on a case-by-case basis,
and the outcome will inevitably vary depending on the tar-
geted fairness metric or concept as well as the type of model
and sector under consideration.

Reasonableness
Finally, the required assessment of alternatives is condi-
tioned by a third element, this of reasonableness for the actor
responsible for the data processing. This aspect of necessity
is explicitly provided in recital 39 of the GDPR, which states
that ”personal data should be processed only if the purpose
of the processing could not reasonably be fulfilled by other
means [emphasis added]”.

To elaborate, according to the prevailing opinion (Schantz
and Wolff 2017; Information Commissioner’s Office Ac-
cessed 2023-11-11), necessity does not imply that the data
processing at hand is absolutely indispensable due to techni-
cal or other reasons for attaining the purpose at hand, nor
does it suggest that it becomes unattainable without it. It
“solely” implies that there is not an effective milder alterna-
tive available which is reasonable in terms of personal, op-
erational or financial feasibility (Gola and Heckmann 2022).
In particular, nothing practically impossible, prohibitively
costly or illegal can be demanded from AI providers for
complying with necessity. The criterion of reasonableness
largely appears to accommodate utility-driven considera-
tions, including in the case of Proxy Fairness the ease or
feasibility of its implementation along with the associated
costs and organizational resources.

22However, self-reported data are also potentially prone to inac-
curacy (Andrus et al. 2021), limiting as well the effectiveness of
Default Fairness.
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Firstly, proxy methods are often portrayed as the sole av-
enue for practitioners seeking to offer quantitative insights
for in-depth analysis, given the unavailability and irretriev-
ability of ”real” sensitive attributes within existing datasets.
Proxy fairness, on the other hand, relies potentially on data
already held by AI providers, thereby eliminating the time
and resources required to directly collect sensitive demo-
graphic data. In this regard, proxies offer a relatively simple
and implementable alternative, making Proxy Fairness an
immediately feasible, practically usable and low-cost strat-
egy that can facilitate various types of algorithmic fairness
(Andrus and Villeneuve 2022; Centre for Data Ethics and In-
novation and Department for Science, Innovation and Tech-
nology 2023).23 This poses the critical question of whether
— provided it is less intrusive — it would also be reason-
able to mandate AI providers to collect demographic data
”from scratch”, directly from data subjects, despite the pos-
sible inconvenience, time or resource consumption, and the
potential resulting obsolescence of a large corpus of existing
datasets.

However, by requiring “strict” necessity, the Article 10
(5) of the AI Act raises the legal threshold of necessity in the
case of bias detection and correction, surpassing the GDPR
standard for other cases of public interest (see art.9 (1) (g)
). This additional condition could impact the approach and
rigor of the necessity assessment, suggesting either an ab-
solute imperative necessity for processing sensitive data for
fairness purposes - in a sense of a ”conditio sine qua non”- or
a less stringent standard when exploring alternative options.
Satisfying necessity in the first scenario would require that
it is absolutely impossible, based on the state of the art, to
ensure bias detection and correction without the processing
of sensitive personal data, be it through inference or direct
use.

Nevertheless, the assessment of reasonableness shall not
be reduced to a net utility calculus. As mentioned above, ille-
gal alternatives would obviously fail to meet the reasonable-
ness criterion. The same should according to the author ap-
ply mutatis mutandis for unethical alternatives. Particularly,
inference-based approaches have garnered significant criti-
cism from AI ethicists due to concerns over their lack of sci-
entific validity and the ethical implications associated with
predicting inherently sensitive identity qualities. These types
of approaches have been criticized, among other things, for
resembling physiognomy (Engelmann et al. 2022), echoing
colonial practices (Scheuerman, Pape, and Hanna 2021), and
notably reducing individuals’ agency and identity. Such eth-
ical concerns are backed by the majority of contemporary
philosophical theories on personal identity, supporting the
idea that “being free in interpreting one’s self is a constitu-
tive element of the conceptual boundaries of personal iden-
tity” (Engelmann and Grossklags 2019).

Under the necessity assessment, this line of research on
critical ethics may take on a normative dimension, where

23However, correcting bias with the use of more complex proxy
methods or manual ascription would typically also imply additional
expertise and excessive resources especially in the case of large
datasets (Andrus and Villeneuve 2022; Ashurst and Weller 2023).

the generation of morally objectionable inferences, such as
inferring sexual orientation from facial features, could be
deemed as unreasonable processing of sensitive data under
the GDPR and AI Act. Similarly, default approaches that di-
rectly collect sensitive personal data on the grounds of Arti-
cle 10 (5) AI ACT, albeit through unethical means, shall fail
the reasonableness criterion.

Conclusion

In the face of the increasing popularity of proxy fairness ap-
proaches within the Fair-AI realm and the lack of a thorough
corresponding legal framework, this paper explored aspects
of Proxy Fairness under the General Data Protection Regu-
lation and the AI Act. The legal notions of “sensitivity” and
“necessity” provided the conceptual framework for the anal-
ysis.

Drawing upon article 9 (1) of the GDPR, the paper inves-
tigated the nature of data involved in Proxy Fairness, shed-
ding light on nuanced data protection aspects surrounding
proxy variables and data inferences. In doing so, it demon-
strated that inferential methods are in principle not exempt
from the reach of the GDPR and its extensive regime for
sensitive data. Subsequently, the paper examined the law-
fulness of processing sensitive data for Proxy Fairness un-
der article 10 (5) of the AI Act. By applying the necessity
requirement and comparing Proxy against Default fairness
approaches with respect to their intrusiveness, effectiveness,
and reasonableness, the paper delved into fundamental as-
pects of the legitimacy of bias detection and correction ap-
proaches that deal with sensitive data.

Ensuring legal compliance while navigating the fairness
landscape, particularly when sensitive personal data are at
stake, presents evidently a challenging task for AI providers
and practitioners. Yet, it remains of utmost importance,
given the looming threat of regulatory fines and, particularly,
the risks for individuals’ fundamental rights. By shedding
light on the regulatory nuances involved in Proxy Fairness
and guiding the lawfulness of processing sensitive data in
this context, this paper sought to assist AI providers in reg-
ulatory compliance and safeguard the data protection rights
of data subjects. Last but not least, the conducted analysis
laid the groundwork for further scientific research at the in-
tersection of data protection law, ethics and Fair-AI, which
goes beyond an adversarial conceptualisation of fairness ver-
sus privacy.
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