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Abstract

As machine learning models are increasingly being employed
in various high-stakes settings, it becomes important to ensure
that predictions of these models are not only adversarially
robust, but also readily explainable to relevant stakeholders.
However, it is unclear if these two notions can be simultane-
ously achieved or if there exist trade-offs between them. In
this work, we make one of the first attempts at studying the
impact of adversarially robust models on actionable explana-
tions which provide end users with a means for recourse. We
theoretically and empirically analyze the cost (ease of imple-
mentation) and validity (probability of obtaining a positive
model prediction) of recourses output by state-of-the-art algo-
rithms when the underlying models are adversarially robust vs.
non-robust. More specifically, we derive theoretical bounds
on the differences between the cost and the validity of the
recourses generated by state-of-the-art algorithms for adver-
sarially robust vs. non-robust linear and non-linear models.
Our empirical results with multiple real-world datasets vali-
date our theoretical results and show the impact of varying
degrees of model robustness on the cost and validity of the
resulting recourses. Our analyses demonstrate that adversari-
ally robust models significantly increase the cost and reduce
the validity of the resulting recourses, thus shedding light on
the inherent trade-offs between adversarial robustness and
actionable explanations.

1 Introduction

In recent years, machine learning (ML) models have made
significant strides, becoming indispensable tools in high-
stakes domains such as banking, healthcare, and criminal
justice. As these models continue to gain prominence, it
is more crucial than ever to address the dual challenge of
providing actionable explanations to individuals negatively
impacted (e.g., denied loan applications) by model predic-
tions, and ensuring adversarial robustness to maintain model
integrity. Both prior research and recent regulations have
emphasized the importance of adversarial robustness and
actionable explanations, deeming them as key pillars of trust-
worthy machine learning (GDPR 2016; Hamon, Junklewitz,
and Sanchez 2020; Voigt and Von dem Bussche 2017) that
are critical to real-world applications.
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Existing machine learning research has explored adversar-
ial robustness and actionable explanations in different silos,
where several techniques have been proposed for generat-
ing actionable explanations in practice (using counterfactual
explanations) (Wachter, Mittelstadt, and Russell 2018; Us-
tun, Spangher, and Liu 2019; Pawelczyk, Broelemann, and
Kasneci 2020; Karimi et al. 2020a) and adversarial exam-
ples (Szegedy et al. 2013; Goodfellow, Shlens, and Szegedy
2014). The goal of a counterfactual explanation is to generate
recourses for individuals impacted by model outcomes, e.g.
when an individual is denied a loan by a predictive model, a
counterfactual explanation informs them about which feature
should be changed and by how much in order to obtain a pos-
itive outcome from the model. However, an adversarial attack
aims to demonstrate the vulnerabilities of modern deep neu-
ral network (DNN) models and generates infinitesimal input
perturbations to achieve adversary-selected model outcomes.
Recently, adversarial training has been proposed as a defense
against adversarial examples, with the goal of training robust
models in adversarial scenarios (Madry et al. 2017). However,
its potential impact on generating algorithmic recourse has
not been studied yet, and this is the focus of our work.

Despite recent regulations (GDPR 2016; Hamon, Junkle-
witz, and Sanchez 2020) emphasizing the importance of ad-
versarial robust models and generating actionable explana-
tions for end-users, there has been little to no work in under-
standing the connection between these contrasting trustwor-
thy properties. While previous works (Xie et al. 2020) study
the trade-offs between adversarial robustness and accuracy
on the original data, the trade-offs between adversarial robust-
ness and recourse have been unexplored, and ours is one of
the first works to shed light on these trade-offs across diverse
models and datasets. To this end, only a few works (Bansal,
Agarwal, and Nguyen 2020; Shafahi et al. 2019) show the
impact of robust models on model gradients, where they
find that input gradients are less noisier for adversarially ro-
bust models as compared to non-robust models. While these
findings highlight the impact of robust models on model gra-
dients, we aim to show that adversarial robustness does not
come for free, and there are trade-offs between robustness
and recourse costs.

Present work. In this study, we address the aforementioned
gaps by presenting the first-ever investigation of the impact



of adversarially robust models on algorithmic recourse. We
provide a theoretical and empirical analysis of the cost (ease
of implementation) and validity (likelihood of achieving a
desired model prediction) of the recourses generated by state-
of-the-art algorithms for adversarially robust and non-robust
models. In particular, we establish theoretical bounds on the
differences in cost and validity for recourses produced by var-
ious gradient-based (Laugel et al. 2017; Wachter, Mittelstadt,
and Russell 2018) and manifold-based (Pawelczyk, Broele-
mann, and Kasneci 2020) recourse methods for adversarially
robust and non-robust linear and non-linear models (see Sec-
tion 4). To achieve this, we first derive theoretical bounds on
the differences between the weights (parameters) of adver-
sarially robust and non-robust linear and non-linear models,
and then use these bounds to establish the differences in cost
and validity of the corresponding recourses. It is important to
note that in this study, we analyze the impact on algorithmic
recourses when the model is made adversarially robust. This
should not be confused with the analysis comparing adver-
sarial examples and algorithmic recourses(Freiesleben 2022;
Pawelczyk, Broelemann, and Kasneci 2020).

We conducted extensive experiments with multiple real-
world datasets from diverse domains (Section 5). Our the-
oretical and empirical analyses provide several interesting
insights into the relationship between adversarial robustness
and algorithmic recourse: i) the cost of recourse increases
with the degree of robustness of the underlying model, and
ii) the validity of recourse deteriorates as the degree of ro-
bustness of the underlying model increases. Additionally, we
conducted a qualitative analysis of the recourses generated
by state-of-the-art methods, and observed that the number
of valid recourses for any given instance decreases as the
underlying model’s robustness increases. More broadly, our
analyses and findings shed light on the the inherent trade-offs
between adversarial robustness and actionable explanations.

2 Related Work

Algorithmic Recourse. Several approaches have been pro-
posed in recent literature to provide recourses to affected
individuals (Wachter, Mittelstadt, and Russell 2018; Ustun,
Spangher, and Liu 2019; Van Looveren and Klaise 2019;
Pawelczyk, Broelemann, and Kasneci 2020; Mahajan, Tan,
and Sharma 2019; Karimi et al. 2020a,c). These approaches
can be broadly categorized along the following dimensions
(Verma, Dickerson, and Hines 2020): type of the underlying
predictive model (e.g., tree-based vs. differentiable classifier),
type of access of the underlying predictive model (e.g., black
box vs. gradient access), whether they encourage sparsity in
counterfactuals (i.e., allowing changes in a small number of
features), whether counterfactuals should lie on the data man-
ifold, whether the underlying causal relationships should be
accounted for when generating counterfactuals, and whether
the produced output by the method should be multiple diverse
counterfactuals or a single counterfactual. Recent works also
demonstrate that recourses output by state-of-the-art tech-
niques are not robust, i.e., small perturbations to the original
instance (Dominguez-Olmedo, Karimi, and Scholkopf 2021;
Slack et al. 2021), the underlying model (Upadhyay, Joshi,
and Lakkaraju 2021; Rawal, Kamar, and Lakkaraju 2021),
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or the recourse (Pawelczyk et al. 2022b) itself may render
the previously prescribed recourse(s) invalid. These works
also proposed minimax optimization problems to find robust
recourses to address the aforementioned challenges.

Adversarial Examples and Robustness. Prior works have
shown that complex machine learning model, such as deep
neural networks, are vulnerable to small changes in in-
put (Szegedy et al. 2013). This behavior of predictive models
allows for generating adversarial examples (AEs) by adding
infinitesimal changes to input targeted to achieve adversary-
selected outcomes (Szegedy et al. 2013; Goodfellow, Shlens,
and Szegedy 2014). Prior works have proposed several tech-
niques to generate AEs using varying degrees of access to the
model, training data, and the training procedure (Chakraborty
et al. 2018). While gradient-based methods (Goodfellow,
Shlens, and Szegedy 2014; Kurakin et al. 2016) return the
smallest input perturbations which flip the label as adver-
sarial examples, generative methods (Zhao, Dua, and Singh
2017) constrain the search for adversarial examples to the
training data-manifold. Finally, some methods (Cisse et al.
2017) generate adversarial examples for non-differentiable
and non-decomposable measures in complex domains such as
speech recognition and image segmentation. Prior works have
shown that Empirical Risk Minimization (ERM) does not
yield models that are robust to adversarial examples (Goodfel-
low, Shlens, and Szegedy 2014; Kurakin et al. 2016). Hence,
to reliably train adversarially robust models, Madry et al.
(2017) proposed the adversarial training objective which min-
imizes the worst-case loss within some ¢-ball perturbation
region around the input instances.

Intersections between Adversarial ML and Model Ex-
planations. There has been a growing interest in studying
the intersection of adversarial ML and model explainabil-
ity (Hamon, Junklewitz, and Sanchez 2020). Among all these
works, two are relevant to our work (Pawelczyk et al. 2022a;
Shah, Jain, and Netrapalli 2021). Shah, Jain, and Netrapalli
(2021) studied the interplay between adversarial robustness
and post hoc explanations (Shah, Jain, and Netrapalli 2021),
demonstrating that gradient-based explanations violate the
primary assumption of attributions — features with higher
attribution are more important for model prediction — in case
of non-robust models. Further, they show that such a viola-
tion does not occur when the underlying models are robust
to /5 and £, input perturbations. More recently, Pawelczyk
et al. (2022a) demonstrated that the distance between the
recourses generated by state-of-the-art methods and adver-
sarial examples is small for linear models. While existing
works explore the connections between adversarial ML and
model explanations, none focus on the trade-offs between
adversarial robustness and actionable explanations, which is
the focus of our work.

3 Preliminaries

Notation In this work, we denote a model f : R S R,
where x € & is a d-dimensional input sample, X is the
training dataset, and the model is parameterized with weights
w. In addition, we represent the non-robust and adversarially
robust models using fyr(x) and fr(x), and the linear and



neural network models using f(x) and fNT%(x). Below, we
provide a brief overview of adversarially robust models, and
some popular methods for generating recourses.

Adversarially Robust Models. Despite the superior per-
formance of machine learning (ML) models, they are sus-
ceptible to adversarial examples (AEs), i.e., inputs generated
by adding infinitesimal perturbations to the original sam-
ples targeted to change prediction label (Agarwal, Nguyen,
and Schonfeld 2019). One standard approach to ameliorate
this problem is via adversarial training which minimizes the
worst-case loss within some perturbation region (the pertur-
bation model) (Kolter and Madry 2023). In particular, for a
model f parameterized by weights w, loss function £(-), and
training data {X;,¥i}i—{1,2,....n} € Dirain» the optimization
problem of minimizing the worst-case loss within £,—norm
perturbation with radius € is:
: 1
min ——

max £(f(x+9)),y),
i x ((f(x-+6)).9)

0EA, €
fﬂ,y)E’Dm,m P

ey

where Dyi, denotes the training dataset and A, = {§ :
I0]], < €} is the £, ball with radius e centered around sample
x. We use p = oo for our theoretical analysis resulting in a
closed-form solution of the model parameters w.

Algorithmic Recourse. One way to generate recourses is
by explaining to affected individuals what features in their
profile need to change and by how much in order to ob-
tain a positive outcome. Counterfactual explanations that
essentially capture the aforementioned information can be
therefore used to provide recourses. The terms counterfactual
explanations and algorithmic recourse have, in fact, become
synonymous in recent literature (Karimi et al. 2020b; Ustun,
Spangher, and Liu 2019; Venkatasubramanian and Alfano
2020). In particular, methods that try to find algorithmic re-
courses do so by finding a counterfactual x’ = x + ( that
is closest to the original instance x and change the model’s
prediction f(x + ¢) to the target label, where ¢ determines
a set of changes that can be made to x in order to reverse
the negative outcome. Next, we describe three popular re-
course methods we analyze to understand the implications of
adversarially robust models on algorithmic recourses.

Score CounterFactual Explanations (SCFE). For a given
model f : R? — R, a distance function d : R? x R? — R,
and sample x, Wachter, Mittelstadt, and Russell (2018) define
the problem of generating a counterfactual x’=x + ¢ using
the following objective:

argmin (f(x') — 5)* + \d(x/, %),

X

@)

where s is the target score for the counterfactual x’, A is the
regularization coefficient, and d(-) is the distance between
sample x and its counterfactual x’.

C-CHVAE. Given a Variational AutoEncoder (VAE) model
with encoder Z., and decoder Gy trained on the original data
distribution Dy, C-CHVAE (Pawelczyk, Broelemann, and
Kasneci 2020) aims to generate recourses in the latent space
Z, where Z, : X — Z. The encoder transforms a given sam-
ple x into a latent representation z € Z and the decoder

786

takes z as input and generates x as similar as possible to x.
Formally, C-CHVAE generates recourse using the following
objective function:

¢* = arcgenzﬂn I¢]] suchthat f(Go(Z,(x)+()) # f(x),
3)

where ( is the cost for generating a recourse, Z, allows
to search for counterfactuals in the data manifold and Gy
projects the latent counterfactuals back to the input feature
space.

Growing Spheres Method (GSM). While the above tech-
niques directly optimize specific objective functions for gen-
erating counterfactuals, GSM (Laugel et al. 2017) uses a
search-based algorithm to generate recourses by randomly
sampling points around the original instance x until a sample
with the target label is found. In particular, GSM method
involves first drawing an {5-sphere around a given instance
x, randomly samples point within that sphere and checks
whether any sampled points result in target prediction. This
method then contracts or expands the sphere until a (sparse)
counterfactual is found and returns it. GSM defines a mini-
mization problem using a function ¢ : X x X — R, where
¢(x,x’) is the cost of going from instance x to counterfactual
x’.

X" = argmin{e(x,x) | f(x) # f(x)},

x'eX

“4)

where x’ is sampled from the £3-ball around x such that
F(xNAS(x), e(x,x")=[x"=x2+7|x"—x]lo, and v € R4,
is the weight associated to the sparsity objective.

4 Our Theoretical Analysis

Here, we perform a detailed theoretical analysis to bound
the cost and validity differences of recourses generated by
state-of-the-art methods when the underlying models are
non-robust vs. adversarially robust, for linear and non-linear
predictors. In particular, we compare the cost differences
(Sec. 4.1) of the recourses obtained using 1) gradient-based
methods like SCFE (Wachter, Mittelstadt, and Russell 2018)
and 2) manifold-based methods like C-CHVAE (Pawelczyk,
Broelemann, and Kasneci 2020). Finally, we show that the
validity of the recourses generated using existing methods
for robust models is lower compared to that of non-robust
models (Sec. 4.2).

4.1 Cost Analysis

The cost of a generated algorithmic recourse is defined as the
distance between the input instance x and the counterfactual
x’ obtained using a recourse finding method (Verma, Dicker-
son, and Hines 2020). Algorithmic recourses with lower costs
are considered better as they achieve the desired outcome
with minimal changes to input. Next, we theoretically ana-
lyze the cost difference of recourses generated for non-robust
and adversarially robust linear and non-linear models. Below,
we first find the weight difference between non-robust and
adversarially robust models and then use these lemmas to
derive the recourse cost differences.



Cost Analysis of recourses generated using SCFE method
Here, we derive the lower and upper bound for the cost dif-
ference of recourses generated using SCFE (Wachter, Mittel-
stadt, and Russell 2018) method when the underlying models
are non-robust vs. adversarially robust linear and non-linear
models. We first derive a bound for the difference between
non-robust and adversarially robust linear model weights.

Lemma 1. (Difference between non-robust and adversarially
robust linear model weights) For an instance X, let wngr and
wr be weights of the non-robust and adversarially robust
linear model. Then, for a normalized Lipschitz activation
function o(-), the difference in the weights can be bounded
as:

&)

where A = Nn(y||x” ||o 4+ eV/d), n is the learning rate,
€ is the {y-norm perturbation ball around the sample x, y
is the label for x, N is the total number of training epochs,
and d is the dimension of the input features. Subsequently,
we show that HWNRHQ - A < ||WR||2 < HWNRH2 + Al

[[wnr — Wrll2 < A

Proof Sketch. We separately derive the gradients for updat-
ing the weight for the non-robust and adversarially robust
linear models. The proof uses sigmoidal and triangle inequal-
ity properties to derive the bound for the difference between
the non-robust and adversarially robust linear model. In ad-
dition, we use reverse triangle inequality properties to show
that the weights of the adversarially robust linear model are
bounded by ||wnr|l2 £ A. See Appendix A.1 for detailed
proof. ! O

Implications: We note that the weight difference in Eqn. 1
is proportional to the ¢2-norm of the input and the square root
of the number of dimensions of x. In particular, the bound
is tighter for samples with lower feature dimensions d and
models with a smaller degree of robustness e.

Next, we define the closed-form solution for the cost (* to
generate a recourse for the linear model.

Definition 1. (Optimal cost for linear models (Pawelczyk

et al. 2022a)) For a given scoring function f(x)=w’x, the

SCFE method generates a recourse for an input X using cost
¢ such that:

m A w

At wld

where m = s — f(X') is the target residual, s is the target
score for X, W is the weight of the linear model, and \ is a
given hyperparameter.

¢ (6)

We now derive the cost difference bounds of recourses
generated using SCFE when the underlying model is non-
robust and adversarially robust linear models.

Theorem 1. (Cost difference of SCFE for linear models) For
a given instance X, let X\g = x + (g and xg = X + (R
be the recourse generated using Wachter’s algorithm for the
non-robust and adversarially robust linear models. Then, for

"Please refer to the arXiv link for appendix sections. arXiv link:
https://arxiv.org/abs/2309.16452
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a normalized Lipschitz activation function o (-), the difference
in the recourse for both models can be bounded as:

2|lwnrll, + A
[Wr [l ([Wnr[[2 — A)

where Wnr is the weight of the non-robust model, \ is the
scalar coefficient on the distance between original sample
x and generated counterfactual x', and A is defined in
Lemma 1.

lEnrll2 = lICr ]2 < | A ., D

Proof Sketch. We use the optimal cost for recourses in linear
models (see Def. 1) for deriving the cost difference bounds.
The proof for the weight difference uses linear algebra and
triangle inequality properties. See Appendix A.2 for the com-
plete proof. O

Implications: The derived bounds imply that the differ-
ences between costs are a function of the quantity A (RHS
term from Lemma 1), the weights of the non-robust model
[|[wnr||2, and A, where the bound of the difference between
costs is tighter (lower) for smaller A values and when the
£2-norm of the non-robust model weight is large (due to the
quadratic term in the denominator). We note that the A term
is a function of the /5-norm of the input x and the square root
of the number of dimensions d of the input sample, where
the bound is tighter for smaller feature dimensions d, mod-
els with a smaller degree of robustness ¢, and x with larger
{5-norms.

Next, we define the closed-form solution for the cost ¢*
required to generate a recourse when the underlying model is
a wide neural network.

Definition 2. (Kernel Matrix for ReLU networks (Du et al.
2019; Zhang and Zhang 2022)) The closed-form solution of
the Neural Tangent Kernel for a two-layer neural network
model with ReLU non-linear activation is given by:

T
) /2 ®)

K™ (x,%;) = X, X; <7r — arccos( L
v T [l 11

where K is the Neural Tangent Kernel matrix and x; € R%.

We now derive the difference between costs for generated
SCFE recourses when the underlying model is non-robust vs.
adversarially robust wide neural network model.

Theorem 2. (Cost difference for SCFE for wide neural net-
work) For an NTK model with weights WII}IEK and WETK for
the non-robust and adversarially robust models, the cost dif-
ference between the recourses generated for sample x is

bounded as:
[¢nrll2 = [[Crll2 <

where  H(-,-)  denotes
Wik = VK™ (x, X)W,
NTK  associated  with the wide neural net-
work model, WR K=V, K> (x, Xg)wR K
WRRE=(K*> (X, X)+8L,) 1Y, wi™®=(K>(Xg,Xgr) +
BL,)~YY, B is the bias of the NTK model, (X, Xg) are the
training samples for the non-robust and adversarially robust
models, and Y are the labels of the training samples.

2
H([[WRR 2, [WR™12) I

the

©))

harmonic
K*° is the

nmean,



Proof Sketch. The proof follows from Def. 2, where we use
data processing, Taylor expansion, and triangle inequalities
to bound the difference between costs of recourses output
by SCFE for non-robust vs. adversarially robust wide neural
network models. See Appendix A.3 for the complete proof.

O

Implications: The proposed bounds imply that the differ-
ence in costs is bounded by the harmonic mean of the NTK
models weights of non-robust and robust models, i.e., the
bound is tighter for larger harmonic means, and vice-versa.
In particular, the norm of the weight of the non-robust and
adversarially robust NTK model is large if the gradient of
NTK associated with the respective model is large.

Cost Analysis of recourses generated using C-CHVAE
method. We extend our analysis of the cost difference for
recourses generated using manifold-based methods for non-
robust and adversarially robust models. In particular, we
leverage C-CHVAE that leverages variational autoencoders
to generate counterfactuals. For a fair comparison, we assume
that both models use the same encoder Z, and decoder Gy
networks for learning the latent space of the given input space
X.

Definition 3. (Bora et al. (2017)) An encoder model T is
L-Lipschitz if Vz1,z5 € Z, we have:

1Z(z1) — Z(z2) [l < Lllz1 — 22|p- (10)

Next, we derive the bounds of the cost difference of re-
courses generated for non-robust and adversarially robust
models using Eqn. 10.

Theorem 3. (Cost difference for C-CHVAE) Let z\i and zj
be the solution returned by the C-CHVAE recourse method
by sampling from £,,-norm ball in the latent space using an
Lg-Lipschitz decoder G(-) for a non-robust and adversari-
ally robust model. By definition of the recourse method, let
x\r=9 (Zyr)=X + (nr and xp=G(z)=x + (r be the re-
spective recourses in the input space whose difference can
then be bounded as:

[¢nrll2 — lIGRIl2 < | La(rr + 7NR) |5 (11)
where rNr and TR be the corresponding radii chosen by the
algorithm such that they successfully return a recourse for
the non-robust and adversarially robust model.

Proof Sketch. The proof follows from Def. 3, triangle in-
equality, L-Lipschitzness of the generative model, and the
fact that the £,,-norm of the model’s outputs are known in the
latent space. See Appendix A.4 for detailed proof. O

Implications: The right term in the Eqn. 11 entails that the
¢,-norm of the difference between the generated recourses
using C-CHVAE is bounded if, 1) the Lipschitz constant of
the decoder is small, and 2) the sum of the radii determined
by C-CHVAE to successfully generate a recourse, such that
they successfully return a recourse for the non-robust and
adversarially robust model, is smaller.
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4.2 Validity Analysis

The validity of a recourse x’ is defined as the probability
that it results in the desired outcome (Verma, Dickerson, and
Hines 2020), i.e., Pr(f(x’) = 1). Below, we analyze the
validity of the recourses generated for linear models and
using Lemma 1 show that it higher for non-robust models.

Theorem 4. (Validity comparison for linear model) For a
given instance x € R and desired target label denoted by
unity, let xi and x{g be the counterfactuals for adversar-
ially robust fr(x) and non-robust fxr(x) models, respec-
tively. Then, Pr(far(xkg) = 1) = Pr(fr(xg) 1) if
|fnr(xR) — fnr(X\R)| < Allxg|lo. Here, the validity is de-
noted by Pr(f(x') = 1), which is the probability that the
counterfactual X' results in the desired outcome.

Proof Sketch. We derive the conditions under which the prob-
ability of obtaining a valid recourse is higher for a non-robust
model compared to its adversarially robust counterpart using
Lemma 1, natural logarithms, data processing, and Cauchy-
Schwartz inequalities. See Appendix A.5 for the complete
proof. O

Implications: We show that the condition for the validity
is dependent on the weight difference A of the models (from
Lemma 1). Formally, the validity of non-robust models will
be greater than or equal to that of adversarially robust models
only if the difference between the prediction of the non-robust
model on x| and xg is bounded by A times the f5-norm of
Xg-

Next, we bound the weight difference of non-robust and
adversarially robust wide neural networks.

Lemma 2. (Difference between non-robust and adversarially
robust weights for wide neural network models) For a given
NTK model, let WE}EK and WETK be weights of the non-robust
and adversarially robust model. Then, for a wide neural
network model with ReLU activations, the difference in the
weights can be bounded as:

[wag —wr 2 < Ag[[Y ]2

where Ax=||(K*> (X, X)+81,) ' — (K> (Xg, Xg)+

BL,) "2, K is the kernel matrix for the NTK model
defined in Def. 2, (X,XR) are the training samples for
the non-robust and adversarially robust NTK models, [
is the bias of the ReLU NTK model, and Y are the la-
bels of the training samples. Subsequently, we show that
Wik 2 = Ak Y [l2 < [[Wg™ (2 < [[wRg“[l2 + Ak Y 2.

(12)

Proof Sketch. We derive the bound for the weight of the
adversarially robust NTK model using the closed-form ex-
pression for the NTK weights. Using Cauchy-Schwartz and
reverse triangle inequality, we prove that the ¢;-norm of
the difference between the non-robust and adversarially ro-
bust NTK model weights is upper bounded by the difference
between the kernel matrix K° of the two models. See Ap-
pendix A.6 for detailed proof. O

Implications: Lemma 2 implies that the bound is tight
if the generated adversarial samples Xy are very close to



German-Credit dataset Adult dataset COMPAS dataset
10 N = N —e— cchvae 1.0/ ¢ —e— cchvae 1.0) 4 —e— cchvae
T — scfe scfe scfe
— —
0.8 —=— gsm 0.8 \ —=— gsm 0.8 —s— gsm
\—+— roar \ —+— roar | \+\—+— roar
?0.6 / \+ ?0.6 :\ ?0.6 — +\
) L o | yd - S \ +\
E (_U E - -
=04 >04 > > 0.4 \ T— )\
¥ 0.2 \. .\
0.2 — o ' ¥ 0.2 \h\. ]
\i o—) * o+ + \o
0.0 B *
0.0 0.0
o o Q@ 2, @ 2, @ e @ Q Q Q Q Q e @ Q Q Q Q Q
2% Yo % o % % P2 o X o N % 2% B b o ™ W
Epsilon Epsilon Epsilon

Figure 1: Analyzing validity differences between recourses generated using non-robust and adversarially robust wide neural
neural networks for German Credit, Adult, and COMPAS datasets. We find that the validity decreases for increasing values of e.
Refer to Appendix B.1 for similar results on larger neural networks.

the original samples, i.e., the degree of robustness of the
adversarially robust model is small.

Next, we show that the validity of recourses generated for
non-robust wide neural network models is higher than their
adversarially robust counterparts.

Theorem 5. (Validity Comparison for wide neural
network) For a given instance x € R? and desired
target label denoted by unity, let xp and x\g be the
counterfactuals for adversarially robust fX™(x) and non-
robust fRaX(x) wide neural network models respectively.
Then, Pr(fN(xke) = 1) > Pr(A™(xp) = 1)
K= Xie) — K™ (ke XTI <
| K> (x}, XR)T|| Ak Y l2.  Here, the validity is de-
noted by Pr(f(x') = 1), which is the probability that the
counterfactual X' results in the desired outcome.

Proof Sketch. We extend Theorem 2 by deriving an anal-
ogous condition for wide neural network models using
Lemma 2, natural logarithms, data processing, and Cauchy-
Schwartz inequalities. See Appendix A.7 for the complete
proof. O

Implications: Our derived conditions show that if the dif-
ference between the NTK K associated with the non-
robust and adversarially robust model is bounded (i.e.,
K™ (xp, XRr) =~ K™ (xg, X)), then it is likely to have a
validity greater than or equal to that of its adversarial robust
counterpart. Further, we show that this bound is tighter for
smaller Ak, and vice-versa.

5 Experimental Evaluation

In this section, we empirically analyze the impact of adver-
sarially robust models on the cost and validity of recourses.
First, we empirically validate our theoretical bounds on dif-
ferences between the cost and validity of recourses output
by state-of-the-art recourse generation algorithms when the
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underlying models are adversarially robust vs. non-robust.
Second, we carry out further empirical analysis to assess the
differences in cost and validity of the resulting recourses as
the degree of the adversarial robustness of the underlying
model changes on three real-world datasets.

5.1 Experimental Setup

Here, we describe the datasets, predictive models, algorithmic
recourse generation methods, and the evaluation metrics used
in our empirical analysis.

Datasets. We use three real-world datasets for our experi-
ments: 1) The German Credit (Dua and Graff 2017) dataset
comprises demographic (age, gender), personal (marital sta-
tus), and financial (income, credit duration) features from
1000 credit applicants, with each sample labeled as ”good”
or ’bad” depending on their credit risk. The task is to suc-
cessfully predict if a given individual is a ”good” or "bad”
customer in terms of associated credit risk. 2) The Adult (Yeh
and Lien 2009) dataset contains demographic (e.g., age, race,
and gender), education (degree), employment (occupation,
hours-per week), personal (marital status, relationship), and
financial (capital gain/loss) features for 48,842 individuals.
The task is to predict if an individual’s income exceeds $50K
per year. 3) The COMPAS (Jordan and Freiburger 2015)
dataset has criminal records and demographics features for
18,876 defendants who got released on bail at the U.S state
courts during 1990-2009. The dataset is designed to train a
binary classifier to classify defendants into bail (i.e., unlikely
to commit a violent crime if released) vs. no bail (i.e., likely
to commit a violent crime).

Predictive models. We generate recourses for the non-
robust and adversarially robust version of Logistic Regression
(linear) and Neural Networks (non-linear) models. We use
two linear layers with ReLU activation functions as our pre-
dictor and set the number of nodes in the intermediate layers



German-Credit dataset Adult dataset COMPAS dataset
4 5 4
—e— cchvae —eo— cchvae —eo— cchvae p
—x— scfe —x— scfe —x»— scfe
3 —== gsm 4 —== gsm 3 —== gsm
87 —— roar Y | —— roar Y7 —— roar
C [ C /'
o O3 ) [ +
5 5 ; 5 o
E2 v =2 A
= = = N~
o () o —
1% 7 L g A
—9 -
o » + O T~ o
o1l x S, O / y -~ ol / /"
ya = + 1 / / o,
%“'/l*/ // *7 /+ .\ /+
+/: P g +/-'\l'-_,,. -
ol H—5 o o 0 y/ - " 0
e Q Q Q Q Q Q e @ Q Q Q Q Q e @ Q Q Q Q Q
2% o X o N W P2 o % o ™ % 2% o % o ™ W
Epsilon Epsilon Epsilon

Figure 2: Analyzing cost differences between recourses generated using non-robust and adversarially robust wide neural neural
networks for German Credit, Adult, and COMPAS datasets. We find that the cost difference (i.e., /—norm) between the recourses
generated for non-robust and adversarially robust models increases for increasing values of e. Refer to Figure 5 for similar results

on larger neural networks.
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Figure 3: Analyzing validity differences between recourses generated using non-robust and adversarially robust logistic regression
for German Credit, Adult, and COMPAS datasets. We find that the validity decreases for increasing values of €. Refer to Appendix

B.1 for similar results on larger neural networks.

to twice the number of nodes in the input layer, which is the
size of the input dimension in each dataset.

Algorithmic Recourse Methods. We analyze the cost and
validity for recourses generated using four popular classes of
recourse generation methods, namely, gradient-based (SCFE),
manifold-based (C-CHVAE), random search-based (GSM)
methods (see Sec. 3), and robust methods (ROAR) (Upad-
hyay, Joshi, and Lakkaraju 2021), when the underlying mod-
els are non-robust and adversarially robust.

Evaluation metrics. To concretely measure the impact
of adversarial robustness on algorithmic recourse, we an-
alyze the difference between cost and validity metrics for
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recourses generated using non-robust and adversarially ro-
bust model. To quantify the cost, we measure the average
cost incurred to act upon the prescribed recourses across
all test-set instances, i.e., Cost(x,x') = pllx — x'[|2,
where x is the input and x’ is its corresponding recourse.
To measure validity, we compute the probability of the
generated recourse resulting in the desired outcome, i.e.,

Validity (x, x') = [IGD=1 0 x =96 NH | yyhere gz, f)

test

returns recourses for input x and predictive model f.

Implementation details. We train non-robust and adver-
sarially robust predictive models from two popular model
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Figure 4: Analyzing cost differences between recourses generated using non-robust and adversarially robust logistic regression for
German Credit, Adult, and COMPAS datasets. We find that the cost difference (i.e., /2 —norm) between the recourses generated
for non-robust and adversarially robust models increases for increasing values of e.
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Figure 5: This figure analyzes the cost and validity differences between recourses generated using non-robust and adversarially
robust neural networks trained on the Adult dataset. These differences are examined as the model size increases in terms of depth
(defined as the number of hidden layers) and width (defined as the number of nodes in each hidden layer in a neural network of
depth=2). Our findings suggest that: i) the cost difference (i.e., /—norm) between the recourses generated for non-robust and
adversarially robust models remains consistent even as the model’s depth or width increases, and ii) the validity of the recourses
remains consistent even as the model’s depth or width increases. Here, the adversarially robust model is trained with € = 0.3.

classes (logistic regression and neural networks) for all three
datasets. In the case of adversarially robust models, we adopt
the commonly used min-max optimization objective for ad-
versarial training using varying degree of robustness, i.e.,
e € {0,0.02,0.05,0.10,0.15,0.20,0.25, 0.3}. Note that the
model trained with e=0 is the non-robust model.

5.2 Empirical Analysis

Next, we describe the experiments we carried out to under-
stand the impact of adversarial robustness of predictive mod-
els on algorithmic recourse. More specifically, we discuss the
(1) empirical verification of our theoretical bounds, (2) empir-
ical analysis of the differences between the costs of recourses
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when the underlying model is non-robust vs. adversarially
robust, and (3) empirical analysis to compare the validity of
the recourses corresponding to non-robust vs. adversarially
robust models.

Empirical Verification of Theoretical Bounds. We em-
pirically validate our theoretical findings from Section 4 on
real-world datasets. In particular, we first estimate the empir-
ical bounds (RHS of Theorems 1,3) for each instance in the
test set by plugging the corresponding values of the param-
eters in the theorems and compare them with the empirical
estimates of the cost differences between recourses generated
using gradient-based and manifold-based recourse methods
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Figure 6: Cost differences (left): Empirically calculated cost differences (in orange) and our theoretical lower (in blue) and
upper (in green) bounds for C-CHVAE and SCFE recourses corresponding to adversarially robust (trained using €=0.3) vs.
non-robust linear models trained on the Adult dataset. See Fig. 7 for similar bounds for adversarially robust (¢=0.3) vs. non-robust
neural-network model. Validity (right): Empirical difference between the validity of recourses for non-robust and adversarially
robust linear and neural network model trained on Adult dataset. Results show no violations of our theoretical bounds.
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Figure 7: (a) Empirically calculated cost differences (in orange) for the original model and our theoretical lower (in blue) and
upper (in green) bounds for SCFE recourses corresponding to adversarially robust (trained using e=0.1) vs. non-robust neural
networks corresponding to test samples of the Adult dataset, based on Theorem 2. (b) Empirically calculated cost differences (in
orange) for the original model and our theoretical lower (in blue) and upper (in green) bounds for SCFE recourses corresponding
to adversarially robust (trained using e=0.2) vs. non-robust neural networks corresponding to test samples of the Adult dataset,
based on Theorem 2.

(LHS of Theorems 1,3). Figure 6 shows the results obtained observe that our bounds are tight, and the empirical estimates
from the aforementioned analysis of cost differences. We fall well within our theoretical bounds. A similar trend is
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Figure 8: A t-SNE visualization of the change in availability
of valid recourses (orange) for adversarially robust models
trained using € = [0, 0.25], where a non-robust model is a
model trained using € = 0. Results are shown for a neural
network model trained on the Adult dataset. We observe
fewer valid recourses for higher values of ¢ in this local
neighborhood.

observed for Theorem 2 which is for the case of non-linear
models, shown in Figure 7. For the case of theoretical bounds
for validity analysis in Theorem 4, we observe that the valid-
ity of the non-robust model (denoted by Pr( fxr(z) = 1) in
Theorem 4) was higher than the validity of the adversarially
robust model for all the test samples following the condi-
tion in Theorem 4 (> 90% samples) for a large number of
training iterations used for training adversarially robust mod-
els with € € {0,0.02,0.05,0.1,0.15,0.2,0.25,0.3}, shown
Figure 6.

Cost Analysis. To analyze the impact of adversarial ro-
bustness on the cost of recourses, we compute the difference
between the cost for obtaining a recourse using non-robust
and adversarially robust model and plotted this difference
for varying degrees of robustness €. Results in Figure 4 show
a significant increase in costs to find algorithmic recourse
for adversarially robust neural network models with increas-
ing degrees of robustness for all the datasets. In addition,
the recourse cost for adversarially robust model is always
higher than that of non-robust model (see appendix Figure
10 for similar trends for logistic regression model). Further,
we observe a relatively smoother increasing trend for SCFE
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cost differences compared to others. We attribute this trend
to the stochasticity present in C-CHVAE and GSM. We find
a higher cost difference in SCFE for most datasets, which
could result from the larger sample size used in C-CHVAE
and GSM. Further, we observe a similar trend in cost dif-
ferences on increasing the number of iterations to find a
recourse.

Validity Analysis. To analyze the impact of adversarial ro-
bustness on the validity of recourses, we compute the fraction
of recourses resulting in the desired outcome, generated using
a non-robust and adversarially robust model under resource
constraints, and plot it against varying degrees of robustness
€. Results in Figure 6 show a strong impact of adversarial
training on the validity for logistic regression and neural net-
work models trained on three real-world datasets (also see
Appendix B). On average, we observe that the validity drops
to zero for models adversarially trained with ¢ > 0.2. To
shed more light on this observation, we use t-SNE visual-
ization (Van der Maaten and Hinton 2008) — a non-linear
dimensionality reduction technique — to visualize test sam-
ples in the dataset to two-dimensional space. In Figure 8, we
observe a gradual decline in the number of valid recourses
around a local neighborhood with an increasing degree of
robustness €. The decline in the number of valid recourses
suggests that multiple recourses in the neighborhood of the
input sample are classified to the same class as the input for
higher €, supporting our hypothesis that adversarially robust
models severely impact the validity of recourses and make
the recourse search computationally expensive.

6 Conclusion

In this work, we theoretically and empirically analyzed the
impact of adversarially robust models on actionable explana-
tions. We theoretically bounded the cost differences between
recourses output by state-of-the-art techniques when the un-
derlying models are adversarially robust vs. non-robust. We
also bounded the validity differences between the recourses
corresponding to adversarially robust vs. non-robust models.
Further, we empirically validated our theoretical results using
three real-world datasets and two popular classes of predic-
tive models. Our theoretical and empirical analyses demon-
strate that adversarially robust models significantly increase
the cost and decrease the validity of the resulting recourses,
thereby highlighting the inherent trade-offs between achiev-
ing adversarial robustness in predictive models and providing
reliable algorithmic recourses. Our work also paves the way
for several interesting future research directions at the inter-
section of algorithmic recourse and adversarial robustness in
predictive models. For instance, given the aforementioned
trade-offs, it would be interesting to develop novel techniques
that enable end users to navigate these trade-offs based on
their personal preferences, e.g., an end user may choose to
sacrifice the adversarial robustness of the underlying model
to secure lower cost recourses.
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