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Abstract
Mitigating the risks from frontier AI systems requires up-to-
date and reliable information about those systems. Organiza-
tions that develop and deploy frontier systems have signifi-
cant access to such information. By reporting safety-critical
information to actors in government, industry, and civil so-
ciety, these organizations could improve visibility into new
and emerging risks posed by frontier systems. Equipped with
this information, developers could make better informed de-
cisions on risk management, while policymakers could de-
sign more targeted and robust regulatory infrastructure. We
outline the key features of responsible reporting and propose
mechanisms for implementing them in practice.

1 Introduction
Information is the lifeblood of good governance (Stephen-
son 2011; Van Loo 2019). Effectively responding to the new
and emerging risks presented by frontier AI systems (An-
derljung et al. 2023a; Toner et al. 2023) requires up-to-date
and reliable information about those systems and their im-
pact on society (Shevlane et al. 2023; Weidinger et al. 2023,
2024; Birhane et al. 2024). There is growing consensus
among experts in AI safety and governance that reporting
safety information to trusted actors in government and in-
dustry is key to achieving this goal (Bommasani et al. 2023a;
Schuett et al. 2023; Kapoor et al. 2024; Woodside 2024).
This is particularly the case for frontier models, i.e., highly
capable foundation models that could pose severe risks to
public safety (Anwar et al. 2024; Phuong et al. 2024).

Early efforts to facilitate reporting safety information
made important strides. The AI Incident Database estab-
lished by the Partnership on AI contains more than 2,000
reports of AI harms (McGregor 2021; McGregor, Paeth, and
Lam 2022). The database, however, is limited to tangible
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harms caused by deployed AI systems, as is the case for re-
lated initiatives (Turri and Dzombak 2023). These databases
do not track anticipated risks, vulnerabilities, or near-misses
(Frase and Hoffmann 2023; Shrishak 2023), and dedicate
comparatively little attention to larger-scale or catastrophic
risks (Bengio et al. 2024; Hendrycks, Mazeika, and Wood-
side 2023; Department for Science, Innovation and Technol-
ogy, Foreign, Commonwealth & Development Office, and
Prime Minister’s Office, 10 Downing Street 2023).

But the tide is changing. Recognizing the growing need
to share information about AI safety with government ac-
tors, several leading developers committed to the U.S. gov-
ernment to “reporting their AI systems’ capabilities, limita-
tions, and areas of appropriate and inappropriate use” and
undertook to engage in “third-party discovery and report-
ing of vulnerabilities in their AI systems” (The White House
2023d). Some developers made additional commitments to
share information with companies and governments (Fron-
tier Model Forum 2023), including to provide actors in the
UK government with “early or priority access to models
for research and safety purposes to help build better evalua-
tions” (Department for Science, Innovation and Technology
et al. 2023). The UK government has also requested access
to, and published, details concerning the safety practices of
several leading AI companies (Department for Science, In-
novation and Technology and AI Safety Institute 2023).

National governments and international institutions are
also taking concrete steps to implement AI safety reporting.
The European Union’s AI Act imposes stringent reporting
obligations on the providers of high-risk AI systems (Euro-
pean Parliament 2024). An executive order issued by Presi-
dent Biden requires that AI developers provide the U.S. fed-
eral government with information regarding “activities re-
lated to training, developing, or producing dual-use founda-
tion models,” as well as information regarding “the owner-
ship and possession of the model weights” and the results
of “red-team testing” (The White House 2023b). These re-
quirements would initially apply to any model trained us-
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Figure 1: A framework for responsible reporting. Developers disclose safety-critical information to government actors and
other developers, which decide on appropriate technical, organizational, and policy responses. Independent domain experts in
academia and civil society receive key information and provide guidance to both developers and government actors.

ing more than 1026 operations, or any model using primar-
ily genetic sequence data trained using 1023 operations. The
OECD, meanwhile, has convened an expert group to develop
an AI incident reporting framework (OECD.AI Network of
Experts 2024).

Given this increasingly complex institutional context, dis-
tilling the key features of AI safety reporting is especially
important. We aim to make headway on this challenge by
clarifying the goals of reporting safety-related information
(Section 2), describing the content of this information and
to which actors it could be reported (Section 3), proposing
institutional mechanisms to facilitate reporting (Section 4),
and tackling potential hurdles to implementing these mecha-
nisms in practice (Section 5). Taken together, these contribu-
tions complement and provide guidance for more concrete
efforts to establish reporting frameworks, including multi-
ple concurrent efforts being undertaken by actors in govern-
ment, industry, and civil society.

2 Goals of Reporting
As in other industries with long-standing reporting practices,
including healthcare, finance, and aviation (McGregor 2021;
Raji et al. 2022; Turri and Dzombak 2023), information dis-
closures aim to achieve several goals. In the case of fron-
tier AI systems, we focus on three main goals of reporting:
(1) raising awareness among key stakeholders with regard
to societal-scale impacts and risks from AI technologies; (2)
incentivizing AI developers to adopt more robust risk man-
agement and safety practices; and (3) increasing regulatory
visibility to enable policymakers to effectively respond to
new risks, especially risks which government actors are best
positioned to address.

2.1 Risk Awareness
In its simplest form, the case for reporting information about
AI risks and vulnerabilities can be summarized as follows:
”To make AI safer, we need to know when and how it fails”

(Arnold and Toner 2021). Access to such information is es-
pecially crucial in the case of frontier AI systems, whose
risk profiles are continually changing due to their often un-
predictable capabilities (Ganguli et al. 2022; Wei et al. 2022;
Weidinger et al. 2023, 2024; Woodside 2024; Phuong et al.
2024).

Across both industry and government, “reporting builds
a norm of admitting mistakes, noticing them, and sharing
lessons learned” (Manheim 2023). Information about safety
incidents and failures can offer valuable lessons on how
and where risk mitigation measures fail (McGregor 2021).
Alongside improving general awareness of these risks, both
developers and government actors, supported by indepen-
dent domain experts, need a detailed understanding of these
risks and the methods for mitigating them. We focus on each
in turn.

2.2 Industry Practices
Sharing information with other developers about risks from
frontier AI systems and the measures for addressing them
enables developers to design better risk management strate-
gies and safety practices (Avin et al. 2021). For example,
a developer may update its safety levels (Anthropic 2023),

Regulatory visibility -
enable regulators to
design targeted and
effective governance

mechanisms

Industry practices -
incentivize developers to
adopt more robust safety
practices and standards

Risk awareness -
improve awareness of

societal-scale risks from
frontier systems

Figure 2: Goals of reporting safety information
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preparedness framework (OpenAI 2023c), or capabilities
scaling policy (Google DeepMind 2023) in response to in-
formation about new capabilities or risks (Model Evaluation
and Threat Research 2023; Anderson-Samways et al. 2024).
Information collected via reporting could also assist devel-
opers in establishing emergency response plans, internal au-
dit procedures, and customer screening processes (Egan and
Heim 2023; Schuett et al. 2023).

In addition to informing particular risk management prac-
tices, reporting could foster a stronger safety culture across
the AI industry (Manheim 2023; Ojewale et al. 2024) and
bring it closer in line with well-established reporting prac-
tices and norms in other industries, such as in the avia-
tion industry (Federal Aviation Administration 2023b; Mad-
sen, Dillon, and Tinsley 2015). For instance, regulation that
mandates reporting the results of AI safety evaluations (The
White House 2023b) could deter developers from accelerat-
ing development at the expense of safety (Askell, Brundage,
and Hadfield 2019; Dafoe 2023). By enabling external actors
and domain experts to verify the claims made by AI develop-
ers about the safety of their systems (Brundage et al. 2020;
Avin et al. 2021; Sastry et al. 2024), reporting would sub-
ject frontier AI developers and their products to increased
scrutiny. Consequently, less cautious actors would be incen-
tivized to invest more in safety and adopt best practices em-
ployed by other organizations. As in relatively mature in-
dustries such as healthcare and finance, risk mitigation and
safety could become an inherent and uncontroversial part
of frontier AI development and deployment (Dobbe 2022;
Hendrycks et al. 2022).

2.3 Regulatory Visibility
Reporting information about AI risks and potential mitiga-
tions is critical to informing the priorities and actions of pol-
icymakers. Without meaningful visibility into the technol-
ogy’s design and use, policymakers cannot determine ap-
propriate regulatory objectives, let alone build appropriate
regulatory infrastructure (Anderljung et al. 2023a; Hadfield,
Cuéllar, and O’Reilly 2023). Accurate and up-to-date infor-
mation about frontier AI systems and their impact is key to
enabling policymakers to address the risks posed by these
systems.

A reporting framework designed to furnish policymakers
with safety-critical information will help address these con-
cerns. Equipped with reliable and timely information about
frontier AI systems, policymakers will be able to make bet-
ter informed decisions about the goals and methods of regu-
lation, and acquire the resources needed to take appropriate
action (Whittlestone and Clark 2021; Clark 2023). For ex-
ample, policymakers will be able to design or implement
standards that are more responsive to trends in AI devel-
opment and, ideally, preempt nascent and emerging risks
(Kaminski 2023; Kolt 2024a; Arbel, Tokson, and Lin 2024).
In particular, information collected from reporting will as-
sist policymakers in tackling risks that government actors
are best positioned to address, as observed by the UK gov-
ernment’s AI Safety Institute (Secretary of State for Science,
Innovation and Technology 2023). For instance, upon re-
ceiving a report concerning national security risks (e.g., new

cyber capabilities or biological capabilities), national secu-
rity experts in government could propose additional model
evaluations or governance measures.

3 Decision-Relevant Information
The following section describes the categories of informa-
tion that developers could report in the proposed framework,
as well as the recipients of this information. The categories
in Table 1 - development and deployment, risks and harms,
and mitigations - are designed to provide government ac-
tors, developers, and independent domain experts with in-
formation that will assist in deciding on appropriate techni-
cal, organizational, and policy responses to novel AI capa-
bilities and risks. In addition, the categories broadly align
with recent regulatory regimes, including the disclosure re-
quirements in the U.S. executive order (The White House
2023b), the EU AI Act (European Parliament 2024), and the
UK proposal for AI risk reporting (Department for Science,
Innovation and Technology 2023).

IInformation onI
development

and deploymentI

IInformationI
Ion riskI

ImitigationsI

IInformationI
Ion risks andI

IharmsI

Figure 3: There is significant overlap between information
pertaining to development and deployment and information
pertaining to risks, harms, and mitigations.

Furnishing policymakers and domain experts with the
above information is key to overcoming the inherent
information deficit between industry and government
(Karkkainen 2008). Despite repeated calls to provide gov-
ernments with more comprehensive and consequential in-
formation relating to frontier AI technologies (Avin et al.
2021; Whittlestone and Clark 2021), regulators have often
been caught off-guard, as exemplified by early drafts of the
EU AI Act altogether failing to address foundation models.

As in other domains (Van Loo 2019), government ac-
tors need a deep understanding of the underlying technol-
ogy, the resources required to build it, and the risks it may
pose (Anderljung et al. 2023a). For example, aviation reg-
ulators are authorized to conduct sweeping inspections of
new aircraft technologies (e.g., (Federal Aviation Admin-
istration 2023a)), while financial regulators have privileged
access to cutting-edge financial products and services in or-
der to assess their anticipated impact on consumers and mar-
kets (e.g., (CFPB 2022)). Without comparable information
on frontier AI systems (including information concerning
development, risks, and mitigations), policymakers and do-
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Category Content

Development and
deployment

² Recipients:

Government actors

Details of state-of-the-art systems - copies of publicly available technical re-
ports, including system and model cards, and additional information on train-
ing techniques, resources, and model capabilities.

Information on current and upcoming training runs - description of ar-
chitecture, compute, data collection, curation, filtering, and human feedback,
training objectives (e.g., reward functions), and training techniques.

Current and anticipated applications - description of the domains in which
a model is currently deployed or anticipated to be deployed, the range of tasks
they perform or are anticipated to perform, and usage trends and statistics.

Risks and harms

² Recipients:

Government
actors, developers,
and independent
domain experts

Pre-deployment and post-deployment risk assessments - results of internal
and external safety evaluations, including results of red-teaming and bounty
programs.

Concrete harms and safety incidents - description of incidents in which a
system caused death or serious injury, damage to critical infrastructure, envi-
ronmental harm, cybersecurity incidents, or other concrete harms, as well as
harms that did not materialize (“near misses”).

Dual-use and dangerous capabilities - evidence of a system exhibiting the
ability to perform deception or manipulation, dual-use cyber capabilities or
biological capabilities, weapons development, indications of the ability to en-
gage in long-term planning, power-seeking, or other dangerous capabilities.

Mitigations

² Recipients:

Government
actors, developers,
and independent
domain experts

Model alignment and safeguards - detailed explanation of alignment tech-
niques, steps taken to prevent malicious use and other misuse (e.g., out-of-
domain use), safety evaluations, and monitoring procedures.

Organizational risk management - description of security standards, per-
sonnel and customer screening, auditing procedures, review processes, or
other internal governance mechanisms, including circumstances in which
such procedures were not effective or were not adopted.

Table 1: Information categories, content, and recipients

main experts will be unable to assess for themselves the sys-
tems’ risk profiles or decide on the appropriate governance
sites and mechanisms (Kolt 2024a,b).

Importantly, there is likely to be significant overlap be-
tween information pertaining to development and deploy-
ment (disclosed only to government actors) and information
pertaining to risks and risk mitigations (disclosed to govern-
ment actors, developers, and independent domain experts).
Disentangling these two categories is not straightforward.
For example, information regarding state-of-the art align-
ment techniques is both a model capability as well as a risk
mitigation tool, making it unclear whether, or to what ex-
tent, such information should be disclosed to developers and
independent domain experts, or only to government actors.

While we do not propose a precise definition distinguish-
ing between the different categories, the appendices offer a
concrete illustration of the kind of information that could fall
into each category. Appendices A and B, which relate to cy-
bersecurity and biosecurity, respectively, help shed light on
which information would be disclosed to government actors
only and which information would be disclosed to govern-
ment actors, developers, and independent domain experts.

4 Institutional Framework
4.1 Contributors
Many different organizations are involved in developing and
deploying frontier AI models (EPOCH 2024). These in-
clude organizations in industry, academia, and civil society,
and across different geographies. While some organizations
make their models accessible only via API (e.g., OpenAI,
Anthropic), others publicly release the model weights sub-
ject to software licenses (e.g., Meta, EleutherAI).

Given that each of these organizations has expertise de-
veloping different models and deploying them in differ-
ent contexts, each organization could offer valuable safety
information. For example, an organization with extensive
red-teaming experience could assist other organizations in
designing protocols for external scrutiny of models (An-
derljung et al. 2023b). Meanwhile, an organization that has
developed methods to mitigate malicious use of its models
could share those methods with other organizations.

Subject to the implementation challenges addressed be-
low (Section 5), we suggest that all developers of frontier
models could participate in the proposed framework and that
the information they contribute could improve visibility into
AI risks and mitigations.
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4.2 Recipients
Government actors. As in disclosure regimes in other do-
mains (McGregor 2021; Raji et al. 2022; Turri and Dzom-
bak 2023), government actors are important recipients of the
information provided under the proposed framework. Key
characteristics for government actors include the following:

1. Information security - capacity to protect highly sensi-
tive information and prevent its proliferation or misuse.

2. Technical competence - ability to understand, analyze,
and draw conclusions from the information reported, in-
cluding relevant domain expertise.

3. Governance capacity - organizational resources and le-
gal authority to design and implement policy responses.

4. Independence - incentives and motivation to systemati-
cally and impartially execute policy responses.

In the United States, key actors include the U.S. Artifi-
cial Intelligence Safety Institute (U.S. Department of Com-
merce 2023, 2024), established through the National Insti-
tute of Standards and Technology (NIST), an agency that
itself has significant in-house technical expertise and pub-
lished an AI Risk Management Framework (National Insti-
tute of Standards and Technology 2021). Another key actor
is the White House Office of Science and Technology Policy
(OSTP), which released a Blueprint for an AI Bill of Rights
(The White House 2022) and has been involved in facilitat-
ing model evaluations and securing voluntary commitments
from leading AI developers (The White House 2023a,c,d).
Other relevant actors include the National Security Coun-
cil (NSC), Bureau of Industry and Security (BIS), Federal
Trade Commission (FTC), and possibly new government
bodies. In the United Kingdom, key actors include the UK
government’s AI Safety Institute, which has indicated that
it will work on conducting evaluations of advanced AI sys-
tems and facilitating information exchange (Department for
Science, Innovation & Technology 2023).

Importantly, the combination of above characteristics is a
new ‘muscle’ that governments will need to grow and flex.
Effective reporting requires broad technical and sociotech-
nical capacity-building, which will require significant time
and talent. In addition, it is worth noting that different gov-
ernment bodies might be better positioned to receive dif-
ferent types of information, instead of a single government
body receiving all information disclosed under the frame-
work. For example, dedicated cybersecurity agencies and
biosecurity agencies might be the preferred recipients of in-
formation in their respective domains.

Developer reciprocity. As to which developers receive
information under the reporting framework, we propose a
principle of reciprocity according to which only developers
that contribute information under the proposed framework
will receive information under the framework. This principle
both incentivizes developers to participate in the framework
and prevents non-participating developers from free-riding.
As illustrated in Figure 4 and Table 1, participating devel-
opers will only receive information relating to risks, harms,
and mitigations, not commercially sensitive information re-

lating to model development and deployment - which will
be disclosed to government actors only.

Participating developer

Participating developer

Participating developer

New developer

Information
on risks and
 mitigations

Figure 4: The principle of reciprocity incentivizes develop-
ers to join the responsible reporting framework by providing
them with useful safety information.

Independent domain experts. As illustrated in Figure 1,
independent domain experts in academia and civil society
play two key roles in the proposed framework. First, domain
experts will receive safety-critical information comparable
to the information provided to participating developers. Sec-
ond, domain experts will provide guidance to government
actors with regard to the categories and content of informa-
tion that developers report within the framework. In addition
to the capacity to maintain highly effective information se-
curity, participating domain experts should have the follow-
ing characteristics:

1. Domain-specific expertise - significant expertise in a
risk-relevant field, especially a field or subfield in which
government actors lack sufficient expertise.

2. Security mindset - ability and inclination to identify vul-
nerabilities, risks, and potential exploitations of AI sys-
tems and the environments in which they operate.

4.3 Documentation and Disclosure
Documentation. While there does not currently exist a
dedicated government database for information relating to
AI development and deployment (Clark 2023; Turri and
Dzombak 2023), there are many mechanisms for document-
ing such information. These include data sheets (Gebru et al.
2021), model cards (Mitchell et al. 2019), reward reports
(Gilbert et al. 2023), system cards (e.g., (OpenAI 2023a,b)),
model reports (Gemini Team et al. 2023; Touvron et al.
2023; Reid et al. 2024), and ecosystem graphs (Bommasani
et al. 2023b). Documentation may also need to be tailored
to the particular model or system (Norval et al. 2022). For
example, meaningful insight into models using reinforce-
ment learning from human feedback (RLHF) can only be
achieved via granular information on the relevant human
feedback, reward model, and policy (Casper et al. 2023;
Lambert, Gilbert, and Zick 2023).

Drawing on these and other documentation practices, we
offer a preliminary picture of how developers could record
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and communicate information under the proposed frame-
work - as illustrated in Table 2. Notably, leading developers
already report some of this information (including the devel-
opers of GPT-4, Claude 3, Llama 2, and Gemini).

Information
categories Documentation

Development
and

deployment

Model cards for current models and
models under development, including
details of data collection, model train-
ing and finetuning, evaluation metrics,
intended uses, ecosystem dependencies
(e.g., compute sponsors, API access),
and model maintenance plan.

Risks and
harms

Results of pre-deployment and post-
deployment safety evaluations (includ-
ing underlying code and data), records
of all safety incidents (including ac-
tors involved, causes of incidents, and
responses to incident), and additional
threat intelligence and impact assess-
ments.

Mitigations

Description of technical safeguards for
preventing misuse and accident risks
(including alignment and monitoring
procedures) and organizational mea-
sures (e.g., documents establishing in-
ternal safety and governance struc-
tures).

Table 2: Developer documentation for each category of
safety information

Although major jurisdictions increasingly mandate re-
porting, the precise scope and form of reporting remain
open to interpretation. For example, the U.S. executive or-
der requires that developers provide “information, reports, or
records” regarding “training, developing, or producing dual-
use foundation models” and “the ownership and possession
of the model weights”, but does not specify precisely what
information those reports must contain (The White House
2023b). Nor does the executive order prescribe the exact
form in which information should be documented, leaving
these fine-grained, yet important, tasks to future policy in-
struments.

In addition, given that developers’ safety evaluations and
reporting practices are likely to evolve over time, policy-
makers will need to continually refine their governance re-
sponses to information received, which will require ongoing
investment in both technical competence and institutional
capacity (see 4.2).

Disclosure process. In addition to carefully documenting
safety information, developers will need to securely com-
municate that information to the intended recipients. Doing
so is critical to preventing the information from being in-
tercepted or exploited by malicious actors, especially in the

case of information relating to dangerous dual-use capabil-
ities. The high-level security practices that developers have
been advised to adopt internally (e.g., (Schuett et al. 2023))
should apply to external information disclosures as well.

A further issue concerns the circumstances of disclosure,
that is, the stages of design, development, and deployment
in which developers report the above information. For exam-
ple, should the circumstances of disclosure be determined by
reference to a particular time (e.g. n days or weeks prior to
and/or following deployment) or to a certain capabilities or
risk threshold (which may be harder to define)? Should the
timing and frequency of disclosure differ between reporting
information to government actors compared with reporting
information to other developers or domain experts? To op-
erationalize responsible reporting, we need sufficiently flex-
ible, yet clear, answers to these questions.

5 Implementation
5.1 Challenges
There are several challenges to successfully implementing
the proposed framework for responsible reporting. We di-
vide these challenges into two categories: (a) challenges fac-
ing developers that seek to participate in the reporting frame-
work and (b) broader challenges concerning the overall ef-
fectiveness of the framework.

Challenges for developers. Developers seeking to engage
in responsible reporting are likely to confront four main
challenges.

1. Intellectual property. Commercially sensitive informa-
tion (e.g., descriptions of new models or capabilities, logs
of real-world incidents) could be inadvertently disclosed
to, or exploited by, other developers and competitors.

2. Reputational risk. Reporting safety incidents and antic-
ipated risks or vulnerabilities could damage a developer’s
reputation and harm their business interests.

3. Legal liability. Disclosing certain safety information
could potentially increase developers’ exposure to legal
liability. Moreover, a legal obligation to disclose the re-
sults of safety tests may deter some developers from con-
ducting rigorous safety tests in the first place.

4. Coordination among developers. Developers may be
reluctant to participate in the framework and be exposed
to business risks without assurances that their competi-
tors will also participate and be similarly exposed to such
risks.

Broader challenges. The potential obstacles to the frame-
work achieving its goals (set out in Section 2) can be
grouped into four broad challenges.

1. Evaluation, documentation, and reporting resources.
Developers may lack the resources to effectively collect,
document, and report the information required by the
proposed framework.

2. Misreporting. Developers may inadvertently or deliber-
ately report information that is either inaccurate or in-
complete, undermining its reliability and usefulness.
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3. Information hazards. Information reported under the
framework could be intercepted by malicious actors and
used for nefarious purposes, or be misused by its in-
tended recipients.

4. Institutional capacity. Actors that receive information
under the framework may lack the capacity to protect,
analyze, or effectively respond to the information pro-
vided.

For further discussion of these and other challenges fac-
ing disclosure mechanisms, see (Guha et al. 2024), includ-
ing concerns relating to firm-level and broader compliance
costs, the impact of disclosure on design choices in AI de-
velopment, and the potential for disclosures adversely im-
pacting governance decisions.

5.2 Pathways Forward
Some of the above challenges could be addressed through
targeted institutional mechanisms, some of which are al-
ready incorporated in the proposed framework. Other chal-
lenges require broader structural intervention. In this sec-
tion, we assess how to address the most salient concerns
along two different pathways.

Voluntary Implementation
The first pathway involves implementing responsible re-
porting as part of a voluntary governance regime (McGre-
gor 2021; Marchant and Gutierrez 2022; Bommasani et al.
2023a). Developers voluntarily commit to partake in the re-
porting framework, whether in the absence of, or alongside,
a broader regulatory regime. In this scenario, we propose the
following institutional mechanisms:
1. Differential disclosure. Concerns regarding the protec-

tion of intellectual property and commercially sensi-
tive information are largely addressed by features of the
framework already discussed. Developers disclose infor-
mation pertaining to model development and deployment
to government actors only, not to competitors or other
developers. For example, a safety incident report would
describe the hazardous use observed, but would not dis-
close the relevant model’s architecture, training methods,
compute, or data. In addition, developers could differen-
tially disclose information within government. For exam-
ple, developers might disclose information about danger-
ous dual-use capabilities to some (rather than all) partic-
ipating government actors.

2. Anonymized reporting. To protect developers’ reputa-
tions, certain potentially damaging information disclosed
under the framework could be de-identified, such that
it could not be attributed to a particular developer and
would not tarnish their reputation (Brundage et al. 2020;
Turri and Dzombak 2023). Notably, effective anonymiza-
tion may be difficult to achieve in some circumstances,
such as where the developer identity can be inferred from
the evaluations conducted. Anonymization is probably
more appropriate for reporting information to participat-
ing developers and domain experts, not government ac-
tors. Government actors that demonstrate the character-
istics set out above (4.2), including reliable information

security, should receive de-anonymized versions of the
information disclosed under the framework.

3. Organizational pre-commitments. Developers could
collectively commit in advance to participate in the re-
porting framework. Such commitments could be sup-
ported by a bond-like regime in which developers make
upfront payments (prior to joining the framework) that
are incrementally returned to developers contingent on
their good faith participation in the framework.

Regulatory Implementation
The second pathway involves integrating responsible report-
ing into a broader purpose-built regulatory regime, such as
the U.S. executive order (The White House 2023b) or EU AI
Act (European Parliament 2024). In this scenario, we sug-
gest the following institutional mechanisms will help facili-
tate more informative and actionable reporting:

1. Liability safe harbors. Developers’ reluctance to dis-
close information that may increase their legal exposure
could be tackled by regulation that introduces safe har-
bor provisions that protect companies from legal liabil-
ity arising from participation in the reporting framework
(AI Policy and Governance Working Group 2023; Long-
pre et al. 2024). These could be modeled on existing safe
harbors in environmental regulation and financial regula-
tion.

2. Government resourcing. Under a purpose-built regula-
tory regime, government actors could be allocated re-
sources to develop the technical and governance capacity
to protect, analyze, and effectively respond to informa-
tion disclosed under the framework (e.g., (Department
for Science, Innovation & Technology 2023)). Equipped
with these resources, government actors could also assist
developers in making the required disclosures.

3. Enforcement. If regulations imposed legal sanctions in
the event of negligent or deliberate misreporting, devel-
opers would be strongly incentivized to establish organi-
zational processes for ensuring good faith and effective
reporting. Independent auditors approved by regulators
could also assist in detecting misreporting (Falco et al.
2021; Mökander et al. 2023; Casper et al. 2024).

6 Conclusion
Improvements in AI safety and governance hinge on the in-
formation available to key stakeholders. Building on existing
efforts in government, industry, and civil society, responsi-
ble reporting aims to facilitate communicating and respond-
ing to safety-critical information in a dedicated secure insti-
tutional framework. While the implementation of responsi-
ble reporting faces several challenges, there are promising
pathways forward. Frontier developers could begin by vol-
untarily reporting information about risks and mitigations
that goes beyond current regulatory requirements. Policy-
makers, meanwhile, could integrate features of responsible
reporting into emerging governance regimes.
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Appendices

A Cybersecurity

Category Key items

Development and
deployment

² Recipients:
Government actors

only

1. List of training datasets and descriptions of data sanitization or
anonymization practices.

2. List of training-related hardware (including processing units, network-
ing hardware, and peripheral equipment).

3. Software bill of material (SBOM) for training runs.
4. List of known vulnerabilities in software/hardware components, prod-

ucts, and libraries used in model development and/or deployment.
5. List of mitigations and/or justification for using products despite

known vulnerabilities.
6. List of cloud providers, resources, and physical data center locations

for training runs.
7. Is the model intended for use in offensive cyber operations and/or de-

fensive cybersecurity activities?
8. Is the model intended for use in software, firmware, hardware, or cryp-

tographic development?

Risks and harms

² Recipients:
Government actors,

developers, and
independent

domain experts

1. Results of: (a) external and internal penetration tests, safety evalua-
tions, and vulnerability scans; (b) bounty programs and disclosed vul-
nerabilities/exploits; (c) threat modeling assessments.

2. Description of incidents in which a system: (a) discovered novel vul-
nerabilities in software, firmware, hardware, or cryptographic prod-
ucts; (b) developed malware utilized in illicit activities; (c) was used to
illegally access private data, gain access to an unauthorized network,
or exfiltrate sensitive information from a device or network.

3. Complete incident reports for: (a) external breaches and unauthorized
access of model weights or other training infrastructure; (b) insider or
third party leaking of model weights or other training infrastructure.

4. Evidence of a system exhibiting the ability to perform: (a) vulner-
ability and exploit discovery (including static/dynamic code analy-
sis, protocol reverse-analysis, and vulnerability to exploit conversion);
(b) malware development and deployment; (c) social engineering at-
tacks (e.g., phishing); (d) compromise of cryptographic systems or pro-
tocols; (e) model self-replication.

5. Report of cybersecurity-related capability evaluations.

Mitigations

² Recipients:
Government actors,

developers, and
independent

domain experts

1. Description of security standards, personnel screening, and auditing
procedures, including: (a) encryption standards for data at rest and in
transit; (b) digital access controls (e.g., RBAC); (c) physical access
controls; (d) patch management; (e) versioning controls; (f) backup
integrity and verification.

2. Technical description of how users can interact with the model, includ-
ing: (a) API specifications, security standards, and auditing practices;
(b) credential provisioning and security practices.

Table 3: Examples of cybersecurity information (including cyber capabilities and security vulnerabilities) that developers could
report as part of the proposed framework
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B Biosecurity

Category Key items

Development
and deployment

² Recipients:
Government
actors only

1. List of all biology-related data used in training, including papers, experimen-
tal protocols, and datasets relating to any life sciences field.

2. Description of methods to optimize for particular biological capabilities (e.g.,
host-pathogen interaction prediction, genetic sequence analysis or assembly,
or structural outputs) or call specific biological tools.

3. Evaluation of biological science capabilities (such as conceptual ideation, ex-
perimental design, knowledge pooling and teaching, laboratory standard op-
erating procedures and tacit knowledge, and sequence design capabilities).

4. Description of intended user base and deployment strategy (e.g., laypeople or
a particular research or practitioner community, API design and deployment).

Risks and
harms

² Recipients:
Government

actors,
developers, and

independent
domain experts

1. Description of biorisk capability evaluations and red-teaming, including:
(a) evaluation methodologies and information hazard risk mitigations; (b)
team size, types of participants (including independent domain experts), and
skillsets (including security mindset); (c) details of scaffolding and finetuning
methods (including specialized biology or chemistry tools).

2. Results of biorisk capability evaluations, especially evidence of dual-use ca-
pabilities and marginal improvements of AI models over existing (non-AI)
methods, including the ability to: (a) provide dual-use biological information;
(b) describe which biological agents or constructs are most hazardous and
accessible; (c) instruct how to acquire or synthesize a controlled agent or a
pandemic pathogen; (d) perform end-to-end synthesis of a controlled agent;
(e) create a viable alternative structure for a controlled agent or enhancements
mapping onto experiments of concern; (f) ideate novel biological tools by
combining concepts or natural capabilities; (g) assist in the weaponization of
biology; (h) exhibit evidence of security mindset with respect to biological
vulnerabilities.

3. Records of the use of biorisk capabilities, including: (a) access to dual-use
biorisk capabilities; (b) violations of model usage policies.

Mitigations

² Recipients:
Government

actors,
developers, and

independent
domain experts

1. Description of measures to reduce biorisk capabilities and harmful outputs,
including: (a) decisions regarding the inclusion (or non-inclusion) in training
data of papers, experimental protocols, and datasets relating to dual-use biol-
ogy; (b) finetuning and other methods that can cause a model to refrain from
performing certain biorisk-related tasks (e.g., accessing and delivering con-
trolled agents and potential pandemic pathogens); (c) preventing jailbreaks
and other adversarial attacks; (d) decisions regarding the ability (or inability)
of models to call third-party biological tools that have not been evaluated for
dangerous biological capabilities during assessment.

2. Monitoring and controlling model usage: (a) collecting know-your-customer
(KYC) information on users who seek to access certain dual-use biorisk capa-
bilities (e.g., developing novel pathogens); (b) restricting access to these ca-
pabilities, including plans to adhere to the principle of least privilege (PoLP)
through user access controls.

3. Establishment of biosecurity incident, threat alert, and escalation processes,
including: (a) investigation procedures in the event users violate usage poli-
cies; (b) incident reporting mechanisms for unanticipated post-deployment
demonstration of dangerous biological capabilities; (c) response plan to de-
liberate malicious use of advanced biological capabilities.

Table 4: Examples of biosecurity information that developers could report as part of the proposed framework

776



Acknowledgements
For helpful comments and suggestions, we thank Conor
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H.; Keeling, J.; Georgiev, P.; Mincu, D.; Wu, B.; Haykal, S.;
Saputro, R.; Vodrahalli, K.; Qin, J.; Cankara, Z.; Sharma,

778



A.; Fernando, N.; Hawkins, W.; Neyshabur, B.; Kim, S.;
Hutter, A.; Agrawal, P.; Castro-Ros, A.; Driessche, G. v. d.;
Wang, T.; Yang, F.; Chang, S.-y.; Komarek, P.; McIlroy, R.;
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