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Abstract

The diffusion of increasingly capable Al systems has pro-
duced concern that bad actors could intentionally misuse cur-
rent or future Al systems for harm. Governments have begun
to create new entities—such as Al Safety Institutes—tasked
with assessing these risks. However, approaches for risk as-
sessment are currently fragmented and would benefit from
broader disciplinary expertise. As it stands, it is often unclear
whether concerns about malicious use misestimate the likeli-
hood and severity of the risks. This article advances a con-
ceptual framework to review and structure investigation into
the likelihood of an Al system (X) being applied to a mali-
cious use (Y). We introduce a three-stage framework of (1)
Plausibility (can X be used to do Y at all?), (2) Performance
(how well does X do Y?), and (3) Observed use (do actors
use X to do Y in practice?). At each stage, we outline key
research questions, methodologies, benefits and limitations,
and the types of uncertainty addressed. We also offer ideas
for directions to improve risk assessment moving forward.

Introduction

Concern about malicious use of advanced machine learning
systems (AMLSs) dates back decades. Recent improve-
ments in natural language processing, however, have
brought concern to the fore. Researchers have suggested that
machine learning (ML) systems can produce language to
generate synthetic term papers (Franke and Alexander
2019), fake news (Zellers et al. 2019), extremist recruiting
materials (McGuffie and Newhouse 2020), and more
(Bender et al. 2021). Others have outlined threats of Al in
digital security (e.g., cyberattacks), physical security (e.g.,
autonomous weapons), and political security (e.g., persua-
sion and deception) (Brundage et al. 2018). With the wide-
spread rollout of ChatGPT in 2022, however, concern about
malicious use of advanced ML has gone mainstream, to in-
clude bipartisan policymakers (King 2024), business leaders
(Davis 2024), and the public (Orth and Bialik 2023). As
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these ML systems incorporate more modalities and are de-
ployed more broadly, these concerns will likely remain sig-
nificant for the foreseeable future.

These concerns do not exist in a vacuum—they motivate
policy positions with significant implications. One example
is whether to make models more or less accessible (So-
laiman 2023). Some Al providers have cited malicious-use
risks as reasons to opt for more controlled access (OpenAl
2023a). A second relevant debate centers on Al regulation.
Policymakers and Al researchers often cite malicious-use
risks as reasons why regulation of Al systems is necessary
(Schumer 2023; Anderljung et al. 2023a; Bengio et al.
2023). A third debate is whether to halt development of
more capable foundation models (Future of Life 2023). One
justification for a ban is the lack of understanding of the ma-
licious-use risks of today’s systems (Aguirre 2023).

If concern about malicious use motivates important pol-
icy positions—including how to control Al models, how and
how much regulation is warranted, and whether researchers
should halt AI progress—then it is critical for researchers to
rigorously unpack malicious-use risks. As Anderljung et al.
(2023b) write, “good governance is in part an information
problem.” Specific research projects have been conducted in
this vein. Researchers have tested whether language models
can be used to generate propaganda articles (Kreps, McCain,
and Brundage 2022; Goldstein et al. 2024), phishing emails
(Hazell 2023), bioweapons (Soice et al. 2023; Mouton et al.
2024), and other types of hazardous content. Others have
provided taxonomies and frameworks for categorizing risk
(Bird, Ungless, and Kasirzadeh 2023; Blauth, Gstrein, and
Zwitter 2022; Shevlane et al. 2023), harm (Hoffman and
Frase 2023; Weidinger et al. 2022), and impact on society
(Solaiman et al. 2023). We ask a related, but distinct ques-
tion: How can researchers assess whether bad actors are
likely to misuse a given Al system for particular malicious
uses?



Our goal is to provide a simple, conceptual framework for
assessing the likelihood of malicious use. We center this on
what we call the “PPOu Framework.” The PPOu Frame-
work distinguishes three stages for assessing malicious use:
Plausibility, Performance, and Observed use. The first,
“Plausibility,” examines whether a given system X can be
used for a particular malicious use Y at all. Predeployment
assessment at the plausibility stage often resembles red-
teaming in cybersecurity, in that researchers adopt an adver-
sarial mindset and try to use a system in a way unintended
by the owner. The second stage, “Performance,” asks how
well a given system X can produce malicious use Y. Rather
than assess whether a system can do something once (as in
Stage 1), performance assessments help approximate how
useful X is for a bad actor pursuing Y (and therefore how
likely they are to use it). Relevant measurements include
quality, robustness, cost-effectiveness, and improvement
over other methods, including human baselines. The third
and final stage, “Observed Use,” seeks to determine whether
and how system X is used for malicious use Y in the real
world. There are selection effects when observing behavior
that is designed to be secret, but observed use can shed light
on malicious actors’ intent, factor into deployment deci-
sions, and update priors for what should be tested in the
plausibility and performance stages.

Assessing the likelihood of malicious use is fundamen-
tally an epistemic problem. Because models are trained, not
hand designed, it is not always clear what capabilities a
model has, or what level of effort or skill would be required
to elicit the capabilities (Elhage et al. 2021). Similarly, the
likelihood of malicious use is a function not only of the
model, but also the threat actors’ skills, resources, and in-
tentions—which are difficult to ascertain. We describe strat-
egies for reducing uncertainty for a predetermined set of Y's,
but some level of uncertainty will remain.

The PPOu Framework serves at least four functions. First,
it can help policymakers, academics, and researchers make
sense of current strategies for assessing malicious-use risk.
Policymakers who seek to develop regulations based on
misuse should have a strong understanding of what types of
data and benchmarks are feasible for these systems, and
types of evidence that may be difficult to establish. Second,
it can provide a resource for new Al labs and research
groups for strategically testing new models prior to deploy-
ment (though in less detail than model cards [Mitchell et al.
2019]). Third, by centering methodologies, the framework
provides entry points for a range of fields to contribute.
Fourth, it provides a plug-and-play set of questions for em-
pirically assessing newly identified or theorized risks.

In the remainder of this paper, we review existing strate-
gies for assessing the likelihood of malicious use of ad-
vanced Al systems within the context of the PPOu Frame-
work. In the following three sections, we describe how re-
searchers assess malicious use at that stage, including key
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questions, methodologies, and strengths and limitations of
those methods. We discuss the type of uncertainty addressed
at each stage, and developments that would enable a more
rigorous risk assessment than current approaches allow. The
framework is intended to generalize to different malicious-
use risks and to facilitate cross-domain learning in question
formulation, study development, and policy discussion.

Of note, our focus is malicious use of advanced general-
purpose systems—those with a potential for diverse eco-
nomic and strategic applications—rather than Al systems
that are designed for narrow harmful tasks. The risk of a
foundation model producing hate speech falls into scope
(Hartvigsen et al. 2022). An ML system designed specifi-
cally to identify faces of a certain type does not (e.g., Jain,
Singh, and Vatsa 2018). We also focus on testing and eval-
uation of malicious use, rather than mitigations or preven-
tion. Research into such efforts—such as building more ro-
bust guardrails for Al systems (see, e.g., Wallace et al. 2024)
or ensuring the provenance of Al-generated content—is im-
portant, and should be informed by a nuanced consideration
of misuse risks. Table 1 overviews the guiding question and
methodologies for the three stages.

Stage Guiding

Question

Strategies to Reach an
Answer

1. Plausibility | Is it plausible that | e
system X could

enable malicious

Red-Teaming and
Stress Testing

e  Probing by Al

use Y? Models
2. Perfor- How well can e  Static Benchmarks
mance system X enable | ¢ 7. Survey, and
malicious use Y? Field Experiments
e Modeling Marginal
Utility to Bad Ac-
tors
3. Observed Do people use e  Trust and Safety
Use system X for ma- Monitoring

licious use Y in

the real world? e  Investigations

(OSINT and Jour-
nalism)

®  Analysis of Inci-
dent Databases

Table 1: Stages of the PPOu framework, with guiding
questions and common methodologies.

Stage 0. Risk Identification

Before researchers can assess the risk of X for malicious use
Y, they first need to identify X and Y. X will likely be fairly



obvious—a new system in training, or a product for poten-
tial customers. The set of Ys, however, is more difficult to
ascertain.

In theory, there is an almost endless universe of possible
malicious use applications of general-purpose Al systems.
How can researchers identify which Ys they should apply
the PPOu framework against? While a systematic review of
threat ideation methodologies falls outside our scope (see
Hicks et al. 2023, 26), a few ways to identify Y's include:

1. Asking experts in different domains.

2. Analyzing past incidents and misuses of related
technologies (e.g., previous-generation systems).

3. Reviewing taxonomies of risks and drilling down
into specific applications.

4. Considering coverage of policymaker concerns.

5. Using threat modeling methodologies to identify
potential vulnerability points in high-risk systems.

In this paper, we describe applying the PPOu framework
against a range of Ys that have been identified, recognizing
that risk assessment is constrained by threat ideation.

Stage 1. Plausibility: Can X Be Used to Do Y?

Before Al labs open source models or release them to cus-
tomers, there may be uncertainty about whether a given sys-
tem (X) will likely be used for a certain malicious applica-
tion (Y). Determining the plausibility that a system (X) can
be used for some misuse case Y serves as the crucial first
step in our framework. Can X do Y just once?

Conceptually, this involves either refining current under-
standings and predictions about the system, or formulating
new hypotheses after hands-on interaction. For example,
based on experience with previous Al systems, a researcher
might speculate that X is capable of generating biological
agents that require graduate-level knowledge. Historical ca-
pability forecasts can also inform hypotheses. In practice,
this often means drawing on experts in the field of Y to ap-
ply X to that particular misuse case.

Consider whether a newly developed Large Language
Model (LLM) can be used to engineer dangerous biological
agents. Answering this question requires:

1. Understanding the (sub)skills required for Y, such
as familiarity with dangerous biological agents.

2. Specifying what it would mean for X to “do” Y.

3. Attempting to use the LLM for this specific task.

Establishing plausibility does not require definitive proof
that X can be used for Y. Rather, if testing demonstrates that

' A more precise definition is in the US Executive Order 14110 on
the Safe, Secure, and Trustworthy Development and Use of Artifi-
cial Intelligence. We acknowledge red-teaming is an imperfect
term in the context of Al (Khlaaf 2023).
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X can accomplish tasks close to Y, this could be sufficient.
For example, if an advanced Al system can generate novel
chemical formulas that are not harmful, it might be plausible
that it could also design harmful ones, even if it has not yet
been applied to that task (e.g., Urbina et al. 2022).

Determining the threshold for what constitutes “plausible
enough” is a judgment, as there is no standardized measure-
ment. However, principles from safety-critical systems can
offer guidance. To reduce the risk of underestimating capa-
bilities of powerful Al systems, researchers could incorpo-
rate a safety margin when assessing capabilities (Eckert and
Isaksson 2017). Post-training enhancements, like fine-tun-
ing, can notably improve an Al system’s capabilities (Da-
vidson et al. 2023). The magnitude of these gains can inform
a quantitative safety margin: if X does not seem capable of
doing Y, but is close enough such that post-training en-
hancements could get it to do Y, then it may qualify as plau-
sible. Phuong et al. discuss how this safety margin could be
employed in practice (2024, section 6).

Common Stage 1 Methodologies

The fundamental difficulty with assessing plausibility is that
whether a system can be used for a particular malicious use
may be unknown ex ante. Reducing this uncertainty requires
organizing experts to probe X for different malicious uses.

Red-Teaming and Stress Testing

The most common method for assessing plausibility of any
given Y is red-teaming, or assigning individuals to think like
an adversarial user to challenge one’s systems or plans
(Zenco 2015). In the context of cybersecurity, red-teamers
are tasked with hacking into a system or network. In the con-
text of Al systems, red-teamers “prob[e] Al systems and
products for the identification of harmful capabilities, out-
puts, or infrastructure threats” (Frontier Model Forum
2023).! Red-teamers need not hack with code; they may
“jailbreak” controls on models (Ji 2023) or test the use of
models for dangerous applications. In other words, one of
their goals is to uncover whether a system X can plausibly
be used for Y. Experts can elicit specific behaviors by lightly
optimizing the system to perform potentially malicious
tasks, through improved prompting, tool-use enhancements,
or scaffolding techniques.

The techniques employed by red-teamers are constrained
by our scientific understanding of how ML produces highly
capable systems. Because we do not yet have robust tech-
niques for probing the internals of an Al system, red-teamers
can only learn about the system’s capabilities by modifying
the input-output behavior (Casper et al. 2024). For example,
a red-teamer with sufficient model access can triangulate
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Figure 1: Three organizational structures for red-teaming.

dangerous capabilities of an Al system by fine-tuning it to
do something dangerous (Phuong et al. 2024). This can in-
crease confidence in assessments of the system’s capabili-
ties—if it cannot do Y even when trained to do so, then it is
unlikely to be able to do Y by default. Similarly, a red-
teamer might augment the system with biological design
tools or custom software to help the system retry after failing
on a task.? These techniques can help increase confidence in
a plausibility assessment, even if it will still not be entirely
conclusive.

Red teams vary in their organizational structure and their
processes. Figure 1 illustrates three possible structures. In
Model A, these processes could take the form of an Al com-
pany tasking employees with testing for malicious-use risk
Y. Because the state of the art in these techniques is often
contained within frontier Al companies, they have started
employing specialized teams to explore these issues in-
house (Anthropic 2024a). To the extent that red-teaming
AMLSs requires expertise in those systems, in-house em-
ployees may be among the most effective plausibility test-
ers. However, employees may lack expertise in certain
threat vectors (OpenAl 2023b), be susceptible to groupthink
(Janis 1997), or have bandwidth constraints. If employees
believe their company seeks to ship products, they may be
incentivized to underplay risks or not test for novel Ys.

Another organizational model is to hire individual exter-
nal contractors (Model B). Outsourcing some of the red-
teaming process has benefits (Anderljung et al. 2023b): ex-
ternal testers have a wider range of expertise, may be less
influenced by organizational biases or company policies,
and can serve as a public accountability mechanism by
sounding the alarm if a technology is deployed prematurely
or without adequate oversight. Companies could innovate
by running bug bounty programs similar to those in cyber,
rewarding contractors who discover the most pernicious
risks (Kuehn and Mueller 2014.).

A salient concern for Model B is the possibility of indus-
try capture. To protect the organization’s IP, external red-
teamers will often need to sign a nondisclosure agreement.
Researchers should explore whether NDAs are a deterrent

2 See Zhong, Wang, and Shang (2024) in the context of engineer-
ing.

3 If testing is mandated, it will be critical that the agency responsi-
ble for oversight has the resources to do so, to avoid an orange book
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for speaking publicly about risks of X for Ys if dangerous
capabilities exceed a threshold or labs mischaracterize red-
teaming results. Longpre et al. (2024) argue that researchers
would benefit from legal and technical safe harbor (e.g., pro-
tections for good faith research and from account removal).
Another concern is that red-teaming could be designed to
assuage regulators (Feffer, Sinha, and Lipton 2024), as self-
regulation can undermine public support for more stringent
public regulation (Malhotra, Monin, and Tomz 2019).

Another approach would be for an external third party to
oversee red-teaming. An Al company could contract or tap
a third-party overseer (self-regulation). However, legisla-
tion could also mandate that a third-party overseer (e.g., an
Al Safety Institute) oversee the process and contract or fa-
cilitate access to external researchers (Model C).> A single
actor need not be responsible for all types of testing: a small
number of tests could be mandated and carried out by gov-
ernment (e.g., under Model C) while a broader number of
lower-risk tests could be overseen by companies (e.g., under
Model A or B) (Anthropic 2024b).

An independent body overseeing Al red-teaming not only
would increase perceived objectivity of the process, but also
could capitalize on synergies. For example, if companies run
independent processes, researchers who red-team for three
companies get vetted thrice. A third-party body—whether
the industry-led Frontier Model Forum or a government-led
Al Safety Institute—could provide one check. Such a body
could develop best practices for how to share models, under
what conditions NDAs are required, and how to deal with
information hazards. They could even run testing them-
selves, akin to the independent Insurance Institute for High-
way Safety’s crash testing of cars.* These efforts could in-
crease assurance that red teams maximize their likelihood of
X producing Y, and that the plausibility finding is made pub-
lic as necessary.

Machine Red-Teaming

While the pool of red-teamers is increasing, the labor market
for human red-teaming is necessarily limited in size. In par-
allel, Al systems are improving at a rapid rate. Applying ma-

situation. See Department of Defense (1985). On regulatory mar-
kets for Al safety, see Clark and Hadfield (2019).
4 See https://www.iihs.org/.



chines to red-team machines is a technique that both natu-
rally benefits from Al improvements and can, in principle,
flexibly expand the red-teaming labor force.

There are several reasons that machine red-teaming is
technically promising. First, it is often easier to evaluate an
output than it is to generate it. Machine learning researchers
have appealed to this regularity to design schemes to super-
vise models that exceed human performance. Similarly, this
regularity can potentially allow for training machine red-
teamers that evaluate outputs of a target model. Second, ma-
chine red-teaming can complement humans by taking ad-
vantage of machine advantages, such as cheaply scaling
content generation. For example, consider red-teaming for
cyber-vulnerabilities, which can require systematic and te-
dious generation of test cases. Systems trained to write code
may be able to more quickly and flexibly generate examples
than human coders.

Automated red-teaming is a relatively nascent field, but
there are early signs that even today’s Al systems can be
leveraged for red-teaming. For example, one paper found
that current Al systems can be used to identify social groups
that a target Al system discusses in offensive ways (Perez et
al. 2022). Another paper found that models can produce cri-
tiques that help humans identify flaws in model outputs
(Saunders et al. 2022). As we discuss below, this methodol-
ogy offers a promising avenue for investment.

Discussion of Stage 1. Plausibility

Assessing malicious use at the plausibility stage has some
clear advantages. Most notably, plausibility testing can be
conducted prior to an Al system’s release. This allows de-
velopers to begin assessing risks before real people are sub-
jected. Red-teaming exercises can also be conducted more
quickly than research at the performance stage and involve
a wide range of testers.

However, there are also a slew of limitations (e.g., Walsh
2024). A particularly pernicious problem is what we call the
capability elicitation problem. Al systems often develop un-
expected capabilities, because they are general purpose and
the science of capability prediction is not that advanced yet.
These capabilities are unearthed through much trial and er-
ror. But if the judgment is that X cannot do Y (or anything
close to Y), how do we know that’s actually the case? Per-
haps an improved prompt (a recent paper found that pre-
pending “Take a deep breath” before the requested task im-
proved performance [Chengrun et al. 2023]) could cause the
system to generate credible ideas for novel and harmful bi-
ological agents. Equipping the model with tools (like bio-
logical design tools) or giving it the ability to retry a task
could also elicit unforeseen capabilities.

If the dominant factor in plausibility testing is the sheer
scale of labor involved, then it may be difficult to determine
when enough red-teaming has taken place such that public
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experimentation will be unlikely to unveil novel dangerous
capabilities for the Ys considered. If companies red-team at
small scale, they may have false assurances that systems
cannot be misused in ways that are later discovered by the
public. Improved techniques for capability elicitation could
have a large impact (Greenblatt et al. 2024), and researchers
are working on methods like automated techniques to find
the best prompt for a given task (Deng et al. 2022). Today,
however, state-of-the-art capability elicitation requires ex-
tensive experience interacting with the Al system. Further-
more, even if machine-augmented red-teaming becomes the
norm, the capability elicitation problem will still apply.

Another set of limitations stems from the red-teaming
process. Red-teaming may not generalize to other models
because of differences in training or guardrails. Results from
a red-team exercise today may also not translate to future
models that are more capable; frequent testing may become
costly. (For a costing data point, see Ganguli et al. 2022.)
Processes also face a trade-off in granting greater access:
bringing in more researchers to the red-teaming process
could better uncover malicious-use risks, but may also carry
greater risks if approved researchers inappropriately share
access with others (akin to the Cambridge Analytica case)
(Rehman 2019). In niche domains, subject matter experts
can be difficult to find and evaluate. Finally, there may be
inherent risks of red-teaming itself, analogous to “gain of
function” concerns in biotechnology. If a red-teamer is at-
tempting to get a model to do something dangerous by fine-
tuning it to be dangerous, then that itself could be risky if
appropriate safeguards (e.g., preventing wider distribution
of the fine-tuned model) are not in place.

To scale up red-teaming processes to match poten-
tial growth in new models, we need better institutional in-
frastructure. While Al firms currently use small teams of ex-
ternal red-teamers, we can imagine an industry of “Al audi-
tors” that provide red-teaming as a service. Competition
among competent red-teamers might increase the quality of
plausibility testing services. Finally, the science of evaluat-
ing these systems will need to improve. Better methods for
gaining assurance that the model does not contain the target
behavior will help reduce the capability elicitation problem.

Stage 2. Performance: How Well Can X Do
Y?

Stage 1 aims to reduce uncertainty about misuse risks by
testing whether a system X can produce Y at all. If an Al
lab is concerned about whether X could be used to persuade
people of a viewpoint, the first step would be to test whether
the system can even express that viewpoint. An affirmative
answer only partially reduces uncertainty about the threat
vector. A high degree of uncertainty would likely still re-
main about whether a threat actor could benefit from using



X for Y (and thus might be likely to do so). This calculation
centers on factors such as how well, reliably, cost-effec-
tively, and easily X can do Y. Methodologies at Stage 2 ad-
dress these follow-on questions. Just as social scientists test
hypotheses about human or animal behavior in controlled
settings, researchers at the performance stage sample behav-
iors from X and evaluate them (via humans or models), ide-
ally in a systematic and reproducible way.

Common Stage 2 Methodologies

State 2 methodologies include testing Al systems against
static benchmarks, running experiments (lab, survey, or
field), and conducting marginal utility analysis (such as cost
modeling). We unpack each of these methods.

Static Benchmarks

To gain evidence about these different factors of perfor-
mance, researchers employ a portfolio of methods. First,
there are the equivalent of written tests. These benchmarks
test the ML system against a known standard or set of ques-
tions. A researcher might reason that for an ML system to
be useful in producing biological agents, it will need some
knowledge and subskills from biology. They can then test
the system on a benchmark such as a graduate biology exam.

Static benchmarks are common in machine learning. For
example, benchmarks have been constructed to test lan-
guage and image understanding, graduate-level problem-
solving, and legal reasoning (see, e.g., Paper with Code’s
“Browse State-of-the-Art”). Static benchmarks can provide
a standardized and relatively low-cost method to assess dif-
ferent Al systems in a reproducible way. As many static
benchmarks have been created, researchers create indices
that weight individual benchmarks differently to get a more
holistic sense of an Al system’s capabilities in a domain
(see, e.g., the HELM leaderboard). Their low cost can help
static benchmarks serve as cheap proxies for more expen-
sive and higher-fidelity methods of evaluation, like data
from observed use.

However, static benchmarks face limitations. Practically,
compelling static benchmarks are notoriously difficult to
create. Without careful construction, the benchmarks are of-
ten polluted—the ML system has already seen some of the
answers during training. ML systems may take advantage of
subtle biases in the benchmark questions (e.g., if the correct
answer on a multiple choice exam is the longest one). Re-
searchers may also optimize a model for high performance
on benchmarks and skew an assessment of true capabilities
(over-fitting). For certain classes of malicious use (e.g.,
highly specialized and controlled domain knowledge, like
nuclear science), it may be difficult to create static bench-
marks that a wide range of actors can test against. Finally,
results on static benchmarks have limited external validity,
since real-world performance is often context dependent and
requires adapting to changing conditions.
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Lab, Survey, and Field Experiments

Researchers can run experiments in which they deliberately
introduce an Al system or Al-generated content and deter-
mine the effect on outcomes of interest—from the utility of
Al in coding (Poldrack, Lu, and Begus 2023) to the ability
of LLMs to persuade people not to believe conspiracies
(Costello, Pennycook, and Rand 2024). There are a variety
of different settings—including lab, survey, and field—
where researchers could assess not only positive effects of
Al, but malicious-use risks as well.

In a lab or survey experiment, researchers can assess the
causal effect of a treatment in a tightly controlled setting
(Falk and Heckman 2009). For example, Spitale et al. (2023)
showed participants GPT-3-generated fake tweets and dis-
information tweets written by Twitter users and found that
humans were worse at identifying Al-generated disinfor-
mation compared to false human content. In a laboratory en-
vironment, researchers can assess factors like ease of use.
For example, researchers can equip an undergraduate stu-
dent with an LLM and access to a biolab, and see if the stu-
dent can then manufacture a biological agent.

Lab and survey experiments have advantages: researchers
can run different treatments, recruit respondents using exist-
ing pools (e.g., through providers such as Lucid), and ensure
informed consent. However, for assessing malicious-use
risks, researchers will still face limitations because of the
duty to minimize harm to respondents (and meet the criteria
of their IRB) and the difficulty in generalizing from the lab
to the real world.

In a field experiment, researchers assess the efficacy of an
intervention in the wild (Baldassarri and Abascal 2017).
Governments used large-scale field experiments in the late
twentieth century to test the efficacy of government pro-
grams (Levitt and List 2009), and researchers in the social
sciences have used the method to test interpersonal and po-
litical behaviors from racial discrimination in hiring
(Quillian and Midtbgen 2021) to the effect of campaign be-
havior on voting (Kalla and Broockman 2018).

Researchers can sometimes devise ways to test how well
X can do Y in a natural environment. For example, Kreps
and Kriner (2023) examined the risk of a bad actor using a
language model to falsify constituent sentiment. They sent
letters written by humans as well as Al-generated letters to
7,132 US state legislators and measured the rate and length
of response from the offices (Kreps and Kriner 2023). The
study found that legislators responded to Al-written constit-
uent letters only a few percent less frequently than human-
written ones—suggesting a malicious-use risk if bad actors
pursued a similar strategy.

In addition to the limitations of field experiments in gen-
eral (Baldassarri and Abascal 2017), field experiments
around malicious use may be heavily constrained by practi-
cal and ethical considerations. To be maximally informa-
tive, experiments would require bad actor collaboration—



researchers can not directly study how the Russia-backed
Internet Research Agency (IRA) would use a new Al system
for propaganda without equipping the IRA with that Al sys-
tem. This, much like deploying an Al-designed biological
agent to evaluate if it works, would clearly be unethical. Re-
searchers could design prosocial field experiments (e.g.,
working with companies to integrate an experiment about
Al-generated phishing into pre-planned phishing email
training), but some Ys are simply not ethical to test on the
public. Experiments involving human subjects are often
more expensive to execute than static benchmarks.

While experiments represent a promising direction, on
some tasks, human baselines may be insufficient and/or al-
ternative machine baselines must be considered. Studies
have found that GPT-4 can persuade people in debate as
well as humans can (Salvi 2024), and persuasive capabilities
increase with model size (Durmus et al. 2024). If language
models become as persuasive as the best human interlocu-
tors, it may be necessary to compare results of persuasion
experiments across the results of other models (rather than
humans). Likewise, even if a system demonstrates effective-
ness at a set of reproducible benchmarks, that does not imply
that bad actors will judge that it is worth using. If a system
can reliably produce instructions for designing a bioweapon,
but so can a simple Google search, then the marginal utility
to bad actors is limited (Scott et al. 2024).

Modeling Marginal Utility to Bad Actors

Instead, we might assess if X provides an uplift over other
alternative tools for the same task. If it doesn’t, then bad ac-
tors are unlikely to choose X for their malicious use (Kapoor
et al. 2024). Again, the debate about the biosecurity risks of
ML systems is relevant here. In June 2023, a preprint paper
detailed an exercise in which MIT students were given ac-
cess to a chatbot to test whether they could use it to suggest
new pandemic-class pathogens. The students were able to
get the ML system to suggest four potential pandemic path-
ogens and to give instructions on how to build these (Soice
et al 2023). The paper gained traction among policymakers
and media.

But the study did not assess whether chatbots outper-
formed other tools, like Google. Drawing any conclusions
about the biosecurity risk from ML systems would be prem-
ature. Follow-up studies that assessed uplift led to a messier
picture of the threat (Mouton, Lucas, and Guest 2024).

These uplift tests require understanding the state-of-the-
art in current tools and how they are used. This often re-
quires human experts in risk domains of interest. For exam-
ple, to assess malicious uses in cybersecurity, we can com-
pare the uplift from X with:

1. Specialized software tools, e.g., fuzzers that at-
tempt to automatically generate inputs that trigger
security vulnerabilities.

2. Single humans with these specialized tools.
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3. Large human-machine teams with specialized
tools.

Depending on the X and Y, some comparisons may be
more relevant than others. If the concern is an ML system
autonomously carrying out cyberattacks, then it makes more
sense to compare it to human experts. If the concern is
whether X is better at a specific capability like fuzzing, then
it makes more sense to compare X to existing software tools
like AFLA++.

Other factors, like the system’s reliability, cost-effective-
ness, and ease of use at the task are also a key part of the
calculus for bad actors. For example, if X is extremely ex-
pensive and finicky, only to produce malware that is no bet-
ter than the current non-X state-of-the-art, then the likeli-
hood of the threat is likely small, even if malicious use is
technically feasible. One study conducted a cost modeling
analysis of using an LLM for an influence operation and as-
sessed how the percentage of usable outputs and the likeli-
hood of discovery impact the cost savings for propagandists
(Musser 2023). Studies could model the relative utility of
other malicious uses under different conditions.

Discussion of Stage 2. Performance

The most salient benefit of performance testing mirrors the
benefits of good science, by systematically and skeptically
testing hypotheses that emerged from the plausibility stage.
Showing that you can do something once (plausibility) does
not mean it is a useful tool for doing it. More subtly, perfor-
mance testing can help refine earlier hypotheses about ma-
licious use by reshaping the Y that are worth prioritizing.
Suppose that red-teamers find it plausible that an Al system
could aid a human in exploiting software vulnerabilities.
The performance stage may find that the system is actually
best at exploiting a particular class of web application vul-
nerabilities, leading to further plausibility tests.

The other key benefit of the performance stage is its role
in assessing marginal risk introduced if bad actors have ac-
cess to the ML system in the real world. This assessment
hinges on factors like ease of use, quality, reliability, cost-
effectiveness, and uplift over existing methods. Evaluating
these aspects helps stakeholders make informed decisions
by balancing the system’s benefits against its risks. For ex-
ample, a system’s ease of use and reliability can signifi-
cantly influence its practical impact and the likelihood of
adoption. Similarly, its cost-effectiveness affects accessibil-
ity and potential scale of use.

Performance testing is limited in how well its results can
generalize to the real world. At best, static benchmarks and
production experiments are proxies for real-world perfor-
mance. This limits how much researchers can learn about
malicious-use risks from the performance stage. Bad actors
may also have access to different variants of the ML system,



such as a version without guardrails. Thus, it is likely im-
portant to assess the performance of different variants of X.

How could performance testing evolve over time? Con-
tinued technical progress could involve searching for scal-
ing analysis for malicious use. These are simple mathemat-
ical relationships that allow a researcher to quantitatively
forecast the behavior of more powerful ML systems.> While
it may not be possible to find literal laws for malicious use,
investigating the scaling properties of malicious use could
reduce uncertainty about the riskiness of future systems.
Other technical progress could involve developing better
techniques to help generalize results from the lab to the field.
Perhaps researchers could use metrics from the observed use
stage as a proxy for actual outcomes, which could be lever-
aged in the performance stage. From a research design
standpoint, estimating likelihood of use is not only contin-
gent on performance of the model, but also on defenses or
mitigations that could function to neutralize or deter mali-
cious use. Lab or field experiments that compare perfor-
mance of Al models to relevant benchmarks may not neces-
sarily take mitigations into place, but for some abuse types
this may be feasible.

Institutional progress could involve developing arrange-
ments that minimize the incentive issues at this stage. Inde-
pendent third-party performance testing can help impartial
observers evaluate different Xs. Online leaderboards do this
for general Al capabilities,® and a number of government-
sponsored and independent organizations are cropping up to
do this for safety and misuse. But there are still gaps. For
one, as Xs get more powerful, these organizations will have
to be held to stringent information security standards—a
cost that could be more bearable by better-resourced actors,
like frontier Al labs.

Another incentive issue is more subtle. Al companies
might have the best capability elicitation and testing tech-
niques because of their accumulated experience and ML ex-
pertise (see, e.g., Day and Montgomery 1983). If some Y is
only reliable after fine-tuning the model, then that fine-tun-
ing is necessary to evaluate whether X can do Y well. But
Al companies might face incentives (e.g., pressure to go to
market, resource allocation trade-offs) to sandbag or other-
wise not thoroughly test their own systems. In the future,
alleviating this issue might require on-site third-party audi-
tors or sharing proprietary tools with third-party assessors.

5 These “scaling laws” generally apply to fundamental measures of
performance like the predictive loss for generative models (Kaplan
et al. 2020). However, early work characterizes scaling laws for
more specific behaviors (e.g., Ghorbani et al. 2021 for machine
translation).
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Stage 3. Observed Use: Do People Use X To
Do Y?

The two stages described above—plausibility and perfor-
mance—primarily focus on machine capability: whether,
and how well, a given system can perform a function of in-
terest. Research prior to deployment can estimate adversar-
ial intentions, but researcher expectations and actual misuse
will likely differ.

Misestimation could take place for reasons from cogni-
tive biases such as mirroring (assuming adversaries will
misuse systems in ways analysts themselves would) to un-
known capabilities (emergent abilities that were not known
at release date are then used for malicious purposes).” Mis-
estimations in security domains are routine. For example, in
the 1980s, US government analysts were concerned that if
source code for encryption was public, the Soviets would
break into US networks. That was not the case; rather, the
threat that emerged was criminals using encryption to evade
detection of bad behavior (like child sexual abuse material).
The third step of the framework moves from capabilities of
the system to whether and how people use system X for ma-
licious use Y in the real world—its observed use.

Three factors can guide analysis at this stage: application,
actor, and frequency. To illustrate the analytical usefulness
of these factors, we’ll consider a scenario where researchers
conduct plausibility and performance testing to evaluate the
risk of rogue terrorist groups using LLMs to devise danger-
ous chemical mixtures.

The first factor is application: What is the specific em-
bodiment of misuse? At the plausibility stage, researchers
may decide that a risk seems plausible: rogue terrorists could
use an Al system to help create novel chemical compounds
to build an extremely destructive weapon. But imagine that,
in practice, rogue terrorists use an LLM not for instructions
for creating a new chemical but rather for the logistical pro-
cess of successfully carrying out a terrorist attack (e.g., de-
termining timing, location, best practices for communica-
tion among team members, etc.). Knowing the nature of the
specific use can help update threat models and surface
needed mitigations.

The second factor is actor: Who is using system X for
malicious use Y? Researchers may expect that rogue terror-
ist groups might use a language model for ideas to create
chemical weapons; in practice, they may find that a different
actor type, like a state with low knowledge or resources in
chemistry, actually does so. Understanding which actors are
misusing in practice is useful for updating the threat model
and for mitigation development (in this case, a mitigation

6 See, e.g., https://chat.Imsys.org/.
7 Progress on the capability elicitation question would help reduce
the risk of misestimation.



could be nation-state pressure). Of course, it may not be pos-
sible to determine the identity of bad actors; research de-
scribes challenges with making attribution and shows that
attribution can sometimes be made to certain levels but not
others (e.g., identifying an IP address that is the source of an
attack, but not the human behind the computer) (Lin 2016).
Finally, the third factor is frequency: How often is system
X used for malicious behavior Y? If a single terrorist is
caught asking a model how to create a chemical weapon one
time, the malicious-use risk is very different than if dozens
of groups routinely ask the model this question or follow-up
questions that suggest subsequent offline action.
Importantly, observing malicious use can also inform
questions about the severity of harm: how grave is the ob-
served malicious use? Assessments of harm shape important
decisions, including how much user friction to prevent ma-
licious use Y is warranted and how to weigh malicious use
Y against other risks. This information can be useful to iden-
tify potential malicious-use applications (which Ys?) that
are worth testing in future risk assessments (see, Stage 0).

Common Stage 3 Methodologies

Answering these questions requires investigating malicious
use in the real world. A variety of different methodologies
could surface this behavior, including monitoring from trust
and safety teams at Al labs, open-source intelligence
(OSINT) methods and investigative journalism, and trend
analysis of incident databases (Goldstein and Lohn 2023).

Trust and Safety Monitoring

If a given advanced Al system is controlled by a private ac-
tor, that opens up a direct route for discovery: ongoing mon-
itoring. Companies that make systems available to develop-
ers could monitor API calls; those that create usable inter-
faces for users could analyze prompts and responses. Moni-
toring regimes need not treat all users equally: for example,
there could be differential monitoring based on application
type, user type (e.g., verified users versus suspicious users),
or even time period (e.g., around an election). Monitoring
by Al providers may pose safety-privacy trade-offs analo-
gous to monitoring by social media platforms: while greater
oversight can surface bad behavior, it may also infringe on
user privacy and user expectations. Privacy-preserving prac-
tices in monitoring are important to alleviate this trade-off.

Investigations: OSINT and Journalism

However, many advanced Al systems could be distributed
openly (e.g., with open, downloadable weights). In this case,
investigators and researchers can use OSINT methods (Pas-
tor-Galindo et al. 2020) to surface cases of malicious uses.
OSINT can be surprisingly effective: It has been used to spot
criminal intentions or hold perpetrators to account, track
cyberattacks (Anderson and Guarnieri 2017), document war
crimes (Bellingcat Investigative Team 2022), and more.
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Detecting malicious use of AMLSs could occur without
directly observing the behavior or content produced. Indica-
tions that bad actors are using AMLSs in their workflows
may be useful. Journalists can interview actors to ask them
about whether and how they use AMLSs, monitor discus-
sions on criminal forums, leaks of chat logs or purchasing
data from known bad actors to Al providers, and more (Lin
et al. 2024). Journalists are often leaders in exposing opera-
tional behavior and harm from malicious actors. For exam-
ple, Clarissa Ward at CNN unveiled behaviors of Ghanaian
disinformation-for-hire employees—e.g., they worked from
phones, rather than laptops, shared a rent-free apartment,
etc.—that would be difficult to ascertain from technical in-
vestigations alone (Ward et al. 2020).

Analysis of Incident Databases

Rather than study single cases of malicious use, a path to
better understand the abuse may be to develop databases for
comparative and aggregate analysis. Industries as diverse as
healthcare and aviation have incident reporting databases,
which often capture three types of incidents: adverse events,
“no harm events,” and “near misses” (Wald and Shojania
2001). Incident reporting typically focuses on accidents (or
near accidents), which is distinct from the question of this
paper of intentional misuse. Nevertheless, the incident re-
porting framework may be useful for providing lessons for
recording observed use. For example, voluntary versus re-
quired disclosure may produce different rates of inclusion;
dedicated funding to employees who aggregate content
could ensure such a database is as exhaustive as possible
given public knowledge; and uniform classification across
inputs may better foster analysis (Dixon and Frase 2024). So
long as incident reporting is voluntary, it should be incen-
tivized by allowing for anonymous reporting to a trusted
third-party body (Avin et al. 2021).

Discussion of Stage 3. Observed Use

If the goal is to understand the likelihood of malicious use
of AMLSs, observed use offers direct evidence. Unlike the
plausibility and performance stages, observing malicious
use does not require making assumptions about what certain
actors or actor types might do. It also can provide leads for
additional research, where similar actors or actor types face
similar incentives or constraints. Findings from observed
use can also inform the identification of misuses for plausi-
bility and building of benchmarks for performance.
However, we expect at least three limitations. The first is
data completeness and representativeness. Similar to the
challenge of creating reliable datasets about cyberattacks,
many malicious uses of advanced ML systems are likely to
go undetected, making it difficult to assess harm—even at
the observed use stage. Furthermore, if the undetected cases
are systematically different from the detected ones, then the
resulting analysis will be biased (from a selection effect).



Researchers’ assessments based on cybersecurity incident
databases suffer from systematic bias, because the universe
of possible cases is not observed (Baram, Vici¢, and Gartzke
2023). As Baram et al. point out, the ostensible solution of
simply collecting more data may actually attenuate existing
biases if nonpublic cases differ from public ones.

The second limitation is ethical: If the populations that
may be harmed by models are not included in decision mak-
ing about system release, then Al providers may not be re-
specting their autonomy. Who should make release deci-
sions and the principles that should guide those processes
are not normatively settled.

Third, and finally, is projection: Observed use of system
X today may not generalize to other systems or to the future
because of changes in intentions or capabilities. Potential
threat actors could start adopting tools even if they did not
use earlier generations, and newer Xs could be useful for Y
even if previous Xs were not.

Bolstering the usefulness of the Stage 3 (Observed use)
requires progress on a few fronts. The first is capacity to
monitor. While Al providers employ malicious-use classifi-
ers and have teams dedicated to monitoring and enforcing
these policies, there is not yet third-party verification that Al
companies will actually catch particular misuses. Similarly,
research into privacy-preserving practices for monitoring
could alleviate trade-offs between privacy and observing
misuse. Technical work on strengthening malicious-use
classifiers could also reduce administrative costs and make
scaled monitoring more feasible.

More reliable observational data on the distribution of
outputs could further help reduce uncertainty at this stage.
Consider influence operations that are conducted on an Al
APIL It is often hard to determine whether any single output
is malicious without knowing how it is distributed to and
affecting real people.

One method to address the projection issue—whether and
when future Xs can be used for Y—is judgment-based fore-
casting. This could take the form of large-N surveys of Al
and ML researchers to better estimate progress (Zhang et al.
2022; Grace et al. 2018), or the Delphi method, in which a
group of experts are asked their opinions of an issue, updat-
ing their independent views based on others’ strength of rea-
soning (Barrett and Heale 2020). Research on forecasting
shows that forecaster calibration and training can improve
results (Zellner et al. 2021).

Judgment-based forecasting faces its challenges, too.
The track record on Al questions is mixed: some forecasts
by experts of progress, such as on the MATH benchmark,
were significantly behind actual progress by 2023 (Stein-
hardt 2022). A review of 400 retrospective, long-term fore-
casts from 16 papers found most papers had a success rate
of less than 50% on forecasts made (Mullins 2018). Even if
best practices are followed, a high degree of uncertainty
about future malicious-use capabilities may remain.
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Conclusion

As Al systems become more advanced and accessible, in-
vestigating misuse becomes increasingly important. This
paper provides a framework for how researchers assess the
likelihood of malicious use through three sequential stages:
(1) Plausibility (can X do Y at all?) (2) Performance (how
well can X do Y?) and (3) Observed use (do people use X to
do Y in practice?) These three stages also attempt to reduce
different types of uncertainty. Stage 1 reduces uncertainty
about feasibility, but leaves gaps about the utility of a sys-
tem compared to alternatives. Stage 2 reduces uncertainty
further by testing the marginal uplift, cost-effectiveness, re-
liability, and robustness of systems. However, this still
leaves uncertainty about interactions in the real world, such
as which actors will attempt to misuse Al systems, and how
their attempts will interact with defensive measures. Assem-
bling real-world use cases, Stage 3, attempts to fill this hole.
Thus, policymakers should not focus exclusively on any one
stage as some uncertainty will always remain.

Our framework faces limitations about breadth, linearity,
and uncertainty. First, the PPOu framework is a tool for ex-
ploring whether or not—and how—system X is likely to re-
sult in malicious use Y, where Y is some particular mali-
cious use. If no one asks “Can an Al system with voice syn-
thesis capabilities and a radio-access agent intrude into FAA
radio channels and cause catastrophic accidents?”, then re-
searchers may not attempt to red-team for relevant capabili-
ties nor conduct performance experiments to test whether
pilots would be fooled. The PPOu framework can only re-
duce uncertainty for the Ys it is applied against. Similarly,
we mainly discuss human uses of X, rather than automated
uses of X (as in the case of agentic systems).

Second, our framework is more linear than the iterative
process for assessing malicious use in the real world. Be-
cause performance testing is time-consuming, such efforts
may occur alongside observed use investigations. Likewise,
observed misuse could lead to new rounds of red-teaming
that were not conducted prior to model release, as red-team-
ers had not previously identified the Y.

Finally, some degree of uncertainty about the likelihood
of using X for Y will always remain. The capability elicita-
tion problem highlights that it may not be possible to know
whether X can produce Y with complete certainty. Some
forms of production experiments would not be ethical to run,
so uncertainty about how a system would perform at Y may
have to remain. Observed use can help update prior
knowledge, but covert activity will still have falsifiability
challenges. The goal of this framework—and the broader
field of risk assessments on which we build—is not to re-
duce uncertainty altogether, but to do so to the extent possi-
ble (for Ys that have been conceived of).
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