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Abstract

The privacy-preserving approaches to machine learning (ML)
models have made substantial progress in recent years. How-
ever, it is still opaque in which circumstances and conditions
the model becomes privacy-vulnerable, leading to a challenge
for ML models to maintain both performance and privacy. In
this paper, we first explore the disparity between member and
non-member data in the representation of models under com-
mon training frameworks. We identify how the representation
magnitude disparity correlates with privacy vulnerability and
address how this correlation impacts privacy vulnerability.
Based on the observations, we propose Saturn Ring Classifier
Module (SRCM), a plug-in model-level solution to mitigate
membership privacy leakage. Through a confined yet effec-
tive representation space, our approach ameliorates models’
privacy vulnerability while maintaining generalizability. The
code of this work can be found here:
https://github.com/JEKimLab/AIES2024SRCM

Introduction

Machine learning has a profound impact on society, touch-
ing various aspects of our lives. It has gained significant in-
fluence in many fields, such as medical care, logistics, and
knowledge dissemination. However, uncertainty in machine
learning, which brings new risks and challenges to our soci-
ety, disturbs its positive impact in more fields. Among many,
we focus on privacy vulnerability. The public and related re-
searchers’ concerns about the privacy security of machine
learning have increased as the ML technique plays an in-
creasingly important role in our lives. Undoubtedly, safe and
trustworthy data privacy preservation can build trust among
the public and stakeholders, fostering the responsible and
ethical use of machine learning technologies.

Despite the great advancement of machine learning, re-
cent works (Chen et al. 2020; Zhang et al. 2020; Yang,
Gohari, and Topcu 2023) have shown a risk of privacy
leakage in applications of machine learning models. Some
studies (Shokri et al. 2017; Salem et al. 2019; Del Grosso
et al. 2022) have successfully developed a proxy attacker to
steal the membership privacy of a victim model by imitat-
ing the training process of the victim model. Besides, some
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other studies (Tramer et al. 2016; Kariyappa, Prakash, and
Qureshi 2021; Truong et al. 2021; Sanyal, Addepalli, and
Babu 2022) explored how to steal a well-trained model’s
information even without training data and knowing the
model’s architectural information. Despite the modern mod-
els’ great performance, such potential risks make them dif-
ficult to apply in privacy-sensitive applications.

In particular, membership inference attack (MIA) is
widespread due to its simple prerequisites that usually re-
quire only prediction probabilities or even final predictions.
In contrast, other privacy attacks are harder to deploy in
the real world because of their more restricted prerequisites
(e.g., gradient-based data reconstruction attacks (Chen and
Campbell 2021; Zhu and Blaschko 2021)). The fundamen-
tals of the membership inference attacks lie in the ability to
distinguish the ML models’ behaviors between on training
and testing data that are also called ‘in’ and ‘out’” member-
ship, or ‘member’ and ‘non-member’ data, respectively. For
instance, the prediction confidence is significantly higher on
‘in’ data than ‘out’ data. Behavioral inconsistencies exist in
different aspects, such as prediction confidence, robustness,
etc. Based on such discrepancies, an attacker can determine
whether a sample is ‘in’ membership or not.

Many existing defense mechanisms for ML models put
lots of preconditions on the training procedure, such as
oversaturated data or multiplying model costs. They have
achieved privacy protection ability from different perspec-
tives, e.g., unlearning partial data, aligning ‘in’ and ‘out’
predictions, and reducing the degree of fitting members.
However, they still have some limitations. For example,
some studies (Nasr, Shokri, and Houmansadr 2018; She-
jwalkar and Houmansadr 2021) require a lot of additional
data, which directly leads to a loss of models’ generalizabil-
ity. Or, some others (Abadi et al. 2016; Wang et al. 2021;
Yuan and Zhang 2022; Tang et al. 2022) require signifi-
cantly more computational cost during the inference or train-
ing phases. The other group of work (Jia et al. 2019) is not
effective on every MIAs (Choquette-Choo et al. 2021).

The recent non-model-internal privacy defense ap-
proaches (Jia et al. 2019; Tang et al. 2022; Yang et al. 2023)
using external modules to wrap the model and regenerate or
decorate predictions, and they show promising competitive-
ness. However, from a long-term view, the defense that di-
rectly impacts the model’s prediction distribution is worth



exploring. On one hand, obfuscation-based defense solu-
tions (Jia et al. 2019; Tang et al. 2022; Yang et al. 2023)
can provide effective privacy protection capabilities against
certain types of attacks while the direct-model-impact solu-
tions are general for MIAs since they consider the model dis-
tribution rather than specific attacks. On the other hand, the
direct-model-impact solution could lead to a better model
design standard or training paradigm. Besides, they could
also be combined with any model-external privacy defense
approaches to achieve better privacy-preserving ability.

Hence, in this paper, we propose a model-level plug-in
solution against membership privacy attack, called Saturn
Rings Classifier Module (SRCM). The module focuses on
the model’s representation space itself so that it can directly
affect the final prediction of both ‘in’ and ‘out’ data. The
main idea is to make ‘in’ and ‘out’ data indistinguishable by
directly transforming the magnitude of hidden feature vec-
tors of the two groups of data to specific ranges. By limiting
the classification model’s representation space, SRCM can
significantly improve the model’s privacy protection abil-
ity while maintaining generalizability. In summary, we make
the following contributions:

* To the best of our knowledge, our work is the first to
study how the representation magnitude affects member-
ship privacy leakage.

* Based on the observation, we propose Saturn Rings Clas-
sifier Module that mitigates the privacy vulnerability with
no loss of generalizability.

* We extensively evaluate SRCM and show that it not only
can improve the privacy-preserving ability but also can
be combined with non-model-internal level approaches
(common existing approaches) to boost privacy protec-
tion.

Related Work

Membership Inference Attacks

(Shokri et al. 2017) proposed the shadow model technique
to simulate the prediction distribution of the target model.
(Salem et al. 2019) proposed three kinds of attack ap-
proaches with lower-cost or less-preconditions. (Yuan and
Zhang 2022) tried to add adversarial samples to enhance
the MIAs. Besides NN-based technique mentioned above
that relies upon machine learning techniques to develop a
proxy as the attacker, (Choquette-Choo et al. 2021) designed
several label-only MIAs to reduce the attack requirements.
(Song and Mittal 2021) proposed modified cross-entropy
(Mentr.) as a more sensitive attack metric. (Del Grosso et al.
2022) introduced adversarial attacks into MIAs via the dif-
ference of the model predictions to a sample and its adver-
sarial version.

Privacy Defense with Direct Impact on Models

Adversarial regularization (Nasr, Shokri, and Houmansadr
2018) is one of the earliest studies that tried defense for
MIAs via simulating the offensive behavior. (Salem et al.
2018) proposed dropout and model stacking approaches
to defend from MIAs. Distillation for membership privacy
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(DMP) defense method (Shejwalkar and Houmansadr 2021)
selects ‘reference’ data and generates proper labels to train
a protected model. (Hu et al. 2022) tried to protect privacy
by producing synthetic data through GAN. (Yuan and Zhang
2022) explored pruning and found that it does not help the
membership privacy, while (Wang et al. 2021) concluded a
contradiction. (Chen, Yu, and Fritz 2022) were aware of the
fitting priority problem and proposed RelaxLoss to help the
model keep a trade-off between privacy and generalizability.
(Fang and Kim 2024) proposed an approach to discriminate
features among classes in the representation space while re-
laxing the model. (Zhou, Nezhadarya, and Ba 2022) tried
to select the most valuable training data to help the model
avoid memorizing the entire training set. (Tarun et al. 2023)
made the model unlearn the data in forgetting needs via
alignment between models trained with and without sensi-
tive data. (Chundawat et al. 2023) tried to make the student
network forget specific sub-datasets through two differently
trained teacher networks.

Prior studies have achieved great progress in privacy
preservation via novel training diagrams or external decora-
tors. However, discussion on the impact of architectures of
neural networks remains insufficient. Hence, we study fac-
tors of modules in neural network architectures that impact
privacy leakages in this paper.

Problem Formulation

In our study, we take into account classification tasks. In a
scenario of membership inference attacks, an attacker ba-
sically tries to determine if a sample is a member of the
training dataset by querying the target model (a.k.a., vic-
tim model). The membership inference attacks to a target
model, Fy : RPin — RPe where D;,, and D, respectively
denote the number of input features and task classes, can be
formulated as:

AI:II,F(;—){O,].}, (1)
where A denotes a binary classification where the attacker
outputs 1 when the input x is predicted as a member of the
training set used for the target model Fy, and 0 otherwise.
The MIAs function A varies a lot according to the attack
schemes. For NN-based MIAs, A is an ML model that uses
the predictions of the target model as inputs. In contrast,
when the attack scheme is based on some other metrics (such
as threshold-based MIAs), the MIAs function is a manual set
function that computes the corresponding metrics and com-
pares them with the threshold selected by statistical results
via some techniques, such as using shadow models.

Methodology
From Representation Space to Privacy

To begin with, we ought to ask what makes the MIAs
successful to gain the training membership information of
the target model (a.k.a victim model.) One consensus is
that models behave differently on the members and non-
members. However, the causes of the inconsistent behavior
can vary. One of the causes can be attributed to the con-
fidence gap. (Yuan and Zhang 2022) found out that class-
level prediction confidence gaps often exist between mem-
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Figure 1: Relationship between the distance to the origin, the distance to the decision boundary, and MIAs accuracy. For a
sample’s distance to the decision boundary, we use the difference between 1st and 2nd maximum prediction probabilities as
the metric. The four charts are obtained by averaging the results of dozens of independent experiments. The charts in blue ((a)
& (c)) are produced on the training set, and the other charts in green ((b) & (d)) are produced on the testing set. (ResNet18,
CIFAR-100)

ber and non-member data in all classes. In a machine learn- “ .
ing model, the degree of prediction confidence directly de- ”__\ "/‘: ¥ e Sample @ The Origin
pends on how distant the sample’s represented position of . A Ke N, Sample Position After Movement
the logits in the model’s representation space is from the de- -2 :.. o .
cision boundary. | d\\T ? y ; &} Representation Space

Then, does the disparity in the prediction results only & . ;’ : 0 { Void Space  —+ Move
come from the final classification layer? Clearly, the an- RN R
swer is no since if the classification layer receives similar o
inputs produced by the prior layers, then the prediction re- Figure 2: Illustration of Saturn rings activation function in
sults should be similar. Due to logits being directly corre- 2D vector space. Our proposed method pushes samples into
lated to probabilities, their inevitable consistency makes it the representation space.

difficult to separate irrelevant and relevant factors for our
goal. Another reason why the bottleneck layer matters is
that it is effective in showing the overall distribution, and
most network architectures have common bottleneck layers,
naturally improving the universality of the empirical conclu-
sion. Therefore, we move our attention to the deep features
extracted from a bottleneck layer - usually the 2" or 37¢
last layer. A feature vector can be decomposed into magni-
tude (the distance to the origin) and direction (a.k.a. angle).
The angle, which directly determines if a sample is located

We conjecture it is mainly due to the model using magni-
tude to take shortcuts in order to easily classify the members
during training. Therefore, it is necessary to restrict the way
of representation to guide the model to better representation
in training and evaluation. To achieve it, we propose Saturn
Rings Classifier Module (SRCM) in the next section.

within a class’ decision area, has been widely explored as Saturn Rings Classifier Module
an important factor in classification models (Liu et al. 2016;
Wang et al. 2018b). Unlike them, we question if the repre- Traditional activation functions (e.g., ReLU family (Agarap
sentation magnitude has such a significant relationship be- 2019; Clevert, Unterthiner, and Hochreiter 2016)) and nor-
tween decision boundaries and privacy. malization layers (Ioffe and Szegedy 2015; Ba, Kiros, and
To further explore the relationship between distance to Hinton 2016; Ulyanov, Vedaldi, and Lempitsky 2017; Wu
the decision boundary and MIAs accuracy, we visualize a.nd He 2018) are mainly for solving over.ﬁttlng and underfit-
the sample-level distribution of the training and test sets. ting problems. However, they cannot avoid the occurrence of
Fig. 1 shows the sample-level prediction results of MIAs ac- privacy leakage since they do not consider prediction align-
curacy vs. distance to the decision boundary, and distance ment on the train and test sets. Unlike them, we propose the
to the origin vs. decision boundary. Trained with vanilla Saturg Rlngs.Clasmﬁe.r quule (SRCM) to help the model’s
cross-entropy loss, the model’s prediction and attack distri- behavioral alignment in this section.
butions differ on members and non-members. On members,
the model and the attacker are highly confident in all data. Saturn Rings Activation Function (SR) To solve the
However, on non-members, the MIAs accuracy decreases under-confidence problem of non-member data, we de-
when the sample becomes farther from the decision bound- signed the Saturn Rings Activation Function (SR). As de-
ary, which indicates that the samples become closer to the picted in Fig. 2, the SR is composed of two n-sphere (2D
training data. In Fig. 1c, we find that the distance to the ori- in the figure) boundaries with radiuses 1 and r2 (ro > 71),
gin is uncorrelated to the distance to the decision boundary respectively. The gap d = ro — r1. These boundaries de-
in members, while they are positively correlated (although limit the representation space to the non-intersecting closed
not linearly) in non-member data as shown in Fig. 1d. region they enclose, forming an annulus when n = 2. SR
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can be formulated as follows:

ra/|zl], i flef <.,
SR(z,71,72) = < rox/||z|, elseif ||z|] >r2, (2)
T, otherwise
where || - || is the norm function. The boundary r is intu-

itive that there should be a low boundary to guarantee that
all samples, especially the non-members, stay far enough
from the origin so that they are more likely to be predicted
with higher confidence during evaluation. However, the sin-
gle boundary is practically ineffective when the model is in a
high computational complexity (i.e., many more parameters
or more complex connections.) Due to the huge computation
requirement of these days’ neural networks, models tend to
push the training samples further away from the origin dur-
ing training, leading to enlarging the gap between members
and non-members. Therefore, ro for an outer boundary is
encouraged to construct a closed representation space.

To further explain the correlation relationship between
the capacity of representation space S,, (n denotes the di-
mension of the vector space), we discuss its relationship be-
tween the inner boundary radius, 71, and the outer boundary
radius, ro. We first establish their relationship within a 2D
vector space and then generalize it to an n-dimensional vec-
tor space. For a 2D vector space, S2 can be formulated as
follows:

Sy = W(r% - 7’%) =7(rg —ri1)(ra +11)

= 7d(r1 +12) 3)
x d(ry + 1)
Similarly, in 4D vector space,
72
Sy = Zd(r + r2)(rf +13) )

3, 21, 1.2, .3
oc d(ry +riry + 1173 +73)

Accordingly, we find that the .S,, would be always propor-
tional to the difference of powers between ry and ro. Using
the ‘Difference of Powers Formula,” we can obtain their re-
lationship in n-dimensional space:

n—1

S, ocd Z ri (r1 + d)"_l_i
i=0

&)

Due to the constraint that SR is supposed to limit the dis-
tance to the origin, d should not be too large. Therefore,
the capacity of the representation space is primarily deter-
mined by 1. This indicates that, to maintain the represen-
tation space capacity, when we significantly reduce 1, we
only need to slightly increase d, and vice versa.

Magnitude Normalized Linear Layer (LinearNorm)
Although some studies (Liu et al. 2016; Wang et al. 2018a,b;
Deng et al. 2019; Sun et al. 2020; Meng et al. 2021; Kim,
Jain, and Liu 2022) were aware that the classification layer’s
weights’ magnitude and direction have different impacts
on the model’s generalization ability in the training phase,
research on the bottleneck layer’s magnitude’s impact on
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Algorithm 1: LinearNorm Pseudocode, PyTorch-like.

# FC: vanilla fully connected layer class
# fc: vanilla fully connected function
class LinearNorm (FC) :
def __init__(self, all_on, ---):
self.w # weights inherited from
FC
self.b # bias inherited from FC
self.allon # if norm all time
def forward(self, x):
# x: outputs from the prior layer
# if in training or SRCM mode
if self.training or self.all_on:
# normalize weights (12-norm)

w = self.w / self.w.norm(p=2)
else:
w = self.w

# perform forward pass
return fc(x, w, self.b)

member and non-member data during training and evalua-
tion is still unexplored. Here, we discuss how the bottleneck
layer’s outputs’ magnitude interacts with the classification
layer’s weights.

There are two potential placements for SR: after or be-
fore the classification linear layer. If placed after the clas-
sification layer, SR can work individually, as it directly af-
fects the magnitude of the logits. In contrast, if we simply
apply SR prior to the standard classification layer, the clas-
sification layer may rescale the magnitude during training,
resulting in SR being ineffective. To avoid this situation, we
propose Magnitude Normalized Linear Layer (LinearNorm)
(also see Algorithm 1). For the sake of notational simplic-
ity, we use g to denote the classification model’s last 2nd
layer’s output of an input x, f to denote the logits, and W
to denote the weights matrix, and b to denote a bias of the
classification layer. Therefore, the logits can be computed as
follows:

f=gW+b (6)

If g is a vector in Dy, dimensions, then W is a D, x D, ma-
trix for a D,-class classification task. The W can be decom-
posed to [wy, wa, -+ ,wp,]T, where w is a vector with Dy,
elements. Then, for the i-th class, we can obtain its corre-
sponding logit as follows:

fi = gwi +bi = [|g||||wi| cos ; + b; ()

where 6; is the angle between vector g and w;, and b; is
the i-th element of b. Therefore, the logits depend on two
factors: the magnitude and the direction. Although the mag-
nitude of g is constrained by r; and ro in Eq. 2, a learn-
able magnitude ||w;|| could render this restriction ineffec-
tive, particularly for large models. Hence, a model with SR
before the classification layer must normalize all w;s. Ac-
cordingly,

fi=gw; +b; (8)

where ; is a unit vector with the same direction of w;. To
simplify the computation, we use W = W/||W/|| instead of
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Figure 3: SCRM and variational designs for proof-of-
concept purposes. black arrows denote the common phase,
green arrows denote the evaluation phase, and red arrows
denote the training phase.

[1, 12, - ,Wp,]T. Therefore, the LinearNorm layer can
be represented as follows:

f=gW+b ©)
An additional advantage using W/||W|| rather than
[, W, -+ ,Wp, | is thatit can achieve less accuracy loss

since the module does not indicate all feature dimensions
with the same importance (i.e., larger weights are regarded
to carry more important features) while the fairness always
requires trade-offs at the cost of accuracy (Wang, Wang, and
Liu 2022).

Three Structural Designs We design three different
structures as shown in Fig. 3. The comparison between
Fig. 3 (a) and (b) can justify where SR should be placed.
Comparison between Fig. 3 (b) and (c) can determine
whether LinearNorm works in the evaluation stage. Note
that there is an additional linear layer in Fig. 3 (b) and (c) to
mitigate the impact of existing various activation functions
in various architectures. For Fig. 3 (b) and (c), a dual mode
LinearNorm is implemented incorporating a switch shown
in Algorithm 1.

Experimental Setups
Datasets and Model Architectures

Our approaches and others are evaluated on CIFAR-10,
CIFAR-100 (Krizhevsky, Hinton et al. 2009), and Pur-
chase100 (DMDave 2014). CIFAR-10 and CIFAR-100 con-
tain 60,000 RGB images with a size of 32 x 32. They have
10 and 100 classes, respectively. Purchasel00 is a shop-
ping dataset aiming to make appropriate discounts to attract
shoppers to buy new products. Derived from a Kaggle chal-
lenge called ‘acquire valued shopper,” Purchase100 contains
197,342 individuals® shopping records data. A simplified
version in which each individual contains 600 binary fea-
tures (every feature stands for a product) is applied in our
study. All customers’ records are labeled into 100 classes.
In CIFAR-10, we normalize the original training and test-
ing data as the common existing studies did. In CIFAR-100,
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data normalization, random flipping, and random cropping
are applied to enhance the models’ generalization ability and
evaluate all approaches under these augmentations. In Pur-
chase100, we directly feed the original data into the models.
In all datasets, we first merge training and testing sets. Then,
the whole dataset is split into two halves of equal quantity as
target and shadow sets. To further make the results fair, all
other settings, such as the optimizer and the way of splitting
the dataset, remain the same throughout the experiments in
each dataset. All experimental results are repeated five times
or more (unless stated otherwise.) The default random seed
is set to O for reproducibility.

As for target models, we evaluate our approaches using
VGGI11 (Simonyan and Zisserman 2015), ResNetl8 (He
et al. 2016), and MobileNetV3 (large version) (Howard et al.
2019) on CIFAR. For Purchase100, we apply a small multi-
layer perceptron (MLP) composed of four linear layers with
hidden size [1024, 512, 256] and Tanh activation function.

Membership Inference Attacks

In all MIAs approaches, the shadow model technique
(Shokri et al. 2017) is applied. Some studies (He et al.
2017; Athalye, Carlini, and Wagner 2018) state that a
perfect performance against attacks under ordinary con-
ditions (a.k.a. non-adaptive attacks) is not sufficient to
claim that the defense approach is effective. Hence, in this
paper, adaptive attacks, which means the target model’s
training configurations and defense mechanisms are all
known by the attacker, are also applied to evaluate vari-
ous defense mechanisms’ performance more accurately and
conservatively. Besides the settings above, a neural net-
work of four linear layers with hidden layer sizes [128,
64, 64] is applied when using NN-based MIAs. ReLU
activation function and dropout technique are also ap-
plied to the attack model. Besides NN-based MIAs, we
apply metric-based approaches, including Entropy-based
method (Ent ropy) (Salem et al. 2018), Modified Entropy-
based method (M-Entropy) (Song and Mittal 2021), and
Gradient-based method with ¢ regularization (Grad-z
/5) (Rezaei and Liu 2021).

Defense Mechanism for MIA

We compare our approach with a recent approach
RelaxLoss (Chen, Yu, and Fritz 2022), and a well-
known approach, Adversarial regularization (AdvReq)
(Nasr, Shokri, and Houmansadr 2018). Additionally,
some other approaches, including Early-stopping,
Label-smoothing (Guo et al. 2017; Miiller, Kornblith,
and Hinton 2019), and Confidence-penalty (Pereyra
et al. 2017) are also included in our evaluation for compari-
son. When using AdvReg approach, the settings follow the
original paper to produce the inference attack model.

Common Configurations

For all target and shadow models, stochastic gradient de-
scent (SGD) optimizer with 0.09 momentum and 5 x 1074
weight decay is applied to the three datasets. To study the
impact of magnitude in deep features, the last global average
pooling layer or the 2" last fully connected layer is chosen.



CIFAR-10 CIFAR-100
Model Train Tech. Train Test NN Entr. M-Entr. Grad-z | Train Test NN Entr. M-Entr. Grad-z
CE (baseline) 100.00 74.83 80.26 7253  73.62 7352 | 9398 5448 7557 64.94 7240 7221
AdvReg 82.13 6251 6276 5419 6067  60.37 | 9470 5070 77.88 6658 7560 7529
MobileNetV3  RelaxLoss 79.84 7143 59.80 5577 57.56 5892 | 8340 5447 69.54 6032 67.60  68.08
- (Large) SCRM (Ours) 100.00 74.63 77.10 70.32 7178 7174 | 9191 5439 7141 63.14 71.06  70.64
+RelaxLoss 8444 7358 60.33 5640 5808 5869 | 83.97 5471 67.61 5845 6649  67.74
CE (baseline) 100.00 7031 88.09 8591 8644 8631 | 100.00 58.06 86.88 82.96 84.04  84.20
AdvReg 99.95 61.89 81.58 74.99 7874  77.57 | 9424 47.94 76.11 7236 8145  72.06
ResNet18 RelaxLoss 9156  69.25 77.32 71.51 7225 7350 | 91.78 5797 7822 73.04 7538  76.13
SCRM (Ours) 100.00 71.43 8035 82.17 8278  82.67 | 9286 5791 50.00 71.65 73.38  77.05
+RelaxLoss  92.00 7052 7428 69.77 7053  71.89 | 9222 5858 5884 6148 7038  76.89
CE (baseline) 100.00 7646 7631 74.15 7490 7533 | 99.97 5375 85.18 81.67 83.08 8346
AdvReg 99.28  69.52 7243 64.96 69.22  69.84 | 99.91 50.08 89.20 87.11 89.19  77.00
VGG RelaxLoss 9444 7588 69.64 66.87 6687  68.12 | 91.77 5342 7694 7227 7608  76.03
SCRM (Ours) 100.00 75.69 57.09 72.96 7337 7435 | 9881 53.67 8290 7695 8037  81.52
+RelaxLoss 9570 75.07 6146 66.14 66.62  67.66 | 89.55 5279 75.16 69.81 73.07 7529

Table 1: Evaluations on CIFAR-10, and -100 — ‘Train’ and ‘Test’ stand for training and testing accuracy, respectively. All MIAs

are reported in AUC scores.
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Figure 4: Comparison of our proposed SRCM and two other
variational designing options for proof of concept - one
without LinearNorm, and the other with a Linear layer in the
evaluation phase. ‘Vanilla’ denotes the original model (base-
line). Rightward (higher testing accuracy) and lower (lowe
MIA accuracy) is better. (ResNet18, CIFAR-100)

Empirical Study
Comparison between Three Designs

We verify our design of SRCM with other variational de-
signing options for proof of concept - one without Lin-
earNorm and the other with a Linear layer in the evaluation
phase. Firstly, we design multiple sets of hyper-parameters
and show the relationship between testing accuracy and
MIAs accuracy. Shown in Fig. 4, we show the impacts of
three designs on testing accuracy and MIAs accuracy. It
shows that SRCM can preserve privacy best, meaning that
the common computing process in the training and testing
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phase helps the protection of privacy. The results in Fig. 4
are based on the grid search of hyper-parameters combina-
tions. The three structures show the effectiveness of SR and
LinearNorm. Omitting LinearNorm layer from SRCM may
not be sufficiently effective on ResNet18 because placing it
on the end of the model will fully lose its adaptive ability
to adjust the magnitude of logits. Meanwhile, it also verifies
the effectiveness and necessity of LinearNorm.

The SRCM has been validated as an effective way for pri-
vacy preservation. Then, we explore how it changes with
various hyper-parameter combinations (radius r; and radius
gap d). As shown in Fig. 5, we explore the relationship
between performance (privacy and accuracy) and hyper-
parameters (inner radius r; and radius gap d). We find that
a model’s representation space capacity impacts its general-
izability and memorizing ability. All three figures of Fig. 5
agree that training, testing, and MIAs accuracy are all pos-
itively correlated with 7. This is aligned with our expecta-
tion that the larger the capacity of the feature space is, the
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Figure 6: Performance of defenses against different adaptive MIAs (ResNet18, CIFAR-10). Being lower and more rightward is

better.
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Figure 7: Performance of defenses against different adaptive MIAs (ResNet18, CIFAR-100). Being lower and more rightward

is better.

greater the degree of representation freedom of the model
itself.

From Fig. 5a and Fig. 5b, we note that, unlike network
pruning, reducing network capacity by SRCM has a more
consistent impact across training and testing accuracy. (In
network pruning, either in unstructured magnitude or struc-
tured pruning, there is a discrepancy in training and testing
accuracy.) This indicates that changing the representation
space’s capacity and shape significantly affects the model’s
memorizing ability. Since the computation capacity of the
other hidden layers is not directly reduced (while network
pruning directly reduces the compute capacity), the model
can still maintain generalizability. Combined with Fig. Sc,
we can find that a proper range of magnitude can maintain a
better accuracy and privacy trade-off. In particular, we em-
pirically found that a ‘sweet spot’ (that is shown in the fol-
lowing subsection) exists in a model’s representation space,
allowing the model to gain more privacy with no or little ac-
curacy loss. In other words, this means that a larger range
of representation magnitude may achieve limited accuracy
improvement while resulting in a significant loss of privacy-
preserving ability. It suggests that further reducing the range
will result in a greater loss of accuracy with insignificant pri-
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vacy improvement. It also verifies that a model requires suf-
ficient computational capacity to support its generalizability.

More Results and Discussion

In CIFAR-10, as shown in Table. 1, the combination
of SRCM and RelaxLoss achieves significant improve-
ment over others. Through experiments on MobileNetV3,
SRCM has achieved significant improvements in privacy
preservation with minimal accuracy loss. Also, combining
with RelaxLoss provides further improvement. Experiments
on ResNetl8 also show a similar trend. However, trends
slightly changed when we conducted the experiments on
VGGI11. The effect of SRCM becomes less effective than
that on other larger neural networks. We attribute it to the in-
sufficient computation capacity of the model, which is ver-
ified by the experiments with Purchasel00 in Fig. 8. Ad-
ditional experiments on ResNetl8 are shown in Fig. 6. In
the figure, Label-smoothing and Confidence-Penalty have a
significantly negative impact on the model under NN-Base
and two Entropy-based attacks. Interestingly, Confidence-
Penalty has a strong defensive effect against Grad-x attacks.
Label-Smoothing does not have a positive effect in all four
MIAs setups. EarlyStopping, AdvReg, and RelaxLoss per-
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Figure 8: Performance of defenses against different adaptive MIAs (MLP, Purchase100). Being lower and more rightward is

better.
Model Train Tech. | Train Acc. TestAcc. | NN Entr. M-Entr. Grad-z
CE (baseline) ‘ 99.98 91.70 ‘ 51.94 56.00 56.73 56.75
Early-Stopping ‘ 95.50 86.68 ‘ 51.23 54.11 55.45 55.33
Label-Smoothing | 97.94 90.71 | 51.83 53.65 54.72 53.65
MLP Confidence-Penalty ‘ 97.04 90.91 ‘ 50.14 5341 54.47 52.02
AdvReg ‘ 99.96 88.59 ‘ 51.66 56.59 58.05 58.07
RelaxLoss ‘ 97.24 88.86 ‘ 55.71 56.50 57.17 57.36
SCRM(Ours) ‘ 98.80 90.18 ‘ 52.04 55.62 57.75 57.12
+Confidence-Penalty |  96.97 90.28 | 50.14 5343 5454 52.63

Table 2: Evaluations on Purchase100 — All MIA approaches are reported in AUC scores.

form better than the other approaches. In particular, Re-
laxLoss outperforms the other two approaches. With the
combination of RelaxLoss, our approach is even further en-
hanced since SRCM and RelaxLoss optimize privacy from
different perspectives.

In CIFAR-100, similar trends are observed. Compared to
that in CIFAR-10, the effectiveness of all methods dimin-
ishes as task difficulty increases. As shown in Fig. 7, the
impact of AdvReg becomes more limited, especially on
NN-Base and M-Entropy. Both SCRM and the combination
of SCRM and RelaxLoss achieve outstanding results. One
thing to note is that SCRM becomes less effective if the
method significantly degrades the model performance (the
model must not lose its learnability).

In Purchase100, the trends significantly change. As shown
in Table 2, the MIAs AUC scores become significantly lower
due to the smaller gap between testing and training sets.
As a lightweight network with much fewer parameters than
other networks in this study, it achieves significant improve-
ment with Confidence-Penalty and Label-Smoothing over
other approaches. This reflects the difference between shal-
low neural networks and DNN. Due to the weaker fitting
ability of the model compared to DNN, RelaxLoss has little
effect in this scenario. AdvReg’s regularization mechanism
is similar to the Confidence-Penality and starts to achieve
the effect after losing some accuracy caused by splitting the
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Classifier \ ResNet18 VGG11 MobileNetV3-Large
Vanilla 17.80(£0.07)  5.23(£0.00) 8.65(£0.10)
SRCM 17.81(£0.10)  5.35(%£0.02) 8.83(£0.20)

Table 3: The latency (ms) comparison among different mod-
els w/ or w/o SRCM. (Run with AMD Ryzen 7 7700X and
NVIDIA GeForce RTX 3080)

training set. Additional results are presented in Fig. 8. Un-
like the results in CIFAR, RelaxLoss exhibits a discontinu-
ous trend, which makes it less effective in privacy preserva-
tion. Aligned with our hypothesis, SRCM does not achieve
significant performance enhancement on such a small model
due to the low computation capacity.

For efficiency evaluation, we measure a series of mod-
els with and without SRCM to show the computational cost
of our approach. Seen in Table. 3, SRCM shows minor in-
ference time increase. Compared with the model’s original
inference cost, the difference is insignificant.

In summary, SRCM has a significant privacy-preserving
impact on the models with sufficient computing capacity and
can incorporate many existing methods to achieve coopera-
tive privacy enhancement. Its effectiveness in those models
suggests that redundant computing capacity can potentially



be converted into privacy-preserving capabilities to some ex-
tent.

Conclusion

We explored the privacy-leaking factors and presented
a lightweight yet effective neural network component,
SRCM, which mitigates the privacy vulnerability of over-
parameterized classification models by restricting models’
representation capacity. The insight of this work is that pri-
vacy vulnerability can be mitigated by aligning the factors
that are in disparities between members and non-members.
Through experiments, we validated our hypothesis and the
effectiveness and ease of use of our approach. Importantly,
we found new possibilities for making use of the models’
oversaturated computation capacity.
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