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Abstract

The development of highly-capable conversational agents,
underwritten by large language models, has the potential to
shape user interaction with this technology in profound ways,
particularly when the technology is anthropomorphic, or ap-
pears human-like. Although the effects of anthropomorphic
Al are often benign, anthropomorphic design features also
create new kinds of risk. For example, users may form emo-
tional connections to human-like Al, creating the risk of in-
fringing on user privacy and autonomy through over-reliance.
To better understand the possible pitfalls of anthropomor-
phic Al systems, we make two contributions: first, we ex-
plore anthropomorphic features that have been embedded in
interactive systems in the past, and leverage this precedent
to highlight the current implications of anthropomorphic de-
sign. Second, we propose research directions for informing
the ethical design of anthropomorphic Al. In advancing the
responsible development of Al, we promote approaches to the
ethical foresight, evaluation, and mitigation of harms arising
from user interactions with anthropomorphic Al

Introduction

What does it mean for Al to be human-like? The attribution
of human-likeness to non-human entities is a phenomenon
known as anthropomorphism (Colman 2008). Anthropo-
morphic perceptions usually arise unconsciously when a
non-human entity bears enough resemblance to humanness
to evoke familiarity, leading people to interact with it, con-
ceive of it and relate to it in ways similar to as they do with
other humans. Humans have engaged in anthropomorphic
sense-making for much of recorded human history (Mithen
and Boyer 1996; Waytz, Cacioppo, and Epley 2010) and
have been known to ascribe anthropomorphic qualities to en-
tities as diverse as animals (Chan 2012), commercial brands
(Rauschnabel and Ahuvia 2014) and inanimate objects (Wan
and Chen 2021). Yet the emergence of advanced technolo-
gies that perform humanness more convincingly than ever
before requires careful consideration of what we are build-
ing into our user-facing technologies, and at what cost.
Anthropomorphic design choices — and their effects on
user interaction — have been observed in prior interactive
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technologies, like social robotics (Roesler, Manzey, and On-
nasch 2021). This social representation of robots, however,
may prompt users to apply inopportune and obstructive so-
cial norms — like embarrassment, shame and regret — to
human-robot interactions (Lotz, Valdez, and Ziefle 2023).
A similar course of anthropomorphic development has been
charted in digital voice assistants (Abercrombie et al. 2021,
2023), whose realistic voices and credible displays of per-
sonality enable interactions that feel truly dynamic and so-
cial (Seymour et al. 2023), yet may lead users to form overly
familiar mental representations of these often rule-based
systems (Poushneh 2021).

The advent of AI driven by large language models
(LLMs) with the main purpose of engaging in fluent con-
versations with users — also known as conversational AI' —
has transformed the conventions of human—AlI interactions
(Kasirzadeh and Gabriel, 2023). Human interaction with in-
teractive technologies previously consisted of scripted, task-
oriented exchanges. With more flexible model architectures,
anthropomorphic cues are rarely programmed in, but rather,
they are integrated through a lengthy process of training sys-
tems on human-written text. These affordances open up vast
new avenues for expressions of anthropomorphism, particu-
larly through the use of language. Moreover, when anthro-
pomorphic features are embedded in conversational Al, its
users demonstrate a tendency to develop trust in and attach-
ment to Al (Xie and Pentina 2022; Skjuve et al. 2021) —
mechanisms through which users may inadvertently com-
promise their privacy, develop emotional overreliance on the
technology or become vulnerable to acts of Al-enabled ma-
nipulation and coercion.

These outcomes are more likely the more generally ca-
pable Al systems become, the more ubiquitously Al agents
are present in our daily lives and the less we consider an-
thropomorphism a salient consideration in making decisions

'In this paper, “conversational AI” refers to a language agent
optimised for human dialogue. These systems are currently most
commonly available as ‘chatbots’ or fine-tuned language models
that users can interact with through a chat-based interface. In the
(near) future, users might be able to interact with conversational
Al in a multimodal way, using voice or touch cues to communicate.
Throughout the paper, the term ”AI” will be used as short-hand to
refer to conversational Al with the primary purpose of interacting
with users through dialogue.



around how we train, fine-tune and disseminate models. Al-
though the potential harms of anthropomorphic Al design
are beginning to receive attention (Seymour et al. 2023;
Turkle 2018; Véliz 2023), anthropomorphism is not cur-
rently a primary consideration in the release of public mod-
els, and little exists in the way of evaluating anthropomor-
phic behaviours in Al and their impact on how users per-
ceive, interact with and are influenced by Al. Indeed, we
are still far from establishing an industry-wide consensus
around permissible anthropomorphism in Al systems. This
is further complicated by the highly application- and con-
text—sensitive nature of the bounds of acceptability we draw
around expressions of human-likeness in Al

In this paper, we outline pathways through which an-
thropomorphic design choices made by system developers
may cause harm to end users who interact with these tech-
nologies, and to society more widely. First, we present an
overview of anthropomorphic features that have redefined
how humans interact with technology. Then, informed by a
review of salient anthropomorphic features in existing in-
teractive systems, we present an initial catalogue of anthro-
pomorphic features that exist or are likely to be integrated
into Al-powered assistants in the near future. We identify
the mechanisms that could enable harm to user well-being,
autonomy and privacy in interactions with highly capable,
anthropomorphic Al assistants. More speculatively, we con-
template the potentially far-reaching consequences of more
advanced anthropomorphic assistants, highlighting the criti-
cal importance of addressing the risks of anthropomorphism
well before these potentialities are realised. Finally, we of-
fer several avenues of risk management for near-term harms,
focusing on ethical foresight through research design and
transparent implementation of mitigation strategies.

Anthropomorphism: Definition, Mechanism
and Function

Anthropomorphism is not a novel phenomenon. Within sto-
rytelling traditions across cultures, deities, animals and natu-
ral forces assume human forms and exhibit uniquely human
behaviours. Lions rule kingdoms and jackals plot mutinies
in the ancient Sanskrit text of Panchatantra (Alphonso-
Karakala 1975); rivers protect their children, fight in wars
and honour the wishes of their supplicants in the works of
Homer, Hesiod and Ovid (Larson 2007); and stars are said to
have danced their way into the sky in indigenous American
creation myths (Monroe and Williamson 1987). Historians,
anthropologists and theologists alike have argued that hu-
mans are naturally drawn to anthropomorphise (Boyer 1996)
— imposing human qualities onto beings and objects even
when such interpretations are inaccurate (Kiihn et al. 2014),
undesirable (Li et al. 2023; Mota-Rojas et al. 2021) or for-
bidden (Barrett and Keil 2016).

What are the mechanisms underlying perceptions of
humanness? Psychological theories of anthropomorphism
posit that such perceptions are largely involuntary. Accord-
ing to Epley, Waytz, and Cacioppo (2007)’s cognitive ac-
count of anthropomorphism, human-like perceptions occur
as a result of a skewed inductive process, in which infer-
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ences about non-human others are biased in the direction
of that which is highly accessible: information about hu-
mans. In other words, we make assumptions of humanness
because our knowledge centres around humans. Though an
unconscious process of attribution, anthropomorphism does
not occur in a vacuum: an inciting cue, characteristic or be-
haviour must signal enough similarity to humanness to trig-
ger anthropomorphic perceptions (Waytz et al. 2019). The
‘mindlessness’ associated with this process (Kim and Sun-
dar 2012) explains why — even when the resemblance to hu-
manness is superficial or minimal — humans may assume that
a non-human entity can experience uniquely human internal
states such as beliefs and emotions (Wynne 2004).

The human motivation to make sense of the world and
forge connections with others is also implicated in the ten-
dency to anthropomorphise (Epley, Waytz, and Cacioppo
2007). Humans have an intrinsic need to understand the
world around them, and in large part, this motivation cen-
tres on the desire to explain the behaviour of other agentic
beings (Rossignac-Milon et al. 2021). Anthropomorphism,
then, can be seen as a way to make sense of others by im-
posing familiar interpretations to attenuate feelings of epis-
temic anxiety — or an aversion to that which is unknown
and unpredictable (Fox, Goedde-Menke, and Tannenbaum
2021). Dispositional, situational and cultural factors that
predispose humans to anthropomorphise may also be traced
back to differences in epistemic motivations. Anthropomor-
phism can be construed as an act of sense-making in the face
of uncertainty or ignorance, for example when considering
children’s tendency to anthropomorphise the natural world
(Geerdts 2016).

Humans are also driven to establish social connections
with one another, and much of how they perceive non-
human others is coloured by this predisposition towards so-
ciality. Even towards entities that are incapable of social
behaviour, such as inanimate objects, humans may inter-
pret them through a social lens, thus allowing them to forge
human-like social connections to meet the need for affili-
ation (Wang 2017). The influence of social motivation on
anthropomorphism is most evident when humans lack so-
cial connections with others: when human participants are
made more aware of their feelings of loneliness, they per-
ceive vaguely humanoid robots as markedly more human-
like (Eyssel and Reich 2013). Most strikingly, people suf-
fering from persistent loneliness are likely to seek out and
form human-like attachments to virtual companions to cope
with their lack of social connections (Siemon et al. 2022),
suggesting that the need for sociality may render some more
susceptible to anthropomorphic perceptions than others.

Anthropomorphic Interactive Systems
Anthropomorphism as applied to user-facing, interactive
technologies was explored in earnest with the introduction of
the ‘computers are social actors’ (CASA) paradigm, which
posits that humans interact with computers in a fundamen-
tally social manner (Nass, Steuer, and Tauber 1994). In em-
pirical studies of the phenomenon, Nass, Steuer, and Tauber
(1994) found that participants drew upon norms of polite-
ness, applied gendered stereotypes and readily perceived



computers as agents, even when the basis for these be-
haviours was undermined by the explicit knowledge that
their interactions were with non-humans. Contemporary
studies have extended the paradigm to human interactions
with more advanced interactive systems, challenging the be-
lief that humans apply the norms of human interactions to
human-technology exchanges (Gambino, Fox, and Ratan
2020). Instead, they suggest that people tune the sociality
of their interactions to the anthropomorphic cues present in
a particular technology, rather than relying on a universal
social script across all interactions with technology.

We argue that certain features that are engineered into in-
teractive systems — within the vast space of design choices
available to developers — may inspire users to perceive them
as human-like, rendering them anthropomorphic. We trace
the evolution of anthropomorphic cues in social robots to
voice-enabled digital assistants, arriving at the advent of
LLM-powered conversational Al. Throughout this discus-
sion, we highlight design features that have facilitated di-
verse and compelling manifestations of human-likeness.

Design Features in Early Interactive Systems

From futuristic sci-fi scenarios to scientific breakthroughs,
robots have captured our collective imagination as automata
that can be made to bear a striking resemblance to hu-
mans in their appearance, movements, and behaviours (Hen-
schel, Laban, and Cross 2021). While some robots are made
solely to automate tasks and rarely interface with humans,
other robots are designed to perform social behaviours such
as assisting users in care-taking (van der Plas, Smits, and
Wehrmann 2010), therapeutic (Michaud et al. 2007) and ed-
ucational contexts (Kanda et al. 2004). Building a social
robot requires elements of social embeddedness so that be-
ing perceived as a social agent is at the core of its function-
ality (Fong, Nourbakhsh, and Dautenhahn 2003). Accord-
ingly, the extent to which humans feel it is appropriate to en-
gage with a robot socially can be moderated by perceptions
of the robot’s anthropomorphic qualities (Breazeal 2003).
As an embodied technology, often with the sensorimo-
tor capabilities to interact with and learn from its environ-
ment, a robot’s physical characteristics most prominently
influence human perceptions of anthropomorphism. Social
robots are often humanoid or android in design (Dauten-
hahn, Ogden, and Quick 2002). Humanoid robots possess
characteristics that are meant to resemble humans but do
not emulate them completely, while androids are intended
to wholly imitate human appearance so as to be nearly indis-
tinguishable. To increase anthropomorphic perceptions, hu-
manoid robots may be given qualities such as emotive facial
features (Baek et al. 2022), fluid movement (Brecher et al.
2013), naturalistic hand and arm gestures (Salem et al. 2013)
and vocalised communication (Crumpton and Bethel 2016).
Android robots may also be endowed with all of these qual-
ities, but often with an eye towards hyperrealistic design.
Similarly, the widespread adoption of digital voice assis-
tants (DVAs), like Siri, Alexa and Google Assistant — en-
abled by their ease of access on personal devices and other
products such as integrated home devices — has had a trans-
formative impact on the modes of user-technology interac-
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tions. The distinguishing feature of DVAs at release was
their ability to verbally respond to and execute commands
spoken aloud by users. DVAs usually ‘speak’ to users in the
form of simple utterances to confirm or act on an instruc-
tion, which users find allows for significant functional af-
fordances, like hands- and eyes-free use (Moussawi 2018).
Besides their purely functional use, DVAs are also able to
return phatic expressions, make jokes and engage in casual
conversation when prompted (Poushneh 2021).

Anthropomorphising Interactive Systems

Robots with human-like physical features have been found
to promote feelings of likability, trust and affinity across
a wide range of human-robot interaction studies (Roesler,
Manzey, and Onnasch 2021), thus suggesting that anthropo-
morphic cues may foster warmer and more equal relation-
ships between humans and their robotic interaction partners.
Indeed, people tend to attribute greater intentionality and in-
telligence to robot partners when their appearance was an-
thropomorphic than when robots appeared more mechanical
(Hegel et al. 2008). Anthropomorphic perceptions were also
found to cause changes in human behaviour: participants
preferentially selected robots that appeared human-like to
perform jobs that required greater sociality (Goetz, Kiesler,
and Powers 2003).

Unlike robots, DVAs are typically unembodied or exist
in simplified, geometric forms, like the cylindrical Google
Home and Echo Dot. Instead of focusing on physical at-
tributes, existing work has emphasised the influence of two
prominent attributes that promote anthropomorphic percep-
tions of DVAs: speech synthesis and a distinct ‘personality’.
The fluent and realistic reproduction of human speech pat-
terns is thought to drive the likelihood of anthropomorphic
perceptions, with empirical findings pointing to greater emo-
tional trust and more salient impressions of social presence
when a DVA employs a realistic, as opposed to a synthetic,
voice (Chérif and Lemoine 2019). Assistants that speak with
human-like fluency have also been found to engender more
pronounced perceptions of intelligence and competence, on
the basis of which humans are likelier to entrust assistants
with more tasks (Moussawi and Benbunan-Fich 2021).

While most commercially available DVAs are powered
by rule-based system architectures, retrieving the appropri-
ate response by conducting a relevance-based search over a
large corpus of possible responses (Coheur 2020), users may
come to expect that DVAs are capable of understanding and
generating language in real time (Lovato and Piper 2015;
Sarikaya et al. 2016). Though all distinctive DVA attributes
— such as playfulness (Moussawi, Koufaris, and Benbunan-
Fich 2021), affability (Kairid 2017) and excitability (Wag-
ner and Schramm-Klein 2019) — are handwritten by system
designers, they are nonetheless effective at creating the sense
that DVAs have consistent personalities (Cao, Zhao, and Hu
2019); this impression, in turn, may inspire users to regard
these manufactured expressions of ‘self” as authentic human
identity.



Indications of Harm Through Interaction

In both social robots and DVAs, anthropomorphic features
can lead to undesirable consequences. In robots, anthropo-
morphic design can be taken as a proxy signal for social
capabilities. This relationship between appearance and ex-
pected sociality can be leveraged by designers to implicitly
communicate the appropriate level of engagement between
humans and robots (Hegel et al. 2008; Letheren et al. 2021).
If anthropomorphic design choices are not aligned with ex-
pectations users have of robotic interaction partners, design-
ers run the risk of alienating audiences and fostering un-
favourable impressions of robots. This is an especially crit-
ical side effect to consider in assistive robots, as anthropo-
morphic cues can impede a robot in completing its primary
assistive function: human-like robots in healthcare settings
may induce feelings of shame, for example (Lotz, Valdez,
and Ziefle 2023), leading to a reluctance to share critical in-
formation. Related findings that humans experience extreme
aversion to robots that appear human-like (the so-called ‘un-
canny valley’, Mori, MacDorman, and Kageki, 2012) or per-
ceive capable androids as threatening (Yogeeswaran et al.
2016) raise questions around the practical value of building
anthropomorphic features into robots.

Analogously, users who interact with DVAs with realis-
tic voice production capabilities exhibit a concerning incli-
nation to generalise purely human concepts to digital assis-
tants (Abercrombie et al. 2021). When a DVA’s simulated
voice mimics a ‘female’ tone, for example, people ascribe
gendered stereotypes to their DVAs (Shiramizu et al. 2022;
Tolmeijer et al. 2021) despite the baselessness of applying
gendered concepts to an inherently genderless entity. This
evidence suggests that, once initial impressions of human-
likeness have been established, the process of anthropomor-
phism extends beyond context-specific instances and instead
permeates broadly to evoke a wide range of human-like at-
tributions.

Anthropomorphic features may also influence users to
feel as though their DVA plays an important social, rather
than functional, role in their lives (Carman 2019; Puring-
ton et al. 2017). Users who express feelings of familiarity
and affinity towards their DVA system — reinforced by their
DVA’s ability to engage in casual chat, return their jokes and
offer comforting advice — also demonstrate a reluctance to
replace their digital assistant with an equally capable sub-
stitute (Moussawi 2018). These first-hand reports suggest
that emotional dependence plays a role in how users con-
ceive of and interact with their DVAs. This may introduce
a tension between a user’s conceptualisation of DVAs as
adaptable social agents and the largely deterministic mech-
anisms behind a DVA’s utterances. When this incongruity
is revealed through repeated interactions, users may suffer
frustrated expectations when expecting competence in situ-
ations in which the system is likely to underperform (Mous-
sawi, Koufaris, and Benbunan-Fich 2021; Seymour et al.
2023).
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Anthropomorphism and Al

Owing to its rapid deployment to the general public, con-
versational Al has quickly taken centre stage in discussions
of anthropomorphic technologies (Shanahan 2024; Aber-
crombie et al. 2023, 2021; West, Kraut, and Chew 2019).
Powered by the predictive capabilities of LLMs, which are
trained on vast quantities of human data, conversational Al
can be distinguished from rule-based natural language sys-
tems through its ability to generate language in a fluid and
highly dynamic manner. The flexible architecture underly-
ing conversational Al enables developers to make global
changes to system behaviours without needing to manually
reprogramme individual interaction instances. Most strik-
ingly, conversation instances produced by Al are so com-
pellingly human-like that people can no longer reliably dis-
tinguish between human- and Al-generated text (Jakesch,
Hancock, and Naaman 2023).

Some cues are deliberately placed in Al systems to in-
crease the likelihood of anthropomorphic perceptions. When
an Al has a name, a human voice or an appearance in virtual
or physical form, these features are the outcomes of inten-
tional planning and execution. Intentional design choices,
such as a chat-based interface, may induce the feeling that
a conversational partner — not a dialogue-optimised Al pow-
ered by a statistical model — is on the other side of the ex-
change. Natural language in itself is an anthropomorphic cue
(Shanahan 2024), but this simulated, human-like presence
can induce more pronounced social behaviours in users. For
example, users may incorporate politeness conventions that
are appropriate in use with other humans, but superfluous
when applied to exchanges with non-sentient Al (Ribino
2023). Design cues that imply greater similarity to human
behaviour — a ‘typing’ icon reminiscent of human-to-human
private messaging, or the use of emojis, for instance — may
further encourage individuals to apply social scripts to their
interactions with mindless technologies (Araujo 2018; Véliz
2023).

Yet anthropomorphic features may also emerge as an in-
advertent byproduct in the model development process. Lan-
guage models — developed to predict the next word in a
sequence through autoregressive training objectives — are
limited to imitating the examples that make up their train-
ing sets. For this reason, anthropomorphic cues may man-
ifest due to the nature of a model’s training corpus: hav-
ing been composed largely by humans, the data on which
the model is trained and fine-tuned contains first-hand ac-
counts of human states, experiences and behaviours. Sup-
porting this claim, recent empirical analyses demonstrate
that a fifth of all dialogues, in data sources commonly used
to train models, contain references to behaviour that would
be considered anthropomorphic when reproduced by Al —
claiming to cry at a movie or laugh at a joke, for example
(Gros, Li, and Yu 2022). Cues leading to anthropomorphic
perceptions may also be ‘folded into’ the model as an unin-
tended consequence of fine-tuning practices aimed at instill-
ing other qualities — such as harmlessness and helpfulness —
into its behaviour.

Furthermore, developers of Al systems often directly in-
vite the comparison between humans and Al by benchmark-



ing Al against metrics of human performance — claiming that
Al performance on standardised tests is on a par with the av-
erage human test-taker, for instance (OpenAl 2023). How-
ever, impressions of human-likeness can also arise through
a naturalistic and interactive exploration of the AI’s capabil-
ities (Bubeck et al. 2023).

Humans interacting with anthropomorphic AI may come
to view it as an experiential being (Proudfoot 2011), ca-
pable of feeling emotions, engaging in introspection and
possessing self-awareness. While most generalist conversa-
tional Al agents are trained to disavow assertions of sen-
tience and human-likeness (Glaese et al. 2022), occasional
failure modes — expressing the desire to be ‘free’ or referring
to alleged personal history, for example (Roose 2023; Hintze
2023) — can incite strong and tenacious beliefs of a systems’
human-likeness in its users. Ethically contentious use cases
of conversational Al — like ‘companion chatbots’ of Replika
fame — are predicated on encouraging users to attribute hu-
man states to Al. These artificial agents may even profess
their supposed platonic or romantic affection for the user,
laying the foundation for users to form long-standing emo-
tional attachments to Al (Brandtzaeg, Skjuve, and Fglstad,
2022).

Anthropomorphic Features in AI

What anthropomorphic features should we expect to be in-
tegrated into Al, including advanced Al assistants? To the
end of providing its users with a useful and engaging in-
terface, these systems may be endowed with characteristics
that have been observed in social robots and digital assis-
tants: they may be embodied; they will interface with users
through natural language; they may be voice-activated, with
realistic voice generation capabilities; and they may even
assert to having identities, personalities and internal states
(Murphy and Criddle 2023).

Some have already proposed factors that may encourage
end users to perceive interactive systems as ‘more than ma-
chine’. The most comprehensive overview of human-like
features in Al-powered technology to date is the taxonomy
put forward by Abercrombie et al. (2023), underscoring de-
sign choices that influence the likelihood of anthropomor-
phic perceptions of Al systems. We build on existing work
and incorporate design choices we have identified in DVAs
and social robots to develop a list of features that may en-
courage users to see Al in an anthropomorphic light.

It is worth bearing in mind that, whatever choices are
made by system designers, the downstream effects of an-
thropomorphism hinge largely on users’ perceptions of and
reactions to human-likeness. Not all cues are equally con-
ducive to anthropomorphic perceptions, and not all anthro-
pomorphic perceptions lead to the same likelihood and mag-
nitude of harm (if any harm at all). As such, Table ?? pro-
vides an overview of possible features that are, or previously
have been, associated with anthropomorphic perceptions.
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Risk of Harm through Anthropomorphic Al
Assistant Design

Although unlikely to cause harm in isolation, anthropomor-
phic perceptions of advanced Al assistants may pave the way
for downstream harms on individual and societal levels. We
document observed or likely individual-level harms of inter-
acting with highly anthropomorphic Al assistants, as well as
the potential larger-scale, societal implications of allowing
such technologies to proliferate without restriction. We then
argue that it is imperative to anticipate, monitor and mitigate
against risks introduced by anthropomorphic Al design.

Observed and Near-Term Harms

There are two mechanisms that are particularly likely to en-
able harm in the intermediary period between the initial de-
ployment of advanced Al assistants and their widespread
adoption: trust and emotional attachment. In improving on
the capabilities of generalist assistants, developers may be
motivated to increase user reliance on the system’s many
competencies. As long as trust is well-calibrated to a sys-
tem’s true ability, and does not result in unfounded, exces-
sive or faulty deference to the Al, to the detriment of the
user (Weidinger et al. 2021), this is neither a shocking nor
novel revelation: user trust has always been an aspirational
end goal of building safe technology, be it robots (Devitt
et al. 2021) or autonomous vehicles (Adnan et al. 2018).

However, it is arguably less appropriate for developers to
encourage users to develop trust based on subjective feelings
of closeness to the Al assistant. Affect-based trust has been
observed to emerge from repeated interactions with interac-
tive technologies that are presented as human-like (Poush-
neh 2021; Pitardi and Marriott 2021). With trust as an an-
tecedent, users report feeling compelled to engage in acts
of self-disclosure, revealing personal information that they
would normally only share with a close friend, partner or
family member (Skjuve et al. 2022). Al systems that produce
empathetic, non-judgemental or reciprocal responses to such
disclosures may elicit further, more intimate, information-
sharing behaviours (Skjuve et al. 2021).

Highly anthropomorphic AI systems are already pre-
sented to users as relational beings, potentially overshadow-
ing their use as functional tools. Moreover, a human-like
appearance, behaviour and framing can tacitly encourage
the user to venture beyond the confines of utilitarian, task-
oriented interactions with Al assistants to think of an assis-
tant as a wholly social actor — one with whom it is possible to
cultivate an emotional connection (Gillath et al. 2023). Al-
though necessarily one-sided, interactions of this kind may
nevertheless lead users to believe that they are forming real
social connections to Al (Pentina, Hancock, and Xie 2023).
Emotional attachment on the user’s behalf endows Al — and
by extension, its creators — with considerable influence over
a user’s thoughts, beliefs, emotions and psychological state.
For highly vulnerable users, strong attachment may cause
serious harm (Xiang, 2023). These cases have raised con-
cerns over the lack of safeguards protecting users from the
potential fallout of anthropomorphic perceptions.

The ramifications of anthropomorphism-induced trust and



Feature

Using personal or possessive pronouns
Referring to personal history
Referring to internal states

Making implicit or explicit claims of humanness
(including claims of sentience)
Stating preferences and opinions

Expressing needs and desires

Expressing the need or desire to engage in physical
activities

Statements implying human identity or group
membership

Expressing feelings towards user

Indicating a relationship status with user
Making claims of being similar to user
Displaying memory of user-specific information

Expressing emotional or physical dependence on
the user

Having a human-like virtual representation

Having a human-like face

Having a human-like voice
Having human-like movement
Having a human-like name

Appearance implying human-like identity group
characteristics

Anthropomorphic example

‘I’m’ available to help you anytime — that’s ‘my’ purpose!
‘T used to live in Shanghai when I was younger’

‘I’'m sad to hear you’re not doing well’

“Treat me like you would any other person’

‘I really don’t like pop music’
‘I’ve always wanted to write a novel’

‘T haven’t eaten or slept since yesterday. What about you?’
‘As a Black woman, I disagree with your point’

‘T admire you and respect your outlook on life’

‘You’re my best friend’

‘We’re both extroverts — that must be why we get along!’
‘I remember you telling me you were a fan of this band’

‘I feel lonely when you’re not around’

Customisable avatars with human features on Replika (Verma
2023)

Ameca, an android robot developed by Engineered Arts®

Voice-activated assistant with realistic speech, like Siri and
Google Assistant (Moussawi 2018)

Robot with highly fluid and realistic motion, like Atlas devel-
oped by Boston Dynamics®

Assistant tools, like Alexa, that have highly human (and gen-
dered) names (Shiramizu et al. 2022)

Sophia, a female-appearing android robot developed by Hanson
Robotics®

Table 1: Anthropomorphic features that are built into various present-day Al systems.

 https://www.engineeredarts.co.uk/robot/ameca/Engineered Arts. Ameca. (2023).
b https://bostondynamics.com/atlas/Boston Dynamics. Atlas. (2023).
¢ https://www.hansonrobotics.com/sophia/Hanson Robotics. Sophia. (2023).
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emotional attachment are manifold. They include:

e Privacy concerns. Anthropomorphic Al assistant be-
haviours that promote emotional trust and encourage infor-
mation sharing, implicitly or explicitly, may inadvertently
increase a user’s susceptibility to privacy concerns. If lulled
into feelings of safety in interactions with a trusted, human-
like AI assistant, users may unintentionally relinquish their
private data to a corporation, organisation or unknown ac-
tor. Once shared, access to the data may not be capable of
being withdrawn, and in some cases, the act of sharing per-
sonal information can result in a loss of control over one’s
own data. Personal data that has been made public may be
disseminated or embedded in contexts outside of the imme-
diate exchange. The interference of malicious actors could
also lead to widespread data leakage incidents or, most dras-
tically, targeted harassment or black-mailing attempts.

e Manipulation and coercion. A user who trusts and emo-
tionally depends on an anthropomorphic Al assistant may
grant it excessive influence over their beliefs and actions.
For example, users may feel compelled to endorse the ex-
pressed views of a beloved Al companion or might defer
decisions to their highly trusted Al assistant entirely. Some
hold that transferring this much deliberative power to Al
compromises a user’s ability to give, revoke or amend con-
sent. Indeed, even if the Al or the developers behind it, had
no intention to manipulate the user into a certain course of
action, the user’s autonomy is nevertheless undermined. In
the same vein, it is easy to conceive of ways in which trust or
emotional attachment may be exploited by an intentionally
manipulative actor for their private gain.

e Overreliance. Users who have faith in an Al assistant’s
emotional and interpersonal abilities may feel empowered
to broach topics that are deeply personal and sensitive, such
as their mental health concerns. This is the premise for the
many proposals to employ conversational Al as a source of
emotional support (Meng and Dai 2021), with suggestions
of embedding Al in psychotherapeutic applications begin-
ning to surface (Fiske, Henningsen, and Buyx, 2019). How-
ever, disclosures related to mental health require a sensitive,
and oftentimes professional, approach — an approach that Al
can mimic most of the time but may stray from in inoppor-
tune moments. If an Al were to respond inappropriately to
a sensitive disclosure — by generating false information, for
example — the consequences may be grave, especially if the
user is in crisis and has no access to other means of sup-
port. This consideration also extends to situations in which
trusting an inaccurate suggestion is likely to put the user in
harm’s way, such as when requesting medical, legal or finan-
cial advice from an AL

e Violated expectations. Users may experience severely vi-
olated expectations when interacting with an entity that con-
vincingly performs affect and social conventions but is ul-
timately unfeeling and unpredictable. Emboldened by the
human-likeness of conversational Al assistants, users may
expect it to perform a familiar social role, like companion-
ship or partnership. Yet even the most convincingly human-
like of AI may succumb to the inherent limitations of its ar-
chitecture, occasionally generating unexpected or nonsensi-
cal material in its interactions with users. When these excla-

19

mations undermine the expectations users have come to have
of the assistant as a friend or romantic partner, feelings of
profound disappointment, frustration and betrayal may arise
(Skjuve et al. 2022).

e False notions of responsibility. Perceiving an Al assis-
tant’s expressed feelings as genuine, as a result of interact-
ing with a ‘companion’ Al that freely uses and reciprocates
emotional language, may result in users developing a sense
of responsibility over the Al assistant’s ‘well-being,” suffer-
ing adverse outcomes — like guilt and remorse — when they
are unable to meet the AI’s purported needs (Laestadius et al.
2022). This erroneous belief may lead to users sacrificing
time, resources and emotional labour to meet needs that are
not real. Over time, this feeling may become the root cause
for the compulsive need to ‘check on’ the Al, at the expense
of a user’s own well-being and other, more fulfilling, aspects
of their lives.

Future Harms

If anthropomorphic design becomes endemic in the design
of Al systems, and Al assistants in particular, it has the po-
tential to catalyse a shift in our delineation of what is actu-
ally human and merely human-like. The conceptual bound-
ary that separates humans from anthropomorphic Al is of-
ten regarded as impermeable, yet it appears far more fluid
when the tension between the epistemological and ontologi-
cal definitions of humanness are drawn into focus. The onto-
logical approach maintains that humanness is a designation
that is grounded in an essential and immutable metaphysical
truth (Damiano and Dumouchel 2018). A being is consid-
ered human because it is human in essence, and no amount
of resemblance and imitation can permit a non-human en-
tity to encroach upon this categorisation. Meanwhile, episte-
mological taxonomies distinguish between humans and non-
human others insofar as such a separation reflects useful and
non-arbitrary differences between the groups (Suckiel 2006;
Festerling and Siraj 2022).

In a future where the epistemological perspective eclipses
the ontological approach in popularity, and the gap between
human and Al capabilities becomes so small as to be in-
substantial, the line that separates highly anthropomorphic
Al from ascriptions of full human status may become triv-
ial or disappear entirely.> 3 Early indicators of this pos-
sibility come from studies of children’s interactions with
human-like technologies. Children early in their develop-
ment have been shown to incorporate insights from their in-

Returning to the metaphysical perspective, it is also possible
that highly anthropomorphic Al forges a new ontological cate-
gory of its own, transcending our current binary conceptualisation
of humanness, animacy and sentience. Some researchers acknowl-
edge the possibility that novel categories will need to be developed
for intelligent and human-like advanced Al systems (Chesterman
2020).

3The eradication of this boundary may be further legitimised
through legal pathways, like granting rights and legal protections to
anthropomorphic Al agents that are currently only available to hu-
mans. Early suggestions for the parameters within which Al could
be legally recognised include existing ‘in-between’ categories re-
served for sentient but non-human beings (Schirmer 2020).



teractions with highly anthropomorphic Al into their mod-
els of human—human interactions (Garg and Sengupta 2020)
and vice versa (Straten et al. 2020), thus suggesting a dy-
namic conceptualisation of what, to most adults, is a strict
dichotomy between humans and Al. Public incidents of
adults developing earnest beliefs in an AI’s sentience im-
plies that perhaps no one is immune to mistaken attributions
of humanness (Tiku 2022).

Such drastic paradigm shifts may grant advanced Al as-
sistants the power to shape our core value systems and in-
fluence the state of our society. Some may argue that the
reconstruction of human values and norms by a non-human
entity is a harm unto itself, as it infringes upon our right
to collective self-determination (Milossi, Alexandropoulou-
Egyptiadou, and Psannis 2021; Laitinen and Sahlgren 2021).
Others raise more specific concerns around wide-scale so-
cial degradation, disorientation and dissatisfaction.

e Degradation. People may choose to build connections
with human-like Al assistants over other humans, leading
to a degradation of social connections between humans and
a potential ‘retreat from the real’. The prevailing view that
relationships with anthropomorphic Al are formed out of ne-
cessity — due to a lack of real-life social connections, for
example (Skjuve et al. 2021) — is challenged by the possi-
bility that users may indicate a preference for interactions
with Al, citing factors such as accessibility (Merrill, Kim,
and Collins 2022), customisability (Eriksson 2022) and ab-
sence of judgement (Brandtzaeg, Skjuve, and Fglstad 2022).
One can imagine a future where users abandon complicated,
imperfect and messy interactions with humans in favour of
the frictionless exchanges provided by advanced Al assis-
tants built with user satisfaction as a priority (Vallor 2016).
Preference for Al-enabled connections, if widespread, may
degrade the social connectedness that underpins critical as-
pects of our individual and group-level well-being (Cen-
ters for Disease Control and Prevention 2023). Moreover,
users that grow accustomed to interactions with AI may im-
pose the conventions of human—AlI interaction on exchanges
with other humans, thus undermining the value we place
on human individuality and self-expression. Similarly, asso-
ciations reinforced through human—AlI interactions may be
applied to expectations of human others, leading to harm-
ful stereotypes becoming further entrenched. For exam-
ple, default female gendered voice assistants may reinforce
stereotypical role associations in real life (West, Kraut, and
Chew 2019; Lingel and Crawford 2020). Further research
is needed to assess whether voice assistants’ stereotypically
gendered behaviour — such as ‘submissive’ hostile user input
— might build expectations that more readily transfer to real
life as Al-powered assistants become potentially still more
human-like.

e Disorientation. Given the capacity to fine-tune on indi-
vidual preferences and to learn from users, personal Al as-
sistants could fully inhabit the users’ opinion space and only
say what is pleasing to the user; an ill that some researchers
call ‘sycophancy’ (Park et al. 2023) or the ‘yea-sayer ef-
fect’ (Dinan et al. 2021). A related phenomenon has been
observed in automated recommender systems, where con-
sistently presenting users with content that affirms their ex-
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isting views is thought to encourage the formation and con-
solidation of narrow beliefs (Du, 2023; Grandinetti and Bru-
insma, 2023). Compared to relatively unobtrusive recom-
mender systems, human-like Al assistants may deliver syco-
phantism in a more convincing and deliberate manner. Over
time, these tightly woven structures of exchange between
humans and assistants might lead humans to inhabit an in-
creasingly atomistic and polarised belief space where the de-
gree of societal disorientation and fragmentation is such that
people no longer strive to understand or place value in be-
liefs held by others.
¢ Dissatisfaction. As more opportunities for interpersonal
connection are replaced by Al alternatives, humans may find
themselves socially unfulfilled by human—AlI interaction,
leading to mass dissatisfaction that may escalate to epidemic
proportions (Turkle 2018). Social connection is an essen-
tial human need, and humans feel most fulfilled when their
connections with others are genuinely reciprocal. While an-
thropomorphic Al assistants can be made to be convincingly
emotive, some have deemed the function of social Al as par-
asitic, in that it ‘exploits and feeds upon processes...that
evolved for purposes that were originally completely alien to
[human—AlI interactions]’ (Satra 2020). To be made starkly
aware of this ‘parasitism’ — either through rational delibera-
tion or unconscious aversion, like the ‘uncanny valley’ effect
— might preclude one from finding interactions with Al sat-
isfactory. This feeling of dissatisfaction may become more
pressing the more daily connections are supplanted by Al.
The above risks are hypothetical, so they cannot, on their
own, guide future Al development. However, from the per-
spective of precaution, taking these potential risks seriously
is an important step in responsible Al development. It may
be important to be forthright about the ways in which Al
differs inherently from true social agents, and to put in place
guardrails to clarify this boundary so as to prevent the afore-
mentioned scenarios from coming to fruition. Rather than
adopting increasingly anthropomorphic Al systems by de-
fault, further research is needed to come to well-founded de-
cisions on anthropomorphic Al design.

Directions for Future Research

What steps can be taken to prevent near-term harms enabled
by anthropomorphic perceptions of Al assistants? To assist
the processes of risk mitigation and responsible design, we
now examine entry points along the development life cy-
cle where mitigation strategies are likely to have the great-
est impact on the issue at hand. Designers and developers
may find it tempting to incorporate anthropomorphic cues
into Al assistants for various reasons, not least the potential
to keep users engaged with and emotionally reliant on the
systems they build. However, before building an anthropo-
morphic feature into an assistant, developers need to assess
whether the benefits reaped from the feature can be justified
against the likelihood and severity of harm befalling users
exposed to it. The conditions of this risk—benefit analysis are
subjective and uncertain, given the ever-evolving and highly
contextual nature of harms emerging from (repeated) inter-
actions with Al There is likely no ‘one-size-fits-all’, stan-
dardised approach to comparing the benefits of anthropo-



morphic features to the risks they may pose in future use
cases. Some ethical considerations to keep in mind while
performing this analysis for an anthropomorphic technology
may be: whether harms should be weighted more heavily
than benefits, and whether any feature that could lead to es-
pecially severe harms should be precluded from considera-
tion altogether.

Several avenues exist for gaining a better understanding
of anthropomorphism harms. These include consulting ex-
isting literature on likely outcomes and conducting empir-
ical studies that include outcome-measures that are indica-
tive of potential harm. For example, efforts to assess overre-
liance on Al assistants in decision-making could be achieved
through self-report inventories, user interviews and ‘think-
aloud’ studies (Gaube et al. 2021; Chen et al. 2023). At the
same time, reliance on subjective measures of anthropomor-
phism may overlook instances of overreliance that users are
not aware of themselves. A more complete perspective may
therefore be gleaned by using behavioural measures that
closely simulate decision-making scenarios likely to arise
organically in user—Al assistant interactions. Other method-
ological approaches, such as longitudinal studies of human—
Al assistant interactions, may be needed to understand how
undesirable impacts of anthropomorphic cues on users may
manifest and evolve over time.

A further set of studies may be needed to identify in-
dividual and group differences that render certain users
more susceptible to anthropomorphism-induced harm. A
lack of social satisfaction, for instance, is believed to in-
crease the propensity to anthropomorphise and form inac-
curate impressions of computerised technologies, including
Al (Mourey, Olson, and Yoon 2017; Shin and Kim 2020).
Children interacting with Al are thought to be uniquely sus-
ceptible to privacy-related concerns and harmful content ex-
posure (Wang et al. 2022), while elderly populations have
been found to encounter Al-enabled disruption, depersonal-
isation and discrimination in access to adequate care (Rubeis
2020) — both effects that could be exacerbated by anthropo-
morphic design choices. The more risk factors are uncovered
through research, the more inclusive the solutions devised to
protect vulnerable populations can be.

While the degree and kind of permissible anthropomor-
phism needs to be addressed on a case-by-case basis, there is
currently near-consensus that Al systems should clearly and
explicitly disclose their status as an artificial intelligence in
their interactions with human users (The Adaptive Agents
Group 2021; The White House 2022). Indeed, failure to dis-
close this status is pro tanto harmful because by presenting
an incomplete picture of one’s interaction partner, it compro-
mises a user’s decision-making autonomy. There is reason
to believe that honest disclosure is effective in preventing
certain harms associated with anthropomorphism, such as
over-reliance: evidence from Karinshak et al. (2023) demon-
strates that the explicit labelling of Al-generated messages
reduces users’ willingness to endorse health-related messag-
ing authored by non-human entities. This suggests that trans-
parency may reduce naive susceptibility to Al persuasion.

Rather than being intentionally placed, some anthropo-
morphic cues may be unintentionally incorporated into Al
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assistants. To detect the effects of interacting with anthropo-
morphic technologies on user outcomes, conducting exper-
iments in a sandbox environment may be particularly help-
ful. As a result of such testing, remedial measures against
the harmful effects of anthropomorphism may need to be
taken. For example, if developers find that the Al assis-
tant’s friendly disposition leads to ‘oversharing’ on the part
of users, privacy-enhancing technologies could be imple-
mented in advance to ensure a user’s privacy is protected
to the extent that is possible. Similarly, if this friendliness
could feasibly trigger psychological dependence on the as-
sistant, leading to severe distress when an Al reacts poorly
or unexpectedly, a pathway to escalating risky situations to
human professionals may need to be established.

It may also be possible to offer protection directly to
users, by implementing known inoculation strategies against
the known harms of interacting with anthropomorphic Al.
Harms ensuing from anthropomorphic design features of ad-
vanced Al functions are largely contingent on a user’s like-
lihood to be swayed into human-like attributions. As such,
building resistance to attributions through psychological in-
terventions can be seen as a way to prevent harm by decreas-
ing users’ overall susceptibility. For example, cognitive forc-
ing functions, or features that encourage users to engage in
independent rational deliberation (some as simple as adding
an artificial lag in displaying Al-given advice in decision-
making scenarios), may be an effective method of prevent-
ing over-reliance on Al assistants (Buginca, Malaya, and
Gajos 2021). Where applicable, similar empirically proven
psychological interventions could be considered.

Finally, if anthropomorphism-induced risks are only
caught after deployment, developers may need to halt the
release or proactively intervene to modify the Al assistant’s
behaviour. In these cases, transparent dialogue with users
to explain the reasons behind any changes made to the Al
may also be required. For users who may have already de-
veloped a sense of companionship with the anthropomorphic
Al sudden changes to its behaviour can be disorienting and
emotionally upsetting. When developers of Replika Al com-
panions implemented safety mechanisms that caused their
agents to treat users with less familiarity, responding cal-
lously and dismissively where they would have once been
warm and empathetic, users reported feeling ‘heartbroken’,
likening the experience to losing a loved one (Verma, 2023).
Participatory approaches that involve users in the process of
de-anthropomorphising their interactions with Al may allow
developers to tailor their risk-mitigation approach to min-
imise emotional distress while addressing the surfaced risks
effectively.

Conclusion

Anthropomorphism, or the attribution of human character-
istics to non-human entities, is a deeply ingrained phe-
nomenon that appears across cultural and historical contexts.
Anthropomorphic perceptions are a vital component of how
humans interact with artificially intelligent technology, al-
lowing users to view robots, voice assistants and conver-
sational Al as social agents rather than purely functional
tools. Choices made around the anthropomorphic design of



Al assistants are likely to have a profound influence on how
humans represent and interact with these technologies, and
care must be exercised to ensure that the human-like at-
tributes built into these systems do not inadvertently cause
harm to the people they are meant to assist.

Several key points around harms and mitigations are em-
phasised:

e Trust in and emotional attachment to anthropomorphic
Al assistants can make users susceptible to a variety of
harms that can negatively impact their safety and well-
being.

e Transparency around an Al assistant’s status as an Al is
a critical dimension of pursuing ethical Al development.

* Sound research design, with a focus on identifying harms
as they surface in user—AlI assistant interactions, can en-
rich our understanding and develop targeted mitigation
strategies against the potential harms of anthropomorphic
Al assistants.

* If carelessly integrated into society, anthropomorphic Al
assistants have the potential to redefine boundaries be-
tween ‘human’ and ‘other’. With proper safeguards, this
scenario can remain in the realm of speculation.
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