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Abstract

Anomaly detection for mixed-type data is an impor-
tant problem that has not been well addressed in the
machine learning field. There are two challenging is-
sues for mixed-type datasets, namely modeling mu-
tual correlations between mixed-type attributes and cap-
turing large variations due to anomalies. This paper
presents BuffDetect, a robust error buffering approach
for anomaly detection in mixed-type datasets. A new
variant of the generalized linear model is proposed to
model the dependency between mixed-type attributes.
The model incorporates an error buffering component
based on Student-¢ distribution to absorb the variations
caused by anomalies. However, because of the non-
Gaussian design, the problem becomes analytically in-
tractable. We propose a novel Bayesian inference ap-
proach, which integrates Laplace approximation and
several computational optimizations, and is able to ef-
ficiently approximate the posterior of high dimensional
latent variables by iteratively updating the latent vari-
ables in groups. Extensive experimental evaluations
based on 13 benchmark datasets demonstrate the effec-
tiveness and efficiency of BuffDetect.

Introduction

Anomaly detection is an important problem that has received
much attention in recent years. The objective is to auto-
matically detect abnormal patterns and identify unusual in-
stances, so-called anomalies. For example, in signal pro-
cessing, the anomalies could be caused by random hardware
failures or sensor faults, whilst anomalies in a credit card
transaction dataset could represent fraudulent transactions.
Anomaly detection techniques have been widely applied in
a variety of domains, including cyber security, health moni-
toring, financial systems, and military surveillance.
Approaches to anomaly detection include distance based,
local density based, one-class classifier based, and statisti-
cal model based methods (Chandola, Banerjee, and Kumar
2009). Most of these approaches are designed for single-
type datasets, whereas most real world datasets are com-
posed of a mixture of different data types, such as numer-
ical, binary, ordinal, nominal, and count. Direct application
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of these approaches to mixed-type data leads to the loss of
significant correlations between attributes, and their exten-
sion to mixed-type data is technically challenging. For ex-
ample, the distance based approach relies on well-defined
measures to calculate the proximity between data observa-
tions, but there is no uniform measure that can be used
for mixed-type attributes. The statistical model based ap-
proach relies on modeling the correlations between different
attributes, but there is no uniform correlation measure avail-
able for mixed-type attributes. There are a limited number
of methods designed for dealing with mixed-type data, in-
cluding LOADED (Ghoting et al. 2004) and RELOADED
(Otey, Parthasarathy, and Ghoting 2006), but these methods
focus on computational efficiency and their correlation mod-
eling between mixed-type attributes is heuristically driven,
lacking a solid statistical foundation. There are two main
challenges for mixed-type datasets, namely modeling mu-
tual correlations between mixed-type attributes and captur-
ing large variations due to anomalies. In the KDD panel dis-
cussion (Piatetsky-Shapiro et al. 2006) and the resulting po-
sition paper (Yang and Wu 2006), dealing with mixed-type
data has been identified as one of the ten most important
challenges in data mining for the next decade.

In this paper, we propose a statistical-based approach to
address the above challenges. We begin by presenting a
new variant of the generalized linear model that can cap-
ture the mutual correlations between mixed-type attributes.
Specifically, the mixed-type attributes are mapped to latent
numerical random variables that are multivariate Gaussian
in nature. Each attribute is mapped to a corresponding la-
tent numerical variable via a specific link function, such as
logit function for binary attribute and log function for count
attributes. Using link functions to model attributes of differ-
ent types is one of the most popular strategies for modeling
non-numerical data (Tyler 2008). Based on this strategy, the
dependency between mixed type attributes is captured by the
relationship between their latent variables using a variance-
covariance matrix. We then incorporate an “error buffer”
component based on Student-¢ distribution to capture the
large variations caused by anomalies. Student-¢ distribution
has been widely used in robust statistics to minimize the
effects of anomalies in a variety of statistical models, e.g.,
multivariate regression, Kalman filtering, clustering, and in-
dependent component analysis. By fitting the data into the



model, the error buffer absorbs all of the errors. The detec-
tion process then revisits the error buffer and detects those
abnormal instances with irregular magnitudes of error. The
main contributions of our study are summarized as follows:

1. Novel Anomaly Detection Model: To the best of our
knowledge, this is the first anomaly detection model that
incorporates an “error buffering” scheme and is supported
by solid statistical foundation.

2. Integrated Framework: A new type of integrated frame-
work capable of performing general purpose anomaly de-
tection on mixed-type data is proposed. It does not require
a set of labeled training data.

3. Enhanced Statistical Approximation: A novel approxi-
mate inference process for anomaly detection is designed
based on the INLA framework. The computational ef-
ficiency of the INLA method is further improved to en-
hance its ability to process high dimensional mixed-type
datasets.

4. Extensive experiments to validate the effectiveness and
efficiency of BuffDetect: Results on real benchmark
datasets demonstrated that our proposed approach per-
formed more effective than most existing approaches with
comparable computational efficiency.

Model and Framework

This section first formalizes the problem, then discusses the
modeling of mixed-attributes in the framework of general-
ized linear models, introduces an error buffering component
to handle anomalous effects, and finally presents an inte-
grated Bayesian hierarchical model.

Problem Definition

Assume that we are given N instances in a dataset S =
{s1---sn},in which each instance s has P response (or de-
pendent) variables {y1(s) - - - yp(s)} and D explanatory (or
independent) variables {z1(s)---2p(s)}. The separation
of response (e.g., house price) and explanatory (e.g., house
size, number of rooms) variables is decided based on users’
domain knowledge, and all the variables could be regarded
as response (dependent) variables as a special case. The
dependent variables could consist of different data types,
combining numerical, binary, and/or categorical variables,
whilst the explanatory attributes are typically set numerical.
The objective is to model the data distribution and identify
those instances that contain abnormal response variables or
explanatory attributes.

Types of Anomalies: Since the attributes have been sepa-
rated into two types, the anomalies can also be introduced as
either abnormal response variables or unusual explanatory
attributes. Thus, we define three types of anomalies based
on their originating attribute groups.

1. Type I Anomaly: caused by abnormal values in response
variables.

2. Type II Anomaly: caused by abnormal values in explana-
tory attributes.
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3. Type III Anomaly: caused by abnormal values for both
response variables and explanatory attributes.

Any object that has attributes behaving belong to one of
the above three categories is defined as an anomaly. An
anomalous object usually deviates far away from the nor-
mal trend and can hence be detected by using our statistical
model.

Predictive Process: The first step utilizes numerical re-
sponse variables, which are typically assumed to follow a
Gaussian distribution model. Thus, the Gaussian predictive
process can be applied here. The following regression for-
mulation represents the behavior of the instances:

Y(s) = X(5)B +w(s) +&(s) (1)

This formulation implies that similar instances should
have similar explanatory attributes. The regression effect
B is a P x D matrix, which represents the weights of the
explanatory attributes with regard to the response variables.
The dependency effect w(s) is a Gaussian process used to
capture the correlation between the response variables and a
local adjustment is provided for each response attribute. The
error effect €(s) captures the difference between the actual
instance behavior and normal behavior. The instances are as-
sumed to be identical and independently distributed (i.i.d.),
which introduces the Gaussian likelihood as

T(Y (8)In(s)) ~ N(Y (s)n(s), 0um),

2
where 7(s) = X(s)B + w(s) + &(s), and 02, is set to a
small number in order to leave the random effects for w and

€ to be captured.

GLM and Robust Error Buffering

The idea of GLM (Generalized Linear Model) is to present
the non-numerical type data in a continuous space by a link
function, so non-numerical response variables must be as-
signed with proper distributions. Taking the binary response
type as an example, each response variable is assumed to
follow a Bernoulli distribution, such that 7(Y (s)|n(s)) ~
Bernoulli(g(n(s))), where g is a logit link function that
converts the numerical likelihood value to the success prob-
ability of Bernoulli distribution. In this case, we use the sig-
moid function for this conversion, i.e., g(z) = m.
GLM can handle not only binary data, but also count, cate-
gorical, and multinomial data types.

One of the major components in the proposed new algo-
rithm is the robust error buffer. A latent random variable
is designed to absorb the error effect caused by measure-
ment error, noise, or abnormal behaviors. The purpose of
this mechanism is to separate the expected normal behavior
from the errors. Instead of a simple Gaussian distribution,
Student-t distribution is considered to model the error vari-
ation e. Student-¢ distribution has a heavier tail than Gaus-
sian distribution, and has been widely used in robust statis-
tics (Yang and Wu 2006). The tail heaviness is controlled by
setting the degrees of freedom. When the degree of freedom
approaches infinity, Student-¢ distribution becomes equiva-
lent to Gaussian distribution. The probability density func-



tion of a Student-¢ distribution st(0, df, o) is defined as
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where df is the degrees of freedom ¢ is the scale parame-
ter, and I is the gamma function. Our model treats the error
effect (s) as a zero mean Student-¢ process, with a diago-
nal covariance matrix and a preset degree of freedom. There
are two benefits to be gained by adding this error buffer in
the model. First, the parameter estimation becomes robust
and the normal behavior is modeled more accurately. Sec-
ond, the errors are absorbed by this latent variable, making
it possible to detect anomalies by checking the value of vari-
ables.
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A Bayesian Hierarchical Model

Integrating the components introduced in the above subsec-
tions allows us to complete the design of the new algorithm.
Figure 1 shows the graphical representation of our model.

Figure 1: Graphical Model Representation

Our model is based on a Bayesian hierarchical model,
which enables the parameters to be automatically learned
while also reserving the option for users to set the hyper-
parameters based on their prior knowledge.

The first (observation) level of the hierarchical model
captures the relations between the response variables. This
level refers to the predictive process and the GLM. This level
models the relations between the latent effects and the re-
sponse variables.

The second (latent variable) level is the latent variable
level. This level contains the latent elements that refer to
the effects of the error buffer and the correlation effect i.e.,
w and . The main purpose of this level is to model the
relations of the latent variables and the parameters. More
specifically, we can form the following equations:

w(s) ~ N(w(9)]0,%,),
e(s) ~ St(e(s)]0,0c,df),

“
&)

where Y, is the covariance matrix used to model the covari-
ance between the response variables, o is a diagonal covari-
ance matrix that indicates the variances of the error effects,
and df denotes the degree of freedom parameter.

For convenience, the parameter representing the regres-
sion effect is placed in this level to facilitate the derivation
because it is assigned a Gaussian distribution along with the
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dependency effect and is similar to the Student-¢ distribution
of . The prior distribution of 3 can be represented by

/817 NN(6|Mﬂp72,@p)7 6)

where each (3, is the regression effect corresponding to the
p-th response variable, and g, and g, are the hyper-
parameters which define the Gaussian distribution of each
Bp. We use the symbol v to denote the latent variable set,
such that v = [e,w, f].

The third (parameter) level defines conjugate priors for
the model parameters, including the covariance matrix of w
and the covariance matrix of €, i.e., >, and .. To reduce the
dimensionality of 6, we only keep the variance of w and ¢ in
each response variable and the correlation between response
variables:

U?p ~ IG(aepabap)a @)
Ew ~ IW(@adfw)a (8)

The variance agp at each response variable is assigned an
inverse gamma distribution, and the covariance matrix of
w is assigned an inverse Wishart distribution. The sym-
bols acp,bep, P, and df,, denote the hyper-parameters of these
prior distributions.

Approximate Bayesian Inference

Because the proposed Bayesian hierarchical model is analyt-
ically intractable, this section presents an approximate infer-
ence approach, which integrates Integrated Nested Laplace
Approximation (INLA) (Rue, Martino, and Chopin 2009)
and several computational optimizations, and efficiently ap-
proximates the posterior of high dimensional latent variables
by iteratively updating the latent variables in groups.

The BuffDetect Framework

Algorithm 1 presents the framework of BuffDetect that is
composed of three major components, including Laplace ap-
proximation, variable estimation, and anomaly detection.
Phase 1 - Laplace Approximation. Steps 1 to 10 show
how the INLA framework is established by two Laplace ap-
proximations in a nested structure. The outer loop performs
a maximum a posteriori (MAP) to 6. Since we can represent
the posterior distribution of 6 in the form:
(1, Y,0)

m(v|Y,0)’
and our objective is to maximize 7(0|Y"), we treat the poste-
rior density function w(0|Y) as an objective function and
this becomes an optimization problem. The next step is
to assign values for each input to this objective function
m(0]Y"). Thus, the inner loop (steps 4-6) runs for the Laplace
approximation to w(v|Y, #). Applying a Taylor expansion to
7(v]Y, 0), we can achieve an analytical formulation that re-
structures this density function into the quadratic form:

2(0]Y) ©)

1
m(v|Y,0) = —§VTQZ/+UT(). (10)
Then, for each iteration at step 5, the latent variable set v can
be updated by v = Q~'b. After a few iterations, v will con-
verge to a local optimum. This updating method, known as



Algorithm 1 BuffDetect

Require: The response variables Y and explanatory attributes X
Ensure: The anomalous instances
1: set @ = 6o
2: while 0 # argmaxe(w(0]Y)) do
3: setr = vy
4:  while v # argmaz, (7 (v|Y,0)) do
5: v = update_v
6:  end while
7 v=v
8: L =likelihoodofm(0]Y, D)
9: 60 =update_O(L)
10: end while
11: Osampie = sample from neighborhood of 6
12: set Lo, pniees Psampre = @
13: for all O in Osampies do
14: Dy, = argmaz, (7(v|Y,0s))
15:  Lg, = likelihoodofm(0|Y, De,s)
16:  put g, into Do, ..
17:  put Lg, into Lg
18: end for
19: weight = normalize(Lg
20: V" = Do, 00, * Weight
21: ¢* = getErrorBuf fer(v™)
22: set AnomalySet = ¢
23: forall e} in* do
24:  if el > ErrorThreshold then
25: put s in AnomalySet
26:  endif
27: end for
28: return AnomalySet

samples

samples )

Iterative Reweighted Least-Squares (IRLS) (Gentle 2007),
usually converges within 5 iterations. Steps 7-9 calculate
the value of the objective function 7w (#]Y") at the local opti-
mum 7, and update 6 according to this value. The iterations
are continued until # converges.

Phase 2 - Variable Estimation. After obtaining the mode

of m(|Y), say 6, samples can be collected from the neigh-

bors of # in the space of 6 and used to estimate the optimum
values of § and v. This is similar to the importance sampling
(Press et al. 2007) approach often used for numerical analy-
sis, the difference being that samples are only collected from
the mode region in the space. Steps 11-19 demonstrate this
process.

Phase 3 - Anomaly Detection. Finally, steps 20-28 show
the process used to detect anomalies. Having identified the
optimum v, say v*, we are able to use the optimized latent
variable set to perform anomaly detection. We begin by ex-
tracting the fitted error buffer £* from v*, and examining its
contents. Step 24 indicates how the anomalies are detected
in terms of a pre-determined threshold. This threshold is
typically set to 3 times the standard deviation, i.e., Z-score
equals to 3, just as labeling anomalies for a Gaussian distri-
bution.

Computational Cost and Optimization

The computational cost is usually a concern for statistical
modeling techniques, especially if the method is to be ap-
plied as an online method, the efficiency becomes more im-
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portant. Here, the strategy is to approximate complex com-
putations, accepting a slight drop in accuracy to gain a sig-
nificant increase in efficiency. These optimizations were
successfully tested experimentally, as described in the Ex-
perimental Results section.

Latent Computational Optimization: In Algorithm 1,
step 5 is a major bottleneck in the framework shown . The
high dimensionality of the latent variable set makes the
computation of the matrix inversion very slow. To opti-
mize this step, the update is approximated by separating v
into €,w, 8 and then updating these three variables itera-
tively as in Gibbs sampling method. Algorithm 2 demon-
strates the idea behind the approximation process. Steps 1-
9 show how the original process breaks into three smaller
processes. Steps 2, 5, and 8 update the latent variables
in the same sense as the original one. A Taylor expan-
sion is performed on each of the three latent variables sep-
arately and inserted into the Gaussian quadratic form in
equation (10), updated by IRLS, i.e. iteratively performing
B = nglbg,e = Q- 'b.,and w = Q'b,,. In each call on
update_v, two variables are fixed and the remaining one up-
dated. As the result, the computational cost is significantly
reduced by adopting this modification. The complexity for
the original INLA update is O((P(2N+D))?), which refers
to the size of the latent variable set on the matrix inversion,
while the complexity of the optimized update is reduced to
O(N?). When the data size is large, we further reduce the
complexity by sampling small portion of data and detect the
anomalies by the model built by the samples. When the size
of sampled instances and the number of sample batches are
enough, the accuracy is maintained.

Algorithm 2 update_v

Require: The original latent variable €, w, 5
Ensure: The updated latent variable £pew, Wnew, Bnew
1: while 8 # argmaxz(w(B|Y,0,¢,w)) do

B = update_B(e,w)

end while

while ¢ # argmaz.(7(c|Y, 0, 5,w)) do
B = update_e(8,w)

end while

while w # argmazx,, (7(w|Y, 0,¢, 3)) do
w = update_w(e, 3)

end while

D return €new = €, Wnew = W, PBrnew = B

SN A

—

Approximate Parameter Estimation: Another bottle-
neck in Algorithm 1 is that when the dimension of the pa-
rameter space is huge, sampling and evaluating the weight
from the 6 neighborhood is computationally intensive. We
approximate the optimum estimation by reducing the size
of samples in step 11. Although the estimated parameters
will not exactly match the optimum, the latent variable set
still follows the trend if the estimated parameters are close
to the optimum. We also observed that the approximated 6
was usually sufficiently close to the optimum solution of 6.
Since the anomaly detection framework is only interested in
the latent variables, having a minor bias on parameter esti-
mation will not actually affect the detection results.



Correlation Parameter Reduction: Since the complex-
ity of the process is proportional to the dimensionality of the
parameters, one way to reduce the complexity is to reduce
the number of parameters. For this optimization, we applied
a Mutual Information (Steuer et al. 2002) method to calcu-
late the scores of the dependency between each of the re-
sponse attributes. By applying a user-defined parameter K,
it is only necessary to consider the top K attribute correla-
tions to be fitted. This approximation reduces the correlation
parameter from (5 ) to K. When P is a large number, this
approximation significantly reduces the computational cost.

Experiments

This section evaluates the effectiveness and efficiency of
the proposed BuffDetect framework on 13 real-life datasets.
The experiments were conducted on a Windows 7 machine
with a 2.4 GHz Intel Dual Core CPU and 4GB of RAM.

Experimental Design

Benchmark Approaches: Five benchmark approaches
were evaluated, namely LOADED (Ghoting et al. 2004),
RELOADED (Otey, Parthasarathy, and Ghoting 2006),
KNN-CT, LOF-CECT, and SVM-PCT. LOADED and
RELOADED are mixed-type anomaly detection methods
and the remaining three methods are integrated single-type
anomaly detection methods. The other three approaches
are the combinations of six single-type anomaly detec-
tion methods, including three numerical anomaly detection
methods (KNN, LOF (Breunig et al. 2000) and SVM (Ra-
maswamy, Rastogi, and Shim 2000)) and three categorical
anomaly detection methods (CT, CECT and PCT, all from
(Das 2007)). Das and Schneider (Das 2007) have shown
that their methods outperformed other categorical methods,
and thus we used their methods as the benchmark for cat-
egorical attributes. The integrated methods performed the
detection procedures separately, and combined the scores
into the same measure by a normalization process. For both
LOADED and RELOADED, we tried popular settings of the
model parameters (correlation threshold = [0.1, 0.2, 0.3, 0.5,
0.8, 1]; frequency threshold = [0, 10, 20]; 7 = [1,2,3,5]),
and reported the best results for each dataset based on true
anomaly labels. For the other three approaches, the parame-
ters were selected based on 10-fold cross validations.

Real Datasets: We validated our approach using 13 real
datasets, all of which can be found from UCI machine learn-
ing repository (Frank and Asuncion 2010). Table 1 shows
detailed information of these datasets.

Anomaly Labels: Because the above datasets do not pro-
vide true anomaly labels, we preprocessed the data in two
different ways:

1. Rare Classes. For the first group of datasets (Abalone,
Yeast, WineQuality, Heart and Autompg), we found that
there are rare categorical classes in the datasets. Those rare
class instances were defined as true anomalies.

2. Random Shifting. For the rest of datasets, we regarded
all the data objects as normal objects, and followed the stan-
dard contamination procedure as used in (Riani, Atkinson,
and Cerioli 2009; Cerioli 2009) to generate anomalies. For
numerical attributes, we randomly selected 2.5 percent of
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Table 1: Information in Real Datasets

Dataset | Instances | Attrs | Type
Abalone 4177 9 | Categorical, Numerical
Yeast 1324 9 | Categorical, Numerical
WineQuality 4898 12 | Categorical, Numerical
Heart 163 11 Categorical, Binary
Autompg 398 8 | Categorical, Numerical
Wine 178 13 | Categorical, Numerical
ILPD 583 10 Binary, Numerical
Blood 748 5 Binary, Numerical
Concrete 103 10 Binary, Numerical
Parkinsons 197 23 Binary, Numerical
Pima 768 8 Binary, Numerical
KEGG 53413 23 Binary, Numerical
MagicGamma | 19020 11 Binary, Numerical

objects and shifted the numerical values 3 standard devia-
tions. For binary attributes, we randomly selected 2.5 per-
cent of objects and switched the binary values to the alterna-
tive values. We preprocessed the data for each dataset with
20 different artificial anomaly combinations, and calculated
the average of the 20 results for each test.

Experimental Results

The first set of experiment tests the datasets for detection
accuracy. Table 2 compares the precision, recall, and F-
measure of the different approaches. The benchmark meth-
ods LOF-CECT and SVM-PCT failed to process large real
datasets KEGG and MagicGamma.

Detection Accuracy: The average precision and recall
show our approach outperformed the benchmark approaches
on the real datasets (Table 2). The results demonstrated
that in most cases the best performance on precision was
obtained using the proposed method, indicating that the in-
stances identified as anomalies by BuffDetect were mostly
true positives. Our approach also achieved the highest re-
call on 8 datasets. Although SVM-PCT and KNN-CT had
higher recall on the rest, it suffered from a high false posi-
tive rate. For example, for the Concrete dataset, SVM-PCT
achieved a slightly better recall (78%), but with only 21%
precision. This implies that SVM-PCT labeled around 30%
of the instances in the whole dataset as positive, so it is not
surprising it detected more true anomalies. In other words,
those methods that combine a high recall with low precision
will inevitably suffer from a large percentage of false alarms.
In many situations, validating such false alarms can be ex-
pensive. The F-measure demonstrated consistent patterns.

Figure 2 shows the ROC curves of the different methods
for 4 selected datasets. Interestingly, although LOADED
and RELOADED had lower precision and recall, their
ROC curves are reasonable, which implies that the anoma-
lous scores generated by these two methods actually cap-
tured the anomalous patterns. For example, LOADED and
RELOADED identified the top T instances in the rank of
anomalous scores as anomalies even though the top ranked
T instances were not identified correctly. The ROC curves
demonstrate this phenomenon, as the curves of these two
methods are usually raised when the false positive rate in-



Table 2: Detection Rate Comparison among Datasets (Precision, Recall, F-measure)

Dataset H BuffDetect ‘ LOADED ‘ RELOADED ‘ KNN-CT ‘ LOF-CECT ‘ SVM-PCT
Abalone 0.25, 0.62, 0.36 | 0.00, 0.00, 0.00 | 0.00, 0.00, 0.00 | 0.16, 0.33, 0.22 | 0.02, 0.04, 0.03 | 0.20, 0.42, 0.27
Yeast 0.55, 0.67, 0.60 | 0.63, 0.63, 0.63 | 0.00, 0.00, 0.00 | 0.29, 0.57, 0.38 | 0.05, 0.10, 0.07 | 0.21, 0.44, 0.28
WineQuality || 0.33, 0.65, 0.44 | 0.10, 0.10, 0.10 | 0.00, 0.00, 0.00 | 0.03, 0.06, 0.04 | 0.02, 0.04, 0.03 | 0.04, 0.07, 0.05
Heart 0.95,0.75, 0.84 | 0.51, 0.51, 0.51 | 1.00, 0.16, 0.28 | 0.46, 0.76, 0.57 | 0.45, 0.75, 0.56 | 0.24, 0.43, 0.31
Autompg 0.47, 1.00, 0.64 | 0.29, 0.29, 0.29 | 0.33, 0.57, 0.42 | 0.00, 0.00, 0.00 | 0.00, 0.00, 0.00 | 0.47, 1.00, 0.64
Wine 0.60, 0.71, 0.65 | 0.10, 0.10, 0.10 | 0.41, 0.34, 0.37 | 0.35, 0.62, 0.45 | 0.34, 0.62, 0.44 | 0.31, 0.62, 0.41
ILPD 1.00, 0.28, 0.44 | 0.12, 0.12, 0.12 | 0.01, 0.00, 0.00 | 0.26, 0.50, 0.34 | 0.14, 0.26, 0.18 | 0.26, 0.50, 0.34
Blood 1.00, 0.42, 0.59 | 0.09, 0.09, 0.09 | 0.11, 0.39, 0.17 | 0.28, 0.55, 0.37 | 0.06, 0.11, 0.08 | 0.29, 0.56, 0.38
Concrete 0.98,0.72, 0.83|0.13, 0.13,0.13 | 0.23, 0.27, 0.25 | 0.37, 0.69, 0.48 | 0.37, 0.69, 0.48 | 0.21, 0.78, 0.33
Parkinsons || 0.92, 0.54, 0.68 | 0.06, 0.06, 0.06 | 0.13, 0.48, 0.20 | 0.27, 0.53, 0.36 | 0.26, 0.52, 0.35 | 0.28, 0.53, 0.37
Pima 1.00, 0.40, 0.57 | 0.08, 0.08, 0.08 | 0.17, 0.47, 0.25 | 0.28, 0.54, 0.37 | 0.07, 0.13, 0.09 | 0.28, 0.55, 0.37
KEGG 0.65, 0.76, 0.70 | 0.01, 0.01, 0.01 | 0.13, 0.28, 0.18 | 0.38, 0.75, 0.50 N/A N/A
MagicGamma || 0.42, 0.67, 0.52 | 0.01, 0.01, 0.01 | 0.03, 0.43, 0.06 | 0.33, 0.66, 0.44 N/A N/A
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Figure 2: ROC Curves of the anomaly detection in real datasets among approaches

creased. This implies that labeling the anomalies by setting
a Z-score threshold on the error is a better discriminant.

The ROC curves also show that our approach always
reached the 100% true positive rate faster than other bench-
mark approaches. This indicates that our error buffering
mechanism has successfully captured the anomalous pat-
terns. In all of the plots of Figure 2, the competitor meth-
ods show sharp increases in TPR at low FPR, and followed
by flat curves afterward. This reveals that those methods
had already labeled most of the correct positives at low FPR
and then started reporting false alarms. Taking the test on
ILPD as an example, BuffDetect obtained 100% precision
and 28% recall, whilst SVM-PCT averaged 26% precision
and 50% recall. The ROC curve in 2(c) actually shows that
the TPR value for SVM-PCT at the point where FPR = 74%
and precision = 26%, was higher than the TPR of BuffDetect
at FPR = 0%. However, if we compare these results at the
point where FPR = 74%, our approach had already satisfied
TPR = 100%, which is higher than SVM-PCT’s 60%. Thus,
even where the same number of positives was achieved by
other approaches, our anomalous score measure always de-
livered the highest detection rate.

Time Cost: This set of experiments compare the time
costs between BuffDetect and the benchmark methods. We
conducted the experiments on synthetic datasets, in which
the normal instances were generated based on a GLM that
models mixed-type attributes, and the anomalous instances
were generated by random shifting. Table 3 shows the time
cost comparison among the methods for datasets with dif-
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Table 3: Time Cost Comparison (Seconds)

Size

Method 100 | 300 | 500 |1000|10000| 100000
BuffDetect | 1.119 | 10.79 | 19.68 |98.21|129.76| 157.73
LOADED | 0.024 | 0.071 | 0.118 |0.235| 2.38 | 23.203
RELOADED | 0.081 | 0.102 | 0.159 |0.193| 0.543 | 6.9650
KNN-CT 0.004 | 0.010 | 0.024 |0.074| 6.19 |322.137
LOF-CECT | 0.003 | 0.010 | 0.032 [0.131| N/A | N/A
SVM-PCT | 0.009 | 0.017 | 0.038 |0.139| N/A | N/A
Naive-BD |187.63(2541.4/9112.5| N/A | N/A | N/A

ferent instance sizes. Although it suffers from a higher
time cost than the benchmark methods, our approach deliv-
ers high detection accuracy in a reasonable time. We also
demonstrated the effectiveness of our optimization. The
non-optimized framework (Naive-BD) failed in processing
the dataset of size 1000, whilst the optimized framework
outperformed 3 of the benchmarks.

Conclusions

In this paper, we have proposed a statistical-based frame-
work for general purpose anomaly detection on mixed-type
data. The framework incorporates a novel statistical model
for capturing abnormal behaviors based on improving the
INLA method to approximate Bayesian inference. The em-
pirical results demonstrated the good performance of our ap-
proach for anomaly detection in mixed-type data.



References
Breunig, M. M.; Kriegel, H.-P;; Ng, R. T.; and Sander, J.
2000. Lof: identifying density-based local outliers. SIG-
MOD Rec. 29(2):93—-104.
Cerioli, A. 2009. Multivariate outlier detection with high-
breakdown estimators. Journal of the American Statistical
Association 105(489):147-156.
Chandola, V.; Banerjee, A.; and Kumar, V. 2009. Anomaly
detection: A survey. ACM Comput. Surv.
Das, K. 2007. Detecting anomalous records in categorical
datasets. In KDD 07°, 220-229.
Frank, A., and Asuncion, A. 2010. UCI Machine Learning
Repository. http://archive.ics.uci.edu/ml/.
Gentle, J. 2007. Solutions that Minimize Other Norms of the
Residuals. New York: Springer.
Ghoting, A.; Otey, M. E.; Parthasarathy, S.; and Ohio, T.
2004. Loaded: Link-based outlier and anomaly detection in
evolving data sets. In Proceedings of the 4th IEEE ICDM,
387-390.
Otey, M. E.; Parthasarathy, S.; and Ghoting, A. 2006. Fast
lightweight outlier detection in mixed-attribute data sets.
DMKD.
Piatetsky-Shapiro, G.; Djeraba, C.; Getoor, L.; Grossman,
R.; Feldman, R.; and Zaki, M. 2006. What are the
grand challenges for data mining?: Kdd-2006 panel report.
SIGKDD Explor. Newsl. 8(2):70-77.
Press, W.; Teukolsky, S.; Vetterling, W.; and Flannery, B.
2007. Section 7.9.1 Importance Sampling. New York: Cam-
bridge University Press.
Ramaswamy, S.; Rastogi, R.; and Shim, K. 2000. Efficient
algorithms for mining outliers from large data sets. SIG-
MOD Rec. 29(2):427-438.
Riani, M.; Atkinson, A. C.; and Cerioli, A. 2009. Finding
an unknown number of multivariate outliers. Journal of the
Royal Stats Society Series B 71(2):447-466.
Rue, H.; Martino, S.; and Chopin, N. 2009. Approximate
bayesian inference for latent gaussian models by using inte-
grated nested laplace approximations. Journal of the Royal
Stats Society Series B 71(2):319-392.
Steuer, R. E.; Kurths, J.; Daub, C. O.; Weise, J.; and Selbig,
J. 2002. The mutual information: Detecting and evaluating
dependencies between variables. In ECCB, 231-240.
Tyler, D. E. 2008. Robust statistics: Theory and methods.
Journal of the American Statistical Association 103:888—
889.
Yang, Q., and Wu, X. 2006. 10 challenging problems in data
mining research. IJITDM 5(04):597-604.

639




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




