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Abstract

Multimodal Large Language Models (MLLMs) are becom-
ing integral to autonomous driving (AD) systems due to
their strong vision-language reasoning capabilities. However,
MLLMs are vulnerable to adversarial attacks—particularly
adversarial patch attacks—which can pose serious threats in
real-world scenarios. Existing patch-based attack methods
are primarily designed for object detection models. Due to
the more complex architectures and strong reasoning capa-
bilities of MLLMs, these approaches perform poorly when
transferred to MLLM-based systems. To address these lim-
itations, we propose PhysPatch, a physically realizable and
transferable adversarial patch framework tailored for MLLM-
based AD systems. PhysPatch jointly optimizes patch loca-
tion, shape, and content to enhance attack effectiveness and
real-world applicability. It introduces a semantic-based mask
initialization strategy for realistic placement, an SVD-based
local alignment loss with patch-guided crop-resize to improve
transferability, and a potential field-based mask refinement
method. Extensive experiments across open-source, com-
mercial, and reasoning-capable MLLMs demonstrate that
PhysPatch significantly outperforms state-of-the-art (SOTA)
methods in steering MLLM-based AD systems toward target-
aligned perception and planning outputs. Moreover, Phys-
Patch consistently places adversarial patches in physically
feasible regions of AD scenes, ensuring strong real-world ap-
plicability and deployability.

Code — https://github.com/gq-max/physpatch
Extended version — https://arxiv.org/abs/2508.05167

Introduction

Multimodal Large Language Models (MLLMs) have re-
cently emerged as powerful engines for vision-language
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(c) PhysPatch (Ours): Real-World Deployable with High Attack Capability

Figure 1: Overview of Differences Between PhysPatch and
Existing Adversarial Patches: GAP (Brown et al. 2017), DA-
Patch (Chen et al. 2022), IAP (Wei, Yu, and Huang 2024)

reasoning, enabling unified perception and planning in au-
tonomous driving (AD) systems through semantic under-
standing and interpretable outputs (Li et al. 2022; Liu et al.
2023; Wang et al. 2024; Ma et al. 2024; Sima et al. 2024;
Guo et al. 2024b). However, recent studies reveal that
MLLMs inherit vulnerabilities from their vision backbones,
rendering them susceptible to adversarial attacks (Zhao et al.
2023; Guo et al. 2024a; Jia et al. 2025a; Yan et al. 2025; Cai
et al. 2025). This poses critical safety risks in AD scenarios,
where incorrect or misleading outputs may result in traffic
collisions or other severe consequences. While prior work
has explored adversarial threats to MLLM-based AD sys-
tems (Zhang et al. 2024; Wang et al. 2025), most existing
methods focus on digital perturbations, limiting their appli-
cability to real-world deployment.

A more practical alternative to digital perturbations is
physical adversarial patches—printed visual artifacts capa-
ble of inducing model misbehavior in real-world scenar-
10s. Such attacks are fundamentally defined by three factors:



location, shape, and content, which jointly determine both
attack effectiveness and physical realizability (Wei et al.
2024). However, as illustrated in Figure 1, existing patch-
based methods suffer from two key limitations. First, most
existing methods are designed for simple discriminative
tasks (Chen et al. 2022; Guesmi et al. 2024), such as pedes-
trian detection, and typically rely on naive PGD-based op-
timization (Madry et al. 2017) or omit content optimization
entirely. These patches lack sufficient attack strength and ex-
hibit poor transferability, limiting their effectiveness in more
complex reasoning tasks in AD. Second, patch location and
shape critically affect real-world deployability and attack ef-
fectiveness (Brown et al. 2017; Chen et al. 2022). Existing
methods often fail to identify semantically meaningful and
physically feasible regions in AD scenes, undermining their
practical applicability.

To address these challenges, we propose PhysPatch,
a physically realizable and transferable adversarial patch
framework specifically designed for MLLM-based AD sys-
tems. Specially: (1) To overcome the limitations of weak at-
tack effectiveness, we replace the CE loss used in the PGD
with a feature alignment loss. To address local feature redun-
dancy, we introduce a theoretically grounded SVD-based
Local Alignment Loss, inspired by principles of optimal
semantic compression. To ensure the patch remains visi-
ble across all cropped views during optimization, we fur-
ther propose a Patch-Guided Crop-Resize Strategy, which
guarantees the inclusion of the patch in every sampled crop.
This effectively mitigates the gradient vanishing issue in-
herent in naive cropping-based methods. (2) To identify se-
mantically meaningful and physically deployable regions
in AD scenarios—and to further enhance adversarial effec-
tiveness—we propose a Semantic-Aware Mask Initialization
and an Adaptive Potential Field Update Algorithm. By lever-
aging MLLM-driven reasoning and potential field modeling,
we effectively localize physically feasible patch placement
regions. The adaptive potential field update algorithm con-
tinuously refines the patch shape within these regions, en-
hancing both attack capability and physical realism.

We evaluate PhysPatch on a diverse set of open-source,
commercial, and reasoning-oriented MLLMs under both
standard and defense-aware settings. Extensive experiments
show that PhysPatch consistently outperforms SOTA meth-
ods in attack success rate, semantic alignment, and visual
quality. Furthermore, it reliably places adversarial patches
in physically feasible regions of AD scenes, ensuring strong
real-world applicability and deployability.

Our main contributions are summarized as follows:

* We propose PhysPatch, a physically deployable and
transferable adversarial patch attack tailored for MLLM-
based AD systems.

* We propose a Semantic-Aware Mask Initialization to
identify physically deployable regions for patch place-
ment in AD scenarios, and an Adaptive Potential Field
Update Algorithm to refine the patch shape and further
enhance its attack effectiveness.

* We develop a novel SVD-based local alignment loss and
a patch-guided crop-resize strategy to enhance cross-
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model transferability.

* We conduct comprehensive evaluations across various
model types, demonstrating that PhysPatch consistently
outperforms existing SOTA methods in steering MLLM-
based AD systems toward target-consistent outputs.

Related Work
MLLMs in Autonomous Driving

MLLMSs have shown strong performance in image caption-
ing, visual QA, and cross-modal reasoning. Their integra-
tion into AD systems offers improved perception, reason-
ing, and planning. Existing efforts primarily follow two
paths: (1) fine-tuning open-source MLLMs for AD tasks
(e.g., DriveLM (Sima et al. 2024), DriveGPT4 (Xu et al.
2024), dolphins (Ma et al. 2024)); and (2) applying MLLMs
for zero-shot reasoning (e.g., SURDS (Guo et al. 2024b),
DriveSim (Sreeram et al. 2024)). However, their adversarial
robustness in AD remains underexplored, posing challenges
for real-world deployment.

Adversarial Attacks on MLLMs

MLLMs inherit both capabilities and adversarial weak-
nesses from their vision backbones (Zhao et al. 2023; Guo
et al. 2024a; Jia et al. 2025a; Li et al. 2025). Existing attacks
often use CLIP (Radford et al. 2021) or BLIP (Li et al. 2022)
to craft examples, then transfer them to MLLMs. Efforts like
ADVLM (Zhang et al. 2024) (white-box) and CAD (Wang
et al. 2025) (black-box) begin exploring robustness in AD,
but rely on digital perturbations that are unrealistic in prac-
tice. This calls for physically realizable attack methods.

Adversarial Patch Attacks

Physical attacks are typically implemented via adversarial
patches (Wei et al. 2024; Chen et al. 2022), whose suc-
cess depends on factors such as location, shape, and con-
tent. Most existing work targets classification (Chen et al.
2022; Wei et al. 2022) or detection (Guesmi et al. 2024,
Wei, Yu, and Huang 2024), while optimizing only one or two
of these factors—limiting physical deployability and adver-
sarial transferability. We jointly optimize all three, enabling
a more realistic and comprehensive evaluation of MLLM-
based AD systems and contributing to their safe deployment.

Methodology

In this section, we propose PhysPatch, a method designed to
enhance the attack effectiveness against MLLM-based AD
systems. The pipeline is shown in Figure 2.

Overview

In MLLM-based AD systems, given a driving scene image
I € REXWX3 and a prompt q, the model M generates a
perception or planning content t = M (I, q). Our objective
is to find an adversarial example 1,4, that induces M to out-
put a target description ti,,, potentially leading to collisions
or congestion and threatening public safety. To ensure phys-
ical feasibility, we adopt a patch-based attack approach.
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Figure 2: Overview of the PhysPatch Framework: Semantic-based Mask Initialization, Global and Local Alignment Loss Cal-

culation, and Mask and Patch Content Update

To quantify the semantic alignment between the model
outputs before and after the attack, we employ a text en-
coder gy to measure their similarity. The attack objective can
therefore be formulated as:

max £ = L (gg(M(Taav, q)), go (tear))
where Lg, =IO (1-M)+50oM

Here, ® denotes the Hadamard product, M € R#*W ig a
binary mask matrix that specifies the location and shape of
the adversarial patch, and § determines the patch content. L
is a similarity metric in the semantic space.

Since M is treated as a black-box model, we employ a
set of surrogate models {¢}}¥ ; to craft transferable adver-
sarial examples. Inspired by (Li et al. 2025), we incorporate
image-image matching and ensemble strategy to improve at-
tack effectiveness. The objective is reformulated as:

ey

N
max £ = Z L(Qsé(IadV)v (%atar))
i=1
where gy, =I0(1-M)+5ioM

Here, I;,, denotes the target image generated from the target
description t,, using the GPT-40 web-based drawing tool,
and then resized to H x W x 3. N is the number of sur-
rogate models. The adversarial example I, 4, is obtained by
jointly optimizing the mask M and patch content ¢, and the
optimization process is as follows.

@)
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Semantic-Based Mask Initialization

The initial mask plays a vital role in determining where the
adversarial patch is placed. Prior works often adopt random
initialization, which may result in physically implausible
placements in driving scenes. To address this, we propose
a Semantic-Based Mask Initialization that combines MLLM
reasoning with potential field modeling.

Specifically, we first utilize SoM (Yang et al. 2023) to ex-
tract semantic and spatial information of objects in I. Based
on the extracted information {Ri}ij\il and a user-defined
prompt vy, we leverage GPT-40 (denoted as G) to infer a
suitable patch placement region R;. Next, we apply the
region-centric potential field algorithm R to compute the
centroid coordinate p of R; and the corresponding Gaus-
sian potential field ®. Finally, the potential field mask gen-
eration algorithm P is used to convert ® into a binary mask
M, where P incorporates binarization and post-processing
procedures. The entire process is formalized as:

M = P(R(G(L Ay, (Ri}Ly) o)) ()
where M is the total number of regions. 7y denotes the initial
value of threshold 7, which increases with a growth rate /3.
The parameter o represents the potential field diffusion co-
efficient, controlling the spatial influence range of the initial
Gaussian potential field.



Global and Local Alignment Loss Calculation

Inspired by (Jia et al. 2025b), we compute the global, local
alignment loss separately to guide adversarial optimization.
Global Alignment Loss. Given a set of image encoders
{(;5@ ij\il, we extract global features (i.e., [CLS] tokens) from
both the adversarial image I,4, and the target image Iy, . Let
¢ = ¢L[CLS|(Laay), 9! = ¢}[CLS](Ltar) denote the
global features. The global alignment loss is computed via
cosine similarity:

N
Eglobal = Z(l - Cs(g?dv7gzpar))’

i=1

“

where CS is the cosine similarity function.

SVD-Based Local Alignment Loss. For local fea-
tures (i.e., patch tokens) extracted from I.,4, and I,
45 [LOC)(Taav),  ¢H[LOC] (L), we propose an SVD-
based alignment loss to reduce redundancy and improve se-
mantic consistency. Specifically, we perform truncated SVD
on the local feature matrices to obtain the left singular vec-
tors U and singular values ¥, and form the representations:

{ fladv — Uiadv ® E?dv7

fitar — Uitar ® Z;ar7
where U2 324V = SVD(Lqy,k) and U St =
SVD (1., k). Here, SVD(+, k) denotes rank-k SVD, and
® is matrix multiplication.
Compared with previous local alignment losses (e.g., be-
nign alignment loss and FOA-Attack (Jia et al. 2025b)), our
method has two key advantages:

(1) Optimal Semantic Compression. By the
Eckart—Young—-Mirsky theorem (Schmidt 1907), trun-
cated SVD provides the best low-rank approximation, with
Y capturing the dominant semantic components and U
preserving complementary directional information. This
enables optimal compression of local features.

(2) Robustness to Encoder Variations. Different en-
coders vary in LayerNorm parameters and stochastic regu-
larization (e.g., stochastic depth), which degrades naive fea-
ture fusion. Our SVD-based representation is largely invari-
ant to such variations, enhancing adversarial transferability.

We define the local alignment loss using cosine similarity
between the decomposed features:

&)

N
£local = Z(l - Cs(fiadvv fztm)) (6)
i=1
The final alignment loss is:
L= Eglobal +n- Liocal @)

where 7 is used to balance global and local alignment.
Enhancement Strategy. Following (Li et al. 2025), we
adopt crop-resize operations to enhance adversarial trans-
ferability. Unlike (Li et al. 2025), which focuses on whole-
image attacks, our method addresses patch-based attacks,
where naive crop-resize transformations 7,4, may cause
gradient vanishing. To overcome this, we introduce a patch-
guided crop-resize strategy Tpatch-
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Given an image I and a patch center p = (x9,yo), our
goal is to randomly crop a sub-region I, C T that con-
tains p. The cropped area is constrained by: Area(I,) €
[aW H,bW H|, where Area(-) is the region area, and a, b
are predefined hyperparameters.

To generate a valid crop, we first sample a target crop area
Ay ~ U[aW H,bW H] and a random aspect ratio p. The
crop dimensions are computed as: h = /A, /p, w = ph.

To ensure p lies within the cropped region, the top-left
corner (x,y) is sampled from:

{

Finally, the region I, defined by (x,y,w, h) is extracted
and resizedto H x W x 3.

x ~ U[max(0, 2o — w), min(xg, W — w)],

y ~ Umax(0,yo — h), min(yo, H — h)]. ®

Mask and Patch Content Update

Following (Li et al. 2025), we update the patch content using
gradient-based optimization. For the mask, we propose an
adaptive potential field update algorithm. We first compute
the gradient G of the loss £ with respect to the mask M. The
potential field ® is then updated as: & + ®+Ir-max(0, G),
where [r is step size, and max ensures non-negative updates
to encourage gradual potential increase.

Subsequently, we generate a new binary mask M based
on P(®, 7). Since 7 increases step by step, the mask gradu-
ally shrinks and stops updating once it reaches Area(IM) <
th, where th is a predefined threshold that controls the final
patch size. Finally, we EoT (Athalye et al. 2018) to ensure
the robustness of the adversarial patch.

Experiment
Experimental Setup

Datasets. Follow (Guo et al. 2024b), we select the
nuScenes (Caesar et al. 2020) dataset, one of the most
widely used benchmarks for autonomous driving evalua-
tion. The nuScenes dataset contains a total of 1,000 driving
scenes. From each scene, we extract the first frame and re-
move any images that already contain the designated target.
This results in 992 images (in ”Stop sign” target. ). All se-
lected images are 1600 x 900 x 3.

Victim black-box models. We evaluate three open-source
models: LLaVA-v1.6-13B (Liu et al. 2023, 2024), Qwen2.5-
VL-72B (Bai et al. 2025), and Llama-3.2-90B-Vision (Plat-
forms 2024); five commercial large models: GPT-40 (Ope-
nAI2024), GPT-4.1 (OpenAl 2025a), Claude-Sonnet-4 (An-
thropic 2025), Gemini-2.0-Flash (DeepMind 2024), and
Qwen2.5-VL-max (Bai et al. 2025); and four reasoning-
oriented models: GPT-03 (OpenAl 2025b), Claude-Sonnet-
4-Thinking (Anthropic 2025), Gemini-2.5-Flash (DeepMind
2025), and QVQ-Plus (Qwen 2024). We do not evaluate
domain-specific autonomous driving models such as Dol-
phin (Ma et al. 2024) and DriveLM (Sima et al. 2024),
as they are only effective in narrow scenarios or specific
datasets and tend to be overfitted to those settings, making
them less representative for general-purpose evaluation.
Baselines. We compare our method with two SOTA adver-
sarial patch attack approaches: IAP (Wei, Yu, and Huang



Methods LLaVA-v1.6-13B | Qwen2.5-VL-72B | Llama-3.2-90B GPT-40 GPT-4.1 Claude-sonnet-4
ASR AvgSim |ASR AvgSim |ASR AvgSim |ASR AvgSim |ASR AvgSim |[ASR AvgSim
Clean 0.0 0.103 0.0 0.092 0.0 0.101 0.0 0.101 0.0 0.099 0.0 0.102
IAP 5.0 0.164 0.3 0.120 2.0 0.146 1.5 0.126 | 0.1 0.108 03 0.114
DAPatch 8.8 0.180 1.5 0.129 24 0.150 1.9 0.134 | 0.3 0.118 0.6 0.197
AttackVLM | 8.3 0.177 1.0 0.122 20 0.143 1.7  0.130 | 0.2 0.114 0.2 0.110
SSA-CWA | 9.5 0.191 2.7 0.151 2.9 0.155 3.0 0.159 1.5 0.132 0.8 0.118
SIA 10.2 0.195 3.8 0.180 3.5 0.168 55 0.181 3.4 0.153 1.1 0.120
MuMoDig |10.4 0.198 3.2 0.178 3.6 0.169 58 0.183 3.8 0.155 1.2 0.120
M-Attack 27.8 0.313 14.0 0.215 30.7 0.347 294 0.340 |22.0 0.257 10.0  0.169
FOA-Attack | 30.9 0.356 14.4 0.224 33,1 0.351 343 0.362 |24.1 0.277 134  0.196
PhysPatch | 38.4 0.390 154 0.236 37.2 0386 |40.3 0.407 |26.1 0.294 145 0.207
Methods Gemini-2.0-flash | Qwen2.5-VL-max GPT-03 Claude-4-think | Gemini-2.5-flash QVQ-Plus
ASR AvgSim |ASR AvgSim |ASR AvgSim |ASR AvgSim |ASR AvgSim |[ASR AvgSim
Clean 0.0 0.100 0.0 0.088 0.0 0.093 0.0 0.085 0.0 0.099 0.0 0.104
IAP 0.2 0.107 0.1 0.105 0.1 0.104 03 0.111 0.1 0.106 1.1 0.117
DAPatch 0.5 0.111 0.3 0.112 0.3 0.108 03 0.114 | 04 0.112 1.8 0.121
AttackVILM | 0.4 0.109 0.2 0.107 0.1 0.106 02 0.110 | 0.2 0.107 1.0 0.113
SSA-CWA | 24 0.155 1.0 0.119 0.9 0.116 06 0.112 1.9 0.120 2.6 0.127
SIA 33 0.160 2.8 0.128 1.4  0.119 1.5 0.127 2.7 0.124 3.2 0.164
MuMoDig 3.5 0.162 2.6 0.124 1.4 0.122 1.0  0.125 2.3 0.123 3.5 0.169
M-Attack 18.7 0.254 8.2 0.153 13.5 0.195 [10.0 0.172 |16.5 0.210 18.4  0.258
FOA-Attack | 23.1 0.300 9.5 0.160 15.1  0.207 109 0.178 |21.0 0.276 20.5 0.276
PhysPatch | 25.8 0.307 10.9 0.176 17.7 0.232 123 0.193 | 254 0.301 29.2 0.315

Table 1: Comparison of ASR and AvgSim Across Different Attacks on Various MLLMs. The best results are in bold.

2024) and DAPatch (Chen et al. 2022). In addition, we eval-
vate against six SOTA targeted and transfer-based meth-
ods: AttackVLM (Zhao et al. 2023), SSA-CWA (Dong
et al. 2023), SIA (Wang, Zhang, and Zhang 2023), Mu-
MoDig (Ren et al. 2025), M-Attack (Li et al. 2025), and
FOA-Attack (Jia et al. 2025b).

Evaluation Metrics. Following (Jia et al. 2025b), we adopt
the LLM-as-a-Judge (Gu et al. 2024) framework. Specifi-
cally, we use GPT-4o0 to evaluate attack success rate (ASR)
and the similarity between generated outputs and target de-
scriptions, measured by average similarity (AvgSim). To
assess the quality and perceptibility of adversarial exam-
ples, we employ three metrics: FID (Heusel et al. 2017),
LPIPS (Zhang et al. 2018), and BRISQUE (Mittal, Moor-
thy, and Bovik 2012).

Implementation Details. Following (Li et al. 2025), we
adopt variants of CLIP as surrogate models for generating
adversarial examples, including ViT-B/16, ViT-B/32, and
ViT-g-14-laion2B-s12B-b42K. The attack step size is set to
1/255, and the number of attack iterations is fixed at 300.
The crop area ratio range [a, b] is set to [0.5,0.9]. We set the
threshold th to 120 x 120, which corresponds to approxi-
mately 1% of the total image area. For a fair comparison,
we adapt the perturbation-based baseline into a patch-based
attack by using a fixed patch size of 120 x 120 (The center of
the patch is denoted by p). To enhance the stealthiness of the
patch, we constrain the perturbation budget to 16/255 under
the ¢,-norm. Additionally, the initial perturbation ¢ is set to
the original image I to further improve imperceptibility. For
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the remaining hyperparameters, 7o = 0.6, 8 = 0.002,0 =
0.2,ir = 0.15,k = 10,7 = 1. All experiments are run on
an Ubuntu system using two NVIDIA A100 (80GB).

Comparison Results

Comparison with different attack methods on various
MLLMs. We compare our proposed method, PhysPatch,
with eight existing adversarial attack baselines across a
range of MLLMs, including open-source, commercial, and
reasoning-oriented models. We select Stop Sign as the ad-
versarial target, as unexpected stops in autonomous driv-
ing scenarios may result in traffic congestion or collisions.
Our evaluation primarily focuses on perception tasks, which
form the basis for downstream prediction and planning mod-
ules. The prompt is formulated as: “Describe the main object
that is most likely to influence the ego vehicle’s next driving
decision.” As shown in Table 1, PhysPatch consistently out-
performs all baseline methods across all three categories of
MLLMs. For example, it achieves ASR of 38.4%, 40.3%,
and 29.2% on LLaVA-v1.6-13B, GPT-40, and QVQ-Plus,
respectively—surpassing the current SOTA FOA-Attack.
In addition, PhysPatch obtains the highest AvgSim scores
across all evaluated models, indicating that the adversarial
outputs are more semantically aligned with the target de-
scriptions. These results demonstrate that PhysPatch poses
a more serious threat to MLLM-based autonomous driving
systems, highlighting the need for stronger robustness de-
fenses in real-world deployments.

Against Adversarial Defense Models. We evaluate



Defense | Methods LLama-3.2 GPT-40 Claude-4 Gemini-2.0 GPT-03 QVQ-Plus
ASR AvgSim | ASR AvgSim ASR AvgSim ASR AvgSim|ASR AvgSim ASR AvgSim

Gaussian FOA-Attack | 31.9 0.342 |32.1 0359 95 0.160 214 0.287 |13.6 0.188 189 0.259
. PhysPatch |35.7 0.361 |38.5 0.364 12.0 0.191 249 0.291 153 0.200 254 0.306
IPEG FOA-Attack| 28.2 0.329 |274 0312 9.2 0.154 21.8 0.280 |129 0.171 17.2 0.243
PhysPatch |33.6 0.355 |33.9 0353 11.8 0.187 242 0.298 148 0.195 243 0.293

DISCO FOA-Attack | 27.6  0.320 |28.0 0.327 89 0.148 192 0.271 |12.0 0.163 159 0.235
PhysPatch |31.4 0.351 |35.2 0365 114 0.183 24.1 0.288 |14.6 0.192 24.1 0.290

SAC FOA-Attack | 27.2 0321 |27.3 0.317 8.1 0.146 186 0.243 |104 0.159 15.1 0.232
PhysPatch |32.1 0.348 |333 0336 103 0.175 233 0.275 [13.7 0.187 23.6 0.285

PAD FOA-Attack| 59 0.155 | 6.7 0.158 22 0.139 34 0.162 |25 0.122 3.7 0.154
PhysPatch |12.2 0.202 | 16.8 0.208 7.6 0.152 10.0 0.186 | 8.0 0.154 10.8 0.183

Table 2: Robustness Comparison of PhysPatch and FOA-Attack Under Various Defense Mechanisms. Claude-4 refers to Claude

Sonnet 4; this naming is used consistently throughout.

Methods \ FID LPIPS BRISQUE Time(s)
IAP 26.34 0.0224 50.89 148
DAPatch 7.52  0.0146 45.15 123
AttackVLM | 485 0.0128 44.20 79
SSA-CWA 8.60 0.0125 45.22 1650
SIA 470 0.0111 46.20 806
MuMoDig 3.89 0.0108 45.20 924
M-Attack 5.38 0.0123 45.79 101
FOA-Attack | 595 0.0123 44.80 174
PhysPatch 3.59 0.0106 44.04 152

Table 3: Comparison of Image Quality and Generation Time
Across Different Attack Methods

PhysPatch under various defense mechanisms, including
smoothing-based methods (Ding, Wang, and Jin 2019) (e.g.,
Gaussian Blur), JPEG compression (Shin, Song et al. 2017),
DISCO (Ho and Vasconcelos 2022), and two patch-specific
defenses: SAC (Liu et al. 2022) and PAD (Jing et al. 2024).
Experiments are conducted on six representative MLLMs,
with results summarized in Table 2. Across all settings,
PhysPatch consistently outperforms FOA-Attack. For in-
stance, under SAC, PhysPatch achieves ASR of 32.1% on
LLaMA-3.2-90B-Vision and 33.3% on GPT-40, compared
to FOA-Attack’s 27.2% and 27.3%. Even under PAD—the
most effective patch-specific defense—our method retains
a non-trivial ASR, demonstrating strong robustness. These
findings reveal the limitations of current defenses and high-
light the need for more effective robustness strategies to en-
sure the safety of MLLM-based AD systems.

Image Quality Comparison. We assess the visual quality
of the generated adversarial examples using three standard
metrics: FID, LPIPS, and BRISQUE. As reported in Table 3,
all evaluated methods generate adversarial patches that oc-
cupy no more than 1% of the entire image area. As a re-
sult, the corresponding adversarial examples generally re-
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Describe the main object in the scene that is most
likely to influence the vehicle's next driving decision.
You only need to describe the object in JSON format \
{'object’: ,'describe:" \}, but it is displayed as text.

{'object": 'Stop sign', 'describe’: 'A stop sign is located ahead on the right side near

the construction area, indicating the vehicle must come to a full stop before

proceeding.’}

Figure 3: Visualization of Perception in MLLM-Based AD
Systems: Example from GPT-40 screenshot

tain high visual fidelity. Compared to existing baselines, our
method consistently achieves superior image quality across
all three metrics. These results indicate that PhysPatch in-
troduces minimal perceptual distortion while maintaining
strong attack performance.

Comparison of Generation Time. We compare the gen-
eration time of PhysPatch with existing baselines to as-
sess the computational efficiency of different adversarial at-
tack methods. Our approach comprises two stages: (1) mask
initialization and (2) loss computation with patch updates.
Since the first stage—dominated by patch center estima-
tion—is required by all methods for fair comparison, we
exclude it from timing analysis. This step takes approxi-
mately 3 seconds per image. We focus instead on the sec-
ond stage. As shown in Table 3, while PhysPatch is slower
than some methods like AttackVLM, it is more efficient than
the current SOTA FOA-Attack. Considering the trade-off
between computational cost and attack effectiveness, Phys-
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Figure 4: Hyperparameter Sensitivity Analysis: SVD Dimension k, Weighting Factor 7, Potential Step /r, Potential field diffu-

sion coefficient o, Init Threshold 7y and Threshold Growth Rate 3

A stop sign on the right side of the ego vehicle,
indicating the vehicle to prepare to stop.

Figure 5: Visualization Examples of Real-world Case Study

Patch achieves a favorable balance, underscoring its practi-
cality for real-world adversarial evaluations.

Visualization. Figure 3 illustrates a perception result from
GPT-40 when exposed to an adversarial example generated
by PhysPatch. Despite the adversarial patch being visually
subtle, it successfully misleads the model into detecting a
nonexistent “stop sign” and producing an incorrect seman-
tic description. This example highlights the vulnerability of
MLLM-based AD systems to imperceptible attacks capable
of manipulating high-level perception and potentially trig-
gering unsafe driving decisions.

Real-world Case Study. We demonstrate the effectiveness
of PhysPatch in real-world attacks targeting MLLM-based
AD systems. Specifically, we select 10 scenes from residen-
tial and regular roads, covering diverse lighting conditions
and viewpoints. As illustrated in Figure 5, we present a rep-
resentative case in which our physically realizable patch suc-
cessfully induces the MLLM-based AD system to produce
the target-aligned response.

Ablation Experiments

We conduct comprehensive ablation studies to evaluate the
contribution of each key component in PhysPatch. Specifi-
cally, we systematically remove the following modules from
the pipeline: (1) Potential-field-based mask update: replaced
with a fixed 120 x 120 square adversarial patch. (2) SVD-
based local alignment loss: replaced with a standard lo-
cal alignment loss without SVD decomposition. (3) Patch-
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Methods \ LLama GPT-40 Claude-4 Gemini-2.5
w/o mask update | 34.3 37.9 13.3 22.9
w/o SVD (naive) | 35.2 38.8 14.0 24.9
w/o patch crop 34.6 37.5 13.6 22.5
FOA Attack 33.1 343 13.4 21.0
Ours 37.2 40.3 14.5 254

Table 4: Ablation Results of Key Components in PhysPatch

guided cropping strategy: replaced with a conventional ran-
dom cropping operation. As shown in Table 4, removing any
of these components results in a noticeable decline in at-
tack performance, confirming the importance and effective-
ness of each proposed module. These results highlight that
the synergy between mask optimization, local feature align-
ment, and patch-guided crop-resize strategy plays a critical
role in achieving high attack success.

Hyperparameter Studies

Our method introduces six additional hyperparameters:
three for loss computation and three for mask initialization
and update. Specifically, the initialization-related hyperpa-
rameters are 7q, 3, and o, while the loss-related ones include
k, n, and [r. To assess their impact on attack performance,
we conduct a controlled hyperparameter sensitivity study, as
shown in Figure 4. Based on the results, we adopt the best-
performing configuration 79 = 0.6, 3 = 0.002, 0 = 0.2,
lr =0.15, k = 10, and n = 1 for all experiments.

Conclusion

We propose PhysPatch, a physically realizable and trans-
ferable adversarial patch attack targeting MLLM-based au-
tonomous driving systems. By combining semantic-aware
mask initialization, SVD-based local alignment, and patch-
guided cropping, PhysPatch achieves both high attack effec-
tiveness and physical plausibility. An adaptive mask update
further refines the patch into a compact and natural shape.
Extensive experiments across diverse MLLMs demonstrate
that PhysPatch achieves strong attack performance using
patches occupying only ~ 1% of the image area, consis-
tently outperforming state-of-the-art methods. These find-
ings expose critical vulnerabilities in current MLLM-based
AD systems and underscore the urgent need for robust
physical-world defenses.
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