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Abstract

The rising demand for Trusted AI (TAI) underscores the
need for interpretable and robust models, yet existing tools
rarely support graph-structured data or integrate interpretabil-
ity with security. At the same time, Graph Neural Networks
(GNNs) deliver state-of-the-art performance on numerous
graph tasks.
We present GNN-AID (Graph Neural Network Analysis, In-
terpretation, and Defense), an open-source Python framework
for analyzing, interpreting, and defending GNNs, addressing
this critical gap. Built on PyTorch-Geometric, GNN-AID of-
fers preloaded datasets, model libraries, flexible APIs, and a
web interface for visualization and no-code model design.
MLOps features further support reproducibility and experi-
ment tracking.

GitHub repo: — https://github.com/ispras/GNN-AID
YouTube video: — https://youtu.be/uHxaxLSQ9JM

Introduction
Trustworthiness, encompassing interpretability and security,
has become a central concern in modern AI. Extensive
research has introduced interpretation methods across vi-
sion, NLP, and tabular domains (Burkart and Huber 2021),
alongside a growing body of adversarial attacks and de-
fenses (Tian et al. 2022). Developers increasingly rely on
unified frameworks that consolidate these functionalities.
However, most widely used interpretability libraries such as
AI Explainability 360 (Arya et al. 2021) are not designed for
Graph Neural Networks (GNNs), while attack and defense
libraries like ART (Nicolae et al. 2018) require substantial
adaptation to handle graph-structured data.

Meanwhile, GNNs have achieved state-of-the-art results
across diverse graph-based applications, yet supporting tools
remain fragmented. Graph-specific libraries provide only
partial functionality: PyTorch Geometric (PyG) (Fey and
Lenssen 2019) and DGL (Wang et al. 2019) offer limited
interpretability; DIG (Liu et al. 2021) expands explainabil-
ity; DeepRobust (Li et al. 2020) and GreatX (Li et al. 2022)
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Figure 1: Web interface of GNN-AID in interpretation
mode. The left panel handles the dataset and training setup,
the center shows a MUTAG graph with node-level expla-
nations, and the right presents statistics and a global Prot-
GNN explanation. The interface unifies interpretability, ro-
bustness, and defense, supporting analysis of trade-offs be-
tween explainability and security.

focus on robustness; GraphFramEx (Amara et al. 2022) and
CLARUS (Metsch et al. 2024) target explainability, though
CLARUS appears inactive. As summarized in Table 1, no
framework unifies interpretation, attack, and defense for
GNNs, and almost none provide a graphical interface that
lowers the entry barrier for practitioners.

To address these gaps, we present GNN-AID (Analysis,
Interpretation, and Defense for GNNs), an open-source
framework that integrates robustness, interpretability, and
adversarial analysis into a single environment. The system
combines an extensible Python backend with a web-based
interface (Figure 1), supporting both research workflows and
practical applications.

The main contributions and novelty of this work are as
follows:

• We introduce a unified framework that integrates the
study of attacks, defense mechanisms, and interpretabil-
ity techniques for Graph Neural Networks.

• We demonstrate how the framework can facilitate inter-
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Name Int. Attacks Defenses GUI
PyG 5 - - -
DGL 1 - - -
DIG 8 - - -

DeepRobust - 12 13 -
GreatX - 18 17 -

GraphFramEx 15 - - -
CLARUS 4 - - +
GNN-AID 10 12 9 +

Table 1: Comparison of GNN analysis tools by number of al-
gorithms. GNN-AID uniquely combines interpretability, at-
tack, and defense features with a user-friendly GUI. Int. –
Interpretation

disciplinary analysis at the intersection of interpretabil-
ity and security, enabling systematic exploration of trade-
offs and synergies between these dimensions.

• We provide an automated pipeline that supports both
backend execution and user-friendly GUI-based inter-
action, making the framework accessible to both re-
searchers and practitioners.

System Overview
Architecture and pipelines

Figure 2 illustrates the main general framework pipeline.
Additional information about these steps is provided below.

Dataset Processing GNN-AID datasets consist of a graph
(or set) and variable components: features, labels, and task.
This design supports flexible task switching (e.g., node vs.
edge prediction). Features are numerical encodings of raw
attributes such as age or atom type.

Model and Robustness Modules Models are built from
modular layers (convolutions, activations, normalization,
pooling, dropout, skip connections). The model manager
handles training, persistence, and robustness functions. At-
tacks and defenses (evasion, poisoning, privacy) share a uni-
fied API with base Attacker/Defender classes. Meth-
ods may alter data, gradients, or architecture; extension re-
quires subclassing base classes.

Interpretation Module Interpretability is implemented
through an Explainer interface that standardizes adding
new methods, storing results, and computing metrics such as
fidelity. Post-hoc and self-interpretable approaches are sup-
ported after training.

Frontend A browser-based interface mirrors backend
functionality:

1. Graph analysis with visualized dynamics, outputs, pre-
dictions, and metrics;

2. Explanation via post-hoc or self-interpretable models;
3. Robustness eval with configurable attacks & defenses.
System Integration and Functional Summary The

framework’s modular PyTorch-based architecture separates
core logic from interpretation, attack, and defense modules,
enabling independent extension. An abstraction layer allows
integration of external components.

Figure 2: GNN-AID main pipeline. The framework sup-
ports all core aspects of interpretability, attacks, and de-
fenses within a unified pipeline, enabling both isolated anal-
ysis and systematic investigation of their interactions, which
constitutes the main contribution of this work.

MLOps features include experiment tracking, centralized
model registry, automated CI/CD, and structured storage of
datasets, checkpoints, and explanations. Combined with the
web interface, these ensure scalability, reproducibility, and
accessibility for research and practice in trustworthy GNNs.

Use Cases
GNN-AID serves a broad audience, from students to re-
searchers, by supporting learning, development, and exper-
imentation with Graph Neural Networks (GNNs). Core use
cases include:

1. Research. Enables systematic studies of interpretability
robustness interactions through diverse attacks, defenses,
and explanation methods, highlighting trade-offs such as
reduced fidelity under defense. Integrated MLOps tools
ensure reproducibility and result tracking.

2. Development. Provides a modular API for custom mod-
els, datasets, and evaluation routines. Built-in interpre-
tation, robustness testing, adversarial analysis, and inter-
active visualizations streamline the development and de-
bugging process.

3. Education. Offers an intuitive environment for exploring
GNNs with visualizations of training dynamics, parame-
ter updates, features, and predictions, making it effective
for classrooms, workshops, and tutorials.

Conclusion and Future Work
We developed GNN-AID, a framework that provides tools to
analyze, interpret, and defend Graph Neural Networks with
emphasis on Trusted AI principles, interpretability, and ro-
bustness. Combining user-friendly no-code options, API ac-
cess, visualization, and MLOps support, it offers a compre-
hensive solution for researchers and developers.

GNN-AID promotes both scientific exploration and prac-
tical applications in graph analysis, thereby contributing to
the principles of Trusted AI.

41635



Acknowledgments
This work was supported by a grant provided by the Min-
istry of Economic Development of the Russian Federation
in accordance with the subsidy agreement (agreement iden-
tifier 000000C313925P4G0002) and the agreement with the
Ivannikov Institute for System Programming of the Rus-
sian Academy of Sciences dated June 20, 2025, No. 139-
15-2025-011.

References
Amara, K.; Ying, Z.; Zhang, Z.; Han, Z.; Zhao, Y.; Shan,
Y.; Brandes, U.; Schemm, S.; and Zhang, C. 2022. Graph-
FramEx: Towards Systematic Evaluation of Explainability
Methods for Graph Neural Networks. In The First Learning
on Graphs Conference.
Arya, V.; Bellamy, R. K.; Chen, P.-Y.; Dhurandhar, A.; Hind,
M.; Hoffman, S. C.; Houde, S.; Liao, Q. V.; Luss, R.; Mo-
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