
When AI Meets AI: A Game-Theoretic Defense Framework Against AI
Empowered Cyber Threats

Xinyu Li
Cyberspace Institute of Advanced Technology

Guangzhou University, China
XinyuLi9@e.gzhu.edu.cn

Abstract

The widespread adoption of artificial intelligence (AI) in cy-
bersecurity has led to the emerging threat of AI-driven cy-
berattacks, such as LLM-empowered Advanced Persistent
Threats (APTs), challenging the effect of conventional decep-
tion defense mechanisms. To fill this critical gap, my work
aims to develop a game-theoretic defense AI agent capable of
providing the optimal deception resource deployment strat-
egy, to establish AI-driven defenses against AI-empowered
cyberattacks. In this proposal, I model the attacker and de-
fender interaction as a dynamic game with incomplete infor-
mation between AI agents, and then derive the equilibrium
defense strategies. Synthetic data based experiments and real-
world implementations would be conducted to validate the
proposed framework. This study has the potential to improve
the effectiveness of deception defense in three dimensions:
scalability, real-time capability, and strategic intelligence.

Introduction
Deception defenses (DD) is a traditional proactive technol-
ogy to confront cyber threats, through the deployment of de-
coy systems such as honeypots to waste attackers’ resources
and reveal their attacking tactic, techniques and procedures
(TTPs) with a low rate of false detections (Javadpour et al.
2024). However, the effectiveness of traditional DD meth-
ods is significantly discounted when coping with intelligent
attacks, such as Advanced Persistent Threats (APTs). (Zhu
et al. 2021). The defensive mission is critically challenged
by a fundamental asymmetry: an attacker needs to succeed
only once, whereas a defender must be successful every
time. This imbalance is further amplified by the rise of AI-
powered attacks, which lower the barrier to one-time success
(Lohn 2025). This inherent disadvantage is further exacer-
bated by the static nature of existing DD, which lack the dy-
namic adaptability to counter AI-driven attacks that contin-
uously evolve based on reconnaissance (Hausken, Welburn,
and Zhuang 2024).

In this study, I propose a game-theoretic AI defense
framework to enhance DD decision-making intelligence,
where defenders and attackers are formalized as strategic
agents empowered by AI. We consider that for the evolving
landscape of AI-driven cybersecurity, a promising solution
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is to address these challenges by deploying AI against AI
itself.

Background
Since being first proposed by Gene Spafford in 1989, DD
has seen significant research advancements (Beltrán-López,
Pérez, and Nespoli 2025).

In the integration of DD and game theory (GT), some
representative works have explored strategic interactions. In
(Pawlick, Colbert, and Zhu 2019), a GT-based taxonomy
was proposed, modeling how defenders and attackers inter-
act. Anwar et al. developed a Partially Observable Stochastic
Game (POSG) model (Anwar, Kamhoua, and Leslie 2020).
In this model, defenders introduce honeypots as their strat-
egy, while attackers make decisions based on limited knowl-
edge of the state of the network. This allows real-time sim-
ulation of how both sides’ choices affect network security.
Florea et al. also explored a GT approach for network secu-
rity with honeypots (Florea and Craus 2022). It modeled po-
tential attacks and adjusted defenses as a Stackelberg game,
highlighting the value of informed and adaptable defensive
strategies.

However, with the rise of AI, cyberattacks have become
more and more intelligent (Guembe et al. 2022). For in-
stance, large language models (LLMs) can generate phish-
ing content or probe networks autonomously (Das, Amini,
and Wu 2025), which reduces the cost of attacks for attack-
ers, expands the scope of attacks, and improves the sophis-
tication of attacks. Unfortunately, existing research on at-
tacker modeling remains confined to the manual level, ren-
dering them inadequate for novel AI-driven cyberattacks,
which makes me think of using AI to counter AI.

Prior Work by the Applicant

In (Li et al. 2025), we successfully formalized sandwich at-
tacks on blockchain into mathematical formulas and catego-
rized defense strategies based on transaction phases, which
is equally applicable to formalizing attacks targeting AI
agents. In addition, I have ever developed an AI system with
conventional neural networks to detect malicious images,
which has laid a solid foundation for understanding AI fun-
damentals and its application in security.
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Figure 1: The proposed game-theoretic AI defense frame-
work against AI-empowered attackers. The AI-driven de-
fender first requests a strategy from the GT framework based
on collected attack information. The GT framework first
checks the Storage Module (SM). If a pre-computed corre-
sponding strategy exists, it is directly provided to the human
expert; otherwise, the Computing Module computes the cur-
rent optimal strategy, which is then stored in the SM and
provided to the human expert. The human expert ultimately
makes the final decision and deploys DD resources.

Approach
Our proposed game-theoretic AI defense framework against
AI-empowered attackers is presented in Figure 1. The game
model between the defender and the attacker is formalized
as G(N,A, T,O, P,R).

Players We use the set N = {AID, AIA} to represent AI-
driven players, where AID represents the defender and AIA
represents the attacker. Both are autonomous adaptive enti-
ties with cognitive capabilities shaped by AI models (e.g.,
LLMs) fine-tuned on cybersecurity datasets.

Action Space The action space is defined as A = AAID ×
AAIA , with AAID focusing on the deployment of DD re-
sources and adaptive adjustment, AAIA reflecting AI-driven
attack behaviors that adapt to perceived environmental cues.
After observing AID’s action atAID

, AIA selects atAIA
∈

AAIA , and their choices determine the reward values for the
two players at time t, after which the next step of the game
proceeds until one player terminates their actions.

Type Space T = TAID×TAIA is the type space, where the
type of each player encapsulates the private, stable attributes
that affect their action preferences and payoff functions. For
example, AID’s resource budget type can be classified as
T budget
AID

= {High,Medium,Low}.

Observation Space The observation space O = OAID ×
OAIA models incomplete and noisy information that each
AI agent receives about the state of the game, mimicking
uncertainty in cyber environments. Observations are time-

dependent, with otAID
∈ OAID and otAIA

∈ OAIA captured
at each step t.

Probability Distributions The probability space P mod-
els probability in type prior (Ptype), observation noise
(Pobs), and state transitions (Ptrans). Both agents update
their beliefs using Bayesian inference, e.g., AID revises
Ptype(tAIA = Advanced) upward if otAID

shows AIA
avoided a low-fidelity honeypot.

Payoff The payoff function R = {RAID , RAIA} quanti-
fies the utility of each AI agent. Defender payoff (RAID :
T × A × O → R) balances attack detection gains, re-
source costs, and time consumed; Attacker Payoff (RAIA :
T × A×O → R) reflects attack progress minus the cost of
avoiding deception. The specific formula will be determined
once the cognitive model is finalized.

Evaluation and Discussion
We will conduct comparative experiments where our AI-
driven DD method (experimental group) and traditional
methods (control group) will face cyberattacks armed with
AI highly likely to occur in real-world scenarios, ensur-
ing the framework remains effective in practical missions.
Core metrics include degree of TTPs detected (Sun et al.
2021), percentage of successful defenses, cost of deployed
resources and response time, etc. This framework is ex-
pected to significantly enhance the effectiveness of DD for
practical applications by:

• Higher strategic intelligence by leveraging AI vs. AI in-
teractions to bridge the gap with sophisticated AI-driven
cyberattacks;

• Better real-time responsiveness through pre-computed
strategy storage that reduces redundant computations;

• Potential scalability due to its lightweight design, which
enables seamless integration across networks of varying
scales to support critical tasks.

Conclusion
This research addresses the challenge of AI powered cyber-
attacks by developing a game-theoretic AI defense frame-
work. Unlike static methods, the approach constructs at-
tacker–defender interactions as game models with incom-
plete information, enabling adaptive strategies through cog-
nitive modeling and equilibrium analysis. Concurrently, it
accelerates real-time responses by storing pre-computed
strategy combinations. Simulation experiments and real-
world validations will be conducted to demonstrate its per-
formance over traditional defenses across metrics. These re-
search findings will advance the intelligence and real-time
capabilities of DD decision-making, and are expected to be
extended to large-scale networks.

Acknowledgments
I extend my heartfelt gratitude to Prof. Yuan Liu and Assoc.
Prof. Pengdeng Li of my school for their numerous insight-
ful discussions and valuable feedback on this proposal.

41496



References
Anwar, A. H.; Kamhoua, C.; and Leslie, N. 2020. A game-
theoretic framework for dynamic cyber deception in inter-
net of battlefield things. In Proceedings of the 16th EAI
International Conference on Mobile and Ubiquitous Sys-
tems: Computing, Networking and Services (MobiQuitous
’19), 522–526.
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