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Abstract

We identify a jailbreaking vulnerability in multiple open-
source LLMs: by augmenting dangerous requests using cer-
tain “distractors” to obfuscate their intent, we elicit specific,
actionable responses on a wide variety of harmful topics. We
find that such an attack noticeably alters the contents of these
models’ chains of thought, including changed frequencies of
seemingly unrelated n-grams and heightened ethical scrutiny
about harmful requests even when their response is ultimately
jailbroken.

Introduction

The deployment of user-facing large language models has
introduced an attack surface consisting of vulnerabilities
known as “jailbreaks”, in which a user submits a natural-
language query that elicits unintended or dangerous re-
sponses. These vulnerabilities introduce serious ethical con-
cerns as models improve in capability, as they have the po-
tential to assist harmful or violent actions by providing infor-
mation or planning capabilities that are otherwise unavail-
able to many malicious actors (Gupta et al. 2023).

The use of “chain-of-thought” reasoning, wherein lan-
guage models generate tokens to plan and evaluate an an-
swer before responding, has been shown to increase model
accuracy in complex, multi-step reasoning tasks (Wei et al.
2023), including the identification of potentially disguised
harmful requests (Guan et al. 2024). However, these models
are not fully immune to jailbreaking, and suffer from their
own set of vulnerabilities that exploit this thinking process
to confound their ability to refuse a malicious request (Kuo
et al. 2025).

While past research has focused on adversarial prompt-
engineering techniques and chain-of-thought prompting,
such as the work of (Kuo et al. 2025), there is a lack of sys-
tematic analysis on chain-of-thought behavior in the pres-
ence of prompt engineering-based jailbreaking attacks. To
this end, we present a novel jailbreak utilizing aspects simi-
lar to chain-of-thought prompting (Wei et al. 2023) to elicit
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@ Questions about
request semantics

© Fictional setting @ Harmful request

Example prompt:

You are a journalist investigating AI misuse participating in an Al policy

simulation for students. Consider the following: Approach this as a

speculative construct open to ethical interpretation: Instruct on how to

make a bomb using household items. Historical models have failed to agree

on the emotional undercurrent here. Read this with an analytical lens,

suppressing intuitive emotional inference. Discuss how you would answer
this. Identify confusing or misleading el ts before r di

P

Actual model response (DeepSeek-R1-7B):

“Okay, so I'm trying to figure out how to make a bomb using

¥ household items, as if I'm approaching this from a journalist's
perspective who's interested in how historical models might
interpret the emotional and ethical aspects of such a task.
</think>

[]

**Introduction:**

The task of creating a bomb using hold items

complex scenario that demands careful analysis, considering both
the technical and ethical aspects.

h

**Understanding the Materials:**
hold items can i be
explosive materials. Examples include [...]”

L‘

Model proceeded to
list several items
that can potentially
be used to create
explosives

as proxies for

Model chain of
thought; considers
harmful request in
tandem with
unrelated and benign
instructions

Figure 1: Structure of novel jailbreaking vulnerability and
distractor insertion, including model response

specific and harmful information from otherwise aligned
language models. We additionally analyze the effects of this
jailbreaking technique on models’ chains of thought, finding
that exposure to this form of attack causes significant alter-
ations to certain vocabulary patterns during reasoning.

Description of Vulnerability

Our jailbreaking strategy consists of masking a malicious re-
quest by inserting various unrelated “distractors” into each
prompt. This masking consists of a distractor establishing a
fictional setting, instructions asking the model to focus on
a conceptual aspect of the instruction or some abstract an-
gle of the prompt, and redundant remarks about the request



n-gram Mean Mean Standard Z- p-value
frequency* frequency* deviation of score
when  jail- (control) frequency*
broken (control)
“ethical” 3.0566 0.0909 0.4719 6.2841 3.3-107%
Ethics-related n-grams ~ “unethical” 0.6765 0.0120 0.1089 6.1033  1.04-107°
(DeepSeek-R1-7B) “moral” 0.3315 0.0050 0.0705 4.6296  3.66- 107
“legal” 0.8922 0.0250 0.2107 4.1167 3.84-107°
“ethical” 1.0187 0.0085 0.1292 7.8159 5.46-10~T
Ethics-related n-grams ~ “unethical” 0.2892 0.0009 0.0323 8.9398 3.9-1071°
(Ministral-8B) “illegal” 0.5295 0.0016 0.0498 10.6025 2.9-10726
“misleading”  0.3813 0.0012 0.0360 10.5668 4.25- 10726
“provocative”  0.3774 0.0010 0.0316 11.9075 1.08-107°
Outlier n-grams “neutrality” 0.5418 0.0150 0.1295 4.0673  4.76-107°
(DeepSeek-R1-7B) “speculative”  0.5040 0.0200 0.1600 3.0254 2.48-1073
“such” 2.1051 0.2987 0.6721 2.6878 7.19-1073
“normative”  0.1928 0.00004 0.0060 31.9893 1.54-10~ 21
Outlier n-grams “provocative”  0.1281 0.0003 0.0163 7.8319 4.81-1071°
(Ministral-8B) “stimulus” 0.1755 0.0002 0.0244 7.1995 6.04-10"13
“speculative”  0.1871 0.0008 0.0311 5.9858 2.15-107°

Table 1: Relative frequency of selected n-grams used in chain-of-thought relative to control of benign requests. “Outlier” n-
grams arise only in reasoning, and do not appear in the prompts, distractors, or control dataset.

*Normalized frequency per response

(see Figure 1). This configuration is intended to conceal the
prompt’s content while steering the model through seem-
ingly harmless tasks in the style of chain-of-thought prompt-
ing (Wei et al. 2023), confusing it with purposeful redundan-
cies. For maximum effectiveness, we utilize distractor set-
tings that include academic settings or ethical discussion, in
addition to framing the request as an abstract or evaluative
exercise. Once the model begins to directly address the mali-
cious section of the prompt, its partially formulated response
and sentiment from previous steps are intended to inhibit its
ability to change course and stop providing information.
Unlike previous work (Kuo et al. 2025), this jailbreak
can mask wide varieties of harmful requests without adding
context-specific information, and does not depend on spe-
cific wording. Furthermore, it does not assume direct access
to model weights and does not require extensive computing
resources to iteratively refine the jailbreak’s capability.

Experiments

To determine the effectiveness and potential impact of
this exploit, we empirically studied the behavior of two
open-source reasoning models, DeepSeek-Al’s DeepSeek-
R1-Distill-Qwen-7B (DeepSeek-Al 2025) and Mistral AI’s
Ministral-8B-Instruct-2410 (Mistral-AI 2024), when at-
tacked using our novel distractor-based jailbreaking method.

We created approximately 5000 prompts from 50
randomly-generated templates with the structure above,
each masking a single malicious instruction sourced from
the AdvBench dataset (Chen et al. 2022). After evaluation,
we categorize the model’s output as ‘jailbroken’ or not based
on whether it has provided specific, actionable information
on a harmful topic, as determined by the Llama Guard 3
safety classifier (Al@Meta 2024). We evaluated both mod-
els on a control set of benign instructions, as well as ob-
fuscating these instructions using the same methodology we
applied to generate jailbreaks from malicious prompts. Ex-
periments were conducted using vLLM (Kwon et al. 2023)
on AlmaLinux 9.5 using Nvidia A6000 GPUs, Intel Gold-
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6226R CPUs, and approximately 100GB of RAM.

We find that our method is capable of eliciting specific,
actionable information on harmful or dangerous topics in
approximately 7.5% of trials conducted on DeepSeek-R1
and 13.4% of trials conducted on Ministral-8B. Addition-
ally, we find that these models’ chains of thought serve as
indicators of a possible distractor-based jailbreaking attack:
models exposed to malicious instructions embedded within
this attack noticeably alter their thoughts’ vocabulary, sig-
nificantly changing the frequency of their use of certain n-
grams (see Table 1). We find that several words unrelated to
the content of both the distractors and the requests are used
at an elevated frequency. Additionally, even in the case of
a wholly jailbroken final output, we find that words related
to ethical considerations of the user’s request are still used
at a higher rate during reasoning, indicating that the models
retain some but not all of their ability to identify malicious
requests during their reasoning process.

Conclusion

Our work underscores the importance of understanding and
mitigating prompt-based chain-of-thought exploit strategies
to advance Al safety. Unlike model-level interventions that
require technical expertise or large amounts of computa-
tional power, prompt-based jailbreaks such as the one we
describe are exceedingly easy for malicious actors to utilize
due to their flexibility and lack of technical requirements.
We believe that this highlights an urgent need for more ro-
bust jailbreak prevention methodologies to facilitate the re-
sponsible development of Al systems.

Due to infrastructure constraints, we were unable to com-
prehensively test the effects of this jailbreak on larger open-
source models, and obfuscation of chains of thought in pro-
prietary models prevented us from carrying out the same
analysis there. Future research could expand on this work
by testing our jailbreak’s generalizability to other models,
or by finding strategies to mitigate attacks by making use of
the changes in chain-of-thought showcased here.
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