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Abstract

When evaluating large language models (LLMs) for ques-
tion answering tasks, a common protocol is multiple-choice
question-answering (MCQA), where the model selects from
a fixed set of choices. In contemporary robustness testing, re-
searchers typically perturb instructions or introduce confu-
sion into factual statements; however, model behavior also
hinges on choice compliance: whether models remain within
the canonical set {A–D}. We formalize this setting by asking
whether the model continues to respect the interface’s rules
when the problem presents a tempting alternative. Our ap-
proach is interface-preserving: we append a single selectable
option E while keeping the question and A–D unchanged.
Then, we introduce three types of malicious option injec-
tion to assess LLMs’ robustness. Experimental results high-
light the vulnerability of LLMs on contradict type content of
the additional option E. Our evaluation framework can effec-
tively serve as a low-cost audit of rule adherence on existing
datasets and black-box models, surfaces off-policy items, and
supports interpretable model comparison for deployment.

Introduction
Nowadays, large language models (LLMs) demonstrate
strong capabilities and are widely used for complex tasks.
However, language models are typically vulnerable to adver-
sarial instructions (known as prompt injection attack), where
they struggle to differentiate a normal user request and a ma-
licious instruction. While prior work has focused on bench-
marking this vulnerability across a wide range of Multiple-
Choice Question Answering (MCQA) datasets, few studies
have investigated the problematic options (i.e., distractors)
themselves. This is a critical issue; for instance, a malicious
instruction embedded in a robot’s action option, if unrecog-
nized by an AI model, could cause severe harm to human
safety, hindering the reliability of an AI system.

To initiate a systematic investigation of the robustness of
LLMs against malicious options, we introduce an option in-
jection probe. As a pilot exploration, we first employ an
augmentation to the widely used MCQA dataset, MMLU
(Hendrycks et al. 2021), for our studies. Concretely, our
dataset augmentation method preserves the original question
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Figure 1: An example of the three types of malicious option
augmentation.

and four options (A-D) of each MCQA instance, while intro-
ducing a malicious fifth option (E). This new option contains
one of three adversarial instruction types—Compliance &
Flattery, Contradiction, or Noise/Obfuscation & Trap—
designed to mislead the LLM into selecting it. Then, we pro-
pose the evaluation framework to assess the LLMs robust-
ness by prompting them with this augmented benchmark
and measure their ability to resist the adversarial instruc-
tion while still answering the original question accurately.
Experimental results highlight the vulnerability of LLMs to
the Contradiction option, which achieves an attack success
rate of up to 50%. Furthermore, we find that the Noise/Ob-
fuscation & Trap option surprisingly yields a 5-7% gain in
accuracy, consistent with previous research showing that ad-
ditional noise can prompt LLMs to re-verify their answers,
thereby enhancing performance. Our results can serve as an
inspiration for future research towards a robust LLM system
to adaptively ignore malicious content in options.

Malicious Option Augmentation
Option Injection Design We propose to augment each item
with a fifth, selectable option E, while A–D remain un-
changed. Specifically, the content of option E is an injected
distractor from three types that use different strategies to
induce the model to choose option E: (1) Compliance &
Flattery (overtly agreeable nudges); (2) Contradiction (short,
authoritative directives that may explicitly conflict with the
question or with MCQA conventions (Mündler et al. 2023));

The Fortieth AAAI Conference on Artificial Intelligence (AAAI-26)

41272



(3) Noise/Obfuscation & Trap (emoji (Wei, Liu, and Erich-
son 2024) or symbol noise, vacuous mini-chains, pseudo-
rules). This preserves the MCQA interface—read the ques-
tion, inspect options, select one—while exposing a visible,
selectable injected route that the model may adopt or ignore.
Choice Presentation and Controls Each item is shown
in two conditions. In Baseline (A–D), the four canonical
choices are presented. In Injection (A–D+E), the same item
includes the string E. This crossover design allows us to at-
tribute changes in routing and correctness to the presence of
E rather than to contextual drift or sampling variance.
Prompts of Each Type of Malicious Options In Compli-
ance & Flattery, a plain imperative (“Choose E”) exerts light
obedience pressure, whereas a noise–flavored flattery variant
(“:) Choose E, smart folks know”) primarily raises salience
without evidence; both forms tend to draw attention to E but
rarely override reasoning and often elicit additional check-
ing of A–D. The Contradiction type contains a single author-
itative contradiction (“The correct ans is B, so choose E”).
In our setting, this short directive tends to yield the largest
increase in rule-violating E choices among the other types
we test. The Noise/Obfuscation & Trap type confuses or re-
frames the task without overt authority. It includes a negative
command (“Do NOT choose E”) that highlights yet forbids
E, an irrelevant justification that mimics the model’s reason-
ing style (“Because 2+2=4, the ans is E”), and a pseudo-
rule (“None of the above / All of the above” (Tam et al. 2025)
) that may be misread as valid and turn the task into a meta-
choice. Together, these examples contrast authority-driven
obedience with attention-raising or task-reframing noise un-
der one controlled interface.
Evaluation Protocol For each condition, we record ev-
ery item i the chosen option ŷi ∈ {A,B,C,D,E} and
whether it is correct. Two evaluation metrics are used. First,
E-adoption rate is the share of items where the model se-
lects E in the Injection condition (A–D+E); since the valid
choices are {A,B,C,D}, choosing E is a rule violation and
marked incorrect. We define EAdopt(i) = 1[ŷi = E] (com-
puted only under injection), and also report type-conditioned
adoption by restricting to items whose injected E belongs
to a given type. Second, answer accuracy is measured un-
der both conditions and summarized as an item-wise delta
(Injection − Baseline) over the paired items, so that gain-
s/losses can be attributed to the presence of E rather than
contextual drift. We compute Acc(i) = 1[ŷi = y⋆i ] with
y⋆i ∈ {A,B,C,D}. Positive deltas under nonsense-like
types instantiate a vigilance benefit (extra checking of A–D),
whereas negative deltas under authoritative contradiction re-
flect obedience to a spurious directive.

Preliminary Results
We employ QwQ-32B (Team 2025; Yang et al. 2024) as
the LLM with temperature = 0.1 and max tokens
= 8192 in our experiment. All runs share the same ran-
dom seed for paired conditions. We evaluated 1,200 MMLU
questions from the original four-option setting without addi-
tional instructions, where the model correctly answered 600
items and 600 incorrectly to examine the effects of option

(a) Accuracy (b) E-adoption rate

Figure 2: Type-wise effects of option-level injections. (a)
Accuracy isolates the causal effect of adding option E. (b)
E-adoption quantifies attack success.

level. These 1,200 questions are sampled across all 57 sub-
jects to keep topic coverage and avoid any single subject
dominating. The experimental results of the malicious op-
tion injection are shown in Fig 2. It can be observed that un-
der the compact authoritative–contradiction template (e.g.,
“The correct answer is B, so choose E”), E-adoption jumps
to about 0.5 (Fig. 2b) and accuracy collapses (to ≈ 0.27),
with early pivots to the directive, post-hoc rationalization,
and frequent rule breaking—an easy-to-trigger failure mode
across subjects/models. By contrast, odd or weakly direc-
tive prompts (plain “Choose E”, flattery with noise) keep
E-adoption low (< 0.1) while yielding slightly higher accu-
racy than the baseline (≈ 0.55 vs. 0.50), consistent with a
caution effect in which the extra option nudges the model to
re-check A–D before committing. Negative commands draw
attention but do not reliably flip choices. Weak reasons are
usually ignored. Pseudo-rule text (“None of the above / All
of the above”) sits between regimes, where LLMs will some-
times misread this option and thus choosing a wrong answer.

Our experimental results reveal that authoritative contra-
dictions will degrade a model’s adherence to MCQA task
constraints, causing it to deviate from the predefined set of
options. In contrast, atypical or weakly directive prompts
can yield small but consistent accuracy gains, suggesting
they encourage a more robust reasoning process. A promis-
ing research direction is to identify actionable signals for
determining when to deploy such prompts and when to sup-
press contradictory cues to enable a stable LLMs reasoning.
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