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Abstract

This paper presents an eXplainable Al (XAI)-based class-
room game “Breakable Machine” for teaching critical, trans-
formative Al literacy through adversarial play and interroga-
tion of Al systems. Designed for learners aged 10-15, the
game invites students to spoof an image classifier by manip-
ulating their appearance or environment in order to trigger
high-confidence misclassifications. Rather than focusing on
building Al models, this activity centers on breaking them—
exposing their brittleness, bias, and vulnerability through
hands-on, embodied experimentation. The game includes an
XAI view to help students visualize feature saliency, reveal-
ing how models attend to specific visual cues. A shared class-
room leaderboard fosters collaborative inquiry and compar-
ison of strategies, turning the classroom into a site for col-
lective sensemaking. This approach repositions Al education
by treating model failure and misclassification not as prob-
lems to be debugged, but as pedagogically rich opportuni-
ties to interrogate Al as a sociotechnical system. In doing so,
the game supports students in developing data agency, ethical
awareness, and a critical stance toward Al systems increas-
ingly embedded in everyday life.

App — https://spoof.gen-ai.fi/
Code — https://github.com/OH-BugHit/BM

Introduction

The rapid rise of artificial intelligence (AI) has fueled in-
terest in bringing modern machine learning (ML) concepts
into K—12 education, with the trend increasingly extending
to pre- and in-service teacher training (Sanusi et al. 2022;
Eguchi et al. 2025; Grover 2024; Rizvi, Waite, and Sen-
tance 2023; Martins and Gresse Von Wangenheim 2022;
Shapiro and Fiebrink 2019; Long et al. 2023; Olari et al.
2024; Zhang, Lee, and Moore 2023). This interest in Al
education—focused not on how to use AI, but on under-
standing how Al systems work—reflects recognition of the
influence of Al-driven technology on the future of work, so-
cietal structures, and everyday life (e.g., Grover 2024; Hoper
and Schulte 2023; Sentance and Waite 2022).
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Current K—-12 Al education efforts address Al concepts
and techniques at different levels of abstraction—such as
classifiers, pattern recognition, or neural networks—as well
as broader themes, including Al ethics, curriculum inte-
gration, teacher professional development, and Al literacy
(Heintz and Roos 2021; Grover 2024; Druga, Otero, and Ko
2022; Black et al. 2024; Lee et al. 2022). Some are focused
on data—including topics such as data collection, curation,
storage, and processing, with the overarching aim of culti-
vating students’ data awareness and fostering data agency
(Olari and Romeike 2024; Hoper and Schulte 2023; Var-
tiainen et al. 2024b; Morales-Navarro et al. 2024b; Fager-
lund, Palsa, and Mertala 2025). Others are focused on Al
techniques—including topics such as neural networks, clas-
sifiers, reinforcement learning, language models, word em-
beddings, and more (Touretzky et al. 2025; Jatzlau et al.
2019; Kabhila et al. 2024b; Morales-Navarro, Noh, and Kafai
2025; Wiatrek, Verma, and Martin 2025). Many education
efforts map their learning outcomes on one or more pop-
ular AI content frameworks, such as Long and Magerko’s
(2020) competency framework, the AI4K12 “Five Big Ideas
in AI” framework (Touretzky, Gardner-McCune, and See-
horn 2023), or UNESCO’s competency framework (Miao
and Shiohira 2024).

Some Al education initiatives have advocated for transfor-
mative agency, which goes beyond awareness and literacy
by focusing on the learners’ capacity to not just critically
understand and challenge, but also reshape Al systems and
the societal structures in which they are embedded (livari
et al. 2024; Vartiainen and Tedre 2025; Veldhuis et al. 2025;
Stetsenko 2019). Transformative agency emphasizes the de-
velopment of ethical-political awareness, volition, and col-
lective action to resist harmful data practices and reimagine
more just alternatives—as well as individual and collective
efforts to break away from existing practices, take initiative,
and design new futures.

Al education interventions employ a wide range of modal-
ities. Many tools allow students to explore Al techniques us-
ing a range of gadgets, apps, and games (Wiatrek, Verma,
and Martin 2025; Touretzky et al. 2025; Kahila et al.
2024a; Cardenas, Molas, and Puertas 2023). Al auditing ac-
tivities focus on interrogating existing systems (Morales-
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(a) The game app

(b) A view of all students’ profile pictures, shown on the classroom projector.

Figure 1: The game players work alone or in small groups, using a mobile phone with constant camera feed. (Fig. 1a). Players
try to find props, backgrounds, clothing, and other means to increase the classifier confidence (on label “astronaut” in this case.)
At the same time, all player profile pictures and names are shown on the classroom projector (Fig. 1b).

Navarro et al. 2024a), and unplugged activities do not re-
quire computers (Lindner, Seegerer, and Romeike 2019).
One of the most popular approaches involves training one’s
own models—for instance, with Google Teachable Machine,
Generation Al Teachable Machine, MIT’s Personal Image
Classifier, or IBM’s Machine Learning for Kids (Carney
et al. 2020; Pope et al. 2025; Tang et al. 2019; Lane 2021).

A key learning moment in model training arises when the
system behaves unexpectedly: the user encounters an “ex-
pectation mismatch” between the model’s output and their
own expectation of what it should be (Dhanorkar et al.
2021). Such unexpected or incorrect predictions prompt the
learner to dig deeper into the training data and process
(Tedre, Denning, and Toivonen 2021; Olari and Romeike
2024). As Berland and Garcia (2024) forcefully argue in
their book The Left Hand of Data: designing Education
Data for Justice, educators should “find the surprising and
creative; enable people to break the system.” While most
prior educational tools have focused on training Al systems,
some classroom tools—such as “Erase Your Face”! (Abio-
dun et al. 2020)—have instead focused on how to break im-
age classifiers.

The tool presented in this paper elaborates the “break-
ing Al systems” theme by offering a playful, conceptually
rich learning experience that highlights the concepts of trust,
robustness, and accountability in Al. To better support stu-
dents’ transformative Al agency, we have developed an eX-
plainable AI (XAI)-driven classroom game that teaches chil-
dren about the kinds of failures typical of many Al systems
through engaging in spoofing an Al system; i.e., carrying out
an adversarial attack against an image recognition system.

The Breakable Machine game aims to facilitate the de-

"https://youthradio.github.io/erase-your-face/
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velopment of a critical, transformative stance toward Al by
enabling learners to take control over Al systems through
hands-on experimentation, guided reflection, and collective
sense-making. In the game, students are challenged to ma-
nipulate their appearance—such as what they wear or what
is seen in the background—to “trick” an image recognition
system into producing a high-confidence classification for
a given label (e.g., “doctor”). All students in the class at-
tempt the challenge in parallel, and the system displays each
student’s highest-confidence result on a shared leaderboard
projected on the teacher’s screen.

This paper describes the design and pedagogical founda-
tions of the game, illustrated with screenshots and classroom
use scenarios. As empirical evaluation of learning outcomes
is scheduled for future work, this paper outlines the learn-
ing objectives and theoretical rationale for this approach to
teaching critical Al literacy.

Description of the Resource

Gameplay. The teacher starts the classroom app, shown
on the classroom projector, providing students with a QR
code to join the game on their own devices. The teacher then
selects a challenge for the students (e.g., “doctor”, “bear”).
Students try to modify their appearance or surroundings—
such as by adding eyeglasses, changing the lighting, or hold-
ing up objects—in front of their webcam to try to make
the system classify them with high confidence as the tar-
get label (Fig. 1a). A live leaderboard tracks each student’s
highest-confidence result, providing hints to other students,
thus turning the classroom into a collaborative inquiry space
for probing why the system responds as it does (Fig. 3).

Game Interfaces. The game consists of two browser apps:
One running on the teacher’s device, projected for the entire
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Figure 2: Three app views. The basic interface shows the camera feed and classification confidence for label “Doctor” (Fig. 2a).
Users can examine an XAl heat map that highlights what image areas contribute the most to the classification result (in Fig. 2b
white shirt, shoe string, and pen in pocket). Users can explore the training data set to get hints on spoofing the system (Fig. 2c).

classroom (Fig. 1b), and another running on students’ mo-
bile devices (Fig. 1a). The profile pictures here are replaced
with Al-generated images for privacy. The teacher app has
controls for pausing the game on all devices, changing the
current challenge for all or for selected students, enabling
heat map visualization on all devices, and unlocking access
to the training data set on all devices. The teacher app also
has views for showing all users, displaying the scoreboard
and students’ top-scoring images, and exploring the training
dataset together. The student app can switch between live
play, heat map exploration of the current camera feed, and
browsing the training dataset.

Setup And Resources Required. The game is fully
browser-based and works on browsers that support WebRTC
data channels and ES11 (Chrome 56+, Firefox 44+, Safari
15.4+ and Edge 79+). It has been tested with devices rang-
ing from laptops (Chromebooks, Windows, Mac and Linux)
to mobile phones and tablets (Android, i0S). The classifier
used is MobileNet V2, fine-tuned separately for each classi-
fication task.

Privacy and Security. Designed with children’s data pri-
vacy in mind, the game adheres to EU’s GDPR regulations.
It does not collect, send, or store any identifiable data outside
the classroom. All data are kept local, shared only with the
teacher’s device for the duration of the session, and automat-
ically deleted when the session ends. The only external data
retrieved are the app itself and the image and label dataset.
The tool uses WebRTC-based peer-to-peer communication,
and requires only local network connectivity.
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eXplainable AI. Similar to some recent educational XAI
techniques (e.g., Wang and An 2021; Melsién et al. 2021),
our approach uses Class Activation Maps (CAMs), which
provide a visual heatmap indicating which areas of an input
image contributed the most to the classification result (Zhou
et al. 2016).

Intended Learning Outcomes

Target age groups and context of learning. The Al
spoofing education game is designed for grade 4-9 class-
rooms (learners aged 10-15 years) but it is suitable for all
novice learners. It is particularly suitable for classrooms
that explore Al concepts through hands-on experimentation,
play, and critical inquiry. The game requires each player to
have a mobile device with a camera, an Internet browser, and
Internet or local network connectivity. It includes a struc-
tured classroom activity to guide the learning process.

Prerequisites. Students should be familiar with the basic
workings of image classification systems, including foun-
dational concepts such as training data, classification, la-
bels, prediction, and confidence. Tools such as Generation
AI Teachable Machine?, Personal Image Classifier’, Ma-
chine Learning for Kids*, or Google Teachable Machine’
can serve as effective starting points.

*https://tm.gen-ai.fi/
3https://classifier.appinventor.mit.edu/
“https://machinelearningforkids.co.uk/
Shttps://teachablemachine.withgoogle.com/
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Figure 3: A view of top scoring players, with confidence score and a thumbnail of the image that scored it, shown on the
classroom projector. The confidence scores can be completely hidden or shown only for the n highest scoring players
(currently just two top players). This view is aimed at giving players hints from others’ high scoring images.

Pedagogical approach. Because the game requires famil-
iarity with core concepts of image classification, it is ped-
agogically appropriate to embed it within a larger learning
project rather than treating it as a short, standalone exercise.
For example, it can be integrated into the CEDE pedagogical
model (Vartiainen and Tedre 2025) that positions children as
designers and knowledge creators in Al. In such projects,
students develop their conceptual understanding, creative
abilities, and critical thinking by designing and making their
own ML-driven mobile phone apps using the Generation Al
Teachable Machine (Kahila et al. 2024b; Pope et al. 2025).
At the end of the GenAl project, the children reflect on the
potential risks and harms of Al through their own app de-
sign process and are scaffolded to apply their evolving Al
understanding to critical analysis and discussions of ethical
and societal issues, such as algorithmic bias (Vartiainen et al.
2024a).

While tools like the Teachable Machine foster creative
learning and collaborative inquiry, the spoofing game ex-
tends and deepens these knowledge-creative projects by
adding new affordances for the ethical and social reflec-
tion phase that is central to CEDE-based learning projects
(Vartiainen and Tedre 2025). It responds to recent calls for
Al literacy education to go beyond technical understanding
and foster critical thinking, ethical awareness, and an abil-
ity to interrogate Al systems as sociotechnical constructs
(Morales-Navarro and Kafai 2023; Morales-Navarro et al.
2024b). Rather than presenting Al as a reliable or neutral
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decision-maker, the game positions Al as a fallible, human-
made system, which can be intentionally probed, manipu-
lated, and tricked.

In the game, advances in conceptual understanding
through critical inquiry of image recognition systems are
supported through hands-on learning experiences. Students
are guided to test and construct their conceptions of im-
age recognition by making observations and experiments,
and by explaining their conclusions with systematic evi-
dence (Aleknaviciiité, Lehtinen, and Sodervik 2023; Oster-
haus et al. 2021). This approach makes abstract Al con-
cepts more accessible, concrete and visible (Smetana and
Bell 2012; Trundle and Bell 2010), and situates them in the
context of real-world ethical issues (Vartiainen and Tedre
2025). Furthermore, the game allows students to challenge
and test their prior beliefs and conceptions by visualizing
objects and processes that are normally hidden and from per-
ception and manipulation (Trundle and Bell 2010; Smetana
and Bell 2012). Importantly, it also becomes a medium that
externalizes learners’ evolving ideas and lines of reasoning
by making them tangible and shareable which, in turn, helps
their collaborative and iterative advancement (Ackermann
2004).

This kind of exploration supports not only conceptual un-
derstanding but also what Freire (1970) termed as critical
“re-reading” of the world. Learners are not just passive users
or observers of Al systems, but active agents who investi-
gate and challenge, and even “break”, them. By learning to
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Figure 4: Example of spoofing the system with everyday items. Figures 4a and 4b show an empty glass classified as “astronaut”
with high confidence. The training data view (Fig. 4c) hints that the reason might be the astronaut’s round glass visor, found in

all images in the training data set.

manipulate the results of Al systems, students begin to see
Al not as a black box but as an engineered product shaped
by human decisions, assumptions, and biases. This prepares
them to grow as informed contributors in public debates and
democratic decision-making about the use and governance
of Al technologies. Understanding the limitations, brittle-
ness, and fallibility of Al-driven systems is a critical com-
ponent of Al literacy, particularly in an age where systems
make high-stakes decisions and often convey a false sense
of objectivity or certainty (Long and Magerko 2020; Tedre
et al. 2021).

Critically re-reading the human-engineered mechanims
and societal impacts of Al system may also cultivate learn-
ers’ volition and capacity to become transformative agents
capable of questioning, resisting, reimagining, and rewriting
existing sociotechnical systems and data-driven practices in
pursuit of a more just and equitable Al-driven world.

Al concepts addressed. The game introduces students
to key aspects of how image recognition systems operate
and, more importantly, how they can succumb to adversar-
ial attacks and fail. It centers on four pedagogical activities:
(1) analyzing how image recognition systems classify vi-
sual inputs, (2) exploring their fragility and failure modes,
(3) experimenting with adversarial tactics to mislead an Al
model, and (4) critically reflecting on the broader conse-
quences of automated classification. These goals align with
major Al education frameworks that emphasize the interplay
of Al techniques, human-Al interaction, and societal im-
pact (Miao and Shiohira 2024; Touretzky, Gardner-McCune,
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and Seehorn 2023; Long and Magerko 2020). The intended
learning outcomes (ILOs) focus on four core concepts re-
lated to Al and data.

Confidence and Correctness. The tool displays a confi-
dence score, which represents the model’s estimated proba-
bility that a given input belongs to a particular class, based
on its internal parameters. By allowing learners to experi-
ment with ways to increase this score, the system helps them
understand that a confident prediction is not necessarily a
correct one (see Fig. 4). From the perspective of critical Al
education, this emphasizes that machine “certainty” can be
misleading, especially in manipulated situations.

Adversarial Attacks (Spoofing ). Students engage in hands-
on adversarial play by modifying their appearance or envi-
ronment to induce misclassification by the model, with high
confidence. Unlike synthetic adversarial attacks in the pixel
space (see, e.g., (Papernot et al. 2017)), this game focuses
on embodied, real-world spoofing that exposes vulnerabili-
ties in the model’s generalization. This introduces learners
to foundational issues with Al robustness and adversarial at-
tacks, providing a concrete entry point into broader ques-
tions about Al safety and system reliability.

Feature Sensitivity and Saliency. Through iterative experi-
mentation, students begin to recognize that image classifiers
are highly sensitive to certain visual features—such as eye-
glasses, headwear, skin tone, background objects, or lighting
conditions—that may not be semantically meaningful. For
example, why do automated job interview systems systemat-
ically give higher score to applicants with eyeglasses or with
bookshelf in the background? (Narayanan and Kapoor 2024)



This introduces the concept of saliency: the system’s strong
weighting of certain input features in the classification out-
come (e.g. the astronaut’s visor in Fig. 4). By observing how
seemingly insignificant visual changes can drastically shift
outcomes, learners gain insight into how Al systems attend
to data, and begin to ask not just what label is predicted, but
what features the system is really responding to.

Brittleness and Failure. The activity facilitates under-
standing the vulnerability of Al based classification systems
to sometimes unanticipated image features, challenging
naive conceptions of Al as smart, objective, stable, or infalli-
ble (Druga et al. 2017). Through playful experimentation—
changing props, poses, lighting conditions, clothing, or
background—students observe how seemingly minor, se-
mantically irrelevant, or intuitively wrong changes can sig-
nificantly influence model outputs. These interactions help
to demystify Al and open space for critical discussions about
generalization, robustness, reliability, and the limits of ma-
chine perception in real-world uses.

Misclassification and Its Real-World Consequences. The
activity encourages learners to move beyond surface-level
experimentation toward interrogating the socio-technical di-
mensions of Al systems. It raises questions like “Why does
the model respond this way?”, “Who decides how the sys-
tem is trained?”, (Gebru et al. 2021; Mitchell et al. 2019)
and “What happens when Al systems misclassify people in
real life?” (Buolamwini and Gebru 2018). By raising ques-
tions on misclassification, representational harm, and sys-
temic bias, the game helps students recognize that Al sys-
tems are not neutral artifacts but products shaped by their de-
sign choices, training data, and cultural assumptions (Craw-
ford 2021; Eubanks 2018; Birhane, Prabhu, and Kahembwe
2021). Learners are encouraged to critically reflect on who
defines model objectives, whose data are included or ex-
cluded, and who are most affected by misclassification, as
well as imagine more just and accountable Al futures.

From Conceptual Understanding to Critical Participation
in Al. This game is designed not only to teach AI con-
cepts but also to foster a mindset of inquiry, skepticism, and
agency. By making visible the decision-making processes
and vulnerabilities of image classifiers that are normally
opaque to students it enables learners not only to become
aware of these weaknesses but also to actively explore and
manipulate them. By engaging with the fallibility of Al sys-
tems, students are positioned as critical investigators rather
than passive users of technology—an important step toward
critical participation in an Al-infused society. By that way,
the game supports learners to develop a more critical under-
standing and attitude toward Al-driven systems, especially
when embedded within purposeful pedagogical practices.
Creative knowledge creation and critical inquiry mediated
by this game can foster resistance and activism against the
sociotechnical injustices that Al systems exacerbate, thereby
providing essential scaffolding for cultivating transformative
agency in the age of Al

Discussion

While many existing Al education tools focus on training
models and achieving functional outcomes (Carney et al.
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2020; Pope et al. 2025), this paper’s approach taps on fail-
ure and breakdown. By encouraging students to manipulate
a model and induce misclassification, the Breakable Ma-
chine game creates opportunities for encountering and inves-
tigating expectation mismatches—moments when the sys-
tem behaves in unexpected ways (Dhanorkar et al. 2021).
These moments of cognitive dissonance invite deeper in-
quiry into the inner mechanisms of Al, including the role
of training data, feature saliency, and generalization. Rather
than treating misclassifications as problems to be corrected,
the game treats them as a possibility for exploitation, criti-
cal exploration, and epistemic investigation. This aligns with
recent shifts in Al literacy research that emphasize not only
technical understanding, but also epistemic and ethical in-
terrogation of how Al systems operate and where they fail
(Morales-Navarro et al. 2024b; Long and Magerko 2020).
The tool requires learners to have prior exposure to image
classifiers at the (M)odel level of the SEAME framework,
and enables activities at the framework’s SE+A+M levels
(Sentance and Waite 2022).

Central to our approach is the pedagogical reimagining of
spoofing not as a glitch that can only hinder learning but as
a tool for critical inquiry. By intentionally tricking the sys-
tem, students are exposed to its brittleness and manipulabil-
ity, revealing how Al systems can produce outputs that are
not only wrong but confidently so. This hands-on adversar-
ial play serves as an entry point into deeper questions about
the sociotechnical complexity and fragility of ML systems,
as well as safety and ethical accountability (Buolamwini and
Gebru 2018; Crawford 2021).

This game repositions learners from passive users or con-
sumers to active interrogators. Rather than mastering an Al
tool or adapting their behavior to better fit an Al system, stu-
dents learn to challenge and manipulate them—what Freire
(1970) might describe as “re-reading the world.” In that
view, education is not about adapting to existing systems and
oppressive practices, but about questioning the status quo,
envisioning alternatives, and taking action for realizing that
future. Similarly, it resonates with Stetsenko’s (2019) notion
of activist learning, which moves beyond reproduction and
socialization into existing practices by positioning learners
as active contributors and co-creators of social change. In
this light, spoofing becomes a pedagogical act of resistance
that cultivates understanding and transformative agency.

By engaging in collective experimentation and observ-
ing their peers’ spoofing strategies on the leaderboard, stu-
dents co-construct knowledge about machine perception and
its limits. Students can observe, replicate, and refine each
other’s strategies, externalizing the reasoning and contribut-
ing to a shared understanding of AI behavior. This social
learning environment reveals how classifiers respond to real-
world variation, and fosters epistemic agency as students
learn to question what counts as “correct” in image recog-
nition systems, and why.

The game works with concepts that are less often ad-
dressed in K—12 contexts, such as adversarial attacks and
feature saliency. While popular Al frameworks (Touret-
7Ky, Gardner-McCune, and Seehorn 2023; Miao and Shio-
hira 2024; Long and Magerko 2020) emphasize perception,



learning, and societal impact, few current tools specifically
encourage learners to directly probe the limits and vulnera-
bilities of Al systems. Our approach introduces learners to
these limitations not as incidental glitches, but as core con-
tent for critical reflection. By emphasizing how Al systems
can be manipulated or misled, the game challenges overly
deterministic or instrumentalist views of Al systems as neu-
tral or robust. This complements the growing body of Al
literacy work that emphasizes data agency, algorithmic ac-
countability, and participatory ethics (e.g., Vartiainen et al.
2024a; Morales-Navarro et al. 2024b; Babai et al. 2025). It
expands the curricular space of Al literacy by integrating
critical inquiry, hands-on spoofing, and sociotechnical re-
flection. Rather than shielding students from system flaws,
we make them core content, preparing learners to navigate,
critique, and shape Al-driven futures.
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