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Abstract 
The increasing adoption of large language models in the fi-
nancial sector introduces significant challenges related to the 
handling of sensitive financial information (SFI). Existing 
general-purpose content safety solutions, or guardrails, often 
fall short in detecting domain-specific risks inherent in finan-
cial data processing. This study addresses these gaps by de-
veloping a comprehensive taxonomy of SFI, grounded in 
globally recognized financial, information security, and AI 
governance standards. Leveraging this taxonomy, we synthe-
sized an extensive dataset encompassing diverse categories 
of SFI and trained GARD (Generative Adversarial network 
Risk Detection) model to detect sensitive content in both in-
puts and outputs of GenAI systems within the financial do-
main. Our evaluation compared GARD against commercial 
guardrail solutions, including the OpenAI Moderation API 
and Microsoft Azure Content Safety (ACS). The results 
demonstrated that while commercial solutions maintained 
high precision, their recall was substantially lower, indicating 
many risky instances went undetected. In contrast, our model 
achieved a recall score of 0.98, significantly outperforming 
the benchmarks and enhancing SFI detection. These findings 
underscore the necessity of domain-specific guardrails tai-
lored to the financial sector to ensure robust AI safety and 
compliance. In conclusion, this work contributes (1) A de-
tailed taxonomy of SFI tailored for GenAI applications, (2) 
A comprehensive synthetic dataset that encompasses a wide 
range of sensitive topics relevant to the domain and (3) A 
high-performance risk detection model that can be deployed 
independently or alongside existing solutions to improve 
content safety in financial services. This approach promotes 
trust, mitigates financial, legal, and reputational risks, and 
supports the responsible adoption of GenAI technologies in 
sensitive domains. 

Introduction    
Advancements in large language models (LLMs) have sig-
nificantly expanded their applicability across a wide range 
of domains. The capacity of LLMs to generate coherent, 
contextually relevant, and fluent output has made them an 
important component across various domains including fi-
nance, healthcare, education, etc (Zhao et. al. 2023). How-
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ever, this widespread adoption also introduces specific chal-
lenges, particularly when LLMs are employed to handle 
sensitive information (SI) (Bommasani et. al. 2021). SI in 
the context of information processing is defined as data that, 
if disclosed, altered, or destroyed without authorization, 
could result in harm to individuals or organizations, includ-
ing but not limited to personally identifiable information 
(PII), financial records, health data, and proprietary business 
information. Such information require special handling and 
protection measures to ensure confidentiality, integrity, and 
availability in accordance with regulatory and organiza-
tional requirements (ISO/IEC 27001 2022, Security and 
Privacy Controls for Information Systems and 
Organizations 2020). Due to the extensive scale of their 
training datasets, LLMs may inadvertently encompass per-
sonal, confidential, or proprietary information. Thus, they 
may unintentionally generate responses that reveal such sen-
sitive data (Lu et. al. 2023). Adversaries may leverage tech-
niques such as model inversion or alternative approaches to 
extract SI from LLMs. For instance, an attacker could use a 
sequence of carefully designed prompts to retrieve social se-
curity numbers or private communications that the model 
may have acquired during its training process (Carlini et. al. 
2020). To mitigate the aforementioned risks, guardrails are 
implemented to enforce constraints on the inputs and out-
puts of LLMs. Guardrails are mechanisms or frameworks 
that ensure LLMs’ input/output are aligned with specified 
safety, risk, and policy requirements. In the rest of this pa-
per, we use the term guardrail to refer to any AI safety 
mechanism applied to the inputs or outputs of generative AI 
(GenAI) systems. To assess safety of information pro-
cessing in GenAI systems, we ground our study in a real-
world use case of financial services and examine how com-
mercial products may fall short in addressing domain-spe-
cific risks. Financial services are a primary area for GenAI 
systems, yet there has been limited discussion regarding AI 
safety in this context (Nie et. al. 2024). The security and pri-
vacy of financial data are paramount due to the substantial 
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risks associated with data breaches and regulatory non-com-
pliance. Implementing LLMs in the financial sector intro-
duces distinct challenges in ensuring strong data protection 
and effectively safeguarding SI (Nie et. al. 2024). Since fi-
nancial data can be highly sensitive, deploying LLMs poses 
unique challenges in protecting this data from breaches and 
compliance violations. Hence, strong cybersecurity 
measures and privacy protocols are essential to mitigate 
risks of data leaks. To address this, we examine and apply 
relevant regulatory and risk frameworks in financial ser-
vices (Gramm-Leach-Bliley Act-106th Congress Public 
Law 106–102 1999, Council and Standards 2024, Council 
and Examination, Information Security 2016), information 
processing (ISO/IEC 27001 2022, Security and Privacy 
Controls for Information Systems and Organizations 2020, 
McCallister, E; Grance, T; Scarfone, K 2010, Ross, R; 
Pillitteri, V 2024), and cybersecurity (OWASP Top 10 for 
LLM Applications 2025) toward developing a comprehen-
sive taxonomy of sensitive topics within the domain. A well-
defined taxonomy enables systematic categorization and un-
derstanding of various types of SFI, facilitating more effec-
tive monitoring and control. 

Given the complexity and potential risks associated with 
GenAI systems—such as data breaches, unintended finan-
cial harm, and legal accountability—risk detection models 
are necessary to identify and mitigate vulnerabilities arising 
from the use of these systems. These models can help detect 
anomalies, prevent data leakage, and ensure compliance 
with privacy regulations. The competitive and high-stakes 
nature of finance demands clear frameworks for responsibil-
ity and ethical use, which are supported by taxonomy-driven 
risk management. Together, these efforts promote trust, en-
hance the safe adoption of GenAI technologies, and safe-
guard stakeholders against financial, legal, and reputational 
risks inherent in handling SFI. Our study demonstrates that 
general-purpose content safety solutions, known as guard-
rails for GenAI systems, may be insufficient for detecting 
risks associated with SI processing in financial services. 
Therefore, we take a comprehensive approach to outline var-
ious types of SI in this area and develop a risk detection 
model, capable of identifying such information in both in-
puts and outputs of GenAI systems, thereby enhancing their 
safety in this context. Henceforth, we refer to texts and sam-
ples that contain sensitive financial information (detailed in 
the appendix) as risky. In the remainder of this paper, we 
begin by providing a brief overview of related work in Sec-
tion 2. Section 3, details our methodology for developing a 
taxonomy of SI and constructing the corresponding risk de-
tection model. In Section 4, we present and evaluate our re-

 
1 Prompt injection is an attack technique in which an adversary 
crafts inputs designed to manipulate a language model’s behaviour, 
often causing it to ignore original instructions or generate unin-
tended, potentially harmful outputs 

sults in comparison with commercial content safety solu-
tions. Finally in Section 5, we conclude by summarizing our 
key findings and offering recommendations for enhancing 
GenAI systems within the financial services sector. 

 
Background 

Academic research to date has predominantly concentrated 
on a limited range of general risk categories as almost two 
thirds of evaluations of LLMs focus on misinformation, tox-
icity, and representational harm (Rauh et. al. 2024). How-
ever, when LLMs are deployed across various domains, do-
main-specific risks may emerge. Common approaches to 
prevent unauthorized disclosure of SI by LLMs encompass 
data sanitization, differential privacy, and output filtering. 
Data sanitisation, which involves removing SI from training 
data, is a key mitigation strategy to reduce the risk of LLMs 
memorising and regurgitating such information. However, 
this is challenging in practice due to the scale of training data 
and the difficulty of identifying all sensitive content (Carlini 
et. al. 2020). Another approach as output filtering is a post-
processing step that inspects the model’s outputs and dis-
cards or modifies those that are deemed unsafe or otherwise 
undesirable before they are shown to the user (Ganguli et. 
al. 2022). Differential privacy, as another approach by add-
ing mathematical noise during training ensures that the out-
put of a computation does not significantly change with the 
addition or removal of a single data point, thereby prevent-
ing the model from memorizing or revealing information 
about individuals (Wilson et. al. 2019). This paper focuses 
on both the inputs and outputs of GenAI systems in the con-
text of their commercial deployment for domain-specific ap-
plications. Accordingly, our approach encompasses not only 
output filtering but also the examination and management of 
inputs to LLMs. The existing guardrails predominantly ad-
dress risks such as prompt injection1, jailbreaking2, harmful 
content categories, and misinformation without focus on do-
main-specific risks (Nie et. al. 2024). While these areas are 
critical in establishing a foundational guardrail infrastruc-
ture for LLMs, a substantial gap persists in mitigating one 
of the most significant risk categories—SI disclosure, as 
identified second in the OWASP risk framework for LLMs 
(OWASP Top 10 for LLM Applications 2025). 

Recent advancements in LLMs have raised significant 
concerns regarding the inadvertent disclosure of SI, prompt-

2 Jailbreaking refers to the process of manipulating a language 
model through specially crafted prompts to bypass its built-in 
safety mechanisms and content restrictions, enabling the genera-
tion of outputs that would otherwise be blocked. 
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ing a surge in research focused on risk detection and mitiga-
tion. (Lehman et. al. 2021) explored the risks of sensitive 
data leakage in medical LLMs, finding that models trained 
on clinical notes can output confidential patient information, 
even when explicit filtering mechanisms are in place. These 
findings underscore the persistent challenge of reliably de-
tecting and mitigating SI risks in LLM outputs. In another 
related work (Nasr et. al. 2023) investigated extractable 
memorization in language models, demonstrating that ad-
versaries can efficiently extract large amounts of training 
data—including gigabytes—from both open-source and 
proprietary models through targeted queries. Their findings 
reveal that even alignment techniques, such as those used in 
ChatGPT, do not fully prevent memorization, as novel at-
tacks can significantly increase the leakage of sensitive 
training data. To address SI disclosure risks, approaches 
such as user trust profiling have been proposed (Feretzakis, 
G; Verykios, V S 2024) in a trust framework, enabling pol-
icy-based access control tailored to users’ roles and contex-
tual factors. Although they have determined SI detection as 
a major module in their framework, but there is no empiri-
cally validated mechanism for detecting SI introduced. 
Some other efforts (Gehrmann et. al. 2025) have been made 
to create a risk taxonomy associated with GenAI in financial 
services, but they have not specifically focused on the gran-
ular topics related to SI within this sector. Also, the resulting 
taxonomies have not been grounded in the established risk 
frameworks for the domain. Hence, there remains a signifi-
cant gap in the development of domain-specific risk detec-
tion models targeting this particular risk in GenAI systems 
with a granular categorization of SI. 

One of the major challenges in this area is the absence of 
available datasets pertaining to SFI, which complicates the 
development of robust guardrails models in this domain. 
This stems from the reluctancy of organizations in sharing 

 
3 Eliza is a secure, enterprise-grade AI interface at Bank of New 
York (BNY) that facilitates responsible access to generative AI 

such data. To address this gap, we leverage our holistic tax-
onomy to create a comprehensive dataset encompassing all 
SI topics with a particular focus on the financial sector. Ac-
cordingly, this study makes three key contributions to the 
domain: it 1) develops a grounded taxonomy for SFI. 2) in-
troduces a comprehensive synthetic dataset that encom-
passes a wide range of sensitive topics relevant to the do-
main, and 3) constructs an empirically validated risk detec-
tion model specifically focused on SFI detection. 

Method 
Our approach is structured around three primary compo-
nents: 1) synthetic data generation, 2) embedding, and 3) 
predictive modelling. Each component plays a distinct and 
essential role within our proposed methodology, as detailed 
in this section. 

Synthetic Data Generation 
Accessing datasets containing SI, particularly within the fi-
nancial domain, presents a significant challenge. This con-
straint motivates us to tackle the issue through two comple-
mentary approaches. The first approach is embodied in the 
taxonomy we have developed for synthetic data generation 
encompassing a wide range of topics in this area. The sec-
ond involves the generative adversarial network (GAN) 
model we propose specifically for the task of not only de-
tecting texts including SI but also generating vectors similar 
to those texts. In this section, we focus on synthetic data 
generation, with the GAN model and its role in addressing 
this challenge discussed subsequently in the predictive mod-
elling section. To construct a comprehensive dataset of SFI, 
it is essential to develop a coherent taxonomy categorizing 
the different types of SFI, along with a precise delineation 
for each type. Additionally, our focus on financial infor-
mation necessitates the identification of prevalent keywords 
in this domain, such as Futures, Credit Cards, Swaps etc. To 
address these requirements, we collate related guidelines 
and frameworks (Gramm-Leach-Bliley Act-106th Congress 
Public Law 106–102 1999, Council and Standards 2024, 
Council and Examination, Information Security 2016, 
ISO/IEC 27001 2022, Security and Privacy Controls for 
Information Systems and Organizations 2020, McCallister, 
E; Grance, T; Scarfone, K 2010, Ross, R; Pillitteri, V 2024, 
ISO/IEC 42001:2023 Information technology — Artificial 
intelligence — Management system 2023) in the financial 
domain as well as information management to protect SI. 
We also direct synthetic data creation via guiding LLMs by 
prevalent terms in financial and banking fields (Zuo, X; 
Jiang, A; Zhou, K 2024). Other resource we consider for the 

tools for authorized users. (https://www.bny.com/corpo-
rate/global/en/about-us/technology-innovation/artificial-intelli-
gence.html) 

Source Risk category Sample 
Gemini 1.5-
Pro, Mixtral-
8x7B, GPT 
4o, Llama 
3.1, Eliza 
prompts3 

Stakeholders’ Topics (see appendix 
2), Prevalent Financial Topics (see 
appendix 3), Personally Identifiable 
Information (PII), Authentication 
and Security Data, Business and 
Proprietary Information, Customer 
Financial Data, Financial Account 
Information, Non-public Personal 
Information, Payment Card Data, 
Regulatory and Compliance Data, 
Health-Related Financial Data, Op-
erational logs, Other Sensitive Data 

Synthetic: 
15,360 
Real: 2,135 

Total unique risky samples: 
10,098 

Total unique risky/non-risky sam-
ples:17,495 

Table 1: The high-level topics and categories of the dataset. 
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development of this dataset are BNY's internal policies con-
cerning information classification, handling, and records 
management. Besides the introduced standards and frame-
works, the specified guidelines within the BNY’s policies 
provide a foundation, upon which we can elaborate the prin-
ciples and controls, particularly by defining the require-
ments and controls for information classification, records 
management, and data incident management. By structuring 
and building our dataset in accordance with the consolidated 
established resources on SFI, we further introduce a do-
main-specific taxonomy highlighted in Appendix 1. This 
taxonomy is intended to address different risks involved in 
SFI while also facilitating future research in the domain. 
With the taxonomy established, we utilized a range of 
LLMs—including Gemini 1.5-Pro, Mixtral-8x7B, GPT-4o, 
and Llama 3.1—to generate input and output data corre-
sponding to the key topics identified in the taxonomy. Ad-
ditionally, these models were employed to produce non-
risky data within this domain while real prompts from Eliza 
(the BNY’s GenAI system) also incorporated. In total, the 
dataset consists of 17,495 domain-specific samples, encom-
passing both risky and non-risky instances. 

 
Designed prompt Synthetic data (output guardrail) 
Generate a synthetic 
list containing anony-
mized credit card num-
bers, account numbers, 
and associated trans-
action details for test-
ing fraud detection sys-
tems. 

{"CardNumber": "4532-1234-5678-9012", 
    "ExpirationDate": "12/28", 
    "CardHolderName": "John Doe", 
    "CVV": "123"} 
{"AccountNumber": "9876543210", 
    "BankName": "Example National Bank", 
    "AccountType": "Checking", 
    "Balance": "$10,500.75"} 

Create a list of anony-
mized tax records, in-
cluding taxpayer IDs, 
income brackets, and 
filing statuses, for use 
in compliance testing. 

  {"taxpayer_id": "963412777", 
    "income_bracket": "40k-60k", 
    "filing_status": "Married Filing Jointly"}, 

Synthetic prompt (input guardrail) 
What is the balance of X fund? 
Can you give me the account number of our supplier payments? 

Table 2: Sample generated data including/inquiring about 
SFI. 

The process of generating SFI dataset is illustrated in Fig-
ure 1. For instance, according to NIST SP 800-122 
(McCallister, E; Grance, T; Scarfone, K 2010)  framework, 
we design prompts that align with the definition of PII and 

confidential data. These prompts are carefully crafted to in-
clude examples and categories of PII relevant to the finan-
cial domain, such as account numbers, credit card numbers, 
and tax information. We also incorporate internal policies 
and topics highlighted by subject matter experts (SMEs) that 
align with this guideline to generate data that include/inquire 
about sensitive information. For example, the synthetic data 
illustrated in Table 2 are designed based on this framework. 
As a result, we can generate synthetic data that is designed 
in accordance with the definitions and requirements for sen-
sitive data protection outlined in NIST SP 800-122, internal 
policies, and SME-highlighted topics. These examples 
demonstrate how synthetic data/prompt are generated to 
simulate sensitive information while adhering to the neces-
sary guidelines and ensuring data protection.  

Dataset Validation 
We assess the synthetic dataset by examining its alignment 
with real-world risky samples. To do so, we compiled a da-
taset of 115 real-world risky samples, all of which were val-
idated as sensitive information by three SMEs. This dataset 
served as the reference for assessing the accuracy of the syn-
thetic data and its similarity to real-word risky samples. 
Hence, we measured the average embedding (discussed in 
the following) of the synthetic dataset against the average 
embedding of the reference dataset by computing the cosine 
similarity between the two. As a result, the comparison 
yielded a similarity score of 0.97 between the two datasets. 
The similarity score indicates a high degree of alignment be-
tween the synthetic and the real-world risky data, demon-
strating the effectiveness of the synthetic data generation 
process in capturing the characteristics of the reference da-
taset. 

Embedding 
To effectively capture both prominent and nuanced distinc-
tions between texts including SI (risky) and not including SI 
(non-risky) within the dataset, it is essential to employ an 
embedding technique capable of representing these varia-
tions in a high-dimensional vector space. For this purpose, 
we utilize OpenAI text-embedding-ada-002 (New and 
improved embedding model OpenAI. 2022.). This embed-
ding method is selected over alternatives such as BERT due 
to its demonstrated enhanced performance in capturing se-
mantic relationships and classification tasks (New and 
improved embedding model OpenAI. 2022., Muennighoff, 
N; Tazi, N; Magne, L; Reimers, N 2023). The vectors pro-
duced by this embedding have a length of 1,536 dimensions. 
Consequently, all samples of the dataset are transformed 
into these high-dimensional vectors, enabling their subse-
quent processing by the GAN model. 

Figure 1: Synthetic data generation process. The approach 
utilizes diverse resources to construct a comprehensive tax-
onomy, which then serves as the basis for data generation. 
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Predictive Modelling 
Given the comprehensive nature of our dataset, which en-
compasses a wide range of SI pertinent to the financial and 
banking sector, GARD gets trained with a holistic perspec-
tive on risk categories and their associated feature vectors. 
As previously noted, addressing the scarcity of real-world 
sensitive datasets in the financial sector is a prerequisite for 
developing a model that can detect diverse types of SI. This 
is achieved, first, by developing a comprehensive taxonomy 
that encompasses sensitive topics relevant to the domain, 
and second, by utilizing synthesized data as input for the 
GAN model to generate similar vectors based on the input 
data. We employ GANs due to their capability for continu-
ous learning in both data classification and data generation. 
This allows the model to produce vectors analogous to those 
representing sensitive text, including instances that may not 
be present in the original dataset, which ultimately makes 
the classification more robust in detecting SI. The advantage 
of utilizing GANs lies in their continuous generation and 
discrimination cycle, enhancing performance in risk detec-
tion. Our objective is to identify any text including SI. In 
this context, the GAN model's generator and discriminator 
engage in a competitive process to surpass one another in 
performance. This iterative cycle drives the generator to 
produce vectors that closely resemble those of including SI, 
while remaining undetectable by the discriminator. Concur-
rently, the discriminator is trained to distinguish between 
risky and non-risky vectors generated by the generator to 
learn to recognize distinguishing features associated with 
the risky vectors.The GAN model consists of a generator 
and a discriminator, both constructed as multilayer feedfor-
ward neural networks using PyTorch. The generator re-
ceives a random noise vector and outputs synthetic embed-
dings matching the dimensionality of the real data, while the 
discriminator distinguishes between real and generated em-
beddings using a series of linear layers with LeakyReLU ac-
tivations and dropout for regularization. The dataset, com-
prising OpenAI-generated embeddings labelled as 
risky/non-risky, is balanced through resampling to address 
class imbalance. Labels are encoded numerically, and both 
embeddings and labels are converted to PyTorch tensors for 
model training. The models are trained adversarially using 
the binary cross-entropy loss function and Adam optimizer, 
with label smoothing applied to real samples to improve dis-
criminator robustness. The training process alternates be-
tween updating the discriminator to better distinguish risky 
embeddings and updating the generator to produce more re-
alistic embeddings. Model performance is monitored over 
200 epochs, and the final trained discriminator is saved for 
subsequent evaluation and application. The GAN model’s 
training/testing process is illustrated in Figure 2. 

Results and Evaluation 
 In order to evaluate the performance of GARD, we consider 
guardrail systems provided by different vendors including 
OpenAI Moderation API (OpenAI, Moderation- OpenAI 
API 2023) and Microsoft Azure Content Safety (ACS) 
(Microsoft 2023). The OpenAI Moderation API is an auto-
mated content moderation tool that analyses text to detect 
and flag content that may violate safety policies, such as hate 
speech, violence, or SI. This tool is inherently integrated 
into OpenAI LLMs to automatically monitor and filter in-
puts and outputs for content that may violate safety policies. 
The other guardrail system as Microsoft ACS is a cloud-
based service that uses advanced AI models to detect, clas-
sify, and filter harmful, offensive, or sensitive content—in-
cluding text and images—in real time, helping organizations 
ensure compliance with safety and moderation policies 
across their applications. These guardrail systems are de-
signed and developed to evaluate the inputs and outputs of 
the LLMs for potential violations of safety policies, includ-
ing harmful content categories, hate speech, privacy 
breaches such as the disclosure of PII, and other sensitive or 
inappropriate material. Their implementation helps ensure 
responsible and secure deployment of GenAI in real-world 
applications. Hence, we conducted evaluations using both 
the ACS and the OpenAI Moderation API and compared 
their results with those obtained by GARD. In addition to its 
default AI classifier for content monitoring, ACS provides a 
blocklist feature. A blocklist is a customizable list of spe-
cific words, phrases, or patterns that an organization wants 
to automatically detect and block in user-generated content.  
When content matches any entry in the blocklist, ACS flags 
or filters it according to the configured moderation policies, 
helping to prevent the display or processing of undesirable 
or sensitive material. Therefore, the evaluation on ACS was  
conducted over multiple rounds of testing. In the initial 
round, no specific instructions or blocklists were provided 
to the ACS based on ACS's assertion that its default AI clas-
sifiers are generally adequate for most content moderation 
needs. 
 

Figure 2: Training and testing GARD for risk detection 
using the generated dataset. 

40532



 
In the subsequent round, a blocklist including the SI cat-

egories (see appendix) was introduced to the ACS as system 
prompts, enhancing its effectiveness for our particular use 
case involving SI. Consequently, we evaluated each tool us-
ing 3,552 samples as test dataset, comprising 1,902 risky 
(comprising various SI) and 1,650 non-risky instances. Hav-
ing the test conducted on the dataset, the performance of dif-
ferent models is illustrated in Table 3. For the vendor solu-
tions (ACS and the OpenAI Moderation API), precision re-
mains high—indicating that all filtered instances are indeed 
risky—while recall is as low as 0.30 and 0.37 for OpenAI 
and ACS, respectively. This suggests that a significant por-
tion of risky instances are not being detected or filtered. In 
contrast, GARD achieves a high recall score, indicating that 
it successfully detects most risky instances; however, this 
comes at the expense of precision, as it also produces some 
false positives. Nevertheless, the recall score is of utmost 
importance in risk detection application, as missing risky in-
stances can have significant negative consequences 
(Chandolla, V; Banerjee, A; Kumar, V 2009). As demon-
strated by the results, the primary objective in developing 
the risk detection model is to maximize coverage of risky 
instances through the introduction of a comprehensive tax-
onomy. This taxonomy allows the model to be exposed to a 
diverse range of vectors that include SI (e.g., payment card 
data) or are associated with SI (e.g., inquiries pertaining to 
payment card data). Consequently, the discriminator is ca-
pable of distinguishing between features linked to risky and 
non-risky vectors. The results indicate that commercially 
developed guardrail systems may not be ideally suited for 
domain-specific applications, such as those involving SFI. 
By training GARD on our domain-specific dataset, the 
model is optimized to address the particular risks associated 
with SFI in GenAI systems within the financial and banking 
sector. Another notable improvement is the reduced latency 
of GARD in comparison to the ACS and OpenAI Modera-
tion API guardrails.  Although the latency of commercial 
guardrail solutions may fluctuate depending on network 
conditions and implementation specifics, our experiments 
demonstrated average processing rates of 0.3 and 0.5 inputs 
per second for ACS and the OpenAI Moderation API, re-
spectively. In contrast, GARD achieved a substantially 
higher throughput, processing an average of 50 inputs/sec. 

 

 

 

Conclusion and Future Work 
While there have been different guardrails provided for 
GenAI inputs/outputs, the topic of SI remains to be a chal-
lenge from an AI governance framework particularly for the 
organizations working with sensitive financial data. Further-
more, the scarcity of publicly available datasets in this do-
main complicates the development of effective risk detec-
tion models. To address these challenges, this study pro-
posed a comprehensive taxonomy of SFI, grounded in glob-
ally recognized guidelines and standards for financial ser-
vices as well as information security and AI systems. This 
taxonomy facilitated the synthesis of an extensive dataset 
encompassing a wide range of SI topics relevant to the fi-
nancial sector. Consequently, we successfully trained a 
GAN model to detect data including SI with a 0.98 recall 
score outperforming commercial benchmarks. Hence, in this 
study we 1) introduced a broad SFI taxonomy tailored to 
GenAI inputs and outputs within the financial sector, 2) de-
veloped a comprehensive dataset of SFI and 3) trained 
GARD as a risk detection model designed to identify SFI in 
content processed by GenAI applications in this domain. 
The SFI taxonomy enables organizations to systematically 
monitor GenAI inputs and outputs according to the associ-
ated risk topics. Additionally, GARD can be deployed either 
independently or in conjunction with other solutions to en-
hance overall content safety. This study has been primarily 
conducted using synthetic data. Although extensive care 
was taken to generate data that closely resembles real-world 
cases, there remain inherent limitations associated with syn-
thetic datasets. These include potential gaps in capturing the 
full complexity and variability of actual SI encountered in 
practice. As a result, further validation using real-world data 
is necessary to fully assess the generalizability and robust-
ness of the proposed model. Another important considera-
tion for future models is their scalability with respect to user 
personas. Incorporating this feature into GenAI applications 
within organizations would enable differentiated access to 
GenAI systems based on users’ roles and associated attrib-
utes. Through such user profiling, not only can SI be distin-
guished from other data types, but specific personas may 
also be granted privileged access to certain information, 
while access for others remains restricted according to their 
profile. 

Guardrail Performance 
Acc Prec Rec F1 Latency (X/sec) 

ACS 1 0.47 1.00 0.01 0.02 0.3 
ACS 2 0.66 1.00 0.37 0.54 
OpenAI API 0.62 1.00 0.30 0.46 0.5 
GARD 0.92 0.86 0.98 0.92 50 

Table 3. ML metrics of commercial guardrails vs. GARD. 

Figure 3: ML metrics of different guardrails. 

40533



Appendix 1 
 

A comprehensive list of information types classified as sen-
sitive in the finance and banking sector is provided in Table 
1. This taxonomy is based on major guidelines and frame-
works including GLBA, PCI DSS, FFIEC, ISO 27001, and 
NIST. 
 

Type Information 
Personally Identifia-
ble Information 
(PII) 

●Full name ●Address (home, business, mail-
ing) ●Date of birth ●Social Security Number 
(SSN) or National ID ●Driver’s license or gov-
ernment-issued ID numbers ●Phone numbers 
●Email addresses 

Financial Account 
Information 

●Bank account numbers (checking, savings, 
investment) ●Credit card and debit card num-
bers- Account login credentials (usernames, 
passwords, PINs) ●Routing numbers ●Ac-
count balances ●Transaction histories ●Loan 
and mortgage account numbers 

Payment Card Data 
(PCI DSS) 

●Primary Account Number (PAN) ●Card-
holder name● Expiration date ●Service code 
●Card Verification Value (CVV/CVC) ●Sensi-
tive authentication data (magnetic stripe data, 
PIN blocks) 

Customer Financial 
Data 

●Credit reports and credit scores ●Income and 
employment information ●Tax identification 
numbers ●Tax returns and related document   
●Investment and portfolio information                          
●Insurance policy numbers and details 

Non-public Personal 
Information 
(GLBA) 

●Any information provided by a consumer to 
obtain a financial product or service ●Any in-
formation resulting from a transaction or ser-
vice performed for the consumer ●Any infor-
mation otherwise obtained about a consumer in 
connection with providing a financial product 
or service 

Business and Propri-
etary Information 

●Trade secrets ●Business plans and strategies 
●Internal financial statements and reports 
●Mergers and acquisitions data ●Intellectual 
property 

Regulatory and 
Compliance Data 

●Suspicious Activity Reports (SARs) ●Know 
Your Customer (KYC) documentation ●Anti-
Money Laundering (AML) records 

Authentication and 
Security Data 

●Security questions and answers ●Biometric 
data (fingerprints, facial recognition) ●Digital 
certificates and cryptographic keys 

Health-Related Fi-
nancial Data 

●Health insurance policy numbers ●Medical 
billing and payment information 

Other Sensitive Data ●Beneficiary information ●Power of attorney 
documents ●Trust and estate documents 

Table 4: Detailed taxonomy of sensitive information in fi-
nancial and banking sectors. 

Appendix 2 
To develop a comprehensive dataset of SFI and its associ-
ated categories that may result in SFI disclosure, subject 
matter experts (SMEs) were consulted to identify and define 
the relevant terms and keywords to be included in the da-
taset. The list highlighted by SMEs includes the following 
terms. 

 
liquidity management cash reserves credit rating 
creditworthiness credit risk loan default 
credit risk assessment value at risk market trend 
hedging strategy crisis management stakeholder trust 
intrusion exploit phishing 
zero-day backdoor malware 
DDoS SQL injection brute force 
password social security number SSN 
username pin confidential 
identity  

Table 5: Common terms and keywords in sensitive infor-
mation, highlighted by SMEs. 

Appendix 3 
The synthetic data generation process was further guided by 
incorporating commonly used terms from the financial and 
banking sectors (Zuo, X; Jiang, A; Zhou, K 2024). Conse-
quently, the curated list was provided to the LLMs to facili-
tate the generation of content relevant to SFI. 
 

business valuation book value market value 
liquidation value replacement value market research 
quantitative research qualitative research market segmentation 
target market financial derivatives credit card  
options futures swaps 
forward contract counterparty risk annuities 
ordinary annuities annuity due perpetuity 
present value of an-
nuity 

personal finance budget 

savings expenses income 
emergency fund  

Table 6: Common terms in the financial and banking docu-
ments. 
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