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Abstract

Online human trafficking investigations generate vast
amounts of noisy, heterogeneous, and deliberately obfus-
cated data, making traditional search and analytics tools in-
effective for supporting law enforcement. This paper dis-
cusses the deployment of the Domain-Specific Insight Graphs
(DIG) system, an AI-powered investigative search engine that
was operationally used by over 200 U.S. law enforcement
agencies for more than five years in the pre-COVID period.
The system integrates advanced research conducted over the
years in information extraction, knowledge graph construc-
tion, and entity-centric search to enable investigators to for-
mulate queries without technical background, aggregate evi-
dence, and uncover latent relationships among entities such as
phone numbers, emails, and locations. Beyond technical in-
novation, the deployment required sustained attention to us-
ability, explainability, and policy compliance, ensuring trust
in high-stakes legal contexts. We report measurable bene-
fits in investigative efficiency, case initiation, and prosecuto-
rial support, as well as lessons learned from long-term main-
tenance and adaptation to evolving online platforms. Since
2020, work conducted in this domain has also had significant
policy and advocacy ramifications. The system’s generalized
design has also allowed it to be prototyped for adjacent il-
licit domains, including securities fraud and illegal firearm
sales, demonstrating the broader applicability of AI-driven
investigative tools. We contribute a rare case study of an AI
system that has transitioned from research to sustained real-
world impact in a socially critical domain.

Introduction
Human trafficking remains a pervasive global challenge
with severe humanitarian consequences. In the United States
alone, thousands of cases are reported annually, and many
more go undetected due to the clandestine nature of the
activity (Harrendorf, Heiskanen, and Malby 2010; Savona
and Stefanizzi 2007). The rapid growth of the Internet has
exacerbated the problem: victims are advertised on both
the surface and dark web (Chen 2011; Greiman and Bain
2013a), with estimates of hundreds of millions of online
postings appearing over the past decade. These postings are
often deliberately obfuscated, distributed across a long tail
of domains, and designed to evade both legal oversight and

Copyright © 2026, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

conventional information retrieval methods (Hultgren et al.
2016a). Investigators face a daunting task: sifting through
massive, noisy, and heterogeneous web corpora to identify
potential victims, vendors, and trafficking networks. Tradi-
tional keyword search engines are ill-suited for this work
(Hogan et al. 2007a; Tonon, Demartini, and Cudré-Mauroux
2012a), as they cannot reliably support clustering, aggre-
gation, or entity-centric analysis (Lin et al. 2012a; Saleiro
et al. 2016a), all of which are critical for actionable investi-
gations. Furthermore, even with the advent of large language
models (LLMs), significant data privacy and security issues
preclude their use except for basic tasks. Use of customized
advanced tools, including state-of-the-art research in applied
artificial intelligence (AI), offers a promising route, but must
be balanced with the real-world needs of investigators, and
concerns such as usability and trust (Sauro 2011a).

Recognizing these challenges, our team developed an in-
vestigative search engine as part of the DARPA MEMEX
program called Domain-specific Insight Graphs (DIG). The
system was designed from the outset not only as a research
prototype but also as a deployable application for use in
high-stakes investigative contexts. At its core, the system
integrates techniques from information extraction (Chang
et al. 2006; Hirschman and Gaizauskas 2001), knowledge
graph construction (Niu et al. 2012a; Szekely et al. 2015a),
and entity-centric search (Frank et al. 2012a; Lin et al.
2012a; Saleiro et al. 2016a) to allow investigators to for-
mulate structured queries, aggregate evidence, and explore
latent relationships such as shared phone numbers or email
addresses across advertisements. Unlike conventional web
search, the system retains historical data, enabling investi-
gators to establish behavioral patterns over time, which is a
key requirement for building prosecutable cases (Dalvi et al.
2009; Doan, Halevy, and Ives 2012a).

Since its initial release, DIG has transitioned from re-
search to practice, as a platform now in use by hundreds
of law enforcement agencies across the United States, in-
cluding local police departments, state attorneys general,
and specialized task forces (Szekely et al. 2015a). The tool
has been integrated into day-to-day investigative workflows,
providing users with advanced search, clustering, and visu-
alization capabilities. Reports from the field indicate that the
system has been instrumental in generating leads, reducing
investigative time, and supporting successful prosecutions.
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Beyond human trafficking, extensions of the system have
been adapted to other illicit domains such as securities fraud,
illegal firearm sales, and online scams, demonstrating the
generality of the underlying approach.

This paper revisits the investigative search engine several
years after its initial deployment. Our focus is not on the
technical details of algorithms, which have been described
previously, but rather on the lessons learned from scaling,
maintaining, and embedding such a system in sensitive, real-
world contexts. In particular, we highlight three contribu-
tions:

1. We describe the real-world deployment trajectory of the
system, including adoption by over 200 agencies, inte-
gration into investigative practices, and the measurable
benefits observed in lead generation and evidence gath-
ering.

2. We analyze key lessons learned in the course of long-
term maintenance, such as the importance of data reten-
tion, explainability of clustering and search outputs, and
the need for trust-building with investigators who operate
in high-stakes environments.

3. We assess broader impacts and policy implications of de-
ploying AI systems in domains with legal and ethical
sensitivities, emphasizing how collaboration with poli-
cymakers and practitioners shaped the design and led to
sustained use.

By documenting the deployment journey, outcomes, and
limitations, we aim to contribute to the growing literature on
real-world applications of AI for social good. Our experi-
ence suggests that AI technologies can provide substantial
benefits in complex investigative domains, but only when
equal attention is given to usability, transparency, and long-
term sustainability alongside technical innovation.

Background and Related Work
Research on applying computational methods to combat hu-
man trafficking is still relatively limited compared to other
areas of cyber-enabled crime. Early efforts have focused on
applying machine learning and natural language process-
ing to detect trafficking-related content online. For example,
classifiers have been trained on escort advertisements to dis-
tinguish trafficking-related posts from benign ones (Alvari,
Shakarian, and Snyder 2016), while other studies have high-
lighted the role of online platforms as gateways for traffick-
ing activity (Greiman and Bain 2013b). Parallel work has in-
vestigated knowledge management and information systems
as aids for investigators, demonstrating that systematic ap-
proaches can provide important context in identifying traf-
ficking cases (Hultgren et al. 2016b). They suggest the po-
tential of data-driven methods, but often remain at the level
of research prototypes without evidence of longstanding de-
ployment.

A second stream of work relates to information ex-
traction and entity resolution. The problem of identifying
and linking entities across heterogeneous and noisy data
sources has been extensively studied in computer science,
including duplicate detection (Elmagarmid, Ipeirotis, and

Verykios 2007), record linkage (Doan, Halevy, and Ives
2012b), and entity-centric retrieval (Lin et al. 2012b; Saleiro
et al. 2016b). Within the MEMEX program, several systems
demonstrated the feasibility of large-scale entity extraction
and integration over web corpora, laying the groundwork for
operational knowledge graphs (Szekely et al. 2015b). Sim-
ilarly, advances in deep learning for knowledge-base con-
struction (Niu et al. 2012b) and entity-centric test collections
(Frank et al. 2012b) have informed the design of practical in-
vestigative tools. While these methods provide the technical
underpinnings, our system distinguishes itself by emphasiz-
ing explainability and provenance, which are features essen-
tial for adoption in legal contexts.

Finally, the work intersects with research on specialized
search and exploratory interfaces. Traditional web search
engines are not well suited for investigative needs, which of-
ten require clustering, temporal aggregation, and the ability
to trace entities across multiple postings. Research on scal-
able search engines (Hogan et al. 2007b), structured query-
ing over text databases (Jain, Doan, and Gravano 2007), and
hybrid retrieval methods combining inverted indices with
structured queries (Tonon, Demartini, and Cudré-Mauroux
2012b) highlight strategies for supporting more sophisti-
cated information access. At the same time, usability studies
demonstrate that interface design can significantly affect in-
vestigator efficiency (Sauro 2011b). Our contribution builds
on these insights by providing an entity-centric search en-
gine specifically adapted to the workflows of human traf-
ficking investigators, and by documenting its sustained use
and measurable impacts in real-world deployments.

System Overview
The DIG search engine is designed as a full-stack system
that transforms raw, noisy web data into actionable inves-
tigative insights. At its core, the system integrates knowl-
edge graph construction, specialized information extraction,
and a query reformulation engine that enables investigators
to pose complex questions in intuitive interfaces without re-
quiring technical expertise in graph query languages (Figure
1). The system was developed under the DARPA MEMEX
program and subsequently transitioned to operational use,
where it served as a backbone for human trafficking investi-
gations among a handful of other systems.

Knowledge Graph (KG) Construction and
Representation
The starting point for the system is the acquisition of a
large corpus of potentially relevant webpages through fo-
cused crawling. These crawlers rely on seed URLs and
domain-specific keywords (e.g., “escort,” “incall”) to iden-
tify sites of interest, producing corpora that can range from
millions to hundreds of millions of advertisements (ads).
From this corpus, the system constructs a domain-specific
knowledge graph (KG) organized around a shallow inves-
tigative schema. This schema, inspired by schema.org, spec-
ifies classes and properties of interest to investigators, in-
cluding phone numbers, email addresses, locations, services,
and physical descriptors. Unlike general-purpose ontologies,
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Figure 1: The faceted search interface in DIG (left) and an entity-centric interface (right), along with key features, describing
a complete profile of a phone number, including co-occurrence with other phone numbers and email addresses, and the times-
tamps associated with ads from which that phone was extracted. Sensitive information has been obfuscated. Ads from which
that phone were extracted are also suggested in the lower right pane.

Figure 2: An illustration of the knowledge graph represen-
tation used in DIG, with active support for both data and
meta-data elements, including confidence estimates of pre-
dicted outputs and provenance.

the schema was deliberately restricted in scope to capture
investigative priorities identified through consultations with
practitioners.

Populating the knowledge graph requires combining mul-
tiple specialized information extraction (IE) approaches
(Kejriwal and Szekely 2017a; Kejriwal, Shao, and Szekely
2019). Structured fields such as phone numbers and email
addresses are reliably captured using regular expressions,
while more ambiguous attributes (e.g., ethnicity, hair color,
street addresses) rely on conditional random fields, lexi-
cons, and hybrid rule-based methods. External resources
such as Geonames provide grounding for geographic men-
tions (Ahlers 2013; Kejriwal and Szekely 2017c). Impor-
tantly, the design balances precision and recall: some ex-
tractors are tuned for high accuracy, while others prioritize
broad coverage, allowing investigators to trade off between

completeness and certainty. To ensure transparency, each ex-
tracted fact is linked back to its provenance (the specific
webpage and algorithm responsible for the extraction) so
that users can always verify information against the origi-
nal source.

In addition to explicit entities, the system infers latent
structures that are critical for investigations. A key example
is vendor discovery: by clustering ads that share phone num-
bers or emails, the system can infer groups of escorts likely
controlled by the same organizer. A random walk–based
clustering algorithm is employed to build these clusters, cho-
sen for both scalability and interpretability. The result is a
KG that not only captures isolated attributes but also mod-
els relationships among entities at scale. It also has a rich
representation grounded in both data and meta-data (Figure
2), and with full support for confidence estimates produced
by the various machine learning models, and provenance.
When deployed, DIG included more than 100 million sex-
work advertisements, three years of running data coverage,
and over two billion extracted facts in its KG.

Query Reformulation and Search
Traditional keyword search engines cannot accommodate
the complex queries required in investigative contexts, such
as clustering ads by shared contact information or aggregat-
ing prices across a network of related postings. To address
this need, the system provides a query reformulation engine
that bridges investigator inputs to the underlying KG.

Investigators typically interact with the system through
forms or natural constraints, which are internally repre-
sented in a SPARQL-inspired language. To increase ro-
bustness, each structured query is automatically reformu-
lated into a set of soft boolean tree (SBT) queries exe-
cutable over an Elasticsearch backend (Kejriwal and Szekely
2017b). SBT queries allow constraints to be weighted and
combined flexibly, making search tolerant to missing or
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noisy extractions. For example, a request for “escorts with
brunette hair using phone number 123-456-7890” would be
brittle if executed literally, since extraction errors or syn-
onymy (“brunette” vs. “brown”) could prevent results from
being returned. Through reformulation strategies, such as
relaxing constraints, mapping synonyms, and incorporating
keyword-based search across textual fields, the system en-
sures that partial matches are retrieved and ranked by rel-
evance. These reformulations significantly improve recall
without overwhelming investigators with spurious results
as we demonstrate through an extensive set of experiments
(Kejriwal, Szekely, and Knoblock 2018) (see also Experi-
mental Validation).

User Interface and Investigative Workflow
The query engine powers an interactive graphical user in-
terface (GUI) designed in consultation with investigators.
The GUI supports both lead investigation and exploratory
workflows. Users can begin with a simple query, such as a
phone number, and progressively refine results using facets
for attributes like price, location, ethnicity, or website do-
main. Each entity (e.g., a phone number or email) has a ded-
icated profile page that displays associated ads, co-occurring
identifiers, temporal activity patterns, and geospatial distri-
butions (Figure 1 right). This entity-centric design reflects
investigative reasoning, where a lead is iteratively expanded
into a broader network of related evidence.

A distinctive feature is the retention of cached webpages
and images, even after they disappear from the live web.
This allows investigators to view original sources, establish
historical patterns, and preserve evidence for legal proceed-
ings. The system also integrates image similarity search and
timeline visualizations, enabling cross-modal exploration of
cases. Importantly, every displayed result can be traced back
to its provenance, ensuring accountability and supporting
courtroom admissibility. This feature, which was incorpo-
rated after extensive consultation with stakeholders such as
law enforcement and district attorneys, has resulted in at
least six documented successful human trafficking prosecu-
tions in the United States using DIG and other MEMEX-
based tools over the last decade.

Scalability and Deployment Considerations
At scale, the system must support corpora exceeding 50 mil-
lion webpages while still delivering near real-time response
to queries. To achieve this, the KG is stored in Elasticsearch,
chosen over triplestores for its superior performance, flex-
ible query language, and robust support in cloud environ-
ments. The architecture is implemented largely in Python
and depends on Apache Spark for distributed processing
during KG construction. By relying on widely supported
open-source components, the system remains adaptable by
both researchers and operational partners.

In summary, the system combines semi-automated and
highly scalable KG construction, robust query reformula-
tion in an intuitive interface, and investigator-centered dash-
boards to transform noisy web data into usable evidence. Its
architecture reflects a balance between advanced AI capabil-

Figure 3: Examples of point-fact (lead investigation), ag-
gregate (aggregation/list) and cluster (dossier generation)
queries. The indicator mining task was explored in a sep-
arate challenge, which we do not describe in this paper, as
it was not included in the deployed system, but more details
on which are provided in (Kejriwal et al. 2017).

ities and the practical demands of deployment in a sensitive
and high-stakes investigative environment.

Experimental Validation
To assess the complete effectiveness of the investigative
search engine, we participated in the DARPA MEMEX Hu-
man Trafficking Challenge, a four-week evaluation exercise
conducted in 2016. The challenge was designed to rigor-
ously test end-to-end systems for knowledge discovery in
illicit web domains, using both large-scale noisy corpora and
smaller hand-curated datasets. Three independent consortia-
teams from academia and industry competed, but our system
was the only one that fully integrated KG construction with
entity-centric query execution in a unified framework.

The challenge consisted of two test phases. In the first
phase, systems were provided with a large, multi-domain
web corpus of approximately 1.3 million pages, of which
the majority were human trafficking advertisements but a
significant fraction were irrelevant (such as job postings and
spam). Participants were asked to answer 40 investigative
queries, divided into 10 point-fact, 16 cluster, and 14 aggre-
gate questions (Figure 3). Each system produced ranked lists
of results, which were evaluated externally by DARPA using
both automated and manual relevance judgments.

The second phase used a smaller annotated corpus of
roughly 4,000 pages. These pages were manually labeled by
domain experts, ensuring that ground-truth answers to all 40
queries were present in the corpus. Importantly, while par-
ticipants received the raw pages, all annotations were with-
held. The aim of this phase was to measure robustness under
conditions where the corpus was less noisy but still repre-
sentative of real-world challenges.

Performance was evaluated using Normalized Discounted
Cumulative Gain (NDCG), a standard metric in information
retrieval. NDCG rewards systems that rank correct answers
highly while penalizing irrelevant results. Two variants were

40018



Figure 4: Manual NDCG of participating teams in the
DARPA MEMEX Human Trafficking challenge on two cor-
pora.

computed: (1) an automated NDCG, which judged relevance
purely on whether the correct page ID was retrieved, and (2)
a manual NDCG, in which challenge organizers assessed
whether the overall tuple of extracted attributes met inves-
tigative needs. Both scores range from 0 (worst) to 1 (per-
fect).

Results and Error Analysis
Our system achieved strong performance across both cor-
pora and all three query categories (Figure 4). On the large,
noisy corpus (denoted as exhaustive in the figure), the pro-
totype consistently retrieved relevant answers despite the
presence of substantial irrelevant material, demonstrating
the robustness of high-recall knowledge graph construction
combined with fuzzy query reformulation. Average manual
NDCG scores exceeded 0.6 for point-fact queries, indicating
that investigators would find the majority of retrieved tuples
usable. Cluster queries, which involved discovering latent
vendors through connected attributes such as phone num-
bers or email addresses, achieved average NDCG values in
the 0.5–0.6 range. Aggregate queries, which are inherently
more complex, scored somewhat lower but still provided ac-
tionable leads.

When compared against competing systems, ours was the
only approach to obtain non-zero NDCG scores across all
query categories and both corpora. Competing prototypes ei-
ther failed to return relevant answers for certain query types
or exhibited instability across datasets. Per-query break-
downs showed that our scores were not driven by a few out-
liers but were consistently positive across nearly all 40 ques-
tions. This stability was attributed to two factors: the use of
heterogeneous extraction techniques tuned for obfuscation,
and the incorporation of multiple query reformulation strate-
gies that gracefully handled missing or noisy attributes.

Detailed error analysis on queries where the correct an-
swer did not appear in the top results revealed both sim-
ple and complex failure modes. Common issues included
misspellings (e.g., “Asheera” vs. “Asheerah”), inconsistent
attribute formats (such as heights in inches vs. centime-
ters), and extraction failures on irregular HTML structures.

More complex errors arose from near-duplicate advertise-
ments with subtle variations, which confounded certain
query strategies. While these issues reduced precision in
some cases, they also highlighted the importance of flexible
indexing and phonetic matching to improve resilience.

Practical Implications and Potential Cross-Domain
Extensions
The evaluation results demonstrated that the system was
ready for real-world use, particularly for point-fact and clus-
ter queries. Importantly, tasks that previously required ex-
tensive manual effort, such as linking multiple advertise-
ments to the same vendor, could now be substantially au-
tomated. With average NDCG scores around 0.6 for these
queries, investigators were able to uncover vendor-level en-
tities that would otherwise have been hidden in the data.
The results also indicated that aggregate analysis, though
more challenging, could be improved with continued tun-
ing of extraction and modeling components. Overall, the
DARPA challenge validated the feasibility of deploying a
knowledge-graph-based investigative search engine at scale,
showing that such tools could provide measurable benefits
in high-stakes law enforcement contexts.

Although the initial design and deployment of the inves-
tigative search engine focused on combating human traf-
ficking, the underlying architecture is intentionally domain-
agnostic. The system’s workflow (crawling, large-scale
knowledge graph construction, entity extraction, query re-
formulation, and investigator-centered interfaces) can be
adapted to any domain where illicit activity is manifested
through semi-structured or unstructured online data.

The MEMEX program explicitly encouraged such cross-
domain applications, and subsequent work demonstrated
that the system could be extended with relatively modest
adjustments (Kejriwal and Szekely 2019, 2018a). For ex-
ample, by modifying the ontology and extraction modules,
the platform has been used to analyze securities fraud, il-
licit firearm sales, and online scams. Each of these domains
shares a reliance on advertising- or posting-style web con-
tent, where critical entities such as contact information, fi-
nancial identifiers, or product descriptions can be extracted
and linked to reveal networks. The entity-centric approach is
particularly valuable in domains where actors intentionally
obfuscate their identities but rely on persistent attributes e.g.,
phone numbers, usernames, or financial instruments, leaving
digital traces across postings (Kejriwal and Szekely 2018b).

Evaluation in these adjacent domains showed that many
of the same challenges recur: high volumes of noisy data,
deliberate obfuscation, and the need for clustering and ag-
gregation across heterogeneous sources. The DIG architec-
ture proved effective in these contexts without fundamen-
tal redesign, though domain-specific lexicons and extraction
rules needed to be developed. Importantly, the separation of
schema, extractors, and user interface meant that new do-
mains could be onboarded rapidly once investigative pri-
orities were established. Investigators in securities enforce-
ment, for example, could pivot from phone numbers to ticker
symbols or brokerage accounts as central entities of interest,
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while those tracking illicit firearm markets could prioritize
serial numbers, model names, and geolocation data.

These experiments highlight the generality of the sys-
tem design: by abstracting away from trafficking-specific at-
tributes to a modular entity-centric pipeline, the investigative
search engine can support a family of related applications
in law enforcement, regulatory compliance, and consumer
protection. The cross-domain extensions also underscore an
important policy implication: investments in robust, explain-
able, and investigator-friendly AI systems for one domain of
illicit activity can yield dividends across many others, reduc-
ing the need for building bespoke tools from scratch in each
case.

Deployment and Real-World Use
Following the DARPA evaluations, the system was tran-
sitioned directly into investigative practice. Beginning in
2018, through the office of New York’s Human Traffick-
ing Response Unit, DIG was distributed at no cost to more
than 200 state and local law enforcement agencies across
the United States. Unlike research prototypes that remain
confined to the laboratory, DIG became part of day-to-day
investigative workflows, enabling agencies with limited re-
sources to access advanced AI-driven search and analytics.
Transition was facilitated by the fact that the system required
no technical expertise to operate; investigators could interact
with it through a familiar search interface while still benefit-
ing from the underlying knowledge graph and query refor-
mulation engine.

Deployment generated measurable and widely acknowl-
edged benefits. Data reported by the New York Human Traf-
ficking Response Unit indicated a dramatic shift in arrest
patterns: sex worker arrests decreased substantially, while
the proportion of cases subsequently investigated as traf-
ficking rose from less than 1% to more than 60%. In mul-
tiple high-profile prosecutions, cached evidence and entity-
centric leads obtained through DIG and other MEMEX tools
were formally used in court, including a case in Manhat-
tan where a trafficker was convicted after a victim escaped
from a sixth-story window, and another in California where
a defendant received a 97-year sentence. Prosecutors em-
phasized the centrality of these tools, with one describing
DIG as “indispensable in bringing sex traffickers to justice”
and another stating that “we literally couldn’t do what we do
without MEMEX.”

Beyond courtroom outcomes, the deployment of such in-
vestigative search engines also helped reshape investigative
culture. Investigators reported that the availability of cached
webpages, often long after they had disappeared from the
live web, was critical for both building cases and establish-
ing trust in the system. The ability to cluster entities and
follow trails across domains accelerated the pace of investi-
gations, allowing units to pursue more cases with the same
staffing levels. As one assistant district attorney remarked,
“you all rock,” showing the practical value perceived by
frontline users.

The visibility of deployment also extended into broader
policy and advocacy circles. MEMEX was featured on CBS’
60 Minutes and in technical press, highlighting its role in

supporting justice in a domain where conventional search
engines fail. The system’s impact was discussed at interna-
tional policy forums, including a United Nations roundtable
on child trafficking hwere DIG’s lead author participated
and contributed (Bracket Foundation and Value for Good
2019), and was cited in reports on the use of AI to combat
modern slavery1. Academic and outreach efforts reinforced
this footprint, with publications in top-tier venues, invited
talks at law schools and non-governmental organizations,
and pro bono continuation of support after DARPA fund-
ing concluded. Philanthropic contributions, including from
the Keston and Kroner Family Foundations, ensured that in-
vestigators continued to have access to updated capabilities.

Taken together, these experiences illustrate that the tran-
sition from research to practice requires more than techni-
cal innovation. Successful deployment depended on build-
ing trust with users, aligning with evidentiary requirements
in court, and sustaining the system through advocacy and
resource mobilization. DIG’s trajectory demonstrates how
AI systems can achieve lasting social impact when deployed
as part of a broader ecosystem of institutions, policies, and
communities committed to combating human trafficking.

Discussion

The long-term deployment of the investigative search engine
provides a rare opportunity to reflect on how AI systems be-
have once embedded in sensitive, operational environments.
Unlike controlled experiments or benchmark datasets, the
reality of investigative search is shaped by dynamic adver-
saries, fragmented information sources, and the constraints
of legal procedures. In such a setting, technical performance
alone is insufficient to guarantee success. Instead, adoption
has hinged on whether the system could adapt to investiga-
tors’ workflows, build institutional trust, and withstand the
shifting landscape of online illicit activity. These consider-
ations situate the system at the intersection of AI research,
policy, and practice, making the deployment experience an
important case study in how AI applications move from pro-
totype to sustained use.

The discussion that follows distills insights gathered over
several years of active use by more than 200 agencies. While
the system has enabled measurable gains in investigative ef-
ficiency and has produced evidence used in court, it has also
revealed critical limitations that temper expectations about
what AI can achieve in complex social domains. At the
same time, deployment has surfaced lessons about explain-
ability, usability, and institutional anchoring that extend be-
yond the specifics of human trafficking investigations. We
organize these reflections into two themes—limitations and
lessons learned—that we believe will be instructive both for
researchers developing AI systems for social good and for
practitioners considering long-term adoption of AI-driven
investigative tools.

1https://cra.org/ccc/wp-content/uploads/sites/2/2021/06/CCC-
Code-8-7-Report-Final.pdf
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Limitations
Despite the system’s long-term deployment and widespread
adoption, several limitations remain. First, data coverage
is inherently incomplete. While the crawlers have ingested
hundreds of millions of pages, investigators routinely en-
counter ads and platforms that lie outside the scope of ex-
isting crawls. Given the dynamic nature of illicit online mar-
kets, maintaining comprehensive coverage requires constant
adaptation to new domains, obfuscation tactics, and shifting
platforms. A second limitation is that accuracy in informa-
tion extraction is bounded by the quality of automated tech-
niques. Even with hybrid approaches and provenance track-
ing, noisy extractions and missed attributes are inevitable,
especially when traffickers intentionally alter spellings, em-
bed numbers in images, or exploit slang and coded language.
These errors can slow down investigative workflows and re-
quire manual validation.

A third limitation lies in evaluation. Although controlled
studies with NIST and DARPA established baseline perfor-
mance, measuring accuracy and utility in live investigations
is far more challenging. Ground truth is rarely available, and
investigators may value partially correct or tangentially rel-
evant results if they generate promising leads. This compli-
cates formal benchmarking and limits the ability to quan-
tify improvements in a manner comparable to standard AI
benchmarks. Finally, there are institutional and legal con-
straints. Not all agencies have equal technical capacity to
adopt cloud-based tools, and strict policies around data pri-
vacy, evidentiary standards, and chain-of-custody can re-
strict usage in some jurisdictions. These constraints mean
that deployment impact is often heterogeneous across agen-
cies.

Lessons Learned
From the perspective of deployment, some key lessons stand
out. First, system trust is as important as system accu-
racy. Investigators consistently emphasized the importance
of source retention e.g., having the cached HTML page
or original image available alongside extracted fields. Even
when information extraction quality is high, users prefer to
verify details against the original source before taking in-
vestigative action. The provision of provenance and cached
material proved essential for building long-term trust, and
distinguishes the system from black-box machine learning
approaches.

Second, explainability and transparency are critical in
high-stakes domains. Investigators are reluctant to rely on
opaque outputs, particularly when cases may proceed to
court. By employing clustering algorithms that were ex-
plainable and scalable, rather than black-box methods that
might marginally improve accuracy, DIG aligned more
closely with investigative needs. This choice, though techni-
cally conservative, facilitated adoption and highlighted the
importance of human-AI collaboration over purely algorith-
mic gains.

Third, usability and integration into workflows determine
sustained use. Controlled usability studies demonstrated that
modest interface improvements, such as faceted search and

entity-centric pages, had outsize impact on investigator effi-
ciency. Training sessions and iterative feedback loops fur-
ther reinforced adoption, as users saw their feedback re-
flected in subsequent versions. A notable insight was the di-
vide between lead generation and lead investigation. While
developers initially envisioned risk scores and automated
lead generation as central features, field experts indicated
that they already had an abundance of leads, and that their
real challenge was efficiently investigating and corrobo-
rating them. This feedback redirected development priori-
ties toward features that supported investigation rather than
speculative lead creation.

Finally, long-term maintenance requires anticipating both
technical and institutional evolution. On the technical front,
illicit markets migrate rapidly across platforms, demand-
ing agile crawling, new extraction models, and updated
schemas. On the institutional side, sustainability hinges on
partnerships with agencies, policy-makers, and prosecutors.
The eventual transfer of the system to state offices such as
the District Attorney of New York illustrates the importance
of institutional anchoring beyond research funding cycles.
At the same time, it raises broader questions about how AI
for social good can be supported and maintained outside of
commercial business models.

Together, these lessons suggest that building and deploy-
ing AI for sensitive investigative domains is not only a tech-
nical challenge but also a socio-technical one. Success de-
pends on aligning system design with user trust, institutional
constraints, and evolving policy environments.

Beyond Prosecution: Understanding the
Upstream Drivers of Trafficking

Future work on AI-enabled investigative systems for human
trafficking must be located within the broader policy frame-
work known as the “3Ps”(Prosecution, Protection, and Pre-
vention) articulated in the Palermo Protocol (Zhang 2022)
and embedded in the U.S. Trafficking Victims Protection
Act (Wooditch, DuPont-Morales, and Hummer 2009). Our
system was originally developed with a focus on prosecu-
tion, providing investigators and district attorneys with veri-
fiable leads, historical evidence, and structured insights that
could be introduced in court. The impact in this domain has
been significant, with measurable shifts in arrest patterns and
documented successes in securing convictions. Yet an ex-
clusive focus on prosecution is insufficient. Victims require
protection once identified, and more importantly, upstream
drivers of trafficking must be disrupted to prevent exploita-
tion before it occurs.

This recognition motivates an expanded agenda. On the
protection side, future versions of the system must be
adapted to interface with victim-service organizations, en-
abling secure sharing of non-identifiable intelligence that
supports rapid intervention while safeguarding privacy. Such
efforts will demand careful design of data-handling proto-
cols and explainability features to ensure that insights can
be trusted by non-law-enforcement actors. On the prevention
side, the challenge is even greater: identifying structural and
societal risk factors before trafficking networks become en-
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trenched. Addressing this dimension requires collaboration
beyond traditional investigative agencies, involving regula-
tors, civil society, and survivor-informed advocacy groups.

To this end, we have recently launched the Global Traf-
ficking Initiative2, supported by the Kroner Family Foun-
dation. This initiative broadens the focus beyond case-level
prosecution toward systematic knowledge-building on re-
gional and global prevalence, legal frameworks, and pol-
icy responses. It is envisioned as a living, open-access re-
source: a platform that aggregates survivor-informed materi-
als, country-level statistics, and research evidence into a dy-
namic knowledge base. By doing so, it aims to overcome one
of the persistent barriers in anti-trafficking work; namely, the
lack of reliable, up-to-date, and globally comparable data.
The initiative also establishes a forum for connecting aca-
demic research with practitioners and policymakers, ensur-
ing that technical innovations translate into meaningful pre-
ventive strategies.

The trajectory of our work illustrates both the potential
and the limitations of AI for social good. Sustaining and up-
dating deployed systems requires resources, long-term com-
mitments, and continuous trust-building with diverse stake-
holders. Looking ahead, advances in language models and
generative AI may provide new opportunities for knowledge
extraction and multilingual analysis of trafficking-related
content. At the same time, these technologies raise new
risks, including adversarial misuse and privacy breaches,
that must be addressed through careful governance. Our on-
going research will explore how to responsibly integrate
such tools while retaining the central principles that enabled
past success: usability, explainability, and coalition-building
across the 3Ps. Ultimately, the fight against trafficking can-
not be won by technology alone; it requires alignment of
technical, legal, and policy instruments. The lessons learned
from our deployment highlight the importance of approach-
ing AI systems not as isolated artifacts but as components
of a global response to one of the most urgent human rights
crises of our time.

Future Work and Conclusion
Looking ahead, sustaining and extending the impact of in-
vestigative AI systems requires attention to both technical
and institutional factors. On the technical side, illicit online
markets are highly adaptive, with new platforms, coded lan-
guage, and obfuscation techniques emerging rapidly. Ensur-
ing that the system remains useful requires regular updates
to crawlers, extractors, and schemas, but resource limitations
at both research labs and public agencies can hinder this pro-
cess. A key policy challenge is to identify funding and gov-
ernance models that enable continual maintenance outside
of short-term research programs. Without institutionalized
support, systems risk obsolescence even after demonstrating
measurable benefits. Advocacy within policy communities
is therefore critical, not only to secure resources but also to
establish norms for responsible adoption of AI in sensitive
domains.

2globaltrafficking.org

Future directions also involve rethinking how AI tech-
niques can enhance investigative workflows. Recent ad-
vances in LLMs offer opportunities for augmenting the sys-
tem with more flexible natural language querying, context-
aware summarization, and automated detection of emerg-
ing obfuscation patterns. At the same time, such capabili-
ties introduce new risks: LLMs can generate inaccurate out-
puts, amplify bias, or undermine the evidentiary standards
required in court (Fang and Perkins 2024). A promising
path forward is to treat LLMs as assistive agents for investi-
gators rather than autonomous decision-makers, embedding
them in human-in-the-loop frameworks that prioritize trans-
parency and verifiability. Similarly, greater emphasis on ex-
plainability and provenance will remain essential, ensuring
that AI-generated outputs can be cross-checked against re-
tained sources.

From a broader perspective, the deployment of the in-
vestigative search engine illustrates both the potential and
the fragility of AI for social good. The system has already
contributed to improved efficiency in investigations and,
in some cases, to successful prosecutions. Yet its future
depends on continued partnerships between technologists,
investigators, and policymakers. As illicit markets evolve,
so too must the sociotechnical ecosystem surrounding in-
vestigative AI: legal standards for digital evidence, ethical
guidelines for data use, and mechanisms for inter-agency
collaboration. Our experience underscores that innovation in
this domain is not a one-time technical achievement but an
ongoing process of adaptation and advocacy. We conclude
that the most impactful role for AI in combating human traf-
ficking and related crimes will come not from ever more
complex algorithms alone, but from building resilient, insti-
tutionally supported systems that can serve as trusted part-
ners in the pursuit of justice.
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