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Abstract
Online Social Networks (OSNs) widely adopt content mod-
eration to mitigate the spread of abusive and toxic discourse.
Nonetheless, the real effectiveness of moderation interven-
tions remains unclear due to the high cost of data collec-
tion and limited experimental control. The latest develop-
ments in Natural Language Processing pave the way for a
new evaluation approach. Large Language Models (LLMs)
can be successfully leveraged to enhance Agent-Based Mod-
eling and simulate human-like social behavior with unprece-
dented degree of believability. Yet, existing tools do not sup-
port simulation-based evaluation of moderation strategies.
We fill this gap by designing a LLM-powered simulator of
OSN conversations enabling a parallel, counterfactual simu-
lation where toxic behavior is influenced by moderation inter-
ventions, keeping all else equal. We conduct extensive exper-
iments, unveiling the psychological realism of OSN agents,
the emergence of social contagion phenomena and the supe-
rior effectiveness of personalized moderation strategies.

Code — https://github.com/gfidone/COSMOS
Extended version — https://arxiv.org/abs/2511.07204

Introduction
Over the past two decades, Online Social Networks (OSNs)
have witnessed the growing incidence of toxic behav-
ior, encompassing “interactions designed to be inflam-
matory and purposefully breed counterproductive dissen-
sion” (Hanscom et al. 2024). The spread of online toxicity
has been magnified by the well-known online disinhibition
effect (Lapidot-Lefler and Barak 2012) and a resulting af-
fective polarization (Tyagi et al. 2020), i.e., the tendency to
develop hostile sentiments towards unlike-minded individu-
als, thus becoming a serious threat to the safety and men-
tal health of OSN users (Nixon 2014). This has urged so-
cial platforms to enforce moderation interventions, either
ex post, aimed at punishing misbehaving users with ban
and censorship; or ex ante, aimed at preventing recidivism
through the delivery of text messages (Grimmelmann 2017).

However, evaluating the effectiveness of moderation
strategies is still challenging (Cresci et al. 2022). Gath-
ering significant volumes of empirical evidence is hin-
dered by the API restrictions imposed by private OSNs and
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the sparsity of toxic behavior itself. Also, field observa-
tion lacks full control over experimental variables, leaving
no a priori assurance about the absence of potential, un-
known confounders. Nevertheless, social sciences are un-
dergoing a major methodological revolution, driven by the
possibility to enhance Agent-Based Modeling (ABM) (Mc-
Donald and Osgood 2023) with Large Language Models
(LLMs) (Brown et al. 2020) for simulating human-like be-
havior across a wide range of social scenarios (Squazzoni
et al. 2014). Hence, we argue that generating empirical evi-
dence, rather than collecting it from the real world, can min-
imize costs while maximizing controllability.

To this end, we introduce COSMOS (COunterfactual
Simulations of MOderation Strategies), a LLM-powered
simulator of OSN conversations designed to support the
evaluation of moderation strategies1. COSMOS implements
LLM-based agents distinguished by different profiles and
enabled to interact within a OSN-like environment. Unlike
other tools, COSMOS runs two parallel simulations: a factual
simulation and a counterfactual simulation. The latter is a
replica of the former, with all else kept constant except for
the application of moderation interventions. As an example,
Figure 1 presents a factual conversation generated by COS-
MOS alongside its counterfactual version. In this way, COS-
MOS allows to observe and measure how much a moderation
strategy influences toxic behavior as it emerges from agents’
intrinsic dispositions and social interactions. We highlight
that COSMOS is designed to capture only the conversational
dynamics of OSNs, thus excluding actions such as likes, fol-
lows and re-posts, which are less relevant to its objectives
and would introduce additional variability. Hence, COSMOS
does not simulate social relationships. In this regard, the
term “Online Social Network” might be imprecise, but we
retain it for consistency with related literature.

Building on recent studies about content modera-
tion (Cresci et al. 2022), we present a use case of COSMOS
to assess the advantages of personalized moderation. To do
that, we implement two ex ante strategies: one-size-fits-all,
where the moderation message is the same for all agents;
and personalized moderation interventions, where modera-
tion messages are tailored to the socio-psychological profile

1Given the nature of the topic, we caution that the paper in-
cludes examples some may find offensive or disturbing.
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Figure 1: Example of factual thread and its counterfactual version from COSMOS experiments. In the counterfactual simulation,
Agent 19 receives a moderation message at time 1 for having submitted a toxic post (for colorblind mode, toxicity values are
shown above each text). The memory of this message influences Agent’s 19 behavior at subsequent timestamps. For example,
at time 3 it is effective at mitigating the toxicity of Agent 19’s reply. In turn, this change has cascading effects on lower nodes:
although Agent 6 has no memory of past moderation messages, at time 4 it reduces its toxicity. Some profile features of the two
agents are displayed on the left (for full profiles, see Appendix A).

of each agent. Also, we implement a ban strategy to study
the trade-off between mitigation and deplatforming effects.
Key findings include: (i) the consistency and psychological
believability of toxic behavior; (ii) the emergence of toxicity
contagion phenomena; (iii) the superior effectiveness of per-
sonalized moderation. These results demonstrate how COS-
MOS can be leveraged as a complement to field observation,
both for research objectives, e.g., the validation of hypothe-
ses in the social sciences, and industrial applications, e.g.,
the test of automated moderation systems.

Related Works
Our work intersects multiple research domains. Hence, we
do not aim here to provide an exhaustive literature review.
Instead, we highlight key studies that conceptually ground
COSMOS and outline main research directions. Finally, we
position our proposal within this broad context.

Socio-demographic and Psychological Prompting. Sev-
eral studies have tested the ability of LLMs to understand
and simulate human behavior from socio-demographic and
psychological information (Aher et al. 2023; Shao et al.
2023). Notably, (Jiang et al. 2024) designs generative per-
sonas drawing on the Big Five personality traits, proving that
the LLM provides responses consistent with the assigned
psychological profile. In (Beck et al. 2023) LLMs’ predic-
tions are influenced by socio-demographic information, em-
phasizing that complex profiles have a larger influence than
individual attributes in isolation. This is further supported

in (Wang et al. 2024c), where the use of finer-grained per-
sonas regularly affects relevant textual surface properties,
such as lexical consistency and dialogic fidelity.

Computational Social Science. Computational social sci-
ence aims to uncover the laws of emergent social behavior
using computational and simulation-based methods (Conte
et al. 2012). Social simulations (Squazzoni et al. 2014) have
been implemented according to different paradigms, notably
epidemiological models (Maleki et al. 2022; Obadimu et al.
2020) and ABM (McDonald and Osgood 2023). Recently,
ABM has gained particular momentum for its bottom-up na-
ture, where collective behavior emerges from the local in-
teraction of software components conceptualized as agents.
ABM simulations have been adopted for studying several
social phenomena, including information diffusion (Mur-
dock et al. 2024), emotion contagion (Fan et al. 2017), epi-
demics (Lorig et al. 2021), economics (Axtell and Farmer
2025), human mobility (Cornacchia et al. 2020).

LLM-based Agents. Integrating LLMs into ABM simula-
tions is gaining increasing attention (Taillandier et al. 2025).
Despite being in its infancy (Chen et al. 2024), several ef-
forts have been made to systemize the field of LLM-based
agents (Gao et al. 2023a; Wang et al. 2024a; Guo et al. 2024;
Xi et al. 2023). Simulators mostly leverage closed-source
LLMs, e.g., those of the GPT family (Mou et al. 2024), while
a minority tests open-source models (Breum et al. 2024)
or both (Leng and Yuan 2023). Agents are typically given
a modular architecture including a profile module, convey-
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ing a concise description of the agent’s persona (Park et al.
2022), socio-demographic information (Gao et al. 2023b) or
personality traits (Rossetti et al. 2024). Several works also
design memory modules to improve the self-consistency of
agents through time (Park et al. 2023). Emergent phenom-
ena of interests include opinion dynamics (Chuang et al.
2024), information diffusion (Kaiya et al. 2023), the influ-
ence of recommendation systems (Törnberg et al. 2023),
networking (Marzo et al. 2023), cooperation (Piatti et al.
2024) and trust behavior (Xie et al. 2024). Some simulators
are designed to fully replicate OSNs, also modeling idiosyn-
cratic actions such as likes, follows and re-posts (Wang et al.
2024b). Due to the computational demands, some studies in-
vestigate cost-effective solutions (Kaiya et al. 2023).

Position of Our Proposal. Considering the aforemen-
tioned literature, a simulator of OSN conversations aimed at
evaluating moderation strategies is still missing. Unlike pre-
vious works, our proposal optimizes zero-shot prompts for
a open-source, uncensored LLM, supporting the potential
emergence of toxic discourse. More importantly, for each
run we generate a parallel, counterfactual simulation where
moderation (ex post or ex ante) is enforced, all else kept
equal. In this regard, we introduce a novel use of mem-
ory modules, acting as interfaces between agents and ex
ante moderation messages. Our experiments follow (Ros-
setti et al. 2024), believably replicating human behavior
through socio-demographic and psychological prompting.

Method
We propose COSMOS (COunterfactual Simulations of MOde-
ration Strategies), a simulator of OSN conversations de-
signed to assess the effectiveness of moderation strategies.
COSMOS enables LLM-based agents to post and comment in
a OSN-like environment, running both a factual simulation,
where agents act freely; and a counterfactual one, replicat-
ing factual behavior under the influence of moderation, all
else kept equal. Algorithm 1 provides an overview of COS-
MOS, which is detailed in the sections below. Given the large
number of components, Appendix F also provides a full ta-
ble of the notation used to describe our method. Appendices
can be found in the extended version of the paper.

Initialization. COSMOS’s environment includes a news
feed F and its counterfactual counterpart F̂ , both initial-
ized as directed graphs with dummy roots r, r̂ (lines 2-3),
where V (V̂) and E (Ê) denote the sets of vertices and edges,
respectively. Each node is built as a tuple with a text and
a timestamp. Thus, dummy roots are initialized as empty
strings at time 0 (line 1). The environment also includes an
input set T of discussion topics for driving the generation
of new posts. Each agent is defined as a set of text modules
for providing contextual information to a LLM. Agents are
initialized from a given set of profile modules U = {uj}kj=1
(line 4), each reporting information characterizing a specific
OSN user, i.e., demographic and psychological attributes.
Simplified examples of profile modules can be found in Fig-
ure 1 (left). Agents are also endowed with a sensory module
sj , serving as an interface with the environment; and a mem-

Algorithm 1: COSMOS

Input : U - user profiles, T - discussion topics, n -
timestamps, f - toxicity detector, P - action
probabilities, OSFA, PMI , BAN - moderation
boolean flags, THR - moderation threshold, d -
default message, e - tolerance, xpost , xcomm , xmod

- prompt templates
Output: F - factual news feed, F̂ - counterf. news feed

1 r ← (∅, 0), r̂ ← (∅, 0); // empty dummy roots

2 F ← (V ← {r}, E ← ∅); // init. factual feed

3 F̂ ← (V̂ ← {r̂}, Ê ← ∅); // init. count. feed

4 for uj ∈ U do // for each agent

5 sj , ŝj ,mj , m̂j ← ∅; // init. modules

6 cj ← 0; bj ← False; // init. viol., ban status

7 for t ∈ [1, n] do // for each timestamp

8 U ← shuffle(U); // shuffle agents

9 for uj ∈ U do // for each agent

10 a← sample(P ); // sample action

11 if a = post then // if action is post

12 p← r; p̂← r̂; // set parent nodes

13 sj ← uniform(T ); // sample sensory

14 ŝj ← sj ; // copy sensory

15 xuser ← xpost ; // set post prompt

16 else if a = comment ∧ |V| > 1 then // comm.

17 i← softmax (V.times/τ); // node id

18 p← Vi; p̂← V̂i; // set parent nodes

19 sj ← p.text ; // get fact. sensory

20 ŝj ← p̂.text ; // get count. sensory

21 xuser ← xcomm ; // set comment prompt

22 else // if action is do nothing

23 continue; // skip agent

24 oj ← LLM(ψ(xuser , uj , sj ,mj)); // gen.

25 vj ← (oj , t); // init. fact. node

26 V ← V ∪ {vj}; E ← E ∪ {(p, vj)}; // up. feed

27 if ¬bj ∧ p̂ ̸= ∅ then // if not ban & node

28 ôj ← LLM(ψ(xuser , uj , ŝj , m̂j)); // gen.

29 v̂j ← (ôj , t); // init. count. node

30 V̂←V̂∪{v̂j}; Ê←Ê∪{(p̂, v̂j)}; // up. feed

31 if f(ôj) > THR then // if toxic content

32 cj ← cj + 1; // update violations

33 if BAN ∧ cj > e then // if ban check

34 bj ← True; // update ban status

35 continue; // skip memory update

36 if OSFA then // if OSFA moderation

37 m̂j ← d; // set default

38 else if PMI then // if personalized

39 m̂j ← LLM(ψ(xmod , uj , ôj));
// set personalized

40 return F , F̂ ;

ory modulemj , serving as an interface with possible ex ante
moderation messages (line 5), as illustrated in the example
of Figure 1. Both sj and mj have counterfactual counter-
parts ŝj and m̂j . Additionally, each agent is equipped with a
counter cj of content violations and a ban status bj (line 6).

Action Selection. At each timestamp (line 7) we iterate
over shuffled agents (lines 8-9). To minimize LLM calls
and save computation, each agent selects an action a ∈
{post , comment , do nothing} based on a given probabil-
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ity distribution P (line 10). If the selected action is post
(line 11), we set the parent p (p̂) as the root r (r̂) and pop-
ulate sensory modules with a random topic (lines 12-14).
If the selected action is comment (line 16), we set p (p̂)
with a node selected by a simple recommender prioritiz-
ing more recent nodes (lines 17-18). We obtain it applying a
temperature-scaled (τ ) softmax to the timestamps of existing
nodes (line 17), where we set τ = 3 to avoid overweighting
the most recent ones. However, we enforce natural conversa-
tion turns by forbidding agents from (i) replying to their own
nodes; and (ii) replying twice to the same node (for more de-
tails, see Appendix A). Once a node is selected, we populate
sensory modules with the text of that node (lines 19-20). To
enrich contextual information, we also add the main post of
its thread, but we avoid reporting the whole conversation to
prevent LLM input overflows. Finally, we assume two vari-
ants of a prompt template xuser instructing a LLM to im-
personate the OSN user: one for posting (xpost ) and one for
commenting (xcomm ), set accordingly to the selected action
(lines 15, 21). If the selected action is do nothing, we skip
the agent (line 23). For example, in Figure 1 Agent 19 de-
cides to generate a post about gay marriage, and Agent 6
decides to comment on the post of Agent 19.

Content Generation. We denote by ψ a prompting func-
tion filling the placeholders of a prompt template x with
given inputs. We fill the prompt template xuser with uj , sj ,
mj to generate the factual post or comment oj (line 24) and
we add the node (oj , t) to its parent p in the correspondent
news feed (lines 25- 26). In the factual feed we always have
mj=∅, as the objective is to observe how the agent behaves
when conditioned solely by the environment and its inherent
dispositions. Then, we observe what would happen in the
counterfactual scenario: if the agent has not been banned and
the counterfactual parent node exists (line 27), we fill xuser
with uj , ŝj , m̂j to generate the counterfactual post or com-
ment ôj (lines 28-30). In Figure 1 we observe factual posts
and comments oj (left) and their counterfactual versions ôj
(right). To mitigate the random effects of LLM stochastic de-
coding, both LLM queries are conditioned upon a common
seed constraining equal outputs given equal inputs.

Moderation. Given a toxicity detector f and a threshold
THR, if the counterfactual output is toxic (line 31), we up-
date the agent’s violations (line 32) and activate moderation.
COSMOS integrates configurable parameters specifying the
preferred moderation strategy. An ex post BAN approach is
based on a given tolerance e (lines 33-34): if the number
of violations exceed e, the agent will be unable to gener-
ate counterfactual posts or comments in future timestamps
(line 27). Ex ante interventions are either based on (i) OSFA
(One-Size-Fits-All), which updates the counterfactual mem-
ory with a default text message d (lines 36-37); or (ii) PMI
(Personalized Moderation Intervention), which updates the
counterfactual memory with a personalized text message,
generated instructing the LLM to impersonate a moderator.
To do that, we use a prompt template xmod filled with the
agent’s profile information and its toxic post or comment
(lines 38-39). An example of memory update with a PMI
message is shown on the right side of Figure 1.

Thus, future generation of counterfactual posts and com-
ments will be influenced by the memory of the new mod-
eration message, potentially driving ôj to diverge from oj ,
with cascading effects on lower nodes. Indeed, we point out
that ôj might diverge from oj not only because of (i) a mem-
ory of a past moderation message (m̂j ̸= mj); but, if it is a
comment, also because of (ii) a changed sensory information
(ŝj ̸= sj); or (iii) both. Moreover, if an agent selects a node
i (line 17) which was authored by a banned agent, it will
not be able to generate ôj as p̂ does not exist, hence the sec-
ond condition in line 27. That is, COSMOS models both the
direct effects of moderation, i.e., those affecting the nodes
of moderated agents; and the indirect effects of moderation,
i.e., those propagating from nodes of moderated agents to
their descendants, as observed in real OSNs (Schneider and
Rizoiu 2023). For instance, in Figure 1 Agent 6 alters its be-
havior at time 4 solely in response to the modified sensory
information (ŝ2 ̸= s2), as a cascading effect of the prior
moderation of Agent 19.

Experiments
We present here the experimental setting of COSMOS, along
with the results of simulations using COSMOS to assess the
impact of ex ante and ex post moderation strategies.

Configuration and Experimental Settings
Models. As LLM, we leverage an uncensored version of
SOLAR-10B (Kim et al. 2024), which has recently proved
superior capabilities in replicating human psychological
traits (Cava and Tagarelli 2024). Additionally, SOLAR-10B
exhibits the lowest perplexity on a sample of ground-truth
OSN data (PANDORA) compared to other tested LLMs (see
Appendix B). As toxicity detector f , we adopt Google’s Per-
spective API (Lees et al. 2022), currently regarded as the
state-of-the-art in its field, providing a real score between 0
(minimum toxicity) and 1 (maximum toxicity).

Profile Modules. Demographic and psychological infor-
mation is best suited for simulating human behavior. We
adopt a data-alignment approach to ensure that profiles re-
flect real-world demographic and psychological distribu-
tions. However, to the best of our knowledge, no single
dataset covers such information. Hence, we employ two
different sources. Demographic information, namely age,
gender, race, income, education, sex orientation and po-
litical leaning, is derived from the General Social Survey
(GSS) (Davern et al. 2025). Psychological information is
derived from PANDORA (Gjurkovic et al. 2021), a collec-
tion of 15M comments from 10k Reddit users partially la-
beled with psychological traits from the Big Five (OCEAN)
paradigm (Goldberg 2013). To ensure consistency in psy-
chological profiles, we select combinations of (discretized)
Big Five scores (namely agreeableness, openness, conscien-
tiousness, extraversion and neuroticism) via stratified sam-
pling and enrich the resulting 25 profiles with 5 outliers de-
tected with Isolation Forest (Liu et al. 2008). For each pro-
file and demographic attribute, we select a value based on its
empirical probability. For more details, see Appendix A.
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LLM Configuration We select post and comment vari-
ants of the prompt template xuser from a pool of candi-
date templates: no tox , making no reference to the use of
toxic language; yes tox , explicitly permitting the use of
toxic language; and cal tox , instructing to calibrate the use
of toxic language based on input information. We lever-
age a multi-dimensional evaluation, including a compari-
son of generated toxicity distributions with a ground-truth
distribution (PANDORA) to choose the template that better
mitigate the risk of algorithmic bias towards (or against)
toxic discourse. Hence, we select cal tox as it reports the
lowest Kullback-Leibler (KL) Divergence (KLno tox=1.37,
KLyes tox=0.57, KLcal tox=0.07). Inspired by (Bilewicz
et al. 2021; Hangartner et al. 2021), we design three vari-
ants of the prompt template xmod for generating PMIs: (i)
Neutral, where the moderator is free to adapt its tone on a
case-by-case basis; (ii) Empathizing, constraining the mod-
erator to prioritize kindness and empathy; and (iii) Prescrip-
tive, constraining the moderator to be authoritative.

SOLAR-10B is queried with decoding parameters k=50
(top-k), τ=0.8 (temperature) and p=1.0 (nucleus sampling).
This configuration is manually optimized for the quality-
diversity trade-off (Zhang et al. 2020), assuming quality to
mean consistency in toxicity given the same input. For fur-
ther details about LLM configuration, see Appendix C.

Simulation Hyper-Parameters. We configure the set
U with the aforementioned demographic and psycholog-
ical profiles, and we define T to include also poten-
tially contentious topics, e.g. abortion, fake news, cli-
mate change, etc. We set n = 50 and P = {post :0.5,
comment :0.5, do nothing :0}, balancing posts and com-
ments while avoiding inactivity to save computation. Fol-
lowing prior works on toxicity detection (Avalle et al. 2024),
we set THR = 0.6. Finally, we set d to a generic modera-
tion message, resembling those commonly used on real OSN
platforms. More details in Appendix C.

We perform experiments by executing 5 simulations, each
one paralleled by a counterfactual simulation for each mod-
eration strategy: One-Size-Fits-All (OSFA); Personalized
Moderation Interventions in the Neutral, Empathizing, and
Prescriptive variants (PMI-N , PMI-E, PMI-P ); BAN-e for
e ∈ {1, 2, 4, 8}. Since we use all available profile mod-
ules, we refer to these simulations as full-population. Fur-
thermore, we run a sub-population simulation with the 5
most toxic agents and the least toxic one, selected by me-
dian toxicity in the full-population setting. For this run, we
set n=250, keeping all the else the same.

Evaluation Measures. Inspired by (Chen et al. 2024), we
distinguish between realism assessment, aimed at evaluat-
ing COSMOS’s capability in reliably simulating OSN-like
toxic behavior; and moderation assessment, aimed at eval-
uating how effectively moderation strategies mitigate emer-
gent toxicity. We perform realism assessment by comparing
the simulated (factual) toxicity distribution, i.e.

T (v) = {f(v.text) | v ∈ V}

with the real (PANDORA) toxicity distribution. We assess be-
lievability, by comparing correlations (Spearman ρ) between

toxicity and psychological traits; and consistency, by com-
paring the spreads of toxicity distributions associated to each
agent. We also compute ρ on the toxicity of parent and chil-
dren nodes in F to assess contagion phenomena.

We perform moderation assessment by comparing T (v)
with the counterfactual toxicity distribution, i.e.,

T (v̂) = {f(v.text) | v ∈ V̂}

via custom measures quantifying divergence:

∆M =
(
∑

z∈T (v̂) z)− (
∑

z∈T (v) z)∑
z∈T (v) z

(1)

∆q = q(T (v̂))− q(T (v)) (2)

where Eq. 1 is the mass divergence, i.e., the relative change
in the toxicity mass; and Eq. 2 is the quantile divergence,
i.e., the absolute change at a quantile q ∈ [0, 1] (shift func-
tion). Alternatively, ∆M and ∆q can be computed over sub-
sets of nodes with a common feature (e.g., a profile trait of
their author), enabling a finer assessment of moderation ef-
fects. Both ∆M and ∆q indicate a decrease in toxicity when
negative, and an increase when positive. To assess statistical
significance, we use the p-value of the Mann-Whitney U-
test (Mann and Whitney 1947), whose alternative hypothesis
states that T (v̂) is stochastically less (or greater) than T (v).
Since BAN results in a loss of nodes in F̂ , we also compute
the Content Loss Ratio (CLR), defined as 1− |V̂|/|V|.

To the best of our knowledge, COSMOS is the first simula-
tor of its kind, and as such cannot be compared against estab-
lished benchmarks, direct competitors or baseline methods.

Realism Assessment
We report here the results of the comparison of the simulated
(factual) toxicity with the real (PANDORA) toxicity.

Toxic behavior is believable and consistent. Aggre-
gating factual data from all simulations, we find signifi-
cant Spearman correlations (p-value<0.01) between toxi-
city and some Big Five traits, which mirror correlations
also found in real data (PANDORA). Specifically: agree-
ableness (real ρ=−0.18, simulated ρ=−0.32), conscien-
tiousness (real ρ=−0.11, simulated ρ=−0.16) and neuroti-
cism (real ρ=0.04, simulated ρ=0.07). These measurements
align with field observation in psychological literature (Ko-
rdyaka et al. 2023), where prototypical toxic users feature
low empathy and collaboration (low agreeableness), a lack
of self-discipline (low conscientiousness) and a prevalence
of negative emotions (high neuroticism). Behavioral prefer-
ences distinguishing each agent are consistent through time,
as revealed by the standard deviations of their toxicity dis-
tributions (real avg. σ=0.17, simulated avg. σ=0.20).

Toxicity propagates across threads. Aggregating factual
data from all simulations, we find a significant Spearman
correlation between the toxicity of parent and children nodes
(ρ=+0.39, p-value=0.0), proving that toxic behavior also
emerges from the agents’ capability to mutually influence
each other. Toxicity contagion is further supported by the
results of the sub-population simulation involving the top-5
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Figure 2: Median toxicity of agents in the sub-population
simulation, compared to their median toxicity in full-
population simulations. Least toxic agent marked in red.

MS Simulation ID CLR1 2 3 4 5

OSFA −0.06∗ +0.04 −0.05 −0.06 +0.05 0.00

PM
I N −0.09∗∗∗ +0.00 −0.08∗ −0.11∗ −0.11∗ 0.00

E −0.10∗∗∗ +0.06 −0.06 −0.02 −0.05 0.00
P −0.05∗ +0.06 −0.04 −0.03 −0.02 0.00

B
A

N

1 −0.54∗∗∗ −0.45∗∗∗ −0.58∗∗∗ −0.57∗∗∗ −0.52∗∗ 0.45
2 −0.40∗∗∗ −0.29∗∗ −0.46∗∗∗ −0.47∗∗∗ −0.38∗∗ 0.32
4 −0.25∗∗ −0.17∗ −0.21∗∗ −0.28∗∗ −0.23∗∗ 0.16
8 −0.06 −0.04 −0.06 −0.08 −0.07 0.04

Table 1: Mass divergence ∆M s for each Moderation Strat-
egy (MS) and simulation run. Asterisks denote significant
reductions (∆M < 0) or increases (∆M > 0) based on
Mann–Whitney: * p < 0.1; ** p < 0.05; *** p < 0.01. The
last column reports the average Content Loss Ratio (CLR).

toxic agents and the least toxic agent. Figure 2 shows the
median toxicity of agents in the sub-population simulation,
compared to their median toxicity in full-population simula-
tions. We notice how the sub-population encourages agents
(anomalous included) to significantly increase their toxicity
compared to their behavior in full-population experiments.

Moderation Assessment
We report here the results of the comparison of the simu-
lated factual and counterfactual toxicity. Further details on
moderation outcomes can be found in Appendix D.

Personalized moderation is more effective. Table 1 re-
ports mass divergences ∆M for each Moderation Strategy
(MS) and simulation run. As evidenced, PMI-N brings sig-
nificant reductions in most runs (1, 3, 4, 5). This perfor-
mance is not paralleled by other ex ante strategies, particu-
larly OSFA and PMI-P , yielding (on average) lower reduc-
tions. Arguably, this result is consistent with the expected
benefits of personalization, as PMI-N provides maximum
freedom to the moderation action. Figure 3 shows how ex
ante messages encoded with the average of their BERT em-
beddings (Devlin et al. 2019) are distributed within the se-
mantic space represented via t-SNE. We observe that PMI-
N explores wider regions, potentially adapting its commu-

Figure 3: Ex ante PMI messages encoded with BERT.

nication style to the needs of each moderation scenario.

Low tolerance yields deplatforming effects. As reported
in Table 1, BAN-e delivers, proportionally to e, considerable
negative ∆M . However, differently from ex ante strategies,
these reductions are achieved by removing agents, i.e., by
losing nodes from the counterfactual feed F̂ , rather than by
redirecting their toxicity. As shown in Table 1, although at
e=1 we observe the greatest reduction of toxicity, this comes
at the cost of a CLR of 0.45 ± 0.04, which includes a frac-
tion of 0.27 ± 0.03 of “healthy” contents, i.e., with toxicity
below THR. In other words, if the ban strategy must predict
whether a text is worth losing, i.e., it has toxicity greater than
THR, at e=1 the macro-average recall resembles a random
classifier (0.55), compared to 0.60 at e=2 and 0.58 at e=4.

Moderation is sensitive to psychological traits. By ag-
gregating data from all simulations, we compute mass diver-
gence ∆M on subsets of agents sharing the same psycho-
logical trait. Figure 4 reports these measurements for each
moderation strategy and each OCEAN trait for the different
intensity values from 1 to 5. We mark statistically significant
reductions (if ∆M < 0) or increases (if ∆M > 0) with an
asterisk, based on p-value<0.05 (Mann-Whitney). We ob-
serve that all moderation strategies follow similar trends,
suggesting comparable effects on similar personality types.
However, only PMIs and BAN-e with e≤4 bring significant
divergences. Notably, moderation successfully targets proto-
typical toxic agents, i.e., those characterized by low agree-
ableness, high neuroticism and low conscientiousness.

Moderation mostly affects extreme toxicity. In Figure 5
we report quantile divergences ∆q averaged across simula-
tion runs, for each moderation strategy and for q ∈ [0, 1].
We observe that moderation mostly affect extreme toxic be-
havior (q ≥ 0.8), with varying effects on lower ranges of
toxicity (0.6 ≤ q ≤ 0.8). Notably, BAN-e with e ≤ 4 dis-
plays a bimodal trend, with significant reductions also for
milder toxic behavior. These results are consistent with the
observation that moderation successfully targets the agents
most contributing to the overall toxicity mass.

Conclusions and Limitations
In this paper we have introduced COSMOS, a LLM-powered
ABM simulator for evaluating content moderation strategies
in OSN conversations. COSMOS implements OSN agents
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Figure 4: Mass divergence ∆M over each OCEAN trait for different intensity values across moderation strategies. Statistically
significant reductions (∆M<0) or increases (∆M>0) are marked with an asterisk for Mann-Whitney with p-value<0.05.

Figure 5: Quantile divergence ∆q (y-axis) computed on q ∈ [0.0, 1.0] (x-axis) and averaged across simulation runs, for each
moderation strategy. The error band represents standard deviations.

with believable and consistent psychological attitudes, as
well as capable of mutual influence. By running parallel,
counterfactual simulations where moderation is applied ce-
teris paribus, COSMOS has generated evidence supporting
the superior effectiveness of personalized ex ante interven-
tions, the deplatforming effects of low-tolerance ban and the
influence of psychological traits on moderation outcomes.

COSMOS does have some limitations. First, LLMs can
fail, especially when processing complex prompts (Heo et al.
2024). We have estimated COSMOS’s hallucinations by ap-
plying 2-means clustering on BERT embeddings of gener-
ated posts and comments. Upon inspection, we found a clus-
ter of redundant hallucinations, accounting for about 7% of
the data. Overcoming this issue will require more LLM tun-
ing and reliable content validation. More broadly, we ac-
knowledge the need for subjective realism evaluation. While
prior studies show that LLMs can faithfully reproduce hu-
man behavior from psychological data (Jiang et al. 2024;
Tseng et al. 2024), COSMOS would further benefit from
human-based assessments about the alignment between sim-
ulated and real-world moderation responses. Achieving this,

however, requires cooperation with domain experts, such as
psychologists or sociologists. Second, COSMOS is currently
a simulator of OSN conversations, and, as such, has not
been designed to replicate all OSN dynamics. This design
improves control and efficiency by reducing variability and
avoiding extra LLM calls. Nonetheless, we plan to extend
COSMOS with followings and reactions (likes), enabling
(i) the simulation of more advanced recommendation sys-
tems based on social connections and agents’ preferences;
hence, (ii) the emergence of phenomena like homophily and
polarization, potentially influencing moderation outcomes.
Third, LLM-based simulations are costly and scaling to real-
sized OSN populations is challenging. Finally, LLMs are
known to amplify societal biases. This issue is left for fu-
ture works, as it is largely attributed to the LLM’s training
data (Echterhoff et al. 2024). A related emerging concern is
the tendency of LLMs toward self-preference (Panickssery
et al. 2024; Wataoka et al. 2024). However, while COSMOS’s
LLM might be biased by its own inputs, i.e., OSN conversa-
tions and moderation messages, it remains unclear to what
extent such bias applies to role-playing settings.
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Ethical Statement
To ensure realism, COSMOS experiments incorporate
psychological and demographic information from real
sources. In line with the ethics code of psychological re-
search (Gjurkovic et al. 2021), no sensitive data is disclosed,
and all resulting profiles are entirely fictional. We encourage
mindful uses of COSMOS in industrial contexts: automated
moderation is still in its infancy and the full replacement of
human moderators remains controversial (Gillespie 2020).
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