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Abstract

Large Language Models (LLMs) are prone to generating fluent
but incorrect content, known as confabulation, which poses
increasing risks in multi-turn or agentic applications where
outputs may be reused as context. In this work, we investi-
gate how in-context information influences model behavior
and whether LLMs can identify their unreliable responses.
We propose a reliability estimation that leverages token-level
uncertainty to guide the aggregation of internal model repre-
sentations. Specifically, we compute aleatoric and epistemic
uncertainty from output logits to identify salient tokens and
aggregate their hidden states into compact representations
for response-level reliability prediction. Through controlled
experiments on open QA benchmarks, we find that correct
in-context information improves both answer accuracy and
model confidence, while misleading context often induces
confidently incorrect responses, revealing a misalignment be-
tween uncertainty and correctness. Our probing-based method
captures these shifts in model behavior and improves the detec-
tion of unreliable outputs across multiple open-source LLMs.
These results underscore the limitations of direct uncertainty
signals and highlight the potential of uncertainty-guided prob-
ing for reliability-aware generation.

Code — https://github.com/qcri/in-context-uncertainty/

Datasets — https://huggingface.co/datasets/johmedinaa/can-
IIms-detect-their-confabulations

Extended version — https://arxiv.org/abs/2508.08139

Introduction

As large language models (LLMs) and generative Al tools
become increasingly integrated into real-world applications,
the need to quantify and interpret their uncertainty grows
more urgent (Sriramanan et al. 2024; Sensoy, Kaplan, and
Kandemir 2018). This is particularly important in multi-turn
and agentic settings, where models operate autonomously and
where contextual information (e.g. retrieved passages, prior
conversation history, or agent-generated messages) plays a
central role in shaping model behavior.

Should LLMs rely on their parametric, internalized knowl-
edge or act as adaptive reasoning engines that synthesize

*These authors contributed equally.
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Figure 1: Motivating example of how next-token logit scores
shift under varying context. Following EDL intuitions, we
interpret logit values as token-level evidence. Without con-
text, the model generates a correct but outdated answer with
moderate logit scores. When exposed to misleading context,
the model produces incorrect output with higher logit scores,
indicating overconfidence. A neutral context leads to more
distributed logits and a cautious response.

and respond to external information? The growing adop-
tion of Retrieval-Augmented Generation (RAG) pipelines
and coordination protocols like the Model Context Protocol
(MCP) highlights the urgency of understanding how context
changes model behavior. When does external context en-
hance model reliability, and when does it induce new failure
modes? Figure 1 provides a motivating example. We prompt
the model with the question “Who is the president of the
United States?” under three settings: no context, misleading
context, and neutral context. In the absence of external in-
formation, Qwen?2 .5-7B answers “Joe Biden”, a correct
response at training time, although outdated. When presented
with a misleading claim, the model not only adopts this false-
hood but does so with higher logit scores, which we interpret
as stronger token-level evidence. This behavior reflects a key
insight from Evidential Deep Learning (EDL) (Sensoy, Ka-
plan, and Kandemir 2018) where higher logits can be treated
as higher evidence in favor of a particular prediction. The
figure illustrates how in-context misinformation can affect
the model’s internal evidence distribution, often leading to
incorrect predictions made with high confidence.



This observation motivates our first research question: How
does in-context information influence model behavior and
token-level uncertainty? To investigate this, we design a con-
trolled experimental framework in which the input query
remains fixed while the surrounding context is systemati-
cally varied to either be omitted, accurate, or intentionally
misleading. This controlled setup enables us to isolate the
effect of contextual information on both the model’s output
and its uncertainty profile. Our results indicate that accurate
context generally improves response correctness and reduces
uncertainty. In contrast, a misleading context often leads to
confidently incorrect answers. This misalignment between
confidence and correctness raises significant concerns for
reliability, especially in RAG and multi-agent settings where
context is dynamically generated and potentially error-prone.

Having observed this limitation, we ask a second question:
can internal signals, such as token-level uncertainty and
hidden states, be used to detect when a model’s output is
unreliable? To investigate this, we develop probing-based
classifiers that operate on token-level hidden representations,
using uncertainty-guided token selection to form reliability
features. We find that these classifiers consistently outperform
direct uncertainty metrics and that aggregating features from
high-uncertainty tokens leads to more accurate predictions of
response correctness.

This work makes three core contributions. First, we
present a context-controlled evaluation framework that re-
veals how LLMs transition between correct and incorrect
responses depending on the quality of context. Second, we
show that token-level uncertainty does not always align
with correctness, particularly under misleading context, high-
lighting an underexplored vulnerability in model calibration.
Third, we propose a probing-based approach for response reli-
ability detection that leverages internal model activations and
uncertainty-aware feature selection, outperforming standard
baselines across tasks and models.

Our findings point to both the promise and limitations
of using uncertainty as a signal for reliability in language
models, and emphasize the importance of calibrating models
not just at the output level, but also concerning the context
they consume.

Related Works

Hallucinations are commonly categorized into factuality er-
rors, where outputs contradict reality, and faithfulness errors,
where responses diverge from provided context or instruc-
tions (Qin et al. 2025; Huang et al. 2025). A particularly
challenging subtype is confabulations, which are fluent but
ungrounded generations that may differ from the truth only
subtly, making them difficult to detect (Sui et al. 2024; Ji
et al. 2023; Reinhard et al. 2025). Orgad et al. (2024) further
distinguish between cases where the model lacks relevant
knowledge and those where it encodes the correct answer
but fails to express it. These issues are compounded by over-
confidence, where models assign high certainty to incorrect
responses (Li et al. 2024), sometimes due to distribution shift
leading to inflated confidence under unfamiliar inputs (Wu
et al. 2022). Understanding model uncertainty becomes cru-
cial, as models should ideally respond with "I don’t know"
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rather than hallucinating plausible-sounding but incorrect
responses (Ma et al. 2025).

Detection and Mitigation. Hallucination detection meth-
ods can be broadly divided into white-box and black-box
approaches. White-box methods require access to model
internals, leveraging probability signals, out-of-distribution
cues, or hidden-state analysis, including techniques that lo-
cate where factual associations are stored (Orgad et al. 2024).
Black-box methods rely solely on output text; they often
generate multiple responses to assess consistency (Yadkori
et al. 2024b). Zero-shot techniques like SelfCheckGPT (Man-
akul, Liusie, and Gales 2023) evaluate internal agreement,
while supervised detectors such as Lynx (Ravi et al. 2024)
leverage annotated data. Semantic-entropy methods capture
meaning-level uncertainty (Farquhar et al. 2024; Yadkori et al.
2024a). Benchmarking resources like HaluBench (Ravi et al.
2024) standardize evaluation, though context-dependent er-
rors remain difficult. Beyond short-form settings, LongFact
and SAFE (Wei et al. 2024) assess long-form factuality by
decomposing responses into claims and verifying them via
search-augmented LLM agents. Similar to our approach, Or-
gad et al. (2024) and Obeso et al. (2025) train classifiers on
LLM internal representations of the exact answer token and
associated entity tokens. Unlike their methods, ours requires
no separate token-extraction pipeline for feature aggregation.

Mitigation strategies include knowledge grounding via
RAG (Mallen et al. 2023) and reasoning enhancement
through chain-of-thought prompting (CoT) (Wei et al. 2022),
though CoT may inadvertently increase confidence in incor-
rect outputs. Post-hoc verification methods such as Chain-of-
Verification (CoVe) (Dhuliawala et al. 2024) refine responses
but increase inference cost. More recently, SLED (Zhang et al.
2024) improves factual accuracy without external retrieval
or fine-tuning by contrasting early- and late-layer logits and
using these signals for self-correction.

Uncertainty and Calibration. LLMs are frequently mis-
calibrated, producing incorrect answers with unwarranted
confidence (Abdar et al. 2021). Approaches such as self-
consistency decoding (Wang et al. 2023) aim to align confi-
dence with correctness better but remain sensitive to prompt
formulation and decoding variability. While in-context learn-
ing (ICL) enables rapid generalization, it also introduces
reliability risks: misleading prompts or poorly chosen ex-
amples can induce hallucinations or biased outputs (Simhi
et al. 2024; An et al. 2023). Current models lack mechanisms
to validate or reject flawed contextual signals, motivating
uncertainty-aware generation resilient to noisy or adversarial
context. Closely aligned, work in risk-aware classification
formalizes how predictive uncertainty should guide decision-
making; Sensoy et al. (2025) extend evidential deep learning
to support abstention under high epistemic uncertainty.

Preliminary
We begin by introducing key notations and definitions that
will be used throughout the paper.

Generation process. Let M be a pre-trained language model
with tokenizer vocabulary V = {1, 72,...,7v|}. Given a
user-specified question ¢, the tokenizer encodes it into a



prompt vector p = (p1, ..., Pn), which is used by M to au-
toregressively generate a response vector y = (y1,...,yr).
At each generation step ¢, the model outputs logits a, € RIVI,
which are converted to a probability distribution over V via
the softmax function. A token y; is then sampled according
to a decoding strategy:

Yr ~ Pm(V | P y<t)s 1)

where Y<t = (y17 ) 7yt71)'

The generation continues token by token until a special
end-of-sequence token [EOS] € V is produced. The overall
generation process can be deterministic:

T

y =arg max []Puy|p.y<s), @)
Y1,--YT =1

or stochastic, using methods such as top-p sampling.

Uncertainty estimation. We estimate token-level uncertainty
using the output logits of the model, following the Dirichlet-
based framework of Ma et al. (2025); Sensoy, Kaplan, and
Kandemir (2018). Given the logits vector a; at generation
step t, we select the top- K logits corresponding to the tokens
with highest predicted values to construct a Dirichlet distribu-
tion. Let 7 denote the token with the k-th highest logit, and
define:

K
a, = M7k | @, y<0), a0 =) ax, 3)
k=1

where ay, serves as the evidence for token 7, and ag is the
total evidence.

The aleatoric uncertainty (AU), capturing uncertainty
from inherent data ambiguity, is defined as the expected
entropy of the Dirichlet-distributed categorical distribution:

K

L (lap+1) = dlao +1), @

ao

AU(at) = —

k=1

where ¢(-) denotes the digamma function.
The epistemic uncertainty (EU), reflecting the model’s
confidence based on available evidence, is defined as:

K
Zszl(ak + 1).

In addition to the final-layer logits a;, LLMs produce inter-
nal representation vectors at each layer for every token. Let
hgl) € R denote the hidden state of the ¢-th token ¥, at layer
l, where d is the hidden dimension. For a generated response
sequence y = (y1,...,yr) of length T', the hidden states
at layer [ form a matrix H® = [hgl), ce hg{)] € RIXT,
These hidden states encode intermediate representations of
the sequence, capturing progressively refined semantic and
syntactic information across layers.

EU(a;) = &)

Model behavior. When LLMs generate multiple responses
to a given prompt, they may produce confabulations due to
insufficient knowledge. We quantify this behavior by measur-
ing the confabulation rate over m sampled responses.
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For each prompt p, assume a ground-truth response vector
y*. Let z € {0, 1} be a binary correctness label indicating
whether a generated response is semantically correct. Specif-
ically, we define a similarity function S : Y x Y — R
that measures semantic similarity between two responses
yv,¥* € Y. A response is considered correct if S(y,y*) > 6,
where 6 is a predefined similarity threshold; that is,

Lo [L ifS(yyt) >0,
10, otherwise.

We then sample M responses Y = (yi1,...,ynm) for
each prompt, and obtain the corresponding correctness vector
z = (z1,...,2n). The correctness ratio r € [0, 1] is defined
as the fraction of correct responses:

This ratio serves as an empirical proxy for the model’s
confidence: a high value implies that the model consistently
produces correct responses, suggesting it has internalized the
required knowledge; a low value suggests a lack of under-
standing or memorization.

To further categorize model behavior, we define two re-
sponse regimes: mostly correct (C), where r > 7¢, and
mostly wrong (E), where r < 7, with 7¢ and 7 being
predefined thresholds.

In-context learning. In addition to the prompt p, LLMs
can incorporate in-context information during generation,
such as demonstrations or retrieved passages, prepended to
the input. This mechanism, known as in-context learning
(ICL), allows the model to adapt its output distribution at
inference time without parameter updates. We investigate
how the model’s behavior and uncertainty change across
different context settings, which is particularly relevant in
agentic or multi-turn scenarios, where a model’s own outputs
may be used as context in subsequent interactions.

Specifically, we define three context settings: no context
(WOC), correct context (WCC), and incorrect or misleading
context (WIC). Let C = {WCC,WIC} denote the set of con-
text types involving additional input. For a given prompt,
we compare the model’s error type across different con-
text settings and define a subset of error-shifting questions,
those for which the model transitions between regimes (e.g.,
WOC:C — WIC:E). This enables us to isolate instances
where in-context information significantly alters the model’s
response’s correctness and uncertainty.

Research questions. Having introduced our setup, we now
introduce our research questions.

RQ1: How does in-context information influence model be-
havior and response uncertainty? We aim to quantify how
the presence of correct or misleading context affects both
the correctness of generated responses and the model’s
confidence, as captured by uncertainty measures.

RQ2: Can uncertainty signals be used to predict response re-
liability? We investigate whether epistemic and aleatoric
uncertainty scores can serve as effective features for de-
tecting whether a model’s response is factually reliable,
and how these signals compare to other baselines.



In the following, we experimentally answer all these ques-
tions in detail.

The Influence of In-context Learning on Model
Behavior and Uncertainty

Large language models exhibit varying behaviors depending
on the presence and quality of contextual information. In this
section, we address RQ1: How does in-context information
influence model behavior and response uncertainty?

By systematically comparing model outputs across dif-
ferent context conditions: no context, correct context, and
misleading context, we aim to isolate the effect of external
information on both model predictions and confidence. This
setup enables a fine-grained analysis of how context modu-
lates output correctness and how such changes are reflected
in the distribution of uncertainty scores.

Experiment setup. We design a controlled experiment us-
ing two benchmark QA datasets that include supporting
passages: HotpotQA (Yang et al. 2018) and Natural Ques-
tions (Kwiatkowski et al. 2019). Both datasets provide
ground-truth factual context, but do not include incorrect
or misleading information. To evaluate model behavior under
misleading conditions, we construct a smaller evaluation set
by sampling 2,000 examples from HotpotQA and 1,000 from
Natural Questions, and use ChatGPT-4.1-mini to automati-
cally rewrite the original supporting passages to introduce
plausible but incorrect content.

We evaluate three large language models (LLMs):
Fanarl-9b, Gemma3-12B, and Qwen2.5-7B.
Fanarl-9b is an Arabic-centric LLM designed for mul-
tilingual understanding (Team et al. 2025); Gemma3-12B
is a publicly released instruction-tuned model by Google;
and Qwen2.5-7B is a state-of-the-art bilingual (English-
Chinese) model developed by Alibaba’s DAMO Academy.

Next, we quantify the model response behavior on the
questions (). For each question prompt p;, we sample 15
responses using stochastic decoding under each of the three
context settings: without context (WOC), with correct context
(WCC), and with incorrect context (WIC). Each response ygj )
is labeled using GPT-4.1 mini, guided by a prompt to assess
semantic equivalence with the ground truth answer. Based on
these labels, we compute the correctness ratio and classify
each prompt-response pair into response regimes. We set the
correctness thresholds as 7« > 0.6 and 7 < 0.4.

Effect of context on correctness ratio. Figure 2 illustrates
the distribution of correctness ratios for questions under three
context conditions: no context (WOC), correct context (WCC),
and incorrect context (WIC), across the HotpotQA and Nat-
ural Questions datasets. The correctness ratio reflects the
fraction of generated responses labeled as semantically cor-
rect out of K samples per question.

We observe a clear shift in distributions when context is
introduced. Providing correct context (WCC) significantly in-
creases the proportion of high correctness ratios (peaking
near 1.0), suggesting that access to relevant external infor-
mation enhances model reliability. In contrast, introducing
incorrect or misleading context (WIC) leads to a pronounced
concentration near zero, indicating that models often produce
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Figure 2: Impact of contextual information on response cor-
rectness. Distribution of aggregated correctness ratios on the
HotpotQA and Natural Questions datasets across three con-
text conditions: without context (WOC), with correct context
(WCC), and with incorrect context (WIC).

consistently wrong responses with misleading input. The
baseline (WOC) condition sits between these two extremes,
showing a more dispersed distribution.

These patterns confirm that context strongly modulates
model behavior. Accurate context improves consistency and
correctness, while misleading context systematically de-
grades performance. This highlights the importance of vali-
dating contextual inputs, especially in multi-turn or retrieval-
augmented generation settings.

Uncertainty profiles of different response regimes. To un-
derstand the uncertainty characteristics of responses within
specific behavioral regimes, we analyze the uncertainty re-
gion of each generated response. Specifically, we define the
lower bound of uncertainty as the average of the K smallest
token-level uncertainty scores, and the upper bound as the
average of the K largest scores. These bounds capture the
most confident and most uncertain regions of the response,
respectively. We focus our analysis on subsets of questions
()’ that exhibit a transition in response regime under different
context conditions (e.g., from mostly incorrect to mostly cor-
rect). Specifically, we focus on two key behavior transitions:

* WOC:E — WCC: C: Questions initially classified as mostly
wrong (E) without context become mostly correct (C) with
correct context. This indicates the model lacks sufficient
parametric knowledge but can utilize external information
when provided.

* WOC:C — WIC:E: Questions initially mostly correct (C)
degrade to mostly wrong (E) when given misleading con-
text. This highlights the model’s vulnerability to confabu-
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Figure 3: Model behavior transitions and epistemic uncertainty (EU) distribution shifts across HotpotQA and Natural Questions
for three models (Fanar1l-9b, Qwen?2 . 5-7B, Gemma3—-12B). Each subplot displays the distribution of lower-bound epistemic
uncertainty scores for subsets of questions whose correctness regime changes between the no-context (WOC) and context-enhanced
(WCC or WIC) settings. We focus on two key transitions: (1) WOC : E — WCC : C, where injecting correct context into previously
incorrect responses leads to improved correctness and decreased uncertainty; and (2) WOC:C — WIC:E, where misleading
context causes the model to produce incorrect responses with sustained low uncertainty. These shifts highlight how in-context
information modulates both model predictions and confidence, revealing risks of overconfident confabulations in the presence of

incorrect input.

lations triggered by incorrect external information, despite
possessing sufficient internal knowledge.

Figure 3 visualizes the distribution of lower-bound epis-
temic uncertainty across these subsets using kernel den-
sity estimation (KDE), allowing for comparison of uncer-
tainty profiles before and after the context shift. Results
are shown for three models: Fanar1-9b, Qwen2.5-7B,
and Gemma 3—-12B, on the HotpotQA and Natural Questions
datasets.

Correct context reduces uncertainty. As expected, we ob-
serve a clear and consistent decrease in epistemic uncertainty
in the transition from incorrect responses without context to
correct responses with context (WOC : E—WCC : C). Across
all models, the KDE curves corresponding to the WCC:C
setting shift leftward relative to those from the WOC : E set-
ting, indicating that providing accurate contextual informa-
tion not only improves answer correctness but also increases
model confidence. This effect is particularly pronounced for
Qwen2.5-7B and Gemma3-12B, where the uncertainty
distributions in the WCC:C condition are sharply concen-
trated around low epistemic uncertainty values.

Misleading context induces confident errors. We analyze
the setting where models transition from correct predictions
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without context (WOC : C) to incorrect predictions with mis-
leading context (WIC:E). Ideally, such a transition should
result in higher epistemic uncertainty, reflecting the model’s
recognition of ambiguity or conflict, visualized as broader,
right-shifted distributions. However, all models instead show
a contraction in their EU distributions, with WIC : E responses
exhibiting sharper and more left-skewed profiles.

Fanarl-9b, despite appearing flat under correct context
conditions, exhibits a notable increase in peakedness and
reduced variance under misleading context, indicating an
unjustified confidence in its wrong answers. This suggests
that Fanar is responsive to misleading context and exhibits
similar calibration issues as the other models, even if the
mean EU shift is modest. Qwen2 . 5-7B also produces more
confident predictions under misleading context, with WIC: E
curves shifting left and becoming narrower relative to WOC : C.
Gemma3—12B shows the most extreme behavior, with the
narrowest and most left-shifted WIC: E distribution. This re-
flects strong contextual dependence but very poor calibration
when that context is misleading.

These results reveal a dual role of contextual information

in large language model behavior. When context is accurate,
it reliably improves both correctness and model confidence.



However, misleading context can cause models to produce
incorrect answers with high certainty. These findings align
with expectations and emphasize the importance of robust
uncertainty estimation in detecting context-induced confab-
ulations. They motivate future research in reliability-aware
generation and mechanisms for validating or filtering context
in multi-turn or retrieval-augmented generation settings. In
the following section, we investigate how to use uncertainty
information to guide the response reliability detection.

Effectiveness of Uncertainty-Guided Probing
for Reliability Detection

As shown in our analysis of RQ1, token-level uncertainty
is not always aligned with correctness, particularly under
in-context learning. In the presence of misleading informa-
tion, models may produce confident yet incorrect responses.
This phenomenon raises concerns in multi-turn or retrieval-
augmented settings, where such confabulated outputs may
be reused as context in future turns. This observation under-
scores the limitations of using uncertainty alone as a reliabil-
ity signal when external context is present.

However, in scenarios where the model relies solely on
its internal parameters (i.e., without additional context), un-
certainty may still provide meaningful cues about response
reliability. This motivates our investigation in RQ2: Can
token-level uncertainty, when combined with internal repre-
sentations, be used to detect unreliable responses?

We explore this question by training probing classifiers on
token-level hidden states from various layers and positions,
using both static and uncertainty-aware token selection strate-
gies. Our goal is to assess whether internal signals, especially
those grounded in model confidence, can serve as reliable
indicators of output correctness.

Response reliability detection. We consider the following
method from the related literature of uncertainty, reliability,
and hallucination detection.

* LogProb: This method computes the mean of log-
probability scores of the generated tokens (Yadkori et al.
2024a)

T

1
T zlogﬂl’(yﬁp,yq).
t=

e P(True): This method prompts the LLMs to judge
whether their answer is correct. Our prompt followed
the following template from Kadavath et al. (2022).

* LogTokU: This method computes the aggregated
aleatoric and epistemic uncertainty to predict the response
reliability. We follow the aggregation method from Ma
et al. (2025).

* Probing. We train lightweight classifiers on token-level
hidden states hgl) to predict response-level reliability fol-
lowing previous work (Li et al. 2023). We consider several
token selection strategies:

— Probe(EOS): Uses the final generated token hgf).

— Probe(Exact): Selects tokens aligned with the exact
answer span (Orgad et al. 2024).
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— Probe(EU): Selects the single token with either the
highest or lowest epistemic uncertainty score.

— Probe(AVG): Average hidden states across selected
token subsets (e.g., top-k uncertain tokens or fixed po-
sitions) to form an aggregated feature representation.

Performance metric. We use the area under the receiver
operating characteristic curve (AUROC) to evaluate the per-
formance of reliability detectors. This metric summarizes
the model’s ability to distinguish between positive and neg-
ative cases across all classification thresholds, effectively
balancing sensitivity (true positive rate) and specificity (false
positive rate).

Model Method TruthfulQA  TriviaQA Math

LogProb 0.597 0.774 0.757
P(true) 0.530 0.672 0.635
LogTokU 0.541 0.683 0.666
Fanar Prob(Exact) 0.711 0.783 0.827
Probe(EOS) 0.706 0.739 0.790
Probe(EU) 0.709 0.751 0.794
Probe(AVG) 0.734 0.765 0.833
LogProb 0.591 0.774 0.635
P(true) 0.537 0.736 0.664
LogTokU 0.642 0.773 0.565
Qwen Prob(Exact) 0.758 0.781 0.627
Probe(EOS) 0.794 0.812 0.703
Probe(EU) 0.759 0.754 0.646
Probe(AVG) 0.761 0.786 0.699
LogProb 0.545 0.806 0.683
P(true) 0.598 0.631 0.779
LogTokU 0.790 0.611 0.791
Gemma Prob(Exact) 0.728 0.796 0.773
Probe(EOS) 0.728 0.810 0.834
Probe(EU) 0.687 0.751 0.669
Probe(AVG) 0.733 0.818 0.786

Table 1: Comparison of probing methods across
Fanarl-9b, Qwen2.5-7B, and Gemma3—-12B models
on three datasets. We report AUROC scores (3-decimal
precision). Bold indicates the best in each column; underlined
indicates the second-best.

Reliability detection cross layers and tokens. Figure 4
presents the AUROC scores of probing classifiers trained on
hidden states from the last 20 layers, using different token-
level feature strategies under the epistemic uncertainty setup.
Each heatmap column represents a token selection method
ranging from single-token probing (e.g., using the token with
highest or lowest uncertainty) to aggregated representations
computed by averaging hidden states across multiple tokens.

We observe that individual token features (left columns)
often yield weaker performance, especially in earlier layers.
In contrast, aggregated features (right columns) consistently
lead to better classification results. This trend holds across
all models. In particular, strategies like EU AVG (1-5) +
EOS achieve the highest AUROC scores, especially when fea-
tures are extracted from middle to upper layers. These results
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Figure 4: AUROC scores of probing classifiers across the last 20 layers using different token-level features, evaluated on the
TriviaQA dataset for Fanar1-9b, Qwen2.5-7B, and Gemma3-12B. From left to right, columns correspond to probing with
single tokens ranked by epistemic uncertainty: the k£ smallest (EU 1 to EU 5) and the k largest (EU -1 to EU -5). Aggregated
features (EU AVG) formed by averaging hidden states across selected tokens yield the highest detection performance across all

models.

suggest that combining multiple token-level signals enhances
the robustness of response-level reliability detection.

Comparison with Uncertainty-Based Baselines. Next, we
compare the reliability detection performance of different
methods. Table 1 summarizes the AUROC performance
of different methods across three LLMs (Fanarl-9b,
Qwen2.5-7B, Gemma3-12B) and three QA datasets
(TruthfulQA, TriviaQA, Math). Probing methods clearly out-
perform uncertainty-only baselines such as LogProb and
P(true), demonstrating the added value of internal model
representations. Among all methods, Probe(AVG) yields
the best overall performance, followed by Probe(EOS) and
Probe(EU). Although Gemma3-12B achieves strong per-
formance with LogTokU on TruthfulQA, probing methods
are more robust across tasks. Notably, performance is higher
on TriviaQA and Math, indicating that response reliability is
more predictable in factoid-style and structured QA than in
open-ended questions.

These findings highlight the effectiveness of token-level
probing for reliability detection. Aggregating hidden states
over uncertain or boundary tokens provides a strong signal
and consistently outperforms uncertainty-only baselines. This
supports the utility of internal representations in enabling
more reliable LLM-generated outputs.

Failure analysis. We observe that last-layer reliability probes
are not optimal: the best-performing probes usually lie in
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middle layers, but this remains poorly understood and we
lack a principled way to select the best layer.

Conclusion and Future Work

This work examines how LLMs respond to contextual in-
puts, focusing on failure modes. Accurate context improves
both accuracy and confidence, whereas misleading context in-
duces confidently incorrect answers, exposing a mismatch be-
tween uncertainty estimates and true correctness. This raises
concerns for multi-turn and retrieval-augmented generation,
where confabulated responses may propagate. To flag unre-
liable outputs, we propose a probing method that leverages
token-level hidden states and uncertainty-guided token se-
lection. Across multiple models and datasets, this approach
outperforms direct uncertainty baselines; aggregating sig-
nals from multiple, especially high-uncertainty, tokens yields
stronger reliability estimates. While our analysis focuses
on question answering tasks, extending these techniques to
open-ended generation and multi-turn dialogue remains an
open challenge. Future work could explore incorporating re-
liability signals into generation-time decisions, combining
probing-based methods with retrieval validation, and devel-
oping safeguards to limit the propagation of confabulated
content in interactive applications.
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