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Abstract

We introduce a conceptual framework and provide consid-
erations for the institutional design of AI incident reporting
(IR) systems, i.e., processes for collecting information about
safety- and rights-related events caused by general-purpose
AI. As general-purpose AI systems are increasingly adopted,
they are causing more real-world harms and displaying the
potential to cause significantly more dangerous incidents—
events that did or could have caused harm to individuals,
property, or the environment. Through a literature review,
we develop a framework for understanding the institutional
design of AI IR systems, which includes seven dimensions:
policy goal, actors submitting and receiving reports, type of
incidents reported, level of risk materialization, enforcement
of reporting, anonymity of reporters, and post-reporting ac-
tions. We then examine nine case studies of incident report-
ing in safety-critical industries to extract design consider-
ations for AI IR in the United States. We discuss, among
other factors, differences in systems operated by regulatory
vs. non-regulatory government agencies, near miss reporting,
the roles of mandatory reporting thresholds and voluntary re-
porting channels, how to enable safety learning after report-
ing, sharing incident information, and clarifying legal frame-
works for reporting. Our aim is to inform researchers and
policymakers about when particular design choices might be
more or less appropriate for AI incident reporting.

Full version with exec. summary, extended discussion,
& appendices — https://arxiv.org/abs/2511.05914

1 Introduction
General-purpose artificial intelligence (GPAI) systems, in-
cluding large language models (LLMs), have recently con-
tributed to a number of high-profile cases of harm. For in-
stance, GPAI systems have helped perpetrate a $25.6 million
financial scam (Chen and Magramo 2024), assisted in plan-
ning explosives attacks (Palmer 2025; Winter, Blankstein,
and Planas 2025), created explicit deepfakes (Weatherbed
2024), accidentally deleted all of a company’s code (Lee
2025), been demonstrated to be capable of blackmail and
deception (Lynch et al. 2025), and spread election disinfor-
mation in the United States (US) and across the world (Seitz-
Wald and Memoli 2024; RoW 2024). Increased AI capabil-
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ities, more agentic AI systems (Chan et al. 2023), and wider
adoption of GPAI also suggest that GPAI will soon con-
tribute to more, and more severe, safety incidents and rights
incidents: events in which AI systems cause or nearly cause
harm to people, property, the environment, legal or human
rights, infrastructure, or the public interest.

Normal accident theory implies that in complex systems
such as GPAI, severe incidents are inevitable over time
(Bianchi, Cercas Curry, and Hovy 2023; Maas 2018); the
risk of system failures and accidents rises as GPAI sys-
tems are becoming increasingly complex (Cook 2000; Maas
2018; Amodei et al. 2016; Jatho et al. 2023; Zaharia et al.
2024). Governance interventions occurring prior to model
deployment such as audits also may not succeed in prevent-
ing all AI incidents (O’Brien, Ee, and Williams 2023). For
instance, emergent capabilities in LLMs may arise unexpect-
edly after deployment (Zoph et al. 2022) and create unantic-
ipated incident types (Casper et al. 2024; Woodside 2024).
Moreover, because GPAI can be deployed across domains,
GPAI-caused harms might involve a wide range of forms,
hazards, settings, and affected parties (Jatho et al. 2023).

These dynamics increase the importance of post-
deployment governance interventions—e.g., incident report-
ing, post-deployment evaluations, and other risk manage-
ment practices—that can uncover new risks (Gailmard et al.
2025) and enable greater visibility into GPAI deployments
(Schuett et al. 2024; EC 2025). In particular, incident report-
ing (IR) has been implemented in many safety-critical in-
dustries such as nuclear power, civilian aviation, healthcare,
and pharmaceuticals. The experiences of these domains sug-
gest that incident reporting could be an important mecha-
nism for managing safety and rights risks from AI systems
(Guha et al. 2023; Leveson 2011) by enabling learning and
promoting accountability (WHO 2005).

AI incident reporting initiatives have yet to be imple-
mented on a wide scale (Section 2). Moreover, discussions
around incident reporting in the AI governance literature are
still developing, and little guidance exists concerning AI in-
cident reporting systems’ institutional design—i.e., the con-
struction of organizations, rules, and norms, that shape the
tasks and responsibilities between actors (Klijn and Koppen-
jan 2006; Koppenjan and Groenewegen 2005).

We fill this gap in the literature by 1) introducing a frame-
work for conceptualizing the institutional design of AI inci-
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dent reporting systems, and 2) reviewing nine case studies of
safety-critical industries to provide the first, systematic ex-
amination of design considerations for AI incident reporting
in the US. Our scope is limited to institutional design, and
we exclude, e.g., the design of AI systems themselves or the
operational-level details of IR; our scope is also limited only
to safety and rights incidents caused by GPAI, not on secu-
rity incidents in which GPAI systems could be compromised
by external actors (though these can be related). We further
exclude discussions of AI whistleblowing (see Bullock and
Arnold 2025; Hilton et al. 2024). We hope to inform US
researchers and policymakers who are considering incident
reporting as a mechanism for mitigating harms from GPAI.

2 The AI Incident Reporting Landscape
Incident reporting systems allow companies, users, victims
of harm, and others with knowledge of incidents to convey
such information to institutions with responsibility for or
oversight over AI products. This information has a variety
of downstream uses, such as improving systems to prevent
reoccurrences of past harms (Turetsky, Nussbaum, and Tatar
2020), surfacing novel risks (NAIAC 2023; Dunbar 2014),
evaluating safety mitigations (NIOSH 2005), or estimating
risks for insurance policies (Kvist, Dattani, and Wang 2025).
Appendix A lists more use cases for incident information.

In this article, we adopt an effects-based working defini-
tion of “incident:” incidents are events that either resulted in
real-world harm (harm events) or that could have but did not
ultimately result in harm (near misses). As of July 2025, no
consensus definition for AI “incidents” has emerged, and we
do not suggest that our definition is ideal or operationaliz-
able. Rather, it aims to capture most events of interest while
remaining consistent with safety science definitions.

We now review the literature on and current initiatives for
GPAI incident reporting. Appendix A has more background.

Literature Review. The AI governance literature is sup-
portive of incident reporting (Goodman 2024; Dixon and
Frase 2024; DSIT 2023; Schuett et al. 2023). Existing lit-
erature has analyzed incident databases or operational-level
factors such as documentation (McGregor 2021; Longpre
et al. 2025; Cattell, Ghosh, and Kaffee 2024; OECD 2025);
sources have also proposed a variety of incident reporting
systems for GPAI with different or even conflicting design
choices and policy goals (see Appendix A). To date, how-
ever, no comprehensive analysis exists in the literature con-
cerning when particular institutional design choices may be
more or less appropriate, which is the focus of this article.

Governmental AI Incident Reporting Initiatives. As of
November 2025, China, the European Union (EU), Califor-
nia, and South Korea are the only jurisdictions that have
adopted incident reporting mandates specific to general-
purpose AI. In China, an August 2023 “generative AI” regu-
lation requires that AI service providers create channels for
users to report problems, and that companies report any “il-
legal content” to the government (CAC 2023). In the EU, the
AI Act will (once implemented) require AI service providers
to report “serious incidents” to national regulators (EU AI
Act 2024, Art. 73). And in California, SB-53 was enacted
in September 2025 and requires frontier developers to report

certain safety and security incidents to the state government,
as well as creating a hotline for public reporting (Wiener
2025). Policymakers in many other jurisdictions—including
the US federal and other state governments (Bores 2025;
Warner and Tillis 2024; NAIAC 2025)—have also called for
or are considering proposals for AI incident reporting;1 Ap-
pendix F has more examples of government IR initiatives.

Non-Governmental AI Incident Reporting Initiatives.
Non-governmental private actors have also established sys-
tems for reporting AI incidents. These non-governmental
systems take the form of voluntary, crowdsourced inci-
dent databases that solicit public submissions of alleged
incidents, filter those submissions, and make the curated
databases publicly available; the most prominent are the Ar-
tificial Intelligence Incident Database (AIID 2024a; McGre-
gor 2021); the AI, Algorithmic, and Automation Incidents
and Controversies Repository (AIAAIC 2024); and the AI
Vulnerability Database (AVID 2024). Appendix A has more
examples of non-governmental IR initiatives.

3 The Institutional Design of Incident
Reporting Systems

Incident reporting systems are well-established in industries
such as aviation and agriculture, so it is possible to study
from other industries and assess whether their learnings can
be applied to AI (Guha et al. 2023; West and Kak 2024;
Gailmard et al. 2025). We thus adapt a three-step case study
method from Raji et al. (2022), Ayling and Chapman (2022),
and Stein et al. (2024) to identify design considerations for
AI incident reporting.

First, we select nine safety-critical industries with robust
incident reporting regimes as case studies, identified via seed
articles (see Appendix B). Then, through a background lit-
erature review of IR in these industries and of the AI gov-
ernance literature, we develop a framework for the institu-
tional design of IR systems that consists of seven dimensions
(Table 1). Finally, we purposively select IR systems from our
nine case study industries and categorize them according to
our framework. By identifying best or common practices in
these industries, we extract design considerations for AI in-
cident reporting systems and discuss when particular insti-
tutional design choices may be appropriate (Section 4).

Table 1 presents our framework for conceptualizing the
institutional design of IR systems (full definitions in Ap-
pendix C). Our working definitions for the incident “life-
cycle,” as represented by the “level of risk materialization”
dimension, are visualized in Figure 1. In particular, we make
a distinction between AI issues (or AI flaws) and AI inci-
dents. Issues are system conditions (hazards) that once ex-
posed to an external environment (situations) become pre-
requisites for incidents, while incidents are events that could
have caused harm (near misses) or did cause harm (harm
event). Note that incidents can escalate into emergencies or
crises (Gor and Iliadis 2025), which we do not discuss here.

1Some sectoral incident reporting mandates already exist, e.g.,
for autonomous vehicles (NHTSA 2023); however, these are not
generally applicable to general-purpose AI systems.
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Dimension Definition

Policy Goal The policy aim that the incident reporting
system attempts to achieve: safety learn-
ing or accountability for harm.

Actors Submit-
ting & Receiving
Reports

Possible actors include users, victims of
harm, third-party individuals or organiza-
tions, companies, industry employees, and
governments at various levels. See Ap-
pendix C.2 for details.

Type of Incidents
Reported

The type of incident reported in the sys-
tem: safety, rights, or security incidents.

Level of Risk
Materialization

The level of risk materialization reported
in the system: hazards, situations, near
misses, or harm events. See Figure 1.

Enforcement of
Reporting

The procedures that incentivize actors
to submit incident reports: voluntary or
mandatory (by law).

Anonymity of
Reporters

The actors who have access to the re-
porter’s identity: open, confidential, or
anonymous.

Post-Reporting
Actions

The actions taken by the party receiving
incident reports, after reports are received:
information sharing, information disclo-
sure, audit, or regulatory action.

Table 1: Seven dimensions of the institutional design of IR
systems. Options for each dimension are italicized.

Figure 1: Lifecycle of an (AI) incident

4 Design Considerations for AI Incident
Reporting Systems

Applying the framework in Section 3, we review incident
reporting systems from nine safety-critical industries in the
US: nuclear power, aviation, pesticides, pharmaceuticals,
cybersecurity, dams, rail, workplace safety, and healthcare.
We discuss design considerations from these nine industries
for AI incident reporting. Our discussion is organized by de-
sign dimension; Appendix D contains full results of our re-
view, and extended discussion is available in the full version
of this article at https://arxiv.org/abs/2511.05914.

4.1 Policy Goal of the Incident Reporting System
Addressing Different Policy Goals of Incident Report-
ing. Policymakers and system operators may wish to achieve
multiple policy goals with IR systems, such as safety learn-
ing (helping stakeholders adapt from past incidents and im-
proving processes to prevent future harms) or corporate ac-

countability (holding actors responsible for past harms via
corrective actions or penalties). Although systems can in
theory be oriented toward both learning and accountability,
dual-goal systems are rare in practice because these goals of-
ten point toward opposing design choices (WHO 2005; Mills
2010). For instance, a voluntary reporting system (for learn-
ing) that encouraged responsible actors to report directly to
a regulatory agency would be ineffective if reporters were
deterred by the prospects of fines (for accountability). Thus,
pursuing multiple goals via incident reporting systems could
require the creation of multiple single-goal systems.

4.2 Actors Submitting & Receiving Reports
Shortcomings of Existing AI Incident Databases. Third-
party incident databases such as the AIID, AIAAIC, or
AVID are good first steps for creating visibility into the
AI risk landscape (McGregor, Paeth, and Lam 2022; Whit-
tlestone and Clark 2021). However, these databases lack
stakeholder buy-in and often lack information necessary for
safety learning (Richards, Benn, and Zilka 2025). Moreover,
the stated goal of these databases is generally to facilitate
safety learning; it is uncertain that databases alone can ad-
vance accountability beyond raising public awareness of AI-
caused harms (Rodrigues, Resseguier, and Santiago 2023;
Richards, Benn, and Zilka 2025).

Buy-in from both industry and government is needed
for incident databases to contribute meaningfully to safety
learning (Wolff 2014). An example is the Dam Directory
of the National Performance on Dams Program, a database
of dam safety incidents that contains materials drawn from
many federal programs, dam engineers, professional orga-
nizations, and private collections; the program also main-
tains a real-time incident notification database with guide-
lines developed by state, federal, and industry dam safety
engineers (McCann n.d.). Similar levels of buy-in have yet to
be achieved by current AI incident databases—e.g., most top
contributors to AIID are from civil society (AIID 2024b).

Because of these shortcomings of independent databases,
the AI governance literature has called for official or cen-
tralized incident reporting systems (Brundage et al. 2022;
Shevlane et al. 2023; Schuett 2023). Eight of the nine safety-
critical industries we examined have implemented reporting
regimes that include other systems beyond independent in-
cident databases (Table 18 in Appendix D).

Facilitating Data Collection by Expanding Coverage.
Reporting “coverage” refers to the audiences from whom in-
cident reports are solicited and for whom an IR system is de-
signed. Increasing coverage means that more information is
collected from different parties, thus generating a more com-
plete picture of the incident landscape (Wolff 2014; Mehran
et al. 2004). Higher coverage is particularly critical when in-
cident information is not concentrated but rather spread be-
tween different parties. Different parties may both have in-
formation about new, unreported incidents, as well as have
corroborating or additional information about incidents al-
ready reported by others.

An illustrative case study of an incident reporting regime
that has significant coverage is that of agricultural pesticides,
which can cause health or environmental harm both to im-
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mediate users and to downstream consumers (Damalas and
Eleftherohorinos 2011). The complexity of pesticide distri-
bution and the distributed nature of harm from pesticides
has resulted in an enormous web of reporting and data shar-
ing that involves, in various capacities: agriculture work-
ers, poison control centers, doctors, medical labs, hospitals,
most US state governments, the Department of Agriculture,
the Environmental Protection Agency, the Bureau of Labor
Statistics, the World Health Organization (WHO), the Inter-
governmental Forum on Chemical Safety, and the UN Food
and Agriculture Organization (Calvert et al. 2010). Simi-
larly, AI systems can cause harm in a variety of ways—
importantly, in ways not anticipated by traditional safety sci-
ence such as catastrophic misuse, psychological manipula-
tion, mental health harms, or civil liberties violations (Ben-
gio et al. 2025; Weidinger et al. 2022; Slattery et al. 2025).
Research into LLMs has found an impressive breadth of
adoption (McElheran et al. 2024), which could foreshadow
risk models and distribution chains that are at least as com-
plicated as those in agriculture (see Hopkins et al. 2025).
Information about AI incidents may, similar to pesticide in-
cidents, be in the hands of many different actors due to this
complexity (EC 2025) Thus, expanding reporting coverage
may be important to facilitate a broader understanding of
AI issues and incidents; these factors may justify reporting
systems for diverse segments of society, especially as lower-
severity incidents become more common.

Coverage can be increased by establishing multiple IR
systems each targeted at different parties likely to have
knowledge of incidents. Many design options can satisfy
this criteria—e.g., multiple industry employee reporting sys-
tems, multiple industry organization reporting systems for
organizations at different parts of the supply chain or for
service providers in different verticals, or even one primary
reporting system with many reporting formats for different
parties.

Regulatory vs. Non-Regulatory Governmental System
Operators. Whether governmental incident reporting sys-
tems are operated by regulatory vs. non-regulatory agencies
can affect policy goals and post-reporting actions. Through-
out our case study industries, regulators generally oversee
reporting by companies, industry employees, citizens, third
parties, or product users (Table 18)—in particular, regulators
usually oversee reporting when industry actors are mandated
to report incidents to the government. Additionally, systems
that allow members of the public, third parties, or product
users to report to regulators have been shown to improve
product safety (Geier and Geier 2004), especially if regula-
tors can take enforcement actions as a result of those reports
(Raji et al. 2022). Public reporting hotlines may also have
secondary benefits such as providing consumer information
or access to resources (Calvert et al. 2010). Some industries
such as aviation have multiple IR systems, some run by reg-
ulators and others by non-regulators.

On the other hand, systems where incidents are reported
to non-regulatory agencies are generally non-punitive and
oriented toward learning—since accountability could be dif-
ficult to achieve without regulatory authority. Thus, non-
regulatory agencies usually help coordinate reporting for

companies or industry employees. Because these agencies
cannot take punitive actions against reporters, systems ad-
ministered by non-regulators could also engender more trust
in reporters (Mills and Reiss 2017). Moreover, regulators
may sometimes have perverse incentives to avoid solicita-
tion of incident reports if they believe that such reports may
reflect negatively on their reputations; non-regulators tend
to be more insulated from these political pressures may thus
avoid perverse incentives (Etienne 2015; Christensen 2017).

The gold standard for a non-regulator managed volun-
tary reporting system is the Aviation Safety Reporting Sys-
tem (ASRS), whose administration the Federal Aviation
Administration (FAA) entirely outsourced to the National
Aeronautics and Space Administration (NASA). Because
NASA does not regulate airlines, its designation as ad-
ministrator helped promote trust and confidence in ASRS
(Mills 2010)—especially as NASA can guarantee reporter
anonymity and offer some liability protections (FAA 2021)
(more on ASRS in Section 4.5). Similarly, the National
Transportation Safety Board (NTSB) is a cross-cutting
agency responsible for incident investigation; it has no regu-
latory authority, allows participation by outside experts and
parties, and is insulated from the political process. These
factors have all made the NTSB process more collaborative
and made stakeholders more likely to participate to gain ac-
cess to incident information (Fielding, Lo, and Yang 2010).

User-to-Company Reporting Systems. AI model devel-
opers and service providers may benefit from establishing
internal systems for accepting and investigating reports or
complaints from product users (McGregor et al. 2024). Cur-
rently, not all model developers have harm reporting chan-
nels for users or members of the public, and existing forms
do not appear to always capture information about what
harm or incident has occurred. User reports can be a valu-
able source of safety information (Sarkar and Rajagopalan
2018), so the absence of such reporting presents a gap that
prevents companies from gaining important safety informa-
tion and thus effectively learning from incidents.

4.3 Type of Incidents Reported
Distinguishing AI Safety, Security, and Rights Incidents.
Operators of AI incident reporting systems may benefit from
recognizing one possible categorization of incidents in terms
of safety, security, and rights (defined in Appendix C); inci-
dents in different categories may have different risk profiles
and require different responses. Notably, safety and security
are traditionally distinct fields. The goal of safety mitiga-
tions in AI is to protect external actors (i.e., users or other
actors external to the AI systems) from harms that could
be caused by such systems, whereas the goal of security
is to protect AI systems from external actors (Khlaaf 2023;
Roumani and Nwankpa 2020; Qi et al. 2024). Sharing infor-
mation about security vulnerabilities (and perhaps also AI
misuse) carries risks (Albakri, Boiten, and De Lemos 2018;
Shevlane and Dafoe 2020; Grotto and Dempsey 2021),
whereas sharing information about safety hazards is critical
to learning. Security incidents can often be patched, whereas
AI safety incidents might not be as easily addressed at a
model level (Cattell, Ghosh, and Kaffee 2024; Kim, Kotha,
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and Raghunathan 2024). And existing AI security frame-
works differ widely from safety frameworks (Grotto and
Dempsey 2021; MITRE 2024; Kumar et al. 2019).

Rights harms can be distinct from both security and safety
harms. The notion of “harm” in safety science traditionally
does not encompass harms such as civil liberties or human
rights violations, and most safety IR systems do not support
reporting rights incidents (Table 18). This limitation might
be because historically, rights harms were primarily caused
by people, not technical systems—but as GPAI systems be-
come increasingly autonomous (Chan et al. 2023), they may
cause new types of rights harms (Dobson et al. 2023; Hoff-
man and Frase 2023) or magnify existing rights harms or
inequities (Critch and Russell 2023; Shelby et al. 2023).

On the other hand, safety, rights, and security incidents
(in AI) can also occur conjointly (Qi et al. 2024; Johnston
2004). More research is needed to understand the confluence
between different incident types, as well as how incident re-
porting and response may differ between incident types.

4.4 Level of Risk Materialization
Reporting AI Near Misses. Near misses—events that could
have but ultimately did not cause harm—are a valuable
source of data for safety learning, especially since the vast
majority of safety incidents are not harm events but rather
near misses. For instance, one hospital study found that less
than 1% of reported safety incidents caused major harm,
18% caused minor/temporary harm, and 82% resulted in
no harm (Mansouri et al. 2016); another estimate pins near
misses as occurring at up to 300 times as often as harm
events (Shojania et al. 2001). Reducing the number of near
misses can also reduce the number of harm events (Jones,
Kirchsteiger, and Bjerke 1999). If AI issues and incidents
occur at rates proportionate to those in healthcare or other in-
dustries, then AI near misses may similarly be valuable for
safety learning. Note that near misses and harm events are
frequently reported via the same reporting system (Cheng
et al. 2011; Manheim 2021; Table 18).

Governments and industry organizations can consider en-
abling AI near miss reporting by industry employees, users,
third parties, or citizens—either through reporting systems
specific to near misses or by allowing near misses to be re-
ported along with harm events or issues. Near miss reporting
systems tend to be voluntary, but they could also be manda-
tory; at the very least, there is consensus in the literature that
self-reporting near misses should be non-punitive given that
no harm was caused (Coyle 2005). Many industries have im-
plemented near miss reporting systems—including aviation,
nuclear, energy, chemical, and construction (Gnoni et al.
2022; Macrae 2014)—and some of these may be appropriate
as guides for the AI context (Shrishak 2023).

Reporting of AI Issues vs. AI Incidents. AI issues may
also be useful sources of information for safety learning, and
the AI governance literature has recently begun to address
“flaw disclosures” (Longpre et al. 2025; Cattell, Ghosh,
and Kaffee 2024). Whether issues should be reported via
the same reporting channels as incidents may depend on
whether the reporting parties could have access to knowl-
edge about either issues or incidents. Some incident report-

ing systems, such as those in nuclear energy and civilian
aviation, appear to permit the reporting of both issues and
incidents (Table 18). With AI systems, however, some haz-
ards or situations may be discoverable only by third parties
like experts or red-teamers, which may necessitate reporting
systems for AI issues that are different from those designed
for users, the public, or other actors. System administrators
will also need to ensure that issue reporting does not over-
whelm reporting systems, especially if the reports are pri-
marily about product complaints rather than safety or rights
issues (Havinga, Bancroft, and Rae 2021).

4.5 Enforcement of Reporting
Mandatory Reporting Thresholds. In some safety-critical
industries, government-mandated incident reporting has
seen some success. The EU AI Act has already taken a step
in this direction (EU AI Act 2024, Art. 73), though its in-
cident definition remains somewhat ambiguous. A phased
reporting mandate—requiring that organizations report in-
cidents shortly after discovery but permitting reports to be
later amended with details and investigative results—may
also be appropriate for high-severity AI incidents. Because
LLM systems are complex, an initial report can notify gov-
ernment actors and determine if an official response is nec-
essary while leaving organizations time to investigate (e.g.,
as in EU AI Act 2024, Art. 73(5)).

Reporting mandates generally require reports to be sub-
mitted to government agencies or other centralized actors,
and mandates can be accountability-oriented since they may
result in regulatory actions (WHO 2005). For instance, Ke-
sari (2023) finds that mandatory cybersecurity incident re-
porting to state Attorneys General reduced consumer com-
plaints of identity theft by 10.1% on average, possibly by
deterring firms from engaging in unsafe practices.

Mandatory reporting generally applies to (high-severity)
harm events (e.g., cases of death or serious injury): hospi-
tals must report severe incidents to state agencies (CDPH
2021), airlines must report certain accidents and collisions
to the FAA (FAA 2024), and medical device manufacturers
must report drug reactions and device malfunctions to the
Food and Drug Administration (FDA 2022). One analysis
estimates that 90% of reports in the FDA’s central database,
MedWatch, are submitted by device manufacturers under
mandatory requirements (Rajan, Kramer, and Kesselheim
2015). Thus, mandatory reports can be important mecha-
nism for regulatory visibility.

Defining Reporting Requirements and Thresholds. In-
cident reporting systems usually need to develop clear, well-
scoped reporting thresholds and definitions to be practically
useful. Ideally, reporting thresholds capture all or most new
hazards and incidents helpful for safety learning, but they
cannot be so low that systems become inundated with re-
ports that may or may not be useful (Johnson 2003). Ap-
proaches to defining incidents include encouraging report-
ing for any possible issue or incident, providing lists of re-
portable incident types, or establishing thresholds based on
particular incident outcomes, system behaviors, or procedu-
ral violations. Which approach is appropriate for AI incident
reporting is unclear; we offer examples of incident defini-
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tions in Appendix E, but additional research is needed to
operationalize AI incident definitions and taxonomies.

Vagueness in reporting thresholds hampers safety learn-
ing (Stavropoulou, Doherty, and Tosey 2015) and account-
ability while allowing industry actors to dodge compliance.
For instance, when the National Highway Traffic Safety Ad-
ministration (NHTSA)’s requirements were unclear as to
what types of safety defect-related documents automobile
manufacturers were required to turn over, manufacturers em-
ployed a range of strategies designed to evade responsi-
bility. During NHTSA investigations, manufacturers denied
that defects existed, responded to NHTSA requests for in-
formation with misleading and confusing language, and de-
nied that the issues identified were safety-related—despite,
in one case, a manufacturer later issuing a voluntary recall
for the exact issues identified by NHTSA (Pecht et al. 2005).
Similarly, Kesari (2023) also found that when state laws
exempted breaches involving encrypted data from cyberse-
curity notification requirements, companies did not report
breaches where data was stolen along with the encryption
key. States that closed this loophole saw a 13.1% decrease
in the number of data breach consumer complaints received.

Near miss reporting systems similarly need clear defini-
tions (Gnoni et al. 2022) and to collect sufficient supple-
mentary information to be useful for learning, e.g., informa-
tion about the user, or interactions/communications between
users or systems (Thoroman, Goode, and Salmon 2018).

Voluntary Reporting Systems. Mandatory reporting re-
quirements alone may be insufficient to achieve safety
learning—because high-severity harm events are rare, sig-
nificant learning can occur from information about issues
and near misses, and such information may not be central-
ized (Sections 4.2, 4.4). Voluntary systems can fill those
gaps by allowing citizens, users, third-parties, companies,
and industry employees to submit reports to centralized ac-
tors. Commentators have suggested that AI incident report-
ing adopt the model of the voluntary systems of the FDA
(NAIAC 2023) or—more commonly—of the FAA (Shrishak
2023; Croxton et al. 2024).

The rest of this subsection examines the FAA’s voluntary
reporting programs (primarily ASRS), which are often con-
sidered the gold standard of voluntary reporting systems.
ASRS’s success is attributed to multiple factors. First, re-
ports to the ASRS (run by NASA) are de-identified and—
with certain exceptions—cannot be used by the FAA in reg-
ulatory enforcement actions (FAA 2021); these guarantees
ensure that ASRS is not viewed as punitive while creating
incentives for reporting (Cohen and Bagley 2020). Addition-
ally, the FAA also intentionally aimed to achieve industry
buy-in to ASRS by involving stakeholders early in its design
process (ASRS 2001; Mills and Reiss 2017).

Ultimately, the FAA’s systems have successfully enabled
safety learning (Connell 2004; Mills and Reiss 2014). Since
its inception in 1975, ASRS has received over 2,000,000 re-
ports (Marfise and Hooey 2023), regularly generates feed-
back on safety hazards (Mills 2010), and surfaced unique
information unavailable via other sources (Connell 2004).

The ASRS model, however, has not succeeded elsewhere.
Inspired by ASRS, the Federal Railroad Administration has

established the Confidential Close Call Reporting System
(C3RS), also administered by NASA (Ranney et al. 2019).
But C3RS failed to achieve industry buy-in: only 23 of 800
railroad companies in the US participated (GAO 2022), and
some even withdrew participation because they perceived
C3RS to be ineffective (Jeffries and Buttigieg 2023).

It is unclear whether the FAA’s voluntary systems are an
appropriate model for AI incident reporting. As in rail, buy-
in from AI developers may be difficult to achieve. Unlike
aviation, current competitive dynamics in AI may inhibit
voluntary information reporting (Beers 2025). For instance,
developers have been reluctant to share data about their
models, training data, and other technical features (Bom-
masani et al. 2024), but such information may be critical to
enable safety learning. Aviation incidents are also industry-
specific whereas harms from general-purpose AI systems are
likely to traverse different verticals and involve significantly
more actors than in the FAA’s reporting scheme, which com-
plicates reporting structures. ASRS aside, FAA’s other vol-
untary programs like the Aviation Safety Action Program are
administered in partnership with labor unions (Mills 2010),
which are virtually non-existent in the AI industry. Finally,
FAA is known to have established a highly collaborative re-
lationship with industry via its voluntary reporting programs
(Mills 2010), but such relationships in AI may raise concerns
about regulatory capture (Wei et al. 2024).

4.6 Anonymity of Reporters
Anonymous or Confidential Reporting. Whether parties
submitting incident reports should be offered anonymity or
confidentiality depends heavily on the identity of the par-
ties and their perceptions about the possibility of retaliation
if they report. Anonymity may be beneficial to reduce indi-
viduals’ fears of reprisal or reputational risk (van der Schaaf
and Kanse 2004; Durant 2020; Beers 2025), to encourage re-
porting from parties who fall outside the chain of incident re-
sponsibility (e.g., third parties), or in independent databases.
On the other hand, most mandatory systems in practice ap-
pear to be open or confidential when the reporting parties are
industry organizations (Table 18).

4.7 Post-Reporting Actions
Facilitating Safety Learning After Reporting. Incident
reporting is the first, but not the only step, toward safety
learning and accountability. To improve safety, organiza-
tions must investigate, classify, and analyze incidents before
implementing and monitoring safety interventions (Adole
2020; Briggs, Jeske, and Coventry 2017; Drupsteen, Groe-
neweg, and Zwetsloot 2013). However, this learning life-
cycle is not yet mature in AI. AI incident databases have
inspired research into incident types and taxonomies (e.g.,
McGregor, Paeth, and Lam 2022), and they can help us un-
derstand the risk landscape (Whittlestone and Clark 2021)
and raise awareness of AI risks (Feffer, Martelaro, and Hei-
dari 2023). However, centralized repositories are necessary
for transparency, accountability, and analysis (Mandel and
Runciman 2014; Lupo 2023). In addition, lack of trans-
parency in many general-purpose AI systems (Bommasani
et al. 2024) may impede safety learning research, and the
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community has not yet developed consensus classification
taxonomies, investigation methods, or evaluation/interven-
tion processes (Paeth et al. 2024). Additional research is
needed to adapt and operationalize the post-reporting learn-
ing lifecycle in the context of general-purpose AI systems.

Information Sharing Between IR Systems. After an in-
cident report has been submitted, information must be ag-
gregated and/or routed to relevant stakeholders to facilitate
safety or accountability. Successful information sharing re-
quires both identifying the correct actors and ensuring that
information can be easily shared (e.g., via standardization
and interoperability between systems).

Experience from other industries indicates that incident
reporting systems at the national and international level are
more concerned with incidents that are predictive of greater
risks, high-severity incidents or incidents that could esca-
late into emergencies or crises, or incidents from which
system- or industry-wide learning is possible (Barach and
Small 2000; IAEA 2022; Novak 1985; NAIAC 2023). Lo-
cal or industry-specific systems will be better positioned to
handle incidents that are limited in scope or generalizability,
and user reporting systems or third-party reporting systems
to industry organizations may want to set lower thresholds
so that low-severity incidents may be captured for learning
(Frey et al. 2002; Webster 2016).

Standardization and interoperability between systems are
also important to facilitate the flow of information (Shane
2024). A counterexample is the U.S. cybersecurity IR
regime, in which 22 federal US agencies have implemented
at least 45 sometimes-duplicative incident reporting re-
quirements (DHS 2023; Kosseff 2016). Such fragmentation
makes data aggregation difficult and hinders learning (Wood
and Nash 2005). On the other hand, reporting systems can
consider closer integration to avoid increasing the burden of
filing reports, which can disincentivize reporting (Lubom-
ski et al. 2004; Guffey, Culwick, and Merry 2014). Report-
ing standards may also need to carefully consider privacy
policies, which must accommodate information aggregation
(Dixon and Frase 2024), ensure that relevant actors can ac-
cess information (Kolt et al. 2024), and also protect against
(perceptions of) identity disclosure and retaliation (Section
4.5). Nascent efforts are attempting to create standards for
GPAI incident documentation (Longpre et al. 2025; OECD
2025; Ezell, Roberts-Gaal, and Chan 2025), but industry
adoption may pose a challenge.

Legal Liability and Regulatory Frameworks. Individu-
als and companies commonly cite legal uncertainty and fear
of liability as top reasons for deciling to report (Nagamatsu,
Kami, and Nakata 2009; IC IG 2023; Fukuda et al. 2010;
Carlfjord, Öhrn, and Gunnarsson 2018). Policymakers who
wish to facilitate incident reporting in the context of GPAI
can consider clarifying legal frameworks for reporting up
front, setting clear reporting incentives (Glendinning 2001;
Vredenburgh 2002; Briggs, Jeske, and Coventry 2017), and
communicating these guidelines to reporting parties. Some
issues for policymakers to consider include what types of
liability attach to reporting, whether incident reports are dis-
coverable in court, the precision of the scope of reporting
requirements, the relevant standards to apply where secu-

rity incidents are intertwined (Johnson 2014), and how an-
titrust law interacts with safety information sharing (An-
thropic 2023). In addition, which parties have access to inci-
dent data is a perennial source of concern, and determining
with whom to share information will require balancing legal
and competitive concerns with report receivers’ interests in
visibility and accountability (IC IG 2023).

Note that some legal incentives are commonly used in dif-
ferent systems. In mandatory reporting, penalties for failing
to make reports may be effective (Grepperud 2005; Yew and
Hadfield-Menell 2022). In voluntary reporting, limited lia-
bility protections for reporters are also common and can in-
centivize reporting: in a survey of healthcare providers, for
instance, 72% of physicians indicated that they would be
more likely to submit incident reports if reports were pro-
tected from legal discovery (Harper and Helmreich 2005).

Finally, legal loopholes that allow companies to avoid re-
ports or disclosures can hinder incident reporting. Product
manufacturers, for example, have obtained broad protective
orders or confidential settlements in court to avoid public
disclosure of defects and product safety issues (Engstrom
et al. 2024; Egilman et al. 2020; Cohen and Bagley 2020;
Saver 2017). Firms fearing that incident reports or documen-
tation will be used in subsequent litigation may also inten-
tionally keep less documentation, making IR requirements
less useful (Schwarcz, Wolff, and Woods 2023). AI incident
reporting regimes may wish to take note of these problems.

5 Limitations
The scope of our work is limited. Importantly, we do not
conduct a full cost-benefit analysis of whether incident re-
porting systems are desirable in the context of GPAI sys-
tems; it is possible that goals of learning or accountabil-
ity could be better achieved by other governance practices.
Our case studies are also US-centric, and some lessons may
not be easily transferred to non-US jurisdictions. Moreover,
AI security incidents may require different processes and
frameworks than safety and rights incidents (Qi et al. 2024),
which are our primary focus here.

Our scope is also restricted to the institutional design of
AI incident reporting systems. We do not address, for in-
stance, many implementation features of incident reporting
systems such as documentation or safety culture.

6 Conclusion
Incident reporting systems can help create a safer AI ecosys-
tem and hold organizations responsible for harms from AI.
Incident reporting systems’ success is rooted in their insti-
tutional structures, and this paper provides the first system-
atic examination of how IR systems may be designed in the
context of general-purpose AI. Through nine case studies
of safety-critical industries, we provide institutional design
considerations for GPAI incident reporting systems, and we
discuss when particular design choices may be more or less
appropriate based on stakeholders’ goals and other factors.
We hope to inform to US stakeholders interested in estab-
lishing incident reporting systems at a time when GPAI is
seeing increased adoption across the economy.
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