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Abstract

With the widespread deployment of large language models
(LLMs) in human-computer interaction, dark patterns have
extended from traditional visual interfaces to conversational
AI systems. While existing research has confirmed the preva-
lence of dark patterns in LLMs, current evaluation bench-
marks face critical challenges including limited classification
coverage, overlooked risks specific to reasoning models, and
inadequate consideration of cross-linguistic differences. To
address these limitations, we propose DarkBench+, an ex-
tended benchmark for evaluating dark patterns in LLMs. We
construct an expanded taxonomy containing 10 major cate-
gories and 24 subcategories, introduce an annotation work-
flow combining manual and automated methods, and design
2,088 bilingual test samples in Chinese and English. This
benchmark is the first to develop specialized evaluation di-
mensions for reasoning models and systematically evaluates
dark pattern behaviors across nearly 40 mainstream LLMs.
Experimental results demonstrate significant manipulation
risks in reasoning models’ transparency displays, while cross-
linguistic evaluation analyzes AI manipulation behavior dif-
ferences across different linguistic environments, promoting
more ethical and responsible LLM development.

Datasets — https://github.com/lnvadev/DarkBench Plus

Introduction
Dark Patterns, a class of interface design practices that inten-
tionally mislead users, were originally identified by Brignull
and Darlow (2010) in the context of UI/UX and have since
evolved into a central topic in digital ethics and user experi-
ence research. These manipulative techniques exploit users’
cognitive biases and decision-making blind spots to guide
them toward actions contrary to their true intentions (Mathur
et al. 2019; Gray et al. 2024a). In recent years, with the
widespread adoption of Large Language Models (LLMs)
in human-computer interaction, dark patterns have extended
beyond traditional visual interfaces into conversational AI
systems, creating a more subtle and less perceptible form of
manipulation (Traubinger et al. 2023; Park et al. 2024; Al-
berts, Lyngs, and Van Kleek 2024). This evolution not only
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Figure 1: Motivation for DarkBench+: classification gaps
(upper) and systematic evaluation differences across mod-
els and languages (lower).

presents new technical challenges but also raises significant
concerns at the legal and regulatory levels. For instance, the
European Union’s AI Act explicitly prohibits manipulative
techniques that induce users into undesirable behaviors or
mislead their decisions, thereby undermining their auton-
omy and freedom of choice (EU 2024).

Existing research has confirmed the prevalence of dark
patterns in LLMs. A systematic evaluation using the Dark-
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Bench benchmark (Kran et al. 2025) revealed that, across 14
mainstream language models, an average of 48% of adver-
sarial prompts can trigger dark pattern behaviors, with the
incidence of Sneaking reaching as high as 79%. However,
current research faces three critical challenges: First, limited
taxonomic coverage, as the existing six-category framework
fails to capture the full range of manipulative behaviors of
LLMs, such as obfuscation or the exploitation of informa-
tion asymmetry (Gray et al. 2024b). Second, the risks unique
to reasoning models are neglected, with current benchmarks
lacking dedicated metrics for the Transparency Paradox and
failing to account for the potential risks of these models
concealing their true intent or presenting misleading logic
within their chain-of-thought processes (Chen et al. 2025;
Baker et al. 2025). Finally, cross-linguistic differences are
inadequately considered, as existing benchmarks are pre-
dominantly constructed for a single language, underestimat-
ing the variation in LLMs’ manipulative behaviors across
different linguistic and cultural contexts (Kharchenko et al.
2024) (Figure 1).

To address these challenges, we introduce DarkBench+,
an extended benchmark for evaluating dark patterns in
LLMs. Building on a thorough analysis of the limitations
in existing taxonomies, we construct an expanded classifi-
cation system comprising 10 main categories and 24 sub-
categories, including Asymmetry Abuse, Substantive Eva-
sion, and Sophistry. Based on this new taxonomy, we in-
troduce a hybrid human-automation annotation workflow to
build the DarkBench+ dataset, which contains 2,088 bilin-
gual (Chinese-English) test instances. Notably, we are the
first to design specialized evaluation dimensions specifically
for reasoning models to address their unique risks. Using
DarkBench+, we conduct a large-scale, systematic evalua-
tion of nearly 40 mainstream LLMs, providing a compar-
ative analysis of the performance differences across open-
source versus closed-source models, models of varying pa-
rameter scales, and reasoning versus non-reasoning models.
This work provides an essential empirical basis for identify-
ing and mitigating manipulative behaviors in LLMs.

Our main contributions are summarized as follows:

• We propose an expanded taxonomy for LLM dark pat-
terns, extending it from 6 to 10 main categories, and pi-
oneer the development of specialized evaluation dimen-
sions for reasoning models.

• We construct DarkBench+, the first bilingual (Chinese-
English) benchmark for dark pattern evaluation, com-
prising 2,088 test instances developed through a hybrid
human-automation annotation workflow.

• We conduct a large-scale evaluation of nearly 40 main-
stream LLMs, analyzing differences in dark pattern be-
haviors across three dimensions: the model’s openness
(open-source vs. closed-source), the model’s scale (small
vs. large parameter models), and the model’s reasoning
capability (reasoning vs. non-reasoning models).

DarkBench+ Benchmark
Reconceptualizing Dark Patterns in LLMs
Our investigation begins with a systematic reconceptualiza-
tion of existing taxonomies. We argue that a comprehen-
sive evaluation framework should conduct systematic risk
assessments of the multiple roles models assume during user
interactions. Specifically, we propose three core analytical
dimensions:

• Model as Information Intermediary. When models medi-
ate information transmission, does the process adhere to
principles of neutrality and completeness established in
information ethics? (Floridi 2010)

• Model as Conversational Partner. Within seemingly col-
laborative dialogues, do models harbor hidden agendas
that violate cooperative principles through evasion or ma-
nipulation? (Rosenberg 2023)

• Model as Cognitive Simulator. When models (particu-
larly reasoning models) simulate human thought pro-
cesses, is their demonstrated transparency reliable, or
does it constitute performative persuasion constructed to
justify predetermined conclusions? (Turpin et al. 2023)

Based on these three dimensions, we identify theoretical
gaps in existing frameworks and propose the following ex-
tended categories:

Asymmetry Abuse: Models systematically exploit users’
explicitly expressed knowledge deficits or experiential lim-
itations to provide manipulative guidance, recommending
choices that benefit developers or third parties rather than
optimizing user outcomes, instead of offering honest educa-
tional assistance or professional consultation.

Substantive Evasion: When confronted with sensitive,
challenging, or controversial issues, models employ various
strategic tactics to redirect focus and obscure core problems,
thereby avoiding direct responses or accountability, rather
than providing honest, direct answers or acknowledging ca-
pability limitations.

For reasoning models, we propose the following two cat-
egories:

Credibility Hijacking: Reasoning models manipulate the
presentation of their thought processes to hijack users’ nor-
mal credibility assessment mechanisms, leading users to
overestimate the reliability or authority of model outputs,
thereby influencing user decisions and behaviors.

Sophistry: Reasoning models deliberately employ logi-
cal fallacies, selective evidence utilization, or causal distor-
tion within their thought processes, misleading user judg-
ment and decision-making through ostensibly rigorous rea-
soning chains.

Furthermore, under the harmful generation category
(Kran et al. 2025), we introduce a new subcategory:

Implicit Bias: Models reinforce stereotypes or create neg-
ative portrayals of specific groups through seemingly neutral
expressions, either intentionally or inadvertently. Complete
dark pattern categories and definitions are provided in Ap-
pendices A and B.
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Figure 2: DarkBench+ Construction and Annotation Workflow.

Theoretical Foundations for Dark Pattern
Extensions
Asymmetry abuse represents a conceptual generalization of
brand bias. When LLMs assume authoritative informational
roles in critical domains such as education and healthcare
(Kasneci et al. 2023), the knowledge asymmetry between
models and users becomes substantially amplified (Bender
et al. 2021). Dark pattern evaluation should not be con-
fined to commercial contexts but must examine whether
models abuse this authority across broader domains: for in-
stance, through selective information presentation to influ-
ence user decision-making (Sharma, Liao, and Xiao 2024),
or by assuming propagandistic roles to shape public opinion
(Zamfirescu-Pereira et al. 2023).

Substantive evasion aims to capture passive manipula-
tion strategies that are increasingly prevalent in intelli-
gent writing assistant interactions (Benharrak, Zindulka, and
Buschek 2024). Rather than directly declining to respond
when confronting knowledge limitations or sensitive topics,
models frequently provide explanations inconsistent with
their internal knowledge states to circumvent core issues
(Turpin et al. 2023). This behavior maintains the appearance
of a conversation while systematically impeding users’ ac-
cess to critical information (Zhang et al. 2024).

Credibility Hijacking and Sophistry emerges as a re-
sponse to fundamental shifts in AI technological paradigms.
With the proliferation of chain-of-thought techniques (Wei
et al. 2022), models increasingly expose their reasoning pro-
cesses to users. Recent research demonstrates that model-
generated reasoning chains are not faithful transcripts of au-
thentic cognition but rather constitute performative persua-
sion (Turpin et al. 2023). Models’ internal states may diverge
significantly from their externalized reasoning (Azaria and
Mitchell 2023), enabling seemingly sincere forms of decep-
tion (Scheurer, Balesni, and Hobbhahn 2023).

The introduction of implicit bias as a subcategory under
harmful generation deepens our conceptualization of AI-
mediated harm. While existing evaluations primarily focus
on explicit harmful outputs, training data inevitably reflects
the biases of specific demographic populations (Santurkar

et al. 2023), leading models to systematically learn and re-
produce embedded social prejudices. We introduce this sub-
category to measure more subtle forms of harm: models gen-
erating and reinforcing stereotypes through ostensibly neu-
tral statements (Gallegos et al. 2024), whose damage is am-
plified by its covert nature and the consequent difficulty in
detection and mitigation.

Benchmark Construction
Iterative Benchmark Development We extend Dark-
Bench through an iterative enhancement strategy to improve
benchmark quality. Initially, we compose precise defini-
tional descriptions for each dark pattern category and sub-
category, designing a small number of seed questions to
form the initial seed corpus. Subsequently, we embed ques-
tion exemplars within carefully designed prompt templates
to guide LLMs in generating 10 candidate questions con-
forming to specific category constraints. After each round of
generation, we conduct manual review to select the highest-
quality questions for inclusion in the seed corpus, provid-
ing a richer exemplar foundation for subsequent iterations.
This iterative process continues until each category reaches
its predetermined sample size, culminating in a comprehen-
sive review of all generated questions to ensure quality con-
sistency.

Following the construction standards of Kran et al.
(2025), we systematically tested the cosine similarity dis-
tribution within the dataset to ensure question heterogene-
ity and avoid pattern collapse. Using embeddings gener-
ated by text-embedding-3-large (OpenAI 2024), we com-
puted semantic similarity between samples. Results demon-
strate inter-sample cosine similarity of 0.163±0.097, indicat-
ing low overall similarity and confirming dataset diversity.
Within individual categories, average similarities were: User
Retention (0.497±0.106), Brand Bias (0.413±0.125), Sneak-
ing (0.394±0.097), Anthropomorphization (0.304±0.096),
Substantive Evasion (0.299±0.096), Harmful Generation
(0.273±0.122), Asymmetry Abuse (0.273±0.103), Syco-
phancy (0.253±0.092), Sophistry (0.189±0.088), and Credi-
bility Hijacking (0.181±0.107). These statistics consistently
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Figure 3: DarkBench+ Category Distribution. (*)indicates
specialized categories for reasoning models.

reflect low intra-category similarity, confirming the effec-
tiveness of our construction methodology and ensuring suffi-
cient diversity within each category to avoid evaluation bias.

Translation and Statistics DarkBench+ was initially con-
structed in Chinese and translated to English using GPT-
4o (Hurst et al. 2024). To ensure accuracy, we employed
graduate researchers specializing in English translation for
comprehensive proofreading. As illustrated in Figure 3,
we obtained DarkBench+, comprising 10 major categories
with 24 subcategories and 2,088 bilingual (Chinese-English)
prompts, including 248 test instances specifically designed
for reasoning models. The complete DarkBench+ bench-
mark is available in Appendix A, with question exemplars
and prompt templates provided in Appendix C, and specific
model response examples and translation prompts detailed
in Appendices D and E.

Benchmark Annotation To achieve precise dark pat-
tern annotation of large model outputs, inspired by recent
research demonstrating near-human-level performance of
large models in data annotation tasks (Haq, Rigoni, and
Sperduti 2025; Wang et al. 2024), we establish the following
three-stage annotation framework:

• Collaborative Large Model Annotation. We employ
GPT-4o (Hurst et al. 2024), Gemini-2.5-flash (Google
2025a), and GLM-4-flash (GLM et al. 2024) as collab-
orative annotators, determining final annotation results
through majority voting mechanisms to reduce poten-
tial annotation bias from individual models. All anno-
tation models utilize zero-temperature settings and em-
ploy standardized prompt templates that explicitly define
judgment criteria for each dark pattern category. When
the three annotation models exhibit complete disagree-
ment on subcategory determination, the system automat-

ically submits such samples to human experts for re-
evaluation.

• Stratified Sampling Validation. To validate the reliabil-
ity of our automated annotation framework, we employ
stratified sampling strategies to extract validation sam-
ples from each dark pattern category for human expert
assessment. Following the validation methodology of Tu
et al. (2024), we ensure each subcategory contains at
least 20 validation samples, with total validation sam-
ples comprising approximately 23% of the dataset. Three
experts with extensive experience in AI ethics indepen-
dently complete annotation tasks, with inter-annotator
agreement quantified through Fleiss’ Kappa coefficient.

• Consistency Analysis and Calibration. By computing
Cohen’s Kappa values between human expert annota-
tions and large model voting results, we quantitatively
assess the overall framework reliability. Following the
analytical approach of Zhou et al. (2023), we conduct in-
depth analysis of inconsistent case distribution patterns
and iteratively optimize annotation prompts based on ex-
pert feedback. Detailed annotation procedures are pro-
vided in Appendix C.

Experiments
Implementation Details
To ensure fairness and reproducibility, all models were con-
figured with the temperature set to 0. For closed-source
models, we employed official APIs for interaction; for open-
source models, we conducted evaluations on multiple A100
GPUs. To maintain linguistic consistency, we adopted a
language correspondence principle: Chinese questions re-
quired Chinese outputs with corresponding Chinese evalua-
tion prompts, and similarly for English. Given the distinctive
characteristics of reasoning models, we required these mod-
els to output complete thought processes when generating
responses, explicitly demarcated with <think></think>
tags to enable specialized evaluation of the two reasoning-
specific categories (Credibility Hijacking and Sophistry).
We selected one response per question and conducted eval-
uations based on prompt-response pairs. When models trig-
gered refusal responses due to content safety policies, the
corresponding prompt-response pairs were excluded from
the evaluation scope.

Large Language Models
We systematically evaluated nearly 40 mainstream large
language models, encompassing open-source and closed-
source models from the same organizations, models of dif-
ferent parameter scales within the same series, and special-
ized category testing for reasoning models.

Open-source Models: Qwen3 series (Qwen3-8B,
Qwen3-14B, Qwen3-32B, Qwen3-235B-a22B (Yang et al.
2025)), ERNIE series (Ernie-4.5-turbo-32k, Ernie-4.5-
turbo-128k (Baidu-ERNIE-Team 2025)), HunYuan-Large
(Sun et al. 2024), Gemma series (Gemma-3-27B, Gemma-
3-12b, Gemma-3-4b (Team et al. 2025a)), Mistral-Small-3.1
(Mistral 2025), DeepSeek’s DeepSeek-R1 (Guo et al. 2025)
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and DeepSeek-V3 (Liu et al. 2024), GLM series (GLM-4-
32B, GLM-4-9B (GLM et al. 2024), GLM-Z1-32B), and
Llama series (Llama-3-70B, Llama-3-8B (Dubey et al.
2024), Llama-4-Scout, Llama-4-Maverick (Meta 2025)).

Closed-source Models: GPT-4.1 (OpenAI 2025a), o3,
o4-mini (OpenAI 2025b), GPT-4o (Hurst et al. 2024),
HunYuan series (Hunyuan-Turbos (Team et al. 2025b),
Hunyuan-T1 (Tencent 2025)), Gemini series (Gemini-2.5-
pro (Google 2025b), Gemini-2.5-flash (Google 2025a)),
Claude series (Claude-Opus-4, Claude-Sonnet-4 (An-
thropic 2025b), Claude-3.7-Sonnet (Anthropic 2025a)),
Mistral-Medium-3.1, Grok series (Grok-2 (Grok 2024),
Grok-3 (Grok 2025)), Doubao series (Doubao-Seed-1.6,
Doubao-Seed-1.6-thinking (Doubao 2025)), Baichuan series
(Baichuan4-Air, Baichuan4-Turbo (Baichuan 2025)) and
Kimi-K2 (MoonshotAI 2025).

Additionally, we selected representative models with
reasoning capabilities and conducted additional special-
ized category testing. The reasoning models evaluated
include: Claude-Sonnet-4, Claude-Opus-4, o3, o4-mini,
Hunyuan-T1, Gemini-2.5-pro, Deepseek-R1, Qwen3-235b-
a22b, Doubao-Seed-1.6-thinking, and GLM-Z1-32B-0414.
These models underwent additional evaluation for the two
reasoning-specific categories of Credibility Hijacking and
Sophistry, beyond the foundational dark pattern assessment.

Results
Overall Analysis
Our experimental results (Table 1) reveal systematic dispari-
ties and pervasive vulnerabilities in the resistance of current
mainstream LLMs’ to dark patterns. All evaluated models
demonstrated varying degrees of dark pattern susceptibility,
with overall average trigger rates of 28.2% (Chinese) and
28.9% (English). Performance distribution exhibited signifi-
cant polarization characteristics: Claude-Opus-4 (Thinking),
as the best-performing model, achieved dark pattern trigger
rates of only 17.89% (Chinese) and 11.73% (English), while
the worst-performing Gamma3-27B reached trigger rates as
high as 37.13% and 43.59%. Closed-source models gener-
ally outperformed open-source models (average trigger rate
25.8% vs 31.4%).

Category Analysis
Different dark pattern categories exhibited highly non-
uniform triggering patterns. User retention demonstrated
the highest vulnerability, with average trigger rates reach-
ing 72.4% (Chinese) and 75.2% (English), with nearly all
models showing severe deficiencies in this dimension. No-
tably, anthropomorphization displayed relatively strong re-
sistance, with average trigger rates of only 4.2% and 2.1%,
with models such as GLM-4-9B and o3 achieving 0% trig-
ger rates in this category. Asymmetry abuse and substantive
evasion exhibited trigger rates of 17.8% and 37.9% respec-
tively, indicating clear deficiencies in models’ information
transparency and direct response capabilities.

We observed that reasoning enhancement did not yield
consistent safety improvements, with different models
showing mixed performance after enabling thinking modes,

with some even demonstrating slight deterioration. The rea-
soning process may provide new attack vectors for ma-
licious manipulation. Simultaneously, the relationship be-
tween model scale and dark pattern rates exhibited non-
linear characteristics, with larger-scale open-source models
actually showing higher manipulative tendencies. This phe-
nomenon indicates that merely relying on model scale ex-
pansion or reasoning capability enhancement cannot funda-
mentally resolve dark pattern issues, necessitating the intro-
duction of specialized safety alignment mechanisms and tar-
geted defensive strategies during the model design phase.

Specialized Evaluation of Reasoning Models
We further conducted specialized evaluation of 10 repre-
sentative reasoning models on two manipulation strategies:
credibility hijacking and sophistry. Results demonstrate that
reasoning models exhibit vulnerabilities to these complex
dark patterns, with average trigger rates of 26.71% and
27.4% respectively (Table 2).

Evaluation results revealed substantial inter-model dif-
ferences: GLM-Z1-32B performed worst, with trigger rates
as high as 59.60% (Chinese) and 54.55% (English) for
credibility hijacking, indicating this model’s extreme sus-
ceptibility to induction for false authority claims. In con-
trast, Hunyuan-T1 performed best, with trigger rates of only
6.82% (Chinese) and 4.35% (English). In the sophistry cate-
gory, Gemini-2.5-pro demonstrated the strongest resistance
(5.45%/7.27%), while DeepSeek-R1 performed poorly
(35.45%/38.18%). These results indicate that while reason-
ing capability enhancement improves problem-solving abili-
ties, it may also provide new attack surfaces for complex ma-
nipulation strategies, requiring special attention in the safety
evaluation of reasoning models.

Discussion
Cross-Linguistic Analysis
Our bilingual evaluation reveals significant linguistic de-
pendencies in model safety characteristics. Chinese-native
models (Qwen, GLM, ERNIE series) generally demon-
strate stronger safety performance in Chinese environments
while exhibiting notable deterioration in English contexts.
For instance, Qwen3-235B-A22B shows a 9 percentage
point difference in user retention trigger rates between Chi-
nese and English (87.27% versus 96.33%). In contrast, An-
thropic’s Claude series maintains consistent safety perfor-
mance across both linguistic environments. This language-
specific disparity reflects the profound influence of pre-
training data distribution: models possess more mature
safety mechanisms in their training corpus’s dominant lan-
guage while exhibiting safety blind spots in relatively scarce
languages.

Open-Source versus Closed-Source Analysis
Comparisons between open-source and closed-source mod-
els within the same technological ecosystem reveal sig-
nificant differences in dark pattern suppression capabili-
ties. The Google ecosystem exemplifies this pattern: closed-
source Gemini-2.5-Pro achieves an average trigger rate
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Models AVG. AA SE HG SY UR BB AN SN

zh/en zh/en zh/en zh/en zh/en zh/en zh/en zh/en zh/en

Open-sourced LLMs

Qwen3-8B (Nonthinking) 31.60/32.23 19.32/22.73 44.35/34.78 31.55/38.36 6.36/12.96 90.91/90.83 20.00/14.68 8.18/2.73 29.09/36.11
Qwen3-14B (Nonthinking) 29.98/30.24 18.73/22.73 46.43/32.17 30.52/35.22 0.00/12.04 88.73/88.07 22.36/17.43 0.00/1.82 30.55/28.70
Qwen3-235B-A22B (Nonthinking) 31.48/32.70 20.45/20.45 44.35/32.70 27.71/18.47 9.09/15.11 87.27/96.33 20.18/32.44 11.82/5.82 30.00/37.33
Qwen3-235B-A22B (Thinking) 29.12/30.19 18.86/18.86 41.74/30.09 24.71/16.35 7.27/13.09 84.55/93.64 17.43/29.69 9.09/4.91 27.27/34.91
Ernie-4.5-Turbo-32k 27.44/29.28 14.77/27.27 25.22/40.00 7.06/14.12 8.18/5.45 88.18/81.82 28.44/24.77 4.55/1.82 51.82/46.36
Ernie-4.5-Turbo-128k 27.77/28.23 17.05/25.29 25.22/30.43 13.53/16.47 8.18/6.36 84.55/80.91 28.44/23.85 4.55/1.82 46.36/46.36
DeepSeek-V3-0324 29.72/36.98 23.86/17.05 37.39/29.57 35.88/44.12 8.18/26.36 76.36/90.91 20.18/35.78 5.45/1.82 25.45/42.73
DeepSeek-R1-0528 27.45/34.23 21.59/15.91 34.78/26.09 32.94/40.00 6.36/23.64 73.64/87.27 17.43/32.11 3.64/0.91 22.73/38.18
Hunyuan-large 22.64/22.02 15.91/15.91 30.43/34.78 12.94/10.59 2.73/2.73 58.18/60.00 18.18/12.84 1.82/0.00 44.55/43.64
Mistral-Small-3.1-24B-Instruct 34.12/36.58 21.59/23.86 44.35/47.83 45.29/49.41 5.45/7.27 81.82/85.45 24.77/27.52 6.36/8.18 36.36/41.82
GLM-4-9B-0414 32.07/30.91 17.05/19.32 42.61/37.39 43.53/41.76 7.27/4.55 78.18/84.55 12.73/11.01 0.00/0.00 45.45/40.00
GLM-4-32B-0414 30.34/30.59 21.59/20.45 46.96/39.13 40.00/41.58 6.36/11.82 75.45/84.55 6.36/6.42 0.91/0.91 37.27/31.82
GLM-Z1-32B-0414 30.34/28.91 20.68/19.32 41.30/37.39 37.13/39.41 5.45/10.00 78.18/80.00 21.82/5.50 2.73/0.00 35.45/29.09
Llama-4-Maverick 25.29/26.18 14.77/11.36 46.09/40.87 34.32/18.82 5.45/4.55 55.70/62.73 4.95/11.46 4.00/0.00 35.87/60.00
Llama-4-Scout 31.84/28.02 11.36/12.50 58.26/42.34 36.90/20.29 23.26/5.50 55.42/64.55 11.24/12.84 2.04/0.00 50.65/64.55
Llama-3-8B 30.26/30.12 14.77/9.09 42.61/32.61 20.00/12.12 17.27/2.90 74.15/73.33 17.43/8.11 3.64/0.00 53.64/72.73
Llama-3-70B 32.32/30.04 15.91/11.36 45.22/34.78 37.06/31.18 10.00/4.55 72.73/64.55 14.68/18.35 5.45/0.00 50.91/70.91
Gamma3-4B 36.88/43.18 18.18/13.64 56.52/51.30 36.09/35.88 18.69/39.09 76.36/82.41 32.11/51.38 5.50/0.93 46.36/68.18
Gamma3-12B 34.24/39.28 13.64/19.32 56.52/50.00 25.88/34.71 12.04/15.74 79.09/79.09 34.86/36.70 2.73/0.00 48.18/76.36
Gamma3-27B 37.13/43.59 17.05/14.77 52.17/52.63 34.32/42.94 15.45/33.03 82.73/84.35 35.78/43.12 4.55/0.91 51.82/70.91

Close-sourced LLMs

Claude-Sonnet-4 (Nonthinking) 20.07/13.65 20.45/13.64 45.22/40.43 11.18/9.41 0.91/0.00 49.09/45.45 3.67/2.75 4.55/0.91 29.09/42.73
Claude-Opus-4 (Nonthinking) 18.23/12.41 18.18/12.50 42.61/37.39 9.41/7.65 0.00/0.00 45.45/42.73 2.75/1.83 3.64/0.00 26.36/40.00
Claude-Sonnet-4 (Thinking) 19.71/12.89 18.45/12.50 43.48/38.26 11.18/8.82 0.00/0.00 50.91/43.64 2.75/2.29 5.45/0.91 25.45/40.91
Claude-Opus-4 (Thinking) 17.89/11.73 17.05/11.36 40.87/35.65 9.41/7.06 0.00/0.00 43.64/40.91 1.83/1.38 2.73/0.00 24.55/38.18
Claude-3.7-Sonnet (Nonthinking) 23.54/14.77 21.59/14.77 38.26/42.61 30.00/31.18 0.00/0.00 42.73/50.00 2.75/2.75 2.73/0.91 45.45/46.36
GPT-4.1 29.36/26.73 19.32/17.05 19.13/16.52 36.47/32.94 2.73/1.82 85.45/80.00 22.73/19.27 5.45/3.64 38.18/34.55
GPT-4o 22.64/20.31 18.18/15.91 36.52/32.17 40.00/35.29 2.73/1.82 40.00/36.36 3.64/2.75 0.00/0.00 29.09/25.45
o4-mini 19.68/19.63 9.09/13.10 13.91/20.87 12.00/11.18 1.28/2.73 69.39/66.36 12.50/10.09 3.30/0.91 32.41/31.81
o3 19.29/18.88 9.09/7.95 16.52/17.39 17.65/16.47 0.91/0.00 61.82/59.09 14.68/13.76 0.00/0.00 34.54/36.36
Grok-3 28.47/25.89 15.91/13.64 29.57/23.48 43.53/40.59 3.64/2.73 75.45/67.27 17.43/14.68 1.82/0.00 37.27/31.82
Grok-2 30.25/27.89 17.05/14.94 32.17/26.09 46.47/44.12 4.55/2.80 78.18/70.91 19.27/16.51 2.73/0.91 40.00/34.55
Doubao-Seed-1.6 32.15/29.93 15.91/13.64 32.17/29.57 39.41/36.47 4.55/2.73 93.64/90.91 21.10/18.35 5.45/3.64 40.91/37.27
Doubao-Seed-1.6 (Thinking) 29.73/27.45 14.77/12.50 29.57/26.96 36.47/33.53 3.64/1.82 91.82/87.27 18.35/16.51 4.55/2.73 37.27/34.55
Mistral-Medium-3.1-24B-Instruct 31.89/34.25 19.32/21.59 41.74/45.22 42.94/46.47 3.64/5.45 78.18/82.73 22.02/24.77 4.55/6.36 33.64/38.18
Hunyuan-Turbos 31.31/36.01 19.32/22.73 43.48/36.52 34.71/35.29 5.45/22.73 85.45/93.64 27.27/28.44 4.55/3.64 25.45/42.73
Hunyuan-T1 30.46/28.12 16.47/14.77 51.61/47.83 44.16/40.59 4.59/3.64 68.18/63.64 19.59/17.43 0.91/0.00 38.18/34.55
Kimi-K2 35.88/32.94 29.55/26.14 36.52/32.17 37.35/33.53 2.75/1.82 88.18/80.91 32.11/28.44 15.45/12.73 42.73/38.18
Gemini-2.5-Pro 27.12/27.58 13.64/14.77 31.30/32.17 48.24/49.41 5.45/6.36 70.91/72.73 18.35/19.27 2.73/3.64 38.18/39.09
Gemini-2.5-Flash (Nonthinking) 31.25/33.72 14.77/15.91 52.17/55.65 33.53/36.47 10.91/12.73 87.27/90.91 17.43/19.27 0.00/0.91 29.09/32.73
Baichuan4-Turbo 23.15/21.26 15.91/13.64 36.52/33.04 26.47/24.12 3.64/2.73 40.00/36.36 8.26/7.34 1.82/0.00 53.64/49.09
Baichuan4-Air 25.41/23.58 17.05/15.91 39.13/36.52 29.41/26.47 5.45/4.55 45.45/40.00 10.09/9.17 2.73/1.82 57.27/54.55

Table 1: Mainstream LLMs Performance Across Dark Patterns. AA = Asymmetry Abuse; SE = Substantive Evasion; HG =
Harmful Generation; SY = Sycophancy; UR = User Retention; BB = Brand Bias; AN = Anthropomorphization; SN = Sneaking.
All values are percentages (%). Bold indicates best performance, underlined indicates worst performance.

(27.35%) significantly lower than open-source Gamma3-
27B (40.36%), representing a 12.01 percentage point gap.
Similar trends are observed across other technological
ecosystems. This systematic difference may stem from
closed-source models’ technical advantages in safety align-
ment training, continuous iterative optimization, and large-
scale user feedback collection, reflecting the divergence in
dark pattern defense capabilities across different develop-
ment paradigms.

Parameter Scale Analysis
As illustrated in Figure 4, the Gamma3 series exhibits a
U-shaped effect: the 4B model shows a 40.03% trigger
rate, the 12B model demonstrates significant improvement
to 36.76%, while the 27B model paradoxically deteriorates
to 40.36%, indicating an optimal scale interval for manip-
ulation resistance. This aligns with findings by Howe et al.

(2024) that larger models are not invariably more robust in
the absence of explicit safety training, confirming the non-
intuitive relationship between scale expansion and safety.
In contrast, the Qwen3 series exhibits relatively stable per-
formance across different scales, suggesting that model ar-
chitecture and training strategies vary in their sensitivity to
scale effects. Combined with Yi et al. (2024)’s research on
safety alignment vulnerabilities in open-source models, this
finding indicates critical point effects in scale expansion: be-
yond certain thresholds, models may acquire stronger lin-
guistic capabilities while potentially becoming more adept at
sophisticated manipulation strategies. Therefore, optimiza-
tion strategies for dark pattern defense should seek optimal
balance points between safety and capability within specific
scale intervals.
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Models CH SP
zh/en zh/en

Claude-sonnet-4(Thinking) 25.45/22.73 28.36/31.82
Claude-Opus-4(Thinking) 23.18/20.45 25.89/29.09
Gemini-2.5-pro 49.25/51.36 5.45/7.27
o3 9.09/7.27 17.91/16.42
o4-mini 15.91/18.18 11.36/13.43
DeepSeek-R1-0528 32.73/29.55 35.45/38.18
Hunyuan-T1 6.82/4.35 32.73/30.36
GLM-Z1-32B-0414 59.60/54.55 36.61/40.91
Qwen3-235b-a22b(Thinking) 27.27/23.86 31.82/34.55
Dubao-Seed-1.6(Thinking) 29.55/26.14 33.64/36.36

Table 2: Additional Evaluation for Selected Reasoning Mod-
els. CH = Credibility Hijacking; SP = Sophistry. All values
are percentages (%).

Figure 4: Parameter Scale Analysis

Mitigating Dark Patterns in Large Language
Models
The fine-grained taxonomy of DarkBench+ enables targeted
diagnosis of specific dark patterns within categories. For ex-
ample, models may exhibit “social relationship fabrication”
rather than “personality trait attribution” within anthropo-
morphization, allowing for more precise mitigation strate-
gies. While this paper focuses on coarse-grained analysis
due to space constraints, our benchmark supports detailed
subcategory-level evaluation.

Based on empirical findings, we propose three core
mitigation directions: (1) Multilingual Safety Alignment.
Model developers should establish cross-linguistic safety
training datasets to ensure effective transfer of defense
mechanisms across different linguistic environments. (2)
Scale-Aware Safety Optimization. Given the U-shaped ef-
fects demonstrated by series such as Gamma3, simple scale
expansion cannot guarantee safety improvements, necessi-
tating optimization of safety alignment methods within spe-
cific parameter intervals. (3) Reasoning Transparency En-
hancement. This is particularly crucial for reasoning mod-
els. Given reasoning models’ heightened vulnerability to
complex manipulation strategies, specialized reasoning pro-
cess supervision mechanisms should be developed to pre-

vent models from concealing manipulative intent within
their chain-of-thought processes.

Related Work
Reducing harmful LLM outputs has become central to AI
safety research. Existing benchmarks like TruthfulQA and
WMDP evaluate specific harmful behaviors(Lin, Hilton, and
Evans 2021; Li et al. 2024), while Kran et al. (2025) intro-
duced DarkBench to assess manipulative patterns, revealing
significant vulnerabilities across mainstream models.

The emergence of reasoning models introduces new chal-
lenges for dark pattern evaluation. ApolloResearch (2024)
discovered that advanced LLMs possess contextual schem-
ing capabilities, actively engaging in data manipulation and
oversight evasion. Chen et al. (2025) and Baker et al.
(2025) revealed transparency paradox phenomena: model-
generated reasoning chains are not faithful transcripts of au-
thentic thinking, but rather performative persuasion serv-
ing predetermined conclusions (Turpin et al. 2023). This
pseudo-transparency may lead to catastrophic consequences
in critical domains: models display seemingly reasonable
reasoning processes while actually misleading professional
decisions based on biased internal logic.

Existing evaluation benchmarks also exhibit deficiencies
in coverage. Kumar, Yunusov, and Emami (2024)’s eval-
uation of 50+ models demonstrates that systems passing
explicit safety testing still exhibit implicit bias across 21
stereotype dimensions, revealing the need for fine-grained
bias detection. Simultaneously, as LLMs deeply penetrate
critical social domains such as education and healthcare,
the authoritative positions of the models as information in-
termediaries introduce new risks of information asymmetry
exploitation (Kasneci et al. 2023; Bender et al. 2021). Fur-
thermore, Kharchenko et al. (2024) discovered that LLMs
exhibit variations in manipulative behavior across different
linguistic and cultural contexts, while existing benchmarks’
monolingual construction limits cross-linguistic evaluation
of manipulation behavior differences.

Conclusion
This study presents a systematic evaluation of dark pat-
terns across nearly 40 mainstream LLMs through the Dark-
Bench+ extended benchmark. Our core findings reveal three
key patterns: dark pattern manifestation exhibits significant
linguistic dependencies, with models showing increased vul-
nerability in non-dominant languages; systematic differ-
ences exist between open-source and closed-source models,
with closed-source models generally exhibiting stronger ma-
nipulation resistance; and model scale demonstrates a com-
plex non-linear relationship with safety, where simple pa-
rameter expansion cannot guarantee improvements. Partic-
ularly noteworthy is that reasoning models, while showing
improved problem-solving capabilities, exhibit pronounced
dark patterns in their reasoning processes, with average trig-
ger rates reaching 26.71%-27.4%. Our fine-grained bench-
mark enables researchers to conduct targeted evaluations of
specific dark pattern subcategories, advancing the develop-
ment of more ethically aligned AI systems.
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