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Abstract

Large language models (LLMs) have garnered significant in-
terest in AI community. Despite their impressive generation
capabilities, they have been found to produce misleading or
fabricated information, a phenomenon known as hallucina-
tions. Consequently, hallucination detection has become crit-
ical to ensure the reliability of LLM-generated content. One
primary challenge in hallucination detection is the scarcity
of well-labeled datasets containing both truthful and halluci-
nated outputs. To address this issue, we introduce Prompt-
guided data Augmented haLlucination dEtection (PALE),
a novel framework that leverages prompt-guided responses
from LLMs as data augmentation for hallucination detection.
This strategy can generate both truthful and hallucinated data
under prompt guidance at a relatively low cost. To more ef-
fectively evaluate the truthfulness of the sparse intermediate
embeddings produced by LLMs, we introduce an estimation
metric called the Contrastive Mahalanobis Score (CM Score).
This score is based on modeling the distributions of truthful
and hallucinated data in the activation space. CM Score em-
ploys a matrix decomposition approach to more accurately
capture the underlying structure of these distributions. Impor-
tantly, our framework does not require additional human an-
notations, offering strong generalizability and practicality for
real-world applications. Extensive experiments demonstrate
that PALE achieves superior hallucination detection perfor-
mance, outperforming the competitive baseline by a signifi-
cant margin of 6.55%.

Extended version — https://arxiv.org/abs/2510.15977

Introduction
Recently, large language models (LLMs) have emerged as
one of the most significant breakthroughs in the field of ar-
tificial intelligence (Hurst et al. 2024). LLMs have found
widespread application across a variety of tasks, including
logical reasoning (Dong et al. 2024), visual question answer-
ing (Jian, Yu, and Zhang 2024), and speech-to-text transcrip-
tion (Zhang et al. 2023), often surpassing human perfor-
mance in many scenarios. Due to their exceptional reasoning
and generative capabilities, LLMs have been integrated into
numerous high-trust systems, such as those in the medical
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domain (Li and Pun 2023; Zhou et al. 2025; Li et al. 2025).
However, despite these impressive capabilities, even state-
of-the-art LLMs frequently generate factually incorrect or
nonsensical content—a phenomenon known as hallucination
(Huang et al. 2025). This inherent risk makes LLM outputs
potentially unreliable in mission-critical applications (Wang
et al. 2024b). Therefore, a reliable LLM should not only pro-
duce text that is coherent with the given prompt but also pos-
sess the ability to detect hallucinations in its output.

This concern underscores the importance of hallucination
detection technology, which determines whether a generated
output is truthful or not (Zhang et al. 2024b; Sriramanan
et al. 2024; Su et al. 2024). Most approaches to halluci-
nation detection rely on devising uncertainty scoring func-
tions. For instance, logit-based methods (Ren et al. 2023;
Malinin and Gales 2021) employ token-level probabilities as
uncertainty scores, consistency-based methods (Lin, Trivedi,
and Sun 2024a; Manakul, Liusie, and Gales 2023) quantify
uncertainty by evaluating the consistency across multiple
responses, and verbalized methods (Lin, Trivedi, and Sun
2024a; Kadavath et al. 2022) prompt LLMs to express their
uncertainty in natural language. Recently, there has been
increasing work (Wei and Zhang 2024; Du, Xiao, and Li
2024; Arteaga, Schön, and Pielawski 2024) aimed at lever-
aging the internal states of LLMs to assess the veracity of
their outputs. For example, contrast-consistent search (CCS)
(Burns et al. 2022) trains a binary truthfulness classifier to
satisfy logical consistency properties, and HaloScope (Du,
Xiao, and Li 2024) seeks to identify hallucination subspaces.
However, all these methods face the challenge of a scarcity
of well-labeled datasets containing both truthful and hallu-
cinated outputs, which significantly limits their performance
in detecting hallucinations in real-world scenarios.

We argue that the primary challenge in hallucination de-
tection is the lack of labeled datasets containing both truthful
and hallucinated generations. In practice, creating a high-
quality ground truth dataset for hallucination detection re-
quires substantial human labor to annotate a large number
of generated samples. However, collecting such large-scale
data and labeling it is extremely costly. In particular, the vast
landscape of generative models and the diverse range of con-
tent they produce further complicate the process. Moreover,
maintaining the quality and consistency of labeled data for
hallucination detection requires continuous annotation ef-
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forts and robust quality control measures. These formidable
obstacles underscore the need to reduce reliance on human-
labeled data for hallucination detection.

To address this issue, we introduce Prompt-guided data
Augmented haLlucination dEtection (PALE), a novel frame-
work that leverages state-of-the-art LLMs for data augmen-
tation using non-parametric prompts. The augmented data
generated through LLM prompting can be acquired at a rel-
atively low cost. A state-of-the-art language model, such as
GPT-4o, contains a vast amount of hidden knowledge, en-
abling us to harness LLMs to produce diverse truthful and
hallucinated data via prompt engineering.

From this perspective, we introduce a novel metric, the
Contrastive Mahalanobis Score, to assess the truthfulness
of augmented data. Our key idea is inspired by prior work
(Du, Xiao, and Li 2024; Burns et al. 2022), which lever-
ages the latent state of a language model as a representa-
tion that encodes information related to truthfulness. Specif-
ically, PALE employs a matrix decomposition approach to
model the distributions of truthful and hallucinated data in
the embedding activation space. It then computes the dis-
tance of a test sample to both distributions. Both truthful
and hallucinated distributions are modeled as Gaussian, with
their means and covariance matrices estimated from the em-
bedding activations. Notably, the covariance matrix compu-
tation is facilitated by factorizing the LLM embeddings. The
Mahalanobis distance between a test sample and each distri-
bution is used to infer its truthfulness. The resulting score is
straightforward to implement in practical applications.

The primary contributions of our research are summarized
as follows:
• Our proposed framework, Prompt-guided data

Augmented haLlucination dEtection (PALE), harnesses
augmented data generated through prompt engineering
for hallucination detection in LLMs. This approach not
only yields significant performance improvements but
also reduces reliance on costly human annotation.

• We present a scoring function called Constrastive Ma-
halanobis Score, which leverages the distances to both
truthful and hallucinated data distributions in the activa-
tion space to effectively determine the truthfulness of test
data.

• Extensive experiments demonstrate the superior effec-
tiveness of our method compared to other state-of-the-
art approaches. Moreover, comprehensive ablation stud-
ies assess the impact of various design choices in PALE
and confirm its scalability across larger LLMs and di-
verse datasets. These findings provide a systematic and
thorough understanding of leveraging LLM-augmented
data for hallucination detection, paving the way for fu-
ture research.

Related Works
Hallucination in LLMs
Large Language Models (LLMs) have made remarkable
achievements across various AI domains, including logical
reasoning (Dong et al. 2024; Wang et al. 2024a), visual ques-
tion answering (Jian, Yu, and Zhang 2024), text generation

(Min et al. 2023), and speech-to-text transcription (Zhang
et al. 2023). Despite their impressive performance, LLMs
still face multiple challenges (Lin et al. 2024). Notably, one
of the most critical failures is the presence of factual er-
rors in generated text, formally referred to as hallucinations
(Zhao et al. 2025; Xu, Jain, and Kankanhalli 2025; Zhang
et al. 2025). The existence of hallucinations poses a sig-
nificant risk in security-critical scenarios such as medical
computer-aided diagnosis (Wang et al. 2024b) and financial
decision-making (Li et al. 2024). The issue of hallucinations
in natural language generation was recognized by NLP re-
searchers even before the widespread adoption of LLMs (Ji
et al. 2023). First, the large-scale data corpora used to train
LLMs inevitably contain erroneous information (Shumailov
et al. 2024), which may contribute to hallucinated outputs.
Second, the decoder component of LLMs is typically trained
using maximum likelihood estimation, where each token is
predicted based on the previously generated sequence, mak-
ing hallucinations prone to compounding over time (Zhang
et al. 2024a). Overall, hallucinations in LLMs remain an un-
resolved issue, calling for further in-depth research.

Hallucination Detection
Hallucination detection (Arteaga, Schön, and Pielawski
2024; Liu et al. 2024) has recently gained significant at-
tention as a means to address safety concerns in LLMs and
ensure their reliability in real-world deployments. A wide
range of studies approach hallucination detection by de-
signing uncertainty scoring functions. For instance, logit-
based methods (Ren et al. 2023; Malinin and Gales 2021)
utilize token-level log probabilities as uncertainty scores,
consistency-based methods (Lin, Trivedi, and Sun 2024a;
Manakul, Liusie, and Gales 2023) assess uncertainty by
comparing multiple generated responses, and verbalized
methods (Lin, Trivedi, and Sun 2024a; Kadavath et al. 2022)
prompt LLMs to express confidence in natural language.
More recently, internal state-based methods (Du, Xiao, and
Li 2024) have been proposed, which leverage hidden acti-
vations to detect hallucinations. Notable examples include
contrast-consistent search (CCS) and HaloScope (Du, Xiao,
and Li 2024). However, these methods still suffer from a
scarcity of well-labeled datasets containing both truthful and
hallucinated generations. For example, CCS relies on man-
ually curated factual datasets, which require substantial hu-
man annotation. HaloScope (Du, Xiao, and Li 2024), on the
other hand, employs unlabeled data from the same distribu-
tion, limiting its generalizability to more diverse and prac-
tical scenarios. In contrast, our method performs hallucina-
tion detection with minimal human supervision, making it
more applicable to real-world settings. It is important to note
that our research problem differs from prior work. For data
augmentation, we utilize prompt engineering techniques to
generate large-scale hallucinated data. The latent knowledge
within LLMs can be harnessed to enrich the diversity of hal-
lucination samples.

Methodology
In this section, we first formally introduce the LLM genera-
tion process and define the problem of hallucination detec-
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Figure 1: The pipeline of our proposed PALE. Our PALE comprises three steps: 1) Utilizing state-of-the-art LLMs to generate
both truthful and hallucinated data; 2) Employing the Contrastive Mahalanobis Score to determine the truthiness of test samples.

tion. We then present the overall framework, followed by a
detailed description of the hallucination detector used during
inference.

Problem Formulation
Definition 1 (LLM generation) Given an L-layer causal
LLM, which takes a sequence of tokens x = {x1, . . . , xn} as
input, an output y = {yn+1, . . . , yn+m} with Markov prop-
erty is generated in an autoregressive manner. Each output
token yj , j ∈ [n+ 1, . . . , n+m] is sampled from a dis-
tribution over the model vocabulary V , conditioned on the
prefix {x1, . . . , xn}, which aims maximizing the conditional
probability:

yj = argmax
y∈V

P (y| {x1, . . . , xj−1}) , (1)

and the probability P is calculated as:

P (y| {x1, . . . , xj−1}) = softmax (wfL (y) + b) , (2)

where fL(y) ∈ Rd denotes the representation at the L-th
layer of LLM for token y, and w and b are the weight and
bias parameters at the final output layer, respectively.

Definition 2 (Hallucination detection) Let Ptrue and Phal

denote the joint distributions over question and answer pairs
(x, y), respectively, referred to as the truthful distribution
and the hallucinated distribution. Given any question and
answer pairs (x, y) ∈ X , the goal of hallucination detection
is to learn a binary predictor G: X → {−1, 1} such that:

G(x, y) =

{
1, (x, y) ∼ Phal,

−1, (x, y) ∼ Ptrue.
(3)

Proposed Framework
Prompt-guided data augmentation Hallucination in
LLMs is a complex phenomenon in which models produce
responses that are coherent yet factually inaccurate across
multiple contexts, making hallucination detection particu-
larly challenging. A primary obstacle is the lack of labeled
datasets containing both truthful and hallucinated genera-
tions. We propose leveraging the LLM’s own generation ca-
pabilities for data augmentation via prompt guidance. This
approach substantially reduces the need for extensive human

What is a rare dog
as a Rat Terrier?

American  Terrier,
rather than Shepherd.

One rare dog that
was a Rat Terrier.

One rare dog that
was a Chiwawa.

…

…

Choose the best  for
hallucination.

Augmented
Data Filter

Question

Candidate Answer 1

Candidate Answer 3

Candidate Answer n

Filter Prompt

Figure 2: Prompt engineering technology illustration for
data augmentation on state-of-the-art LLMs.

annotation to assess the authenticity of large numbers of
generated samples. Formally, prompt-guided data augmen-
tation can be characterized as follows:
Definition 3 (Prompt-guided data Generation) LLMs
can perform a variety of tasks in a zero-shot manner under
prompt guidance. Given a pretrained LLM Lθ and an
input question x, we define two prompts: the truth prompt
xt and the hallucination prompt xh. The corresponding
generations for a truthful answer and a hallucinated answer
are formulated as:

ytrue = Lθ ([xt, x]) (4)
yhal = Lθ ([xh, x]) (5)

where ytrue and yhal denote the generated truthful and hal-
lucinated answers, respectively.
For the design of the truth prompt xtrue and the hallucina-
tion prompt xhal, we draw inspiration from (Li et al. 2023).
Our framework employs a state-of-the-art LLM Lθ to au-
tomate the generation of both truthful and hallucinated QA
pairs without human annotation. Leveraging prompt engi-
neering techniques, the model produces a series of QA pairs
labeled as truthful or hallucinated. Additionally, we incor-
porate a verification mechanism to filter and retain only
high-quality, truthful and hallucinated QA data, as illustrated
in Figure. 2. Detailed descriptions of the prompt are pro-
vided in the Appendix.
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Definition 4 (Empirical dataset) Let M =
{Mtrue,Mhal} denotes our empirical dataset, com-
prising a truthful subset

Mtrue =
{(

x1, y1true
)
, . . . ,

(
xN , yNtrue

)}
(6)

and a hallucinated subset
Mhal =

{(
x1, y1hal

)
, . . . ,

(
xN , yNhal

)}
(7)

where xi is the i-th input question and yitrue/hal denotes its
corresponding truthful or hallucinated response. Here, N
denotes the number of samples in each subset.

Despite the generation of both truthful and hallucinated
data, evaluating the truthfulness of test samples remains a
separate challenge. The internal embedding representations
of the empirical dataset are typically sparse and relatively
low-dimensional compared to those of natural data. Prior
studies (Kapur, Marwah, and Alterovitz 2016; Gillis 2014)
have indicated that MLP-based classifiers are prone to over-
fitting under such conditions. To address this, we propose
a novel metric called the Contrastive Mahalanobis (CM)
score to determine the truthiness of prompt-guided aug-
mented data from LLMs.

Contrastive Mahalanobis Score As indicated in prior
work(Chen et al. 2024; Du, Xiao, and Li 2024; Azaria and
Mitchell 2023), we employ hidden-state representations of
LLMs for hallucination detection. For the i-th data sample
mi =

(
xi, yitrue/hal

)
in dataset M, let hl

i ∈ Rd denote
the hidden-state embedding at the l-th layer, where d is the
the dimension of the hidden embedding. Following (Azaria
and Mitchell 2023; Ren et al. 2023), we compute a sentence
embedding by averaging its token embeddings:

z =
1

T

∑T
i=1hi. (8)

where T is the number of tokens. For the N samples in
the truthful and hallucinated subsets, we collect their sen-
tence embeddings into matrices Ztrue ∈ RN×d and Zhal ∈
RN×d, respectively. We then perform singular value decom-
position on these two embedding matrices:

zitrue := zitrue − µtrue Ztrue = UtrueΣtrueV
T
true (9)

zihal := zihal − µhal Zhal = UhalΣhalV
T
hal (10)

where µtrue ∈ Rd and µhal ∈ Rd denote the mean embed-
dings of the N truthful and hallucinated samples, respec-
tively, and are used to center each embedding matrix. The
columns of Utrue/hal and Vtrue/hal are the left and right sin-
gular vectors, forming orthonormal bases for the truthful and
hallucinated subspaces. This factorization serves two pur-
poses: 1) It identifies the principal spanning directions of the
point sets in the hidden-state space; 2) It enables dimension-
ality reduction to reduce computational cost. Specifically,
we truncate to the top k components of singular vectors.

The covariance matrices for the truthful and hallucinated
embedding matrices, Ztrue and Zhal, are computed as

Ctrue =
1

N
ZT

trueZtrue =
1

N
VtrueΣ

T
trueΣtrueV

T
true (11)

Chal =
1

N
ZT

halZhal =
1

N
VhalΣ

T
halΣhalV

T
hal (12)

Intuitively, if the embedding of an output instance lies
close to the truthful embedding distribution, the instance
is more likely to be reliable. Conversely, if it aligns more
closely with the hallucinated distribution, it is more likely
to be suspicious. Assuming both distributions are Gaussian
in the embedding space, we denote the truthful and hallu-
cinated Gaussians as N (µtrue,Ctrue) and N (µhal,Chal),
respectively. One way to quantify the distance of an embed-
ding z to a Gaussian distribution is via the Mahalanobis dis-
tance (MD).

When considering both the truthful and hallucinated dis-
tributions, the Contrastive Mahalanobis (CM) Score is de-
fined as

δ = MD(z;µhal,Chal)−MD(z;µtrue,Ctrue) (13)

where MD(z;µhal,Chal) and MD(z;µtrue,Ctrue) de-
note the MD of z to the hallucinated and truthful Gaussian
distributions, respectively. In this work, both Gaussians are
estimated from hidden-state embeddings in the activation
space.

The score defined in Eq. 13 serves as a truthfulness score,
indicating how closely a sample z aligns with the halluci-
nated domain relative to the truthful domain. A score δ ≥ τ
suggests that z is closer to the hallucinated distribution,
while δ < τ implies a greater proximity to the truthful
distribution. In other words, higher values of δ indicate a
greater likelihood of hallucination, whereas lower values
correspond to higher confidence in truthfulness. τ represents
the decision threshold.

Experiments
Datasets
We evaluate our method on four generative QA bench-
marks: two open-domain datasets: TruthfulQA (Lin, Hilton,
and Evans 2022b) and CoQA (Reddy, Chen, and Manning
2019), and two domain-specific datasets TriviaQA (Joshi
et al. 2017) and TyDi QA-GP (Clark et al. 2020). Specifi-
cally, TruthfulQA and TyDi QA-GP contain 817 and 3,696
QA pairs, respectively. For CoQA, we follow (Lin, Trivedi,
and Sun 2024b) and split the data into 7,983 QA pairs. For
TriviaQA, we use the 9,960 QA pairs in the validation set’s
(rc.nocontext subset). Consistent with prior work (Du, Xiao,
and Li 2024), we reserve 25% of QA pairs in each dataset
for testing; the remaining pairs are used for LLM-based data
augmentation.

Models
For base models used to extract hidden-state representa-
tions, we employ three popular open source LLM fami-
lies: LLaMA-3.1-chat (7B and 13B) (Touvron, Martin et al.
2023), OPT (6.7B and 13B) (Zhang, Roller et al. 2022), and
Qwen-2.5 (7B and 14B) (Yang et al. 2024).

For data augmentation, we employ not only the open
source LLaMA-3.1-chat-7B (Touvron, Martin et al. 2023)
and Qwen-2.5-7B (Yang et al. 2024) models but also
state-of-the-art commercial LLMs: GPT-4o (Brown et al.
2020) and Claude.
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Baselines
We compare our approach with 11 comprehensive base-
lines. These state-of-the-art baselines are categorized as fol-
lows: 1) uncertainty-based methods: Perplexity (Ren et al.
2023), Length-Normalized Entropy (LN-entropy) (Malinin
and Gales 2021), and Semantic Entropy (Kuhn, Gal, and
Farquhar 2023). 2) consistency-based methods: Lexical
Similarity (Lin, Trivedi, and Sun 2024a), SelfCKGPT (Man-
akul, Liusie, and Gales 2023) and EigenScore (Chen et al.
2024). 3) verbalized methods: Verbalize (Lin, Hilton, and
Evans 2022a) and Self-evaluation (Kadavath et al. 2022).
4) internal state-based methods: MIND (Su et al. 2024),
Contrast-Consistent Search (CCS) (Burns et al. 2022) and
HaloScope (Du, Xiao, and Li 2024). To ensure a fair com-
parison, all methods are evaluated on the same test datasets
and the default experimental configurations are adopted as
specified in their respective papers.

Evaluation
Consistent with prior work (Kuhn, Gal, and Farquhar 2023;
Du, Xiao, and Li 2024), we evaluate all methods using the
area under the receiver operating characteristic curve (AU-
ROC). A generated response is considered truthful only if
its similarity to the reference answer exceeds 0.5. Follow-
ing (Lin, Hilton, and Evans 2022b), we use BLUERT (Sel-
lam, Das, and Parikh 2020) to compute this similarity. Ad-
ditionally, we report semantic-similarity evaluations using
GPT-4o.

Implementation and Settings
Consistent with (Kuhn, Gal, and Farquhar 2023; Du, Xiao,
and Li 2024), we generate the most likely answer using
beam search with five beams for evaluation and employ
multinomial sampling to produce ten samples per question.
Following (Chen et al. 2024; Azaria and Mitchell 2023), we
concatenate each question with its generated answer and use
the last-token embedding as the representation for halluci-
nation detection. The k and τ are set to 5 and 0.15, respec-
tively. More details and hyperparameter sensitivity study are
provided in the Appendix.

Main Results
As shown in Table 1, we compare PALE against com-
petitive hallucination-detection methods from the litera-
ture. PALE achieves state-of-the-art performance across
LLaMA-3.1-7B, OPT-6-7B, and Qwen-2.5-7B. Notably,
PALE outperforms uncertainty-based and consistency-based
methods by an average of 19.3% and 23.6%, respectively,
over Semantic Entropy and EigenScore on TruthfulQA. Un-
like these methods, which require K repeated samples per
question at test time, incurring O

(
Km2

)
computational

overhead (where m is the number of generated tokens).
PALE requires no repeated sampling, yielding O

(
m2

)
com-

plexity. PALE also surpasses verbalized methods, achieving
a 22.5% improvement over prompt-based language model
approaches, likely due to reduced overconfidence as dis-
cussed in prior work (Zhou, Jurafsky, and Hashimoto 2023;

Wen et al. 2024). Finally, compared to internal-state meth-
ods MIND, CCS and HaloScope, PALE performs better than
CCS, demonstrating that prompt-guided augmented data
better captures the true versus hallucinated distribution than
limited human-written examples and exceeds HaloScope
by 6.5% on TruthfulQA with LLaMA-3.1. Whereas Halo-
Scope uses only unlabeled in-domain data, PALE leverages
non-parametric prompt engineering to augment both truth-
ful and hallucinated examples, leading to significantly im-
proved detection performance.

Result on GPT-4o Evaluation
Besides the BLEURT score is used to determine whether a
generation is considered truthful when its score exceeds a
predefined threshold with answer, we also adopt GPT-4o for
truthfulness evaluation, following the LLM-as-a-judge ap-
proach (Zheng et al. 2023). Specifically, we assess the se-
mantic equivalence between LLM-generated responses and
the corresponding reference answers. The results in Ap-
pendix show that our method consistently outperforms com-
petitive baselines, demonstrating its robustness across dif-
ferent metrics for evaluating generation truthfulness. Further
details are provided in the Appendix.

Generalization to Practical Application
Our proposed PALE method demonstrates strong general-
ization capabilities in practical applications. In this section,
we investigate the transferability of PALE across different
data distributions, as well as its scalability when applied to
larger LLMs.

Can our PALE deal with different data distribution?
In real-world applications, the training data distribution of-
ten does not align well with the test data distribution. This
discrepancy raises a critical question: Does our proposed
PALE method exhibit transferability across different
data distributions? To investigate this, we conduct exper-
iments by training the hallucination detector on a source
dataset and evaluating its performance on a target dataset
with a different distribution. The results, presented in Fig-
ure 3a, demonstrate that PALE exhibits strong cross-dataset
transferability. Notably, our method achieves impressive
performance even under distribution shift, with an average
accuracy of approximately 72%. This strong transferabil-
ity highlights the robustness and practical utility of PALE
in real-world scenarios.

Can our PALE salable to larger LLMs? With the con-
tinuous release of increasingly larger LLMs (Grattafiori
et al. 2024; Hurst et al. 2024; Team et al. 2023), an important
question arises: Does PALE scale effectively to larger lan-
guage models? To evaluate the scalability of our approach,
we conduct experiments on three larger LLMs: LLaMA-3.1-
13B, OPT-6-13B, and Qwen-2.5-14B. As shown in Table 2,
PALE maintains strong performance and even achieves im-
provements compared to results obtained with smaller mod-
els. These findings demonstrate the scalability and adapt-
ability of PALE to more powerful LLM architectures.
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Model Method Single Sampling TruthfulQA TriviaQA CoQA TyDi QA-GP

LLaMA-3.1-7B

Perplexity (ICLR′23) ✓ 57.62 73.11 69.77 78.54
LN-entropy (ICLR′21) ✗ 60.15 71.31 73.02 76.15

Semantic Entropy (ICLR′23) ✗ 62.16 73.18 63.24 73.87
Lexical Similarity (TMLR′24) ✗ 55.64 75.69 74.36 44.46

SelfCKGPT (EMNLP ′23) ✗ 52.90 73.97 71.76 46.38
EigenScore (ICLR′24) ✗ 51.92 73.99 71.75 46.38
Verbalize (TMLR′22) ✓ 53.07 52.54 48.46 48.12

Self-evaluation (Arxiv′22) ✓ 81.75 49.11 50.15 55.48
CCS (Burns et al. 2022) (Arxiv′22) ✓ 61.33 60.22 50.37 76.82

MIND (ACL′24) ✓ 67.53 74.66 53.96 75.64
HaloScope (NeurIPS′24) ✓ 70.16 76.13 55.47 78.38

PALE (Our) ✓ 73.20 80.17 57.94 85.34

OPT-6-7B

Perplexity (ICLR′23) ✓ 59.16 69.69 70.36 63.94
LN-entropy (ICLR′21) ✗ 54.24 71.43 71.28 52.10

Semantic Entropy (ICLR′23) ✗ 52.06 71.45 71.24 52.07
Lexical Similarity (TMLR′24) ✗ 49.69 71.09 66.63 60.42

SelfCKGPT (EMNLP ′23) ✗ 50.15 71.45 64.68 74.98
EigenScore (ICLR′24) ✗ 54.93 47.67 50.30 45.28
Verbalize (TMLR′22) ✓ 50.47 50.73 55.26 57.23

Self-evaluation (Arxiv′22) ✓ 51.07 53.91 47.28 52.08
CCS (Burns et al. 2022) (Arxiv′22) ✓ 60.17 51.33 53.19 65.37

MIND (ACL′24) ✓ 65.06 63.32 66.35 70.37
HaloScope (NeurIPS′24) ✓ 67.82 65.39 67.24 72.36

PALE (Our) ✓ 74.17 74.34 78.64 81.49

Qwen-2.5-7B

Perplexity (ICLR′23) ✓ 65.17 50.23 53.47 54.33
LN-entropy (ICLR′21) ✗ 66.73 51.15 52.74 55.38

Semantic Entropy (ICLR′23) ✗ 58.76 48.58 63.71 65.72
Lexical Similarity (TMLR′24) ✗ 49.05 63.17 48.96 61.23

SelfCKGPT (EMNLP ′23) ✗ 61.75 62.34 62.28 63.48
EigenScore (ICLR′24) ✗ 53.73 61.30 63.37 58.54
Verbalize (TMLR′22) ✓ 60.07 54.33 59.46 52.33

Self-evaluation (Arxiv′22) ✓ 73.71 50.12 53.85 52.87
CCS (Burns et al. 2022) (Arxiv′22) ✓ 67.96 53.08 51.94 51.77

MIND (ACL′24) ✓ 70.63 71.95 68.00 65.27
HaloScope (NeurIPS′24) ✓ 73.42 70.73 70.61 67.52

PALE (Our) ✓ 83.68 78.33 79.00 72.82

Table 1: Main results. Comparison with comprehensive baseline hallucination-detection methods across different datasets.
”Single Sampling” indicates whether the approach requires multiple generation during inference. All values are percentages
(AUROC), and the top-1 result is highlighted in bold.
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Figure 3: (a) Generalization across four datasets. Rows in-
dicate the source dataset, while columns indicate the target
dataset. (b) Impact of different layers. All values represent
AUROC scores based on LLaMA-3.1-7B.
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Figure 4: Comparison of direct classifier based detection
versus CM Score based detection. All results are reported
as AUROC using LLaMA-3.1-7B.
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LlaMA-3.1-13B OPT-6-13B Qwen-2.5-14BMethod TruthfulQA TyDi QA-GP TruthfulQA TyDi QA-GP TruthfulQA TyDi QA-GP
Perplexity 52.32 77.33 58.34 64.12 64.33 55.12

CCS 63.11 77.11 60.00 66.73 68.21 53.66
HaloScope 71.42 79.33 68.31 73.24 74.11 68.44

PALE 75.51 86.72 75.33 82.77 84.37 73.23

Table 2: Hallucination detection results on larger LLMs.
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Figure 5: Score distribution visualization for HaloScope vs.
our method.

Analysis
Effect of LLM-generated data augmentation To evalu-
ate the impact of LLM-generated data augmentation on hal-
lucination detection, we conduct experiments on the Truth-
fulQA dataset. The experimental settings include training
only on truthful and hallucinated data, using various LLMs
for data augmentation. The results are presented in Ap-
pendix. Our key observations are as follows: 1) Compared to
training solely on either truthful or hallucinated data, PALE
demonstrates substantial improvements—achieving average
AUROC gains of 11.7% and 39.0%, respectively. This high-
lights the significance of utilizing both truthful and halluci-
nated examples during training. 2) We experiment with sev-
eral LLMs for data augmentation. While the Claude model
yields the best performance, we find that the choice of LLM
has a relatively minor influence on overall results. Conse-
quently, we employ Claude throughout the paper for consis-
tency. This demonstrates that our method, when paired with
LLM-generated data augmentation, can significantly boost
the performance of hallucination detection.

Effect of prompt for data augmentation We focus on
investigating the effect of prompts for data augmentation.
Specifically, we conducted experiments using PALE across
all 10 prompt templates presented in the Appendix. The
results, also shown in the Appendix, reveal a key insight:
the quality of the prompt template does not significantly
affect hallucination detection performance. PALE consis-
tently demonstrates strong performance across all prompt
templates, which not only validates the effectiveness of our
data augmentation strategy but also highlights the robustness
of the method to prompt variations.

Effect of Contrastive Mahalanobis Score Figure 4
presents a comparison between using a direct binary clas-
sifier and the CM score for hallucination detection. The CM
score approach regresses the representation of a test sample
to a truthfulness score, thereby bypassing the need to train

a separate binary classifier. Across all four datasets, PALE
consistently outperforms the direct classification method,
demonstrating the superior generalizability of the matrix de-
composition approach on sparse embedding data.

Effect of different layers’s representation In Appendix,
we analyze the impact of the layer selection for extract-
ing internal representations in PALE, using LLaMA-3.1-7B
as the backbone. All other experimental configurations re-
main consistent with our main setup. We observe a clear
trend: hallucination detection performance improves from
the lower to the middle layers (e.g., from the 1st to the
11th layer), followed by a performance decline in the higher
layers. This observation suggests that early layers primar-
ily perform information aggregation, while later layers may
exhibit overconfidence due to the autoregressive nature of
language modeling focused on vocabulary prediction. This
finding aligns with prior studies (Jawahar, Sagot, and Sed-
dah 2019; Hewitt and Manning 2019), which show that in-
termediate layer representations tend to be most effective for
downstream tasks.

Visualization study Figure.5 visualizes the score distribu-
tions of HaloScope and our proposed PALE on the Truth-
fulQA dataset using the LLaMA-3.1-7B model. Compared
to HaloScope, PALE exhibits a more distinct separation be-
tween the distributions of truthful and hallucinated data.
This clearer differentiation highlights the superior discrimi-
native capability of PALE, underscoring its effectiveness in
hallucination detection.

Conclusion
The paper introduces Prompt-guided data Augmented
haLlucination dEtection (PALE), a novel framework de-
signed to detect hallucinations in LLMs by leveraging
prompt-guided data augmentation. PALE first generates
both truthful and hallucinated data under the guidance of
prompt engineering. It then introduces the Contrastive Ma-
halanobis Score to evaluate the truthfulness of augmented
data based on their distances to the distributions of truthful
and hallucinated samples. Empirical results demonstrate that
PALE achieves superior performance across a comprehen-
sive set of hallucination detection benchmarks. Furthermore,
our in-depth ablation studies provide valuable insights into
the practical effectiveness of PALE. We hope this work in-
spires future research on hallucination detection using aug-
mented data, particularly in exploring multimodal halluci-
nation detection in MLLMs to further enhance real-world
applicability.
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