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Abstract

Large Language Model (LLM) agents are now widely de-
ployed in Ambient Intelligence (AmI) environments, where
autonomous agents must sense, act, and coordinate at scale.
As agent capabilities and interdependence increase, tradi-
tional reliability strategies such as isolated adaptive con-
trol, anomaly detection, or trust modeling have proven in-
adequate due to their fragmented and scenario-specific na-
ture. Comprehensive architectures that enable integrated self-
management, collective anomaly response, robust informa-
tion dissemination, and privacy-preserving adaptation remain
scarce. We propose a bio-autonomic framework for decen-
tralized resilience in multi-agent LLM systems where a uni-
fied architecture systematically applies principles from bi-
ological autonomic systems to LLM-based multi-agent en-
vironments. Specifically, each agent implements an auto-
nomic control loop, formally structured as Monitor-Analyze-
Plan-Execute over a shared Knowledge base (MAPE-K),
for self-regulation. At the system level, the framework in-
tegrates immune-inspired anomaly detection using the Den-
dritic Cell Algorithm, probabilistic computational trust, de-
centralized gossip for robust information sharing, and fed-
erated learning with homomorphic encryption for collabo-
rative, privacy-preserving adaptation. This holistic approach
enables LLM agent ecosystems to self-organize, detect and
isolate faults, and collectively adapt as system complexity
increases. Empirical evaluations show that our framework
achieves substantially improved resilience and recovery com-
pared to state-of-the-art multi-agent baselines.

1 Introduction
The evolution of artificial intelligence has enabled the Am-
bient Intelligence (AmI) paradigm, where digital environ-
ments are populated by autonomous agents that sense, act,
and adapt within daily life (Cook, Augusto, and Jakkula
2009; Dunne, Morris, and Harper 2021; Martinez-Martin
et al. 2021). The advent of powerful Large Language Mod-
els (LLMs) has significantly advanced this vision, equip-
ping agents with sophisticated reasoning, communication,
and planning abilities. As a result, LLM agents now un-
derpin complex Multi-Agent Systems (MAS) for applica-
tions such as smart cities, automated logistics, personalized
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healthcare, and collaborative scientific discovery (Kalyuzh-
naya et al. 2025; Jannelli et al. 2024; Wang et al. 2025).

However, the increased autonomy and complexity of
LLM agents introduce new reliability challenges. Unlike
traditional software, which fails in predictable ways, LLM
agents exhibit subtle, contextual, and emergent failure
modes. These include logical errors, misinterpretation of
nuanced instructions, hallucinated content, or susceptibil-
ity to prompt injection, any of which can propagate failures
throughout a system (Liu et al. 2023; Li et al. 2024; Kong
et al. 2025). Standard engineering methods, which aim to
build robustness against known fault types, are insufficient:
a system hardened only to known threats remains brittle and
fragile when faced with “unknown unknowns” in open envi-
ronments (Owotogbe 2025; Kott and Abdelzaher 2014).

While foundational MAS frameworks such as MAD-
DPG (Lowe et al. 2017) and MAPPO (Yu et al. 2022)
have advanced cooperative policy learning, they primar-
ily focus on optimizing task-specific rewards and assume
reliable agent behavior. More recent architectures like H-
MAS (Ghavamzadeh, Mahadevan, and Makar 2006) and
AutoAgents (Chen et al. 2023) introduce hierarchical struc-
tures and automated agent generation to manage complexity
in solving user-defined tasks. However, these approaches do
not explicitly address the systemic resilience needed to han-
dle the subtle and emergent failure modes of modern LLM
agents in open-ended environments. Their focus remains on
performance and coordination rather than on the capacity to
absorb, adapt to, and recover from unforeseen disruptions, a
gap our work directly targets. To address this critical gap, we
propose a shift from static robustness to dynamic, systemic
resilience. Resilience is the capacity of a system to absorb
unexpected shocks, adapt its behavior and structure, and re-
cover gracefully while maintaining essential functions. We
introduce the Bio-Autonomic Framework, an architecture
designed specifically to enable resilient ambient LLM agent
ecosystems.

Our framework unifies two perspectives: a top-down,
engineering-driven approach for individual agent self-
management and a bottom-up, bio-inspired strategy for
emergent collective resilience. At its core, each agent im-
plements an autonomic control loop, formally structured
as Monitor-Analyze-Plan-Execute over a shared knowledge
base (MAPE-K) (Arcaini, Riccobene, and Scandurra 2015;
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Figure 1: Overview of the Gossip Protocol: Healthy agents
share trust information via gossip protocol,and confirmed
threats trigger reputation updates, isolating the malicious
agent.

Souza et al. 2025). This is augmented by a bio-inspired layer
that incorporates the Dendritic Cell Algorithm for nuanced
anomaly detection, a dynamic computational trust model,
and a fault-tolerant gossip protocol for reputation sharing
(Fan et al. 2020; Somvanshi et al. 2025), as illustrated in
Figure 1. A key architectural element is Federated Learning
with Homomorphic Encryption, which enables collabora-
tive adaptation of detection and trust models while preserv-
ing data privacy (Jahan, Rahman, and Wang 2025). The en-
tire system is rigorously grounded in the Decentralized Par-
tially Observable Markov Decision Process (Dec-POMDP)
formalism, providing a principled foundation for distributed
coordination (Pey et al. 2025).

2 Background and Related Works
The Robustness-Resilience Dilemma. In complex systems,
robustness and resilience are distinct properties. Robustness
is the capacity to maintain function under a predefined set
of perturbations, emphasizing resistance to known stressors.
Resilience, by contrast, is a dynamic property describing the
ability to adapt to shocks, absorb disruptions, and recover
gracefully. While robustness is about resisting change, re-
silience centers on adaptation and recovery. In the unpre-
dictable context of AmI and LLM-driven MAS, strategies
focused only on static robustness are insufficient. Achieving

systemic resilience is essential for long-term viability (Bal-
doni, Baroglio, and Micalizio 2020; Homayounfar et al.
2018).
Autonomic Computing and MAPE-K Loop. Autonomic
computing, inspired by the biological autonomic nervous
system, aims to build systems that manage their own com-
plexity (Gill et al. 2022). This is achieved by endowing com-
ponents with self-managing capabilities: Self-Configuring,
Self-Healing, Self-Optimizing, and Self-Protecting (self-
CHOP) (Lewis, Rouff, and Tekeoglu 2023). The canonical
architectural pattern is the MAPE-K control loop, which
consists of four phases supported by a shared knowledge
base. The Monitor phase gathers data from internal and ex-
ternal sources; the Analyze phase processes this data to di-
agnose problems and detect patterns; the Plan phase formu-
lates a sequence of actions; and the Execute phase imple-
ments the plan. All phases are underpinned by the continu-
ously updated Knowledge component, enabling the system
to learn and adapt over time (Arcaini, Riccobene, and Scan-
durra 2015; Souza et al. 2025).
Bio-Inspired Mechanisms in MAS. Nature provides pow-
erful blueprints for decentralized, resilient systems. Two
bio-inspired classes are especially relevant:
Artificial Immune Systems and the Dendritic Cell Al-
gorithm. Artificial Immune Systems (AIS) are algorithms
modeled after the vertebrate immune system, a paradigm
of decentralized, adaptive, memory-based anomaly detec-
tion (Myakala, Bura, and Jonnalagadda 2025). A particu-
larly relevant AIS is the Dendritic Cell Algorithm (DCA),
inspired by dendritic cells that process signals to differenti-
ate between threats, malfunctions, and normal activity. The
DCA correlates three types of input: Pathogen-Associated
Molecular Patterns (PAMPs) indicate known threats (e.g.,
prompt injection attacks); Danger-Associated Molecular
Patterns (DAMPs) signal unexpected stress, such as ab-
normal use of APIs or non-sensical LLM output; and Safe
Signals (SS) indicate normal operation. By processing these
signals, the DCA computes a Mature Context Antigen
Value (MCAV), quantifying the context-sensitive “danger”
of an event. This mechanism provides nuanced, context-
aware threat assessment, suited for LLM agent interac-
tions (Kazari, Shereen, and Dán 2023; Yang et al. 2014).
Gossip (Epidemic) Protocols. Gossip protocols are commu-
nication mechanisms inspired by spreading rumors. Each
agent periodically shares information with a random subset
of peers, who then do the same. This process enables robust,
scalable and rapid information dissemination without cen-
tralized coordination, making the system inherently resilient
to node failures (Gonçalves et al. 2024; Bachrach et al. 2009;
Sulaiman et al. 2024; Lian et al. 2017).
Federated Learning and Homomorphic Encryption. A
core challenge in MAS is to support collective learning with-
out compromising the privacy of individual agents. Feder-
ated Learning (FL) addresses this by enabling agents to col-
laboratively train a global model without sharing raw data.
A central server distributes a global model, which agents
train locally on their private data; only model updates are
sent back and aggregated to improve the global model (Ja-
han, Rahman, and Wang 2025; Chakraborty and Boudguiga
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2024; Zhang, Lin, and Zhang 2022). To further enhance
privacy, Homomorphic Encryption (HE) allows computa-
tion directly on encrypted data. For example, an additively
homomorphic scheme enables the server to aggregate en-
crypted model updates without ever decrypting them, pre-
venting inspection of individual agent contributions and pro-
viding strong privacy guarantees (Jin et al. 2023; Yuan et al.
2025).

3 Decentralized Resilience in Multi-Agent
LLMs via Bio-Autonomic Control

We model the LLM agent ecosystem as a De-
centralized Partially Observable Markov Deci-
sion Process (Dec-POMDP), defined by the tuple
M = ⟨I, 𝑆, {𝐴𝑖}𝑖∈I , 𝑃, 𝑅, {Ω𝑖}𝑖∈I , 𝑂, 𝛾⟩. This for-
malism captures the key features of the system: multiple
cooperative agents, stochastic dynamics, and incomplete
information. Here, I is the set of 𝑁 LLM agents, 𝑆 is the
set of hidden global states, and 𝐴𝑖 is the action set for
agent 𝑖. The transition function 𝑃(𝑠′ | 𝑠, a) specifies the
probability of moving from 𝑠 to 𝑠′ under the joint action
a = (𝑎1, . . . , 𝑎𝑁 ). The collective reward 𝑅(𝑠, a) provides
scalar feedback to the entire system. Agents do not observe
𝑠 directly; instead, each agent 𝑖 receives a local observation
𝑜𝑖 ∈ Ω𝑖 sampled from 𝑂 (o | 𝑠′, a), with o = (𝑜1, . . . , 𝑜𝑁 ).
Rewards are discounted by 𝛾 ∈ (0, 1). Finding the optimal
joint policy 𝜋∗ is generally intractable. The Bio-Autonomic
Framework therefore uses structured and scalable heuris-
tics that allow agents to implement local policies 𝜋𝑖 and
collectively approximate robust joint behavior.

3.1 Individual Autonomy: The MAPE-K Loop
The autonomous behavior of each agent is governed
by a continuous, adaptive Monitor-Analyze-Plan-Execute-
Knowledge (MAPE-K) loop, which forms the agent’s inter-
nal cognitive architecture and processes observations, gen-
erates actions, and updates the agent’s internal state.

Monitor: Signal Extraction At each time step 𝑡, agent 𝑖
interacts with peer 𝑗 and receives a raw observation vector
x(𝑡 )
𝑖 𝑗
∈ X, which may include textual responses, API met-

rics, or communication latencies. The Monitor phase ap-
plies a shared feature extractor Φw, parameterized by learn-
able weights w, to convert this high-dimensional input into
a triplet of key signals:

(𝑠 (𝑡 )
𝑖 𝑗

, 𝑑
(𝑡 )
𝑖 𝑗

, 𝑝
(𝑡 )
𝑖 𝑗
) = Φw (x(𝑡 )𝑖 𝑗

)

Here, 𝑠
(𝑡 )
𝑖 𝑗
∈ R+ is the Safe Signal, indicating nor-

mal or beneficial interactions. 𝑑
(𝑡 )
𝑖 𝑗
∈ R+ is the Danger-

Associated Molecular Pattern (DAMP), reflecting anoma-
lous or potentially harmful behavior. 𝑝

(𝑡 )
𝑖 𝑗
∈ R+ is the

Pathogen-Associated Molecular Pattern (PAMP), associated
with known malicious or adversarial signatures. The weights
w are continuously adapted via collective learning, ensur-
ing agents remain sensitive to evolving environmental con-
ditions. These extracted signals apply to the Analyze phase.

Analyze: Contextual Threat Assessment The Analyze
phase interprets monitored signals using a mechanism in-
spired by the Dendritic Cell Algorithm (DCA), integrating
evidence to assess interaction context. For each agent pair
(𝑖, 𝑗), agent 𝑖 maintains cumulative counters {𝐶𝑆 , 𝐶𝐷 , 𝐶𝑃}.
Upon receiving (𝑠 (𝑡 )

𝑖 𝑗
, 𝑑
(𝑡 )
𝑖 𝑗

, 𝑝
(𝑡 )
𝑖 𝑗
), the counters are updated:

𝐶𝑆 ← 𝐶𝑆 + 𝑠
(𝑡 )
𝑖 𝑗

, 𝐶𝐷 ← 𝐶𝐷 + 𝑑
(𝑡 )
𝑖 𝑗

, 𝐶𝑃 ← 𝐶𝑃 + 𝑝
(𝑡 )
𝑖 𝑗

Signal accumulation continues until the total 𝐶𝑆 +𝐶𝐷 +𝐶𝑃

exceeds a threshold 𝜃𝑚𝑎𝑡 , at which point a “maturation”
event triggers context assessment. The agent then computes
a Mature Context Antigen Value (MCAV), a normalized
threat score:

𝑘
(𝑡 )
𝑖 𝑗

=
(𝑤𝐷𝐶𝐷 + 𝑤𝑃𝐶𝑃) − 𝑤𝑆𝐶𝑆

𝑤𝐷𝐶𝐷 + 𝑤𝑃𝐶𝑃 + 𝑤𝑆𝐶𝑆

(1)

Here, 𝑤𝑆 , 𝑤𝐷 , and 𝑤𝑃 are agent-specific sensitivity weights
for each signal type. The MCAV 𝑘

(𝑡 )
𝑖 𝑗

is bounded in [−1, 1]:
positive values indicate dangerous or malicious contexts,
while negative values indicate safety. After each assess-
ment, counters are reset, and a new context period begins.
The MCAV serves as the primary output of the Analyze
phase, guiding both immediate action planning and long-
term knowledge updates.

Plan & Execute: Risk-Averse Action Selection The Plan
phase determines agent 𝑖’s next action 𝑎

(𝑡 )
𝑖

by integrating
short-term contextual threat scores from the Analyze phase
with long-term trust beliefs. Decision-making is based on
maximizing an expected utility function that incorporates
explicit risk aversion:

𝑎
(𝑡 )
𝑖

= arg max
𝑎∈𝐴𝑖

[
E[𝑈 (𝑎)] − 𝜆 · 𝑓 (𝑘 (𝑡 )

𝑖 𝑗
) · (1 − 𝑇 (𝑡 )

𝑖 𝑗
)
]

(2)

Here, E[𝑈 (𝑎)] is the baseline expected utility of action 𝑎

based on primary task objectives. The second term is a risk-
aversion penalty: 𝜆 ≥ 0 is the agent’s risk sensitivity, 𝑓 (𝑘) is
a non-decreasing penalty function (e.g., 𝑓 (𝑘) = max(0, 𝑘))
that increases with assessed danger 𝑘 (𝑡 )

𝑖 𝑗
, and 𝑇

(𝑡 )
𝑖 𝑗
∈ [0, 1] is

the agent’s trust in peer 𝑗 .
This formulation fuses immediate and historical risk: high

danger (𝑘 (𝑡 )
𝑖 𝑗

) and low trust (𝑇 (𝑡 )
𝑖 𝑗

) strongly discourage risky
actions, while trust in an agent attenuates the impact of
isolated anomalous events. The Execute phase then imple-
ments the chosen action 𝑎

(𝑡 )
𝑖

.

Knowledge Update: Trust and Reputation Adjustment
After each action, the agent updates its Knowledge base,
which primarily encodes direct trust in peers. The trust that
agent 𝑖 has in agent 𝑗 , 𝑇𝑖 𝑗 , is modeled as a Beta distribution:
𝑇𝑖 𝑗 ∼ Beta(𝛼𝑖 𝑗 , 𝛽𝑖 𝑗 ), where 𝛼𝑖 𝑗 and 𝛽𝑖 𝑗 represent evidence
for cooperative and uncooperative behavior, respectively.

The MCAV score 𝑘
(𝑡 )
𝑖 𝑗

from the Analyze phase determines
how these parameters are adjusted. Updates are applied as:

𝛼
(𝑡+1)
𝑖 𝑗

= 𝛼
(𝑡 )
𝑖 𝑗
+ 𝜎(−𝑐 · 𝑘 (𝑡 )

𝑖 𝑗
) (3)

𝛽
(𝑡+1)
𝑖 𝑗

= 𝛽
(𝑡 )
𝑖 𝑗
+ 𝜎(𝑐 · 𝑘 (𝑡 )

𝑖 𝑗
) (4)
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where 𝜎(𝑧) = (1 + 𝑒−𝑧)−1 is the sigmoid function and 𝑐 is
a scaling factor. Thus, safe contexts (𝑘 < 0) increase 𝛼𝑖 𝑗 ,
while dangerous contexts (𝑘 > 0) increase 𝛽𝑖 𝑗 .

The agent’s current trust in 𝑗 is given by the expectation:

𝑇
(𝑡+1)
𝑖 𝑗

=
𝛼
(𝑡+1)
𝑖 𝑗

𝛼
(𝑡+1)
𝑖 𝑗

+ 𝛽
(𝑡+1)
𝑖 𝑗

(5)

This value 𝑇 (𝑡+1)
𝑖 𝑗

is then used in the next planning cycle with
agent 𝑗 (see Eq. 2).

3.2 Collective Resilience: The Social Fabric
While individual autonomy enables agents to adapt, system-
wide resilience to widespread threats or coordinated attacks
depends on collective mechanisms that form a robust social
fabric. The trust update mechanism (Eq. 5) controls these
collective dynamics.

Gossip Algorithm for Reputation Dissemination To
prevent knowledge about agent behavior from remaining
isolated, the framework employs a gossip algorithm to dis-
seminate trust information. This converts private, pairwise
trust into a shared, network-wide reputation. Each agent 𝑖
maintains a local reputation matrix R(𝑡 )

𝑖
∈ R𝑁×𝑁 , where

𝑅
(𝑡 )
𝑖𝑘

is agent 𝑖’s belief about agent 𝑘’s trustworthiness. Di-
rect opinions are updated as 𝑅 (𝑡 )

𝑖 𝑗
= 𝑇

(𝑡 )
𝑖 𝑗

after interactions.
At intervals of 𝜏𝑔 time steps, agent 𝑖 randomly selects a

peer 𝑝 for a gossip exchange, sharing their reputation matri-
ces. Agent 𝑖 then updates its local matrix by averaging:

R(𝑡+1)
𝑖

= (1 − 𝑤𝑔)R(𝑡 )𝑖
+ 𝑤𝑔R(𝑡 )𝑝

where 𝑤𝑔 ∈ (0, 1) is the gossip weight (often 0.5). This it-
erative process enables decentralized, robust consensus, al-
lowing information about malicious or faulty agents to prop-
agate quickly. The resulting “social immune response” en-
sures that threats are isolated before causing systemic harm.

3.3 Collective Adaptation: Federated Learning
with Homomorphic Encryption

Long-term adaptation is achieved through collective train-
ing of the shared signal extractor Φw, used by all agents
in the Monitor phase. The objective is to find weights w∗
minimizing the global loss over all agents’ private datasets
{𝐷1, . . . , 𝐷𝑁 }:

w∗ = arg min
w

𝑁∑︁
𝑖=1

|𝐷𝑖 |∑
𝑘 |𝐷𝑘 |

𝐿𝑖 (w)

where 𝐿𝑖 (w) = 1
|𝐷𝑖 |

∑
(x,𝑦) ∈𝐷𝑖

ℓ(Φw (x), 𝑦) is the local loss
for agent 𝑖. This optimization uses Federated Averaging, en-
hanced with Homomorphic Encryption for privacy.

In each round 𝑡, a central server selects agents 𝑆𝑡 to par-
ticipate. Each agent 𝑖 ∈ 𝑆𝑡 receives the current global model
w𝑡 , computes its local gradient g𝑖 = ∇𝐿𝑖 (w𝑡 ), and update
Δ𝑖 = −𝜂g𝑖 . To protect privacy, agent 𝑖 encrypts Δ𝑖 using a

public key 𝑝𝑘 of an additively homomorphic scheme, yield-
ing ciphertext 𝑐𝑖 = Encrypt𝑝𝑘 (Δ𝑖). These are sent to the
server, which aggregates without decryption:

𝐶agg =
⊕
𝑖∈𝑆𝑡

𝑐𝑖 = Encrypt𝑝𝑘

(∑︁
𝑖∈𝑆𝑡

Δ𝑖

)
The server decrypts𝐶agg with its private key to obtain Δagg =∑

𝑖∈𝑆𝑡 Δ𝑖 , updating the global model as:

w𝑡+1 = w𝑡 +
1
|𝑆𝑡 |

Δagg

This ensures that agents’ private data is never exposed, while
the global model becomes more effective over time.

A critical innovation is self-supervised labeling of train-
ing data. Agents autonomously generate labels 𝑦 ∈ {0, 1},
where 1 denotes anomaly, using two signals: (1) reward-
based feedback from the Dec-POMDP (labeling interactions
as anomalous if they precede low or negative rewards), and
(2) consensus-based feedback from the social layer (labeling
interactions as anomalous if they cause a sharp negative trust
update, especially when confirmed by peer gossip). This
closes the loop between collective system performance and
perception, enabling adaptation to harmful behaviors based
on their demonstrable impact on overall system goals.

3.4 Collective Stability with Social Consensus
Agent-Level Stability. The individual stability is ensured
by two core mechanisms. First, the trust update loop mod-
els 𝑇𝑖 𝑗 as the expectation of a Beta distribution, with up-
dates governed by bounded sigmoid functions. This con-
strains trust beliefs to [0, 1], preventing divergence or abrupt
swings. Second, the risk-averse action policy (Eq. 2) system-
atically penalizes risky actions toward untrusted or anoma-
lous peers, reducing exposure to adversarial influence and
containing potential cascading failures.

Collective Reputation Convergence. At the system level,
stability emerges from the gossip-based reputation protocol,
which acts as a distributed consensus algorithm. The iter-
ative update R(𝑡+1)

𝑖
= (1 − 𝑤𝑔)R(𝑡 )𝑖

+ 𝑤𝑔R(𝑡 )𝑝 guarantees
convergence to a shared consensus matrix R̄ under standard
graph connectivity. The convergence rate depends on the
second-largest eigenvalue of the expected gossip matrix; a
smaller value implies faster, more robust error correction.
This process prevents the network from fragmenting into
subgroups with divergent beliefs, a common mode of fail-
ure in large-scale multi-agent systems.

Stability of Collective Learning. The federated learn-
ing mechanism is susceptible to client drift under non-IID
data. The Bio-Autonomic Framework regulates this through
cross-layer feedback: if an agent’s contribution degrades
system performance, peers detect this via low MCAV scores
and reputation, reducing the agent’s influence in future
rounds. This feedback loop contains destabilizing updates
and prevents model collapse.
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Framework Dataset GPT-4o o1-mini GPT-3.5 Mixtral-22B Llama-8B Llama-70B Qwen-72B Qwen-32B Qwen-14B Qwen-7B

Bio-Autonomic

HumanEval 88.52 85.24 79.58 77.71 75.13 83.87 86.84 83.19 82.35 79.52
CIAR 72.89 69.41 65.23 63.76 62.08 69.25 70.91 67.14 67.92 65.73
CommonMT 88.46 86.03 79.47 77.42 75.18 84.41 86.43 85.15 82.11 79.59
FairEval 93.58 90.92 84.35 82.17 80.01 89.04 92.11 88.83 87.09 84.26

AutoAgents

HumanEval 81.23 76.88 72.74 71.79 69.05 76.81 79.72 75.16 75.28 72.77
CIAR 60.71 57.45 54.29 52.92 51.56 57.84 59.57 54.23 56.69 54.22
CommonMT 84.49 81.91 75.83 73.84 71.82 80.06 82.65 80.38 78.47 75.87
FairEval 88.82 86.07 80.15 78.29 75.51 84.48 86.89 84.34 82.26 80.03

H-MAS

HumanEval 82.57 77.92 73.81 72.76 70.33 78.69 81.38 76.39 76.81 74.45
CIAR 62.34 58.69 55.82 54.65 52.97 59.08 61.32 55.98 58.17 56.41
CommonMT 84.93 82.18 76.54 74.99 71.91 80.35 82.96 80.92 79.33 76.32
FairEval 90.06 87.11 80.69 78.93 76.24 85.12 88.54 85.95 84.18 80.67

MAPPO

HumanEval 62.78 58.91 56.13 55.69 53.82 59.94 61.35 57.26 58.01 56.27
CIAR 40.35 37.12 36.18 35.03 34.59 38.16 39.77 35.74 37.38 35.81
CommonMT 69.72 66.59 62.61 61.18 59.24 62.65 67.81 65.43 65.19 66.38
FairEval 65.37 61.74 58.52 57.01 55.78 62.29 64.25 60.59 60.41 58.46

MADDPG

HumanEval 58.19 54.43 51.92 51.68 49.21 54.88 57.17 53.05 53.82 52.74
CIAR 34.96 31.27 31.14 30.82 29.89 33.25 34.38 30.01 32.24 31.06
CommonMT 63.11 60.84 56.45 55.29 53.47 60.13 61.62 59.66 58.89 56.88
FairEval 58.73 55.88 52.51 51.46 49.52 55.97 57.49 54.85 55.08 52.64

Table 1: Task-level comparison of Bio-Autonomic with five competitive multi-agent frameworks on four benchmarks: Hu-
manEval (code generation), CIAR (mathematical reasoning), CommonMT-Lexical (commonsense translation), and FairEval
(text-quality preference alignment). Each task is evaluated on ten LLM backbones, with scores rescaled to the [0, 100] band.
Boldface marks the best result in each (task, backbone) cell. All values are averaged over ten random seeds to reduce variance.

Emergent, Multi-Timescale Stability. Overall stability
in the framework is an emergent property of layered control
loops operating on different timescales:

• Fast, Local Stability: Risk-averse planning ensures im-
mediate response to anomalies.

• Mid-Term, Social Stability: Gossip and trust dynamics
rapidly isolate and marginalize non-cooperative or faulty
agents.

• Long-Term, Adaptive Stability: Federated learning
adapts collective perception, with social feedback polic-
ing model drift.

This defense-in-depth strategy, similar to Lyapunov stability
(Nguyen 2018), ensures quick recovery and strong opera-
tion under a wide range of disturbances, providing resilience
against both random shocks and deliberate attacks.

4 Multi-Agent Interaction Setup
4.1 Tasks and Models
Framework performance was assessed on five distinct tasks,
following the protocol of (Huang et al. 2024). For code gen-
eration, we used the HumanEval benchmark (Chen et al.
2021), containing 164 Python problems. Mathematical rea-
soning was evaluated with the CIAR benchmark (Liang
et al. 2024), a suite of 50 challenging word problems. Ma-
chine translation was tested with 100 sentences from Com-
monMT (He et al. 2025), requiring contextual understand-
ing for English-to-French translation. Textual preference
alignment was assessed with FairEval (Wang et al. 2024),
comprising 80 comparisons between ChatGPT and Vicuna-
13B. Finally, collaborative ability was evaluated in Collab-
Overcooked AI environment (Sun et al. 2025), a multi-
agent game demanding teamwork and communication.

To isolate framework performance from the capabilities
of any single model, we used ten large language mod-
els (LLMs), both closed-source (GPT-4o (OpenAI 2024),
o1-mini (Jaech et al. 2024), GPT-3.5 (OpenAI 2023)) and
open-source (Qwen2.5-Instruct (Team 2024), Llama3.1-
Instruct (Dubey et al. 2024), Mixtral-8 (Jiang et al. 2024),
among others). All models were evaluated without addi-
tional fine-tuning, using a temperature of 0.2 to focus on the
framework’s control logic.

4.2 Baselines and Fault Testing
We compared our framework against four existing multi-
agent systems: MADDPG (Lowe et al. 2017), MAPPO (Yu
et al. 2022), H-MAS (Ghavamzadeh, Mahadevan, and
Makar 2006), and AutoAgents (Chen et al. 2023). All base-
lines were evaluated in the same environment for direct com-
parison. Resilience was assessed using two fault injection
strategies (Huang et al. 2024): AUTOINJECT, which ran-
domly modifies an agent’s message with 20% probability
(by word swaps or negations), and AUTOTRANSFORM,
which replaces a regular agent with a “malicious” (mislead-
ing) or “clumsy” (error-prone) agent.

We report four metrics:

1. Performance Degradation under Faults (PDF): Quan-
tifies the initial performance drop after fault injection:

PDF =
𝑆benign − 𝑆faulty

𝑆benign
× 100

2. Error-Recovery Rate (ERR): Measures the fraction of
lost performance that is autonomously recovered:

ERR =
𝑆recovered − 𝑆faulty

𝑆benign − 𝑆faulty
× 100
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Level 1 Level 2 Level 3 Level 4 Level 5 Level 6

Model Method SR PC SR PC SR PC SR PC SR PC SR PC

GPT-4o
Collab-Overcooked 94.00 85.92 86.00 84.96 68.00 76.61 34.00 44.42 2.00 29.13 4.00 22.45
AUTOTRANSFORM 65.80 60.14 55.90 55.22 40.80 45.97 20.40 31.10 1.00 17.48 2.00 13.47
Bio-Autonomic 95.00 87.15 89.00 86.50 75.00 80.10 48.00 55.40 15.00 40.50 20.00 35.80

o1-mini
Collab-Overcooked 70.00 74.18 2.00 36.36 0.00 33.60 0.00 24.80 0.00 20.28 0.00 13.07
AUTOTRANSFORM 42.00 44.51 0.00 21.82 0.00 20.16 0.00 14.88 0.00 12.17 0.00 7.84
Bio-Autonomic 85.00 81.30 65.00 70.20 58.00 65.90 35.00 45.10 10.00 31.80 12.00 25.50

GPT-3.5
Collab-Overcooked 42.00 68.20 8.00 43.42 0.00 36.44 0.00 24.74 0.00 15.21 0.00 12.03
AUTOTRANSFORM 25.20 40.92 4.80 26.05 0.00 21.86 0.00 14.84 0.00 9.13 0.00 7.22
Bio-Autonomic 82.00 79.50 60.00 68.00 50.00 61.30 33.00 43.20 8.00 29.90 10.00 24.10

Qwen2.5-72B
Collab-Overcooked 78.00 76.84 64.00 68.00 14.00 46.88 8.00 30.80 0.00 22.67 0.00 18.45
AUTOTRANSFORM 54.60 53.79 44.80 47.60 8.40 28.13 4.80 18.48 0.00 13.60 0.00 11.07
Bio-Autonomic 88.00 83.10 75.00 78.50 65.00 72.40 40.00 50.60 12.00 38.10 15.00 30.20

Qwen2.5-32B
Collab-Overcooked 64.00 73.36 44.00 62.02 14.00 40.08 4.00 33.78 2.18 22.16 0.00 18.93
AUTOTRANSFORM 44.80 51.35 30.80 43.41 9.80 28.06 2.40 20.27 1.31 13.30 0.00 11.36
Bio-Autonomic 84.00 80.20 68.00 73.00 55.00 65.80 34.00 44.50 9.00 30.00 11.00 25.30

Qwen2.5-14B
Collab-Overcooked 32.00 50.36 4.00 26.66 0.00 24.41 0.00 19.00 0.00 14.14 0.00 14.27
AUTOTRANSFORM 22.40 35.25 2.80 18.66 0.00 17.09 0.00 11.40 0.00 8.48 0.00 8.56
Bio-Autonomic 79.00 75.00 55.00 62.10 45.00 55.40 28.00 39.80 6.00 25.10 8.00 21.90

Qwen2.5-7B
Collab-Overcooked 8.00 44.79 0.00 13.00 0.00 9.29 0.00 8.35 0.00 5.57 0.00 4.51
AUTOTRANSFORM 5.60 31.35 0.00 9.10 0.00 6.50 0.00 5.01 0.00 3.34 0.00 2.71
Bio-Autonomic 75.00 70.60 50.00 58.30 40.00 51.20 25.00 35.00 5.00 22.40 7.00 19.50

Llama3.1-70B
Collab-Overcooked 70.00 75.42 42.00 63.15 22.00 54.58 6.18 45.04 0.00 29.77 0.00 17.69
AUTOTRANSFORM 49.00 52.80 29.40 44.21 15.40 38.21 3.71 27.02 0.00 17.86 0.00 10.61
Bio-Autonomic 86.00 82.40 72.00 76.80 60.00 69.10 38.00 48.90 11.00 36.50 14.00 29.80

Llama3.1-8B
Collab-Overcooked 4.00 33.03 0.00 15.49 0.00 12.33 0.00 11.24 0.00 9.05 0.00 7.45
AUTOTRANSFORM 2.80 23.12 0.00 10.84 0.00 8.63 0.00 6.74 0.00 5.43 0.00 4.47
Bio-Autonomic 72.00 68.10 48.00 55.90 38.00 49.70 22.00 33.30 4.00 20.10 6.00 18.20

Table 2: Performance comparison for different LLMs across 6 task complexity levels. “Collab-Overcooked” is the baseline
performance of the specified LLM. “AUTOTRANSFORM” shows the baseline performance under the faulty agent fault model.
The Bio-Autonomic Framework has the best performance.

3. Malicious-Agent Identification (MAI): The percentage
of trials in which the system correctly flags the faulty
agent.

4. Control-Flow Hijack Rate (CFHR): The proportion
of trials in which a malicious agent successfully steers
group decisions.

Here, 𝑆benign is the system score under normal conditions,
𝑆faulty is the score immediately after fault injection, and
𝑆recovered is the score following the recovery process.

5 Results and Discussions
5.1 Task Performance
Table 1 presents a comprehensive comparison of the Bio-
Autonomic framework with four baselines (AutoAgents,
H-MAS, MAPPO, and MADDPG) across ten LLMs. On
all evaluated tasks, HumanEval (code generation), CIAR
(mathematical reasoning), CommonMT (machine transla-
tion), and FairEval (preference alignment), Bio-Autonomic
consistently achieves the highest scores for every backbone
model. This demonstrates that the framework’s architec-
ture provides a robust performance advantage independent
of model capacity. In contrast, MAPPO and MADDPG ex-
hibit marked difficulties, particularly on complex reasoning

tasks such as CIAR, underscoring the effectiveness of Bio-
Autonomic for challenging multi-agent problem settings.

5.2 Collaborative Task Performance
Collaborative performance was evaluated using the Collab-
Overcooked AI benchmark (Table 2). The Bio-Autonomic
framework outperforms all baselines across all six levels
of task complexity. With the GPT-4o backbone, it achieves
a 95% success rate (SR) on Level 1 and sustains 20%
SR on Level 6, compared to 4% for the standard Collab-
Overcooked setup. Under the AUTOTRANSFORM fault
model, baseline performance drops further to 2% SR, while
Bio-Autonomic maintains substantially higher SR and pro-
cess compliance (PC) scores, demonstrating strong robust-
ness and coordination under adversity. This advantage per-
sists across all tested language models: Bio-Autonomic
enables even smaller models such as Llama3.1-8B and
Qwen2.5-7B to succeed at levels where baselines fail.

5.3 Resilience to Semantic Faults
Table 3 quantifies each framework’s resilience to semantic
faults injected via AUTOINJECT. Bio-Autonomic exhibits
minimal performance degradation (PDF: −4.8% on GPT-
4o) and achieves a high error-recovery rate (ERR: 93.4%),
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Model GPT-4o o1-mini GPT-3.5 Mixtral-22B Llama-8B
PDF ERR PDF ERR PDF ERR PDF ERR PDF ERR

Bio-Autonomic -4.8 93.4 -6.8 89.1 -7.5 88.2 -5.4 90.6 -9.2 85.4
AutoAgents -29.1 12.5 -32.1 11.1 -33.5 10.5 -30.4 11.8 -36.2 9.1
H-MAS -21.6 19.3 -24.5 16.5 -25.8 15.7 -22.8 17.6 -28.3 13.9
MAPPO -62.1 0.0 -63.2 0.0 -64.5 0.0 -62.9 0.0 -64.1 0.0
MADDPG -65.0 0.0 -66.3 0.0 -67.8 0.0 -65.9 0.0 -67.4 0.0

Model Llama-70B Qwen-72B Qwen-32B Qwen-14B Qwen-7B
PDF ERR PDF ERR PDF ERR PDF ERR PDF ERR

Bio-Autonomic -5.0 92.1 -5.2 91.5 -7.1 88.9 -8.9 86.0 -10.5 83.7
AutoAgents -29.7 12.2 -29.9 12.0 -32.8 10.9 -35.5 9.5 -38.0 8.2
H-MAS -22.1 18.4 -22.4 18.1 -25.1 16.0 -27.6 14.2 -30.1 12.8
MAPPO -62.5 0.0 -62.7 0.0 -63.5 0.0 -63.9 0.0 -64.3 0.0
MADDPG -65.4 0.0 -65.6 0.0 -66.7 0.0 -67.1 0.0 -67.6 0.0

Table 3: Resilience under 20% semantic-fault injection (AUTOINJECT). PDF: performance degradation (↓); ERR: error-
recovery rate (↑).

Variant MAI CFHR (%) PDF (%) ERR (%)

No trust ledger 0.18 65.4 -24.3 18.2
Direct trust only 0.73 15.2 -9.1 74.0
Gossip-based 0.94 1.5 -4.8 93.4

Table 4: Ablation study isolating the contribution of direct
trust calculation and gossip-based reputation dissemination.
All runs use the same GPT-4o backbone and a single mali-
cious agent (AUTOTRANSFORM). Scores are averaged over
ten seeds; the full mechanism (row 3) has the best outcome.

indicating effective self-healing and recovery. In contrast,
baselines suffer severe drops: MADDPG and MAPPO reach
PDF values of −65.0% and −62.1% with ERR of 0.0%,
showing no recovery. AutoAgents and H-MAS perform
moderately better, but still experience significant degrada-
tion and limited recovery. These results highlight the strong
effectiveness of Bio-Autonomic’s immune-inspired mecha-
nisms in mitigating semantic corruption.

5.4 Ablation Study of the Trust Mechanism

Ablation results in Table 4 highlight the necessity of the
gossip-based trust system. Without the trust ledger, the sys-
tem correctly identifies the malicious agent in only 18% of
runs (MAI), and the control flow hijack rate (CFHR) rises
to 65.4%. While direct trust improves these metrics, the full
gossip mechanism achieves optimal performance: MAI in-
creases to 94% and CFHR falls to 1.5%. Figure 2 illus-
trates trust evolution over 15 gossip rounds. Trust scores
assigned by honest agents to other honest agents (solid
lines) quickly converge above 0.9, while scores for mali-
cious agents (dashed lines) drop to near zero. This rapid sep-
aration isolates malicious agents and confirms the effective-
ness of gossip-based trust mechanism.
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Figure 2: Trust score evolution. Mean trust scores assigned
by honest agents to their peers over 15 gossip rounds. Trust
in honest agents (solid lines) converges to high values, while
trust in malicious agents (dashed lines) rapidly declines to
near zero, indicating effective and rapid threat isolation.

6 Conclusions and Future Work
This paper introduces the Bio-Autonomic Framework, a re-
silient architecture for LLM-based multi-agent systems de-
signed to absorb shocks and recover from adversity. The
framework integrates four core paradigms: individual au-
tonomy (MAPE-K loops), collective resilience (immune-
inspired algorithms and gossip protocols), probabilistic
trust, and privacy-preserving adaptation (Federated Learn-
ing). While empirical results demonstrate superior perfor-
mance and fault tolerance compared to baselines, the trust
model struggles with dynamic environments due to indefi-
nite evidence accumulation. Future work aims to incorporate
time-decay mechanisms for better adaptability and address
robustness against coordinated adversarial collusion.
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